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SECTION 28 05 00
COMMON WORK RESULTS FOR ELECTRONI C SAFETY AND SECURI TY

PART 1 - CGENERAL
1.1 DESCRI PTI ON

A. This Section, Conmon Wrk Results for Electronic Safety and Security
(ESS), applies to all sections of Division 28.

B. Furnish and install fully functional electronic safety and security
cabling system(s), equi pment and approved accessories in accordance wth
the specification section(s), drawi ng(s), and referenced publications.
Capacities and ratings of cable and other itens and arrangenents for the
specified items are shown on each systemis required Bill of Mterials
(BOM and verified on the approved systemdrawi ng(s). If there is a
conflict between contract’s specification(s) and draw ngs(s), the
contract’s specification requirenments shall prevail

C. The Contractor shall provide a fully functional and operating ESS,
programed, configured, docunented, and tested as required herein and
the respective Safety and Security System Specification(s). The
Contractor shall provide calculations and analysis to support design and
engi neeri ng decisions as specified in submttals. The Contractor shal
provide and pay all labor, materials, and equi prent, sales and gross
recei pts and other taxes. The Contractor shall secure and pay for plan
check fees, permts, other fees, and |licenses necessary for the
execution of work as applicable for the project. G ve required notices;
the Contractor will conply with codes, ordinances, regul ations, and
other legal requirements of public authorities, which bear on the
per f or mance of work.

D. The Contractor shall provide an ESS, installed, progranmed, configured,
docunented, and tested. The security systemshall include but not
limted to: physical access control, intrusion detection, duress alarnms,
el evator control interface, video assessment and surveillance, video
recordi ng and storage, del ayed egress, personal protection system
i ntercomruni cation system fire alarminterface, equipnent cabinetry,
dedi cat ed photo badgi ng system and associated |ive canera, report
printer, photo badge printer, and uninterruptible power supplies (UPS)
interface. Operator training shall not be required as part of the
Security Contractors scope and shall be provided by the Owmer. The
Security Contractor shall still be required to provi de necessary
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mai nt enance and troubl eshooting manual s as well as submittals as
identified herein. The work shall include the procurenent and
installation of electrical wire and cables, the installation and testing
of all system conponents. Inspection, testing, denonstration, and
accept ance of equi prment, software, materials, installation,
docunent ati on, and worknmanshi p, shall be as specified herein. The
Contractor shall provide all associated installation support, including
the provision of primary electrical input power circuits.
Repair Service Replacenment Parts On-site service during the warranty
peri od shall be provided as specified under “Emergency Service”. The
Contractor shall guarantee all parts and |abor for a termof one (1)
year, unless dictated otherwise in this specification fromthe
acceptance date of the systemas described in Part 5 of this
Specification. The Contractor shall be responsible for all equipnent,
software, shipping, transportati on charges, and expenses associated with
the service of the systemfor one (1) year. The Contractor shal
provi de 24-hour tel ephone support for the software programat no
additional charge to the owner. Software support shall include all
sof tware updates that occur during the warranty peri od.
Section | ncl udes:
Description of Work for Electronic Security Systens,

2. Electronic security equi pment coordination with relating Divisions,
3. Submittal Requirenents for Electronic Security,
4. M scel | aneous Supporting equi pment and nmaterials for Electronic

Security,
5. Electronic security installation requirenents.

1.2 RELATED WORK

A
B

Section 01 00 00 - CGENERAL REQUI REMENTS. For General Requirenents.
Section 07 84 00 - FIRESTOPPING Requirements for firestopping
application and use.

Section 08 71 00 - DOOR HARDWARE. Requirenents for door installation.
Section 13 05 41, SEI SM C RESTRAI NT REQUI REMENTS FOR NON- STRUCTURAL
COVPONENTS:  Seismic Restraint of Equi pnent.

Section 26 05 11 - REQUI REMENTS FOR ELECTRI CAL | NSTALLATI ONS

Requi renents for connection of high voltage.

Section 26 05 33 — RACEWAY AND BOXES FOR ELECTRI CAL SYSTEMS.

Requi rements for infrastructure
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Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONI C SAFETY AND
SECURI TY. Requirenments for conductors and cabl es.

Section 28 05 26 - GROUNDI NG AND BONDI NG FOR ELECTRONI C SAFETY AND
SECURI TY. Requirenents for groundi ng of equiprent.

Section 28 05 28.33 - CONDUI TS AND BOXES FOR ELECTRONI C SAFETY AND
SECURI TY. Requirenents for infrastructure.

Section 28 08 00 - COWM SI ONI NG OF ELECTRONI C SAFETY AND SECURI TY
SYSTEMS. Requirenments for Conm ssi oni ng.

1.3 DEFI NI TI ONS

A
B

)

oz r ~

QO

AGC. Automatic Gain Control.

Basket Cable Tray: A fabricated structure consisting of wire nesh
bottom and side rails.

BICSI: Building Industry Consulting Service |nternational

CCD: Charge-coupl ed devi ce.

Central Station: A PC with software designated as the main controlling

PC of the security access system \Wiere this termis presented with

initial capital letters, this definition applies.

Channel Cable Tray: A fabricated structure consisting of a one-piece,

ventil at ed- bottom or solid-bottom channel section.

Controller: An intelligent peripheral control unit that uses a conputer

for controlling its operation. Were this termis presented with an

initial capital letter, this definition applies.

CPU. Central processing unit.

Credential: Data assigned to an entity and used to identify that
entity.

DGP: Data Gathering Panel — conponent of the Physical Access Contro
System capabl e to conmuni cate, store and process information received

fromreaders, reader nodul es, input nodul es, output nodul es, and
Security Managenent System

DTS: Digital Termination Service: A mcrowave-based, |ine-of-sight

conmuni cati ons provided directly to the end user
EM: El ectromagnetic interference.

EMI:  Electric Metallic Tubing.

ESS: Electronic Security System

File Server: A PCin a network that stores the prograns and data files

shared by users.
GFl: Gound fault interrupter.
IDC. Insulation displacenent connector.
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Identifier: A credential card, keypad personal identification nunber or
code, bionetric characteristic, or other unique identification entered
as data into the entry-control database for the purpose of identifying
an individual. Were this termis presented with an initial capita
letter, this definition applies.
/O | nput/CQutput.
Intrusion Zone: A space or area for which an intrusion nust be detected
and uniquely identified, the sensor or group of sensors assigned to
performthe detection, and any interface equi pment between sensors and
comuni cation link to central -station control unit.
Ladder Cable Tray: A fabricated structure consisting of two
| ongi tudinal side rails connected by individual transverse nmenbers
(rungs).
LAN: Local area network.
LCD: Liquid-crystal display.
LED: Light-emtting diode.
Location: A Location on the network having a PC-to-Controller
comuni cations link, with additional Controllers at the Location
connected to the PC-to-Controller link with RS-485 comunications | oop.
Where this termis presented with an initial capital letter, this
definition applies.
Low Vol tage: As defined in NFPA 70 for circuits and equi pnment operating
at less than 50 V or for renote-control and signaling power-linited
circuits.
M JPEG  Mbdtion — Joint Photographic Experts G oup.
MPEG  Moving picture experts group
NEC. National Electric Code
NEMA: National Electrical Mnufacturers Association
NFPA:  National Fire Protection Association
NTSC. National Tel evision System Committee.
NRTL: Nationally Recogni zed Testing Laboratory.
Open Cabling: Passing tel ecomunications cabling through open space
(e.g., between the studs of a wall cavity).
PACS: Physical Access Control System A system conprised of cards,
readers, door controllers, servers and software to control the physica
i ngress and egress of people within a given space
PC. Personal conputer. This acronymapplies to the Central Station,
wor kst ations, and file servers.
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PCl Bus: Peripheral conponent interconnect; a peripheral bus providing
a hi gh-speed data path between the CPU and peripheral devices (such as
noni tor, disk drive, or network).
PDF: (Portable Docunent Format.) The file format used by the Acrobat
docunent exchange system software from Adobe.
RCDD: Regi stered Conmuni cations Distribution Designer
RFI:  Radi o-frequency interference.
RIA@D:. Rigid conduit is galvanized steel tubing, with a tubing wall
that is thick enough to allowit to be threaded.
RS-232: An TIAElA standard for asynchronous serial data conmuni cations
bet ween termi nal devices. This standard defines a 25-pin connector and
certain signal characteristics for interfacing conputer equipnent.
RS-485: An TIA ElA standard for nultipoint comruni cations.
Solid-Bottomor Non-ventilated Cable Tray: A fabricated structure
consisting of integral or separate longitudinal side rails, and a bottom
wi t hout ventilation openings.
SMB: Security Management System — A SM5 is software that incorporates
mul tiple security subsystens (e.g., physical access control, intrusion
detection, closed circuit television, intercom into a single platform
and graphi cal user interface.
TCP/1P: Transport control protocol/Internet protocol incorporated into
M crosoft W ndows.
Trough or Ventilated Cable Tray: A fabricated structure consisting of
integral or separate longitudinal rails and a bottom havi ng openings
sufficient for the passage of air and using 75 percent or |ess of the
pl an area of the surface to support cables.
UPS: Uninterruptible Power Supply
UTP:  Unshi el ded Twi sted Pair

YY. Workstation: A PCwth software that is configured for specific linted

security system functions.

1.4 QUALI TY ASSURANCE

A

B

Manuf acturers Qualifications: The manufacturer shall regularly and

presently produce, as one of the manufacturer's principal products, the

equi prent and material specified for this project, and shall have

manuf actured the itemfor at |east three years.

Product Qualification:

1. Manufacturer's product shall have been in satisfactory operation, on
three installations of simlar size and type as this project, for
approxi mately three years.
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The Government reserves the right to require the Contractor to submt
alist of installations where the products have been in operation

bef ore approval .

C. Contractor Qualification

1

The Contractor or security sub-contractor shall be a |icensed
security Contractor with a mnimmof five (5) years experience
installing and servicing systens of simlar scope and conplexity.

The Contractor shall be an authorized regional representative of the
Security Managenent Systenis (PACS) manufacturer. The Contractor
shal | provide four (4) current references fromclients with systens
of simlar scope and conpl exity whi ch becane operational in the past
three (3) years. At least three (3) of the references shall be
utilizing the same system conponents, in a simlar configuration as

t he proposed system The references nust include a current point of
contact, company or agency nane, address, tel ephone nunber, conplete
system description, date of conpletion, and approxi nate cost of the
project. The owner reserves the option to visit the reference sites,
with the site owner’s permission and representative, to verify the
quality of installation and the references’ |evel of satisfaction
with the system The Contractor shall provide copies of system
manuf acturer certification for all technicians. The Contractor shal
only utilize factory-trained technicians to install, program and
service the PACS. The Contractor shall only utilize factory-trained
technicians to install, term nate and service controller/field panels
and reader nodules. The technicians shall have a mninumof five (5)
conti nuous years of technical experience in electronic security
systenms. The Contractor shall have a local service facility. The
facility shall be located within [60] <insert nunmber> mles of the
project site. The local facility shall include sufficient spare
parts inventory to support the service requirenents associated with
this contract. The facility shall also include appropriate

di agnosti ¢ equi pment to performdiagnostic procedures. The COR
reserves the option of surveying the conpany’'s facility to verify the
service inventory and presence of a |local service organization.

The Contractor shall provide proof project superintendent with BICS
Certified Commrercial Installer Level 1, Level 2, or Technician to
provi de oversight of the project.

Cable installer nmust have on staff a Regi stered Comunication
Distribution Designer (RCDD) certified by Building Industry
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Consulting Service International. The staff menber shall provide
consi stent oversight of the project cabling throughout design,

| ayout, installation, term nation and testing.

D. Service Qualifications: There shall be a pernanent service organi zation
mai ntai ned or trained by the manufacturer which will render satisfactory
service to this installation within four hours of receipt of
notification that service is needed. Submt name and address of service
or gani zati ons.

1.5 GENERAL ARANGEMENT OF CONTRACT DOCUMENTS

A. The Contract Docurents supplenent to this specification indicates
approxi nate | ocations of equipnent. The installation and/or |ocations
of the equi pnent and devices shall be governed by the intent of the
design; specification and Contract Docunents, with due regard to actua
site conditions, recomendati ons, anbient factors affecting the
equi pnment and operations in the vicinity. The Contract Docunents are
di agrammatic and do not reveal all offsets, bends, el bows, conmponents,
materials, and other specific elenments that nay be required for proper
installation. |If any departure fromthe contract docunents is deened
necessary, or in the event of conflicts, the Contractor shall submt
details of such departures or conflicts in witing to the owner or
owner’'s representative for his or her coment and/or approval before
initiating work.

B. Anything called for by one of the Contract Docunents and not called for
by the others shall be of like effect as if required or called by all
except if a provision clearly designed to negate or alter a provision
contained in one or nore of the other Contract Docunents shall have the
i ntended effect. In the event of conflicts anbng the Contract Docunents,
the Contract Docunents shall take precedence in the follow ng order: the
Form of Agreenent; the Suppl enental General Conditions; the Specia
Conditions; the Specifications with attachnments; and the draw ngs.

1.6 SUBM TTALS

A. Submit in accordance with Section 01 33 23, SHOP DRAW NGS, PRODUCT DATA,
AND SAMPLES.

B. The Governnent's approval shall be obtained for all equi pnent and
material before delivery to the job site. Delivery, storage or
installation of equi pmrent or material which has not had prior approval
will not be permtted at the job site.
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C. Submittals for individual systems and equi pnent assenblies which consi st

of nmore than one item or conponent shall be nade for the system or
assenbly as a whole. Partial submttals will not be considered for
approval .

1. Mark the submittals, "SUBM TTED UNDER SECTI ON ",

2. Submittals shall be narked to show specification reference including

t he section and paragraph nunbers.

3. Submit each section separately.

The submittals shall include the follow ng:

1. Information that confirns conpliance with contract requirenents.

I ncl ude the manufacturer's nane, nodel or catal og nunbers, catal og
i nformation, technical data sheets, shop draw ngs, pictures,
nanepl ate data and test reports as required.

2. Parts list which shall include those replacenent parts recomended by
t he equi pnent nanufacturer, quantity of parts, current price and
avai lability of each part.

Submittals shall be in full conpliance of the Contract Docunents. Al

submittals shall be provided in accordance with this section.

Submittals lacking the breath or depth these requirenments will be

consi dered inconplete and rejected. Subm ssions are consi dered

mul tidisciplinary and shall require coordination with applicable

divisions to provide a conplete and conprehensi ve subm ssi on package.

Al submittals shall include adequate descriptive literature, catal og

cuts, shop drawi ngs and other data necessary for the Governnent to

ascertain that the proposed equi pnent and materials conply with
specification requirenments. Catalog cuts submtted for approval shal
be legible and clearly identify equi pment being submitted. Additiona
general provisions are as foll ows:

1. The Contractor shall schedule submttals in order to maintain the
proj ect schedule. For coordination drawings refer to Specification
Section 01 33 10 - Design Submittal Procedures, which outline basic
subm ttal requirenents and coordination. Section 01 33 10 shall be
used in conjunction with this section.

2. The Contractor shall identify variations fromrequirenments of
Contract Docunents and state product and systemlimtations, which
may be detrinental to successful performance of the conpleted work or
system

3. Each package shall be subnitted at one (1) time for each revi ew and
i ncl ude conponents from applicable disciplines (e.g., electrica
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wor k, architectural finishes, door hardware, etc.) which are required
to produce an accurate and detail ed depiction of the project.

Manuf acturer’s information used for subnittal shall have pages with

itens for approval tagged, items on pages shall be identified, and

capacities and performance paraneters for review shall be clearly

mar ked t hrough use of an arrow or highlighting. Provide space for

COR and Contractor revi ew stanps.

Techni cal Data Drawi ngs shall be in the |atest version of AutoCAD®,

drawn accurately, and in accordance with VA CAD St andards CAD

Standard Application Guide, and VA BIM Gui de. FREEHAND SKETCHES OR

COPI ED VERSI ONS OF THE CONSTRUCTI ON DOCUMENTS W LL NOT BE ACCEPTED

The Contractor shall not reproduce Contract Docunents or copy

standard i nformation as the basis of the Technical Data Drawi ngs. |If

departures fromthe technical data drawi ngs are subsequently deened
necessary by the Contractor, details of such departures and the
reasons thereof shall be submitted in witing to the COR for approva
before the initiation of work.

Packagi ng: The Contractor shall organize the subm ssions according

to the foll owi ng packagi ng requirenents.

a. Binders: For each manual, provide heavy duty, conmmercial quality,
durable three (3) ring vinyl covered | oose | eaf binders, sized to
receive 8.5 x 11 in paper, and appropriate capacity to accommodate
the contents. Provide a clear plastic sleeve on the spine to hold
| abel s describing the contents. Provide pockets in the covers to
recei ve fol ded sheets.

1) Where two (2) or nore binders are necessary to accommodate
data; correlate data in each binder into rel ated groupings
according to the Project Manual table of contents. Cross-
ref erenci ng ot her binders where necessary to provide essentia
i nformati on for conmunication of proper operation and/or
mai nt enance of the conponent or system

2) ldentify each binder on the front and spine with printed binder
title, Project title or name, and subject matter covered.

I ndi cate the vol ume nunber if applicable.

b. Dividers: Provide heavy paper dividers with celluloid tabs for
each Section. Mark each tab to indicate contents.

c. Protective Plastic Jackets: Provide protective transparent
pl astic jackets designed to encl ose diagnostic software for
conputerized el ectroni c equi prent.
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Text Material: \Where witten material is required as part of the

manual use the nmanufacturer's standard printed nmaterial, or if not

avai | abl e, specially prepared data, neatly typewitten on 8.5

i nches by 11 inches 20 pound white bond paper

Drawi ngs: Were drawi ngs and/or diagrans are required as part of

t he manual, provide reinforced punched binder tabs on the draw ngs

and bind themwith the text.

1) Where oversized drawi ngs are necessary, fold the drawings to
the sane size as the text pages and use as a fol dout.

2) If drawings are too large to be used practically as a fol dout,
pl ace the drawi ng, neatly folded, in the front or rear pocket
of the binder. Insert a type witten page indicating the
drawing title, description of contents and drawi ng | ocation at
t he appropriate |location of the manual

3) Drawi ngs shall be sized to ensure details and text is of
| egible size. Text shall be no less than 1/16” tall

Manual Content: Submit in accordance with Section 01 00 00,

GENERAL REQUI REMENTS.

1) Mai ntenance and Qperation Manuals: Submt as required for
systens and equi pnent specified in the technical sections.
Furni sh four copies, bound in hardback binders, (nmanufacturer's
standard bi nders) or an approved equival ent. Furnish one
conpl ete manual as specified in the technical section but in no
case later than prior to performance of systens or equi pment
test, and furnish the remaining manual s prior to contract
conpl eti on.

2) Inscribe the following identification on the cover: the words
"MAI NTENANCE AND OPERATI ON MANUAL, " the nanme and | ocation of
the system equi pnent, building, nane of Contractor, and
contract nunber. Include in the manual the nanmes, addresses,
and tel ephone nunbers of each subcontractor installing the
system or equi pment and the | ocal representatives for the
system or equi pnent.

3) The nmanual s shall include:

a) Internal and interconnecting wiring and control diagrans
with data to explain detail ed operation and control of the
equi prent .

b) A control sequence describing start-up, operation, and
shut down.
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c) Description of the function of each principal item of
equi prent .
d) Installation and nai ntenance instructions.
e) Safety precautions.
f) Diagranms and illustrations.
g) Testing nethods.
h) Performance dat a.
i) Pictorial "exploded" parts list with part nunbers. Enphasis
shal |l be placed on the use of special tools and instrunents.
The list shall indicate sources of supply, recomended
spare parts, and nane of servicing organization
i) Appendix; list qualified permanent servicing organi zations
for support of the equipnent, including addresses and
certified qualifications.
Bi nder Organi zation: Organize each nmanual into separate sections
for each piece of related equipnent. At a mnimm each manua
shall contain a title page, table of contents, copies of Product
Dat a suppl emented by drawi ngs and witten text, and copies of each
warranty, bond, certifications, and service Contract issued. Refer
to Goup |I through V Technical Data Package Submittal requirements
for required section content.
Title Page: Provide a title page as the first sheet of each manua
to include the follow ng information; project nane and address,
subj ect matter covered by the nanual, nane and address of the
Project, date of the submittal, nanme, address, and tel ephone
nunber of the Contractor, and cross references to related systens
i n other operating and/or naintenance manual s.
Tabl e of Contents: After the title page, include a type witten
table of contents for each vol ume, arranged systematically
according to the Project Manual format. Provide a list of each
product included, identified by product nane or other appropriate
i dentifying synbols and i ndexed to the content of the vol une.
VWere nmore than one (1) volume is required to hold data for a
particul ar system provide a conprehensive table of contents for
all volumes in each volume of the set.
General Information Section: Provide a general information section

i mediately following the table of contents, listing each product
i ncluded in the manual, identified by product name. Under each
product, list the nane, address, and tel ephone nunber of the
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installer and mai ntenance Contractor. 1In addition, list a loca
source for replacenent parts and equi pnent.

k. Draw ngs: Provide specially prepared draw ngs where necessary to
suppl enent the manufacturers printed data to illustrate the
rel ati onshi p between conponents of equi pment or systens, or
provi de control or flow diagrams. Coordinate these drawings with
i nfornati on contained in Project Record Drawi ngs to assure correct
illustration of the conpleted installation

. Manufacturer’s Data: Where nmanufacturer's standard printed data
is included in the manual s, include only those sheets that are
pertinent to the part or product installed. Mark each sheet to
identify each part or product included in the installation. Were
nore than one (1) itemin tabular format is included, identify
each item wusing appropriate references fromthe Contract
Docurments. Identify data that is applicable to the installation
and delete references to information which is not applicable.

m Where manufacturer's standard printed data is not avail abl e and
the information i s necessary for proper operation and mai nt enance
of equi pnment or systens, or it is necessary to provide additiona
information to supplement the data included in the manual, prepare
witten text to provide the necessary information. Organize the
text in a consistent format under a separate heading for different
procedures. Were necessary, provide a |ogical sequence of
instruction for each operating or maintenance procedure. Were
simlar or nore than one product is listed on the submttal the
Contractor shall differentiate by highlighting the specific
product to be utilized.

n. Calculations: Provide a section for circuit and pane
cal cul ati ons.

0. Loadi ng Sheets: Provide a section for DG Loadi ng Sheets.

p. Certifications: Provide section for Contractor’s manufacturer
certifications.

Contractor Review Review submittals prior to transnmittal.

Deternmine and verify field nmeasurenents and field construction

criteria. Verify manufacturer’s catal og nunbers and confornance of

submttal with requirenents of contract docunments. Return non-
conform ng or inconplete subnittals with requirenments of the work and
contract documents. Apply Contractor’s stanp with signature
certifying the review and verification of products occurred, and the
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field di mensions, adjacent construction, and coordination of
information is in accordance with the requirenments of the contract

document s.

8. Resubmi ssion: Revise and resubmt subnittals as required within 15
cal endar days of return of submttal. Make resubni ssions under
procedures specified for initial submittals. Identify all changes
nmade since previous submttal.

9. Product Data: Wthin 15 cal endar days after execution of the
contract, the Contractor shall submit for approval a complete list of
all of major products proposed for use. The data shall include nane
of manufacturer, trade name, nodel nunber, the associated contract
docunent section nunber, paragraph nunber, and the referenced
standards for each |listed product.

F. Group 1 Technical Data Package: G oup | Technical Data Package shall be
one subnittal consisting of the follow ng content and organi zation.

Refer to VA Special Conditions Docurment for drawing format and content

requi renents. The data package shall include the follow ng:

1. Section | - Draw ngs:

a. Ceneral — Drawi ngs shall conformto VA CAD Standards Guide. Al
text associated with security details shall be 1/8" tall and neet
VA text standard for Aut oCAD™draw ngs.

b. Cover Sheet — Cover sheet shall consist of Project Title and
Addr ess, Project Nunber, Area and Vicinity Maps.

c. General Information Sheets — General |nformation Sheets shal
consi st of CGeneral Notes, Abbreviations, Synbols, Wre and Cabl e
Schedul e, Project Phasing, and Sheet | ndex.

d. Floor Plans — Floor plans shall be produced fromthe Architectura
backgrounds issued in the Construction Docunents. The contractor
shall receive floor plans fromthe prine A/E to devel op these
drawi ng sets. Security devices shall be placed on drawings in
scale. Al text associated with security details shall be 1/8”
tall and neet VA text standard for AutoCAD™drawi ngs. Floor plans
shall identify the foll ow ng:

1) Security devices by synbol

2) The associ ated devi ce poi nt nunber (derived fromthe | oading
sheet s),

3) Wre & cable types and counts

4) Conduit sizing and routing

5) Conduit riser systens
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6) Device and area detail call outs

e. Architectural details — Architectural details shall be produced
for each device nmounting type (door details for EECS and | DS
Intrusion Detection system (notion sensor, vibration, mcrowave
Moti on Sensor and Canera mounting

f. Riser Diagrams — Contractor shall provide a riser diagram
indicating riser architecture and distribution of the SVMS
t hroughout the facility (or area in scope).

g. Block Diagrans — Contractor shall provide a bl ock diagramfor the
entire systemarchitecture and i nterconnections with SVS
subsystens. Block diagramshall identify SMS subsystem (e.g.,
electronic entry control, intrusion detection, closed circuit
tel evision, intercom and other associated subsystens)

i ntegration; and data transm ssion and medi a conversion
net hodol ogi es.

h. Interconnection D agrams — Contractor shall provide
i nterconnection di agram for each sensor, and devi ce conponent.

I nt erconnection diagramshall identify term nation |ocations,
standard wire detail to include ternination schedule. Diagram
shall also identify interfaces to other systens such as el evator
control, fire alarm systens, and security managenent systens.

FI PS 201 Conpliance Certificates

1. Provide Certificates for all software conponents and device types
utilizing credential verification. Provide certificates for:

a. Card Readers

Approvals will be based on conpl ete submi ssion of manuals together with

shop drawi ngs.

After approval and prior to installation, furnish the COR with one

sanmpl e of each of the follow ng:

1. A 300 mm (12 inch) length of each type and size of wire and cable
along with the tag fromthe coils of reels fromwhich the sanples
wer e taken.

2. Each type of conduit and pat hway coupling, bushing and term nation
fitting.

3. Conduit hangers, clanps and supports.

4. Duct sealing conpound.

Conpl et ed System Readi ness Checklists provided by the Conm ssioning

Agent and conpl eted by the contractor, signed by a qualified technician

and dated on the date of conpletion, in accordance with the requirenents
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of Section 28 08 00 COWM SSI ONI NG OF ELECTRONI C SAFETY AND SECURI TY
SYSTEMS.

1.7 APPLI CABLE PUBLI CATI ONS

A

The publications |listed bel ow (including amendnments, addenda, revisions,

suppl enent, and errata) forma part of this specification to the extent

referenced. The publications are referenced in the text by the basic

desi gnati on only.

Anerican National Standards Institute (ANSI)/ International Code Council

(1rco:

AL17. 1. ... .. St andard on Accessi bl e and Usabl e Buil di ngs and
Facilities

Anerican National Standards Institute (ANSI)/ Security Industry

Associ ation (SIA):

AC-03. ... ... .. Access Control: Access Control Cuideline Dye
Sublimation Printing Practices for PVC Access
Control Cards

CP-01-00................ Control Panel Standard-Features for False Alarm
Reducti on

PIR-01-00............... Passive Infrared Motion Detector Standard -
Features for Enhancing False Alarm Il munity

TVAC-01................. CCTV to Access Control Standard - Message Set

for SystemIntegration
Ameri can National Standards Institute (ANSI)/El ectronic Industries
Al liance (EIA):

330-09. ... ... El ectrical Performance Standards for CCTV
Caner as

375A-T76. ... ... El ectrical Performance Standards for CCTV
Moni tors

American National Standards Institute (ANSI):

ANSI S3.2-99............ Met hod for neasuring the Intelligibility of

Speech over Comuni cati ons Systens
Anerican Society for Testing and Materials (ASTM

B1-07.......... ... ...... St andard Specification for Hard-Drawn Copper
Wre

B3-07................... Standard Specification for Soft or Anneal ed
Copper Wre
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B8-04................... St andard Specification for Concentric-Lay-
Stranded Copper Conductors, Hard, Medi um Hard,
or Soft

C1238-97 (RO3).......... Standard Quide for Installation of Wal k-Through
Met al Detectors

D2301-04................ Standard Specification for Vinyl Chloride

Pl astic Pressure Sensitive Electrical Insulating
Tape

Architectural Barrier Act Accessibility Standards (ABAAS).

The Barrier Free Design Cuide 2011.

Depart nent of Veterans Affairs:

VHA National CAD Standard Application Guide, 2006

VA BIM Guide, V1.0 10

Federal Conmmuni cations Commi ssion (FCO):

(47 CFR 15) Part 15 Limtations on the Use of Wreless

Equi pnent / Syst ens

Federal Information Processing Standards (FIPS):

FIPS-201-1.............. Personal ldentity Verification (PlV) of Federal
Enpl oyees and Contractors

Federal Specifications (Fed. Spec.):

A-A-59544-08............ Cable and Wre, Electrical (Power, Fixed
Installation)

CGovernment Accountability Ofice (GAO:

GAO-03-8-02............. Security Responsibilities for Federally Owned
and Leased Facilities

Horel and Security Presidential Directive (HSPD):

HSPD-12................. Policy for a Common Identification Standard for
Federal Enpl oyees and Contractors

Institute of Electrical and El ectronics Engi neers (I EEE):

81-1983........ ... ... ... | EEE CGuide for Measuring Earth Resistivity,
Ground | npedance, and Earth Surface Potentials
of a Ground System

802.3af-08.............. Power over Ethernet Standard

802.3at-09 ............. Power over Ethernet (PoE) Plus Standard
C2-07..... i Nati onal Electrical Safety Code
C62.41-02............... | EEE Reconmmended Practice on Surge Voltages in

Low Vol tage AC Power Circuits
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C95.1-05......... .. ... Standards for Safety Levels with Respect to
Human Exposure in Radi o Frequency
El ectromagnetic Fields

I nternational O ganization for Standardi zation (1SO:

7810. . . ..o Identification cards — Physical characteristics

7811. .. ... Physi cal Characteristics for Magnetic Stripe
Car ds

7816-1.................. Identification cards - Integrated circuit(s)

cards with contacts - Part 1: Physica
characteristics

7816-2. ... ... Identification cards - Integrated circuit cards
- Part 2: Cards with contacts -Di nmensions and
| ocation of the contacts

7816-3. ... ... Identification cards - Integrated circuit cards
- Part 3: Cards with contacts - Electrica
interface and transm ssion protocols

7816-4. ... ... ... Identification cards - Integrated circuit cards
- Part 11: Personal verification through
bi onetric met hods

7816-10................. Identification cards - Integrated circuit cards
- Part 4: Organization, security and commands
for interchange

14443, . ... ... ... ... ..., Identification cards - Contactl ess integrated
circuit cards; Contactless Proximty Cards
Qperating at 13.56 MHz in up to 5 inches
di st ance

15693. ... .. ... ..., Identification cards -- Contactless integrated
circuit cards - Vicinity cards; Contactless
Vicinity Cards Operating at 13.56 Mz in up to
50 inches distance

19794, .. ... ... Information technology - Bionetric data
i nterchange formats

Nati onal Electrical Contractors Association

303-2005......... ... ... Installing Closed Circuit Tel evision (CCTV)
Syst ens

Nati onal El ectrical Manufactures Association (NEMA):

250-08.......... ... ... .. Encl osures for Electrical Equi pnent (1000 Volts
Maxi mum
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TC-3-04. . ... ... ... PVC Fittings for Use with Rigid PVC Conduit and
Tubi ng

FB1-07.................. Fittings, Cast Metal Boxes and Conduit Bodies
for Conduit, Electrical Metallic Tubing and
Cabl e

National Fire Protection Association (NFPA):

70-11. ... ... Nati onal El ectrical Code (NEC)

731-11. ... Standards for the Installation of Electric
Prem ses Security Systens

99-2012.......... ... ..., Health Care Facilities

Nati onal Institute of Justice (N J)

0601.02-03.............. St andards for Wal k- Through Metal Detectors for
use i n Weapons Detection

0602.02-03.............. Hand- Hel d Metal Detectors for Use in Conceal ed

Weapon and Contraband Detection
National Institute of Standards and Technol ogy (NI ST):

IR 6887 V2.1............ CGovernment Smart Card Interoperability
Specification (GSC-1S)

Speci al Pub 800-37...... CGui de for Applying the R sk Managenent Franmework
to Federal Information Systens

Speci al Pub 800-63...... El ectroni c Aut hentication Cuideline

Speci al Pub 800-73-3....Interfaces for Personal ldentity Verification (4
Parts)

........................ Pt. 1- End Point PIV Card Application Nanespace,
Dat a Mbdel & Representation

........................ Pt. 2- PIV Card Application Card Comand
Interface

........................ Pt. 3- PIV dient Application Progranm ng
Interface

........................ Pt. 4- The PIV Transitional Interfaces & Data
Model Specification

Speci al Pub 800-76-1....Bionetric Data Specification for Persona
Identity Verification

Speci al Pub 800-78-2....Cryptographic Al gorithns and Key Sizes for
Personal ldentity Verification

Speci al Pub 800-79-1....CGuidelines for the Accreditation of Persona
Identity Verification Card |ssuers

Speci al Pub 800-85B-1...DRAFTPIV Data Mdel Test Guidelines
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Speci al Pub 800-85A-2...PIV Card Application and M ddl eware Interface
Test Cuidelines (SP 800-73-3 comnpliance)
Speci al Pub 800-96...... PIV Card Reader Interoperability Guidelines
Speci al Pub 800-104A....Schene for PIV Visual Card Topography
Qccupational and Safety Health Adm nistrati on (OSHA):
29 CFR 1910.97.......... Noni oni zi ng radiation
Section 508 of the Rehabilitation Act of 1973
Security Industry Association (SIA):

AGO1 ......... ... .. ..., Security CAD Synbol s St andards

Underwriters Laboratories, Inc. (UL):

1-05. . ..o Fl exi bl e Metal Conduit

5-04.......... ... . ... ... Surface Metal Raceway and Fittings

6-07. ... .. . Rigid Metal Conduit

44-05. . ... . ... Ther noset - I nsul ated Wres and Cabl es

50-07....... .. . Encl osures for Electrical Equipnent

83-08................... Ther nopl astic-1nsulated Wres and Cabl es

294-99. ... ... o The Standard of Safety for Access Control System
Units

305-08........... ... Standard for Pani c Hardware

360-09.................. Li qui d-Ti ght Flexible Steel Conduit

444-08. .. ... ... .. ... Saf ety Communi cati ons Cabl es

464-09. . ... ... ... ... Audi bl e Si gnal Appliances

467-07. .. ... El ectri cal Groundi ng and Bondi ng Equi prent

486A-03................. Wre Connectors and Sol dering Lugs for Use with
Copper Conductors

486C-04. ... ... ... ... Splicing Wre Connectors

486D-05................. I nsul ated Wre Connector Systens for Underground
Use or in Danp or Wt Locations

486E-00................. Equi prent Wring Terminals for Use with Al um num
and/ or Copper Conductors

493-07. ... ... Ther nopl asti c- 1 nsul at ed Under ground Feeder and
Branch Gircuit Cable

514A-04. .. ... ... ... ... Metallic Qutlet Boxes

514B-04................. Fittings for Cable and Conduit

51-05....... ... ... . ... Schedul e 40 and 80 Rigid PVC Conduit

609-96.................. Local Burglar Alarm Units and Systens

634-07. ... .. .. ... ... St andards for Connectors with Burglar-A arm
Syst ens

636-01.................. Standard for Holdup Alarm Units and Systens

28 05 00 - 19



CLI NOO2

STRATTON VA MEDI CAL CENTER
RENOVATE 4A & CORE for CLC
VA PROIECT NO. 528A8-12-801

639-97. ... ... Standard for Intrusion-Detection Units

651-05........... ... ... Schedul e 40 and 80 Rigid PVC Conduit

651A-07................. Type EB and A Rigid PVC Conduit and HDPE Condui t

752-05. ... ... Standard for Bullet-Resisting Equi pnent

797-07. ..o El ectrical Metallic Tubing

827-08........ ... .. ... .. Central Station Al arm Services

1037-09. ... ... ... Standard for Anti-theft Al arms and Devices

1635-10................. Digital Al arm Communi cator System Units

1076-95. ... ... oLl Standards for Proprietary Burglar AlarmUnits
and Systens

1242-06. ................ I nternedi ate Metal Conduit

1479-03. ... ... ... ..., Fire Tests of Through-Penetration Fire Stops

1981-03. ... ... Central Station Automation System

2058-05......... ... .. H gh Security El ectronic Locks

60950................... Saf ety of Infornation Technol ogy Equi pnent

60950-1................. I nformati on Technol ogy Equi pnent - Safety - Part

1: General Requirenents

Z. Uniform Federal Accessibility Standards (UFAS) 1984

AA. United States Departnent of Conmerce:

Speci al Pub 500-101 ....Care and Handling of Conputer Magnetic Storage
Medi a
1.8 COORDI NATI ON

A. Coordinate arrangenent, nmounting, and support of electronic safety and
security equi pnent:

1. To all ow maxi mum possi bl e headroom unl ess specific nounting heights
t hat reduce headroom are indi cated.

2. To provide for ease of disconnecting the equipnent with m ni mm
interference to other installations.

3. To allowright of way for piping and conduit installed at required
sl ope.

4. So connecting raceways, cables, w reways, cable trays, and busways
will be clear of obstructions and of the working and access space of
ot her equi prent .

B. Coordinate installation of required supporting devices and set sleeves
in cast-in-place concrete, masonry walls, and other structura
conponents as they are constructed.

C. Coordinate | ocation of access panels and doors for el ectronic safety and
security itens that are behind finished surfaces or otherw se conceal ed.

28 05 00 - 20



CLI N0O2
STRATTON VA MEDI CAL CENTER
RENOVATE 4A & CORE for CLC
VA PROQJIECT NO. 528A8-12-801
1.9 MAI NTENANCE & SERVI CE
A. General Requirenents
1. The Contractor shall provide all services required and equi pnent
necessary to naintain the entire integrated el ectronic security
systemin an operational state as specified for a period of one (1)
year after formal witten acceptance of the system The Contractor
shal |l provide all necessary material required for performng
schedul ed adj ustnments or other non-schedul ed work. |npacts on
facility operations shall be mnimzed when perform ng schedul ed
adj ustments or other non-schedul ed work. See al so General Project
Requi renent s.
B. Description of Wrk
1. The adjustnent and repair of the security system i ncludes al
software updates, panel firmvare, and the followi ng new itens
conput ers equi pnent, conmuni cati ons transni ssion equi pnent and data
transm ssion nmedia (DTM, |ocal processors, security system sensors,
physi cal access control equi pnent, facility interface, signa
transm ssion equi pnent, and vi deo equi prent.
C. Personne
1. Service personnel shall be certified in the maintenance and repair of
the selected type of equiprment and qualified to acconplish all work
pronptly and satisfactorily. The COR shall be advised in witing of
t he nane of the designated service representative, and of any change
in personnel. The COR shall be provided copies of system
manuf acturer certification for the designated service representative.
D. Schedul e of Work
1. The work shall be performed during regul ar worki ng hours, Monday
t hrough Friday, excluding federal holidays.
E. Emergency Service
1. The owner shall initiate service calls whenever the systemis not
functioning properly. The Contractor shall provide the Omer with an
energency service center tel ephone nunber. The energency service
center shall be staffed 24 hours a day 365 days a year. The Oaner
shal | have sole authority for determ ning catastrophic and non-
catastrophic systemfailures within paranmeters stated in Genera
Proj ect Requirenents.
a. For catastrophic systemfailures, the Contractor shall provide
sane day four (4) hour service response with a defect correction
tinme not to exceed eight (8) hours from[notification] [arrival on
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site]. Catastrophic systemfailures are defined as any system
failure that the Omer determines will place the facility(s) at
i ncreased ri sk.
b. For non-catastrophic failures, the Contractor within eight (8)
hours with a defect correction time not to exceed 24 hours from
notification.

F. Qperation
1. Performance of schedul ed adjustnents and repair shall verify

operation of the systemas denonstrated by the applicable portions of
the perfornmance verification test.

G Records & Logs

1

The Contractor shall maintain records and | ogs of each task and
organi ze cumul ative records for each component and for the conplete
system chronol ogically. A continuous |og shall be submtted for al
devices. The log shall contain all initial settings, calibration,
repair, and progranm ng data. Conplete |ogs shall be maintained and
avai l abl e for inspection on site, denmponstrating planned and
systemati c adj ustnents and repairs have been acconplished for the
system

h. Wirk Request

J.

1

The Contractor shall separately record each service call request, as
received. The record shall include the serial nunber identifying the
conponent involved, its location, date and tinme the call was
received, specific nature of trouble, nanes of service personne
assigned to the task, instructions describing the action taken, the
amount and nature of the materials used, and the date and time of
conmencenent and conpletion. The Contractor shall deliver a record
of the work perfornmed within five (5) working days after the work was
conpl et ed.

System Modi fications

1. The Contractor shall nmake any recommendations for system nodification
inwiting to the COR No system nodifications, including operating
parameters and control settings, shall be nmade wi thout prior witten
approval fromthe COR Any nodifications nmade to the system shall be
i ncorporated into the operation and nai ntenance nanual s and ot her
docunent ati on affected.

Sof t war e

1. The Contractor shall provide all software updates when approved by

the Owmer fromthe nmanufacturer during the installation and 12-nonth
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warranty period and verify operation of the system These updates
shal |l be accomplished in a timely manner, fully coordinated with the
system operators, and incorporated into the operations and
mai nt enance nanual s and software docunmentation. There shall be at
| east one (1) schedul ed update near the end of the first year’s
warranty period, at which tine the Contractor shall install and
validate the latest rel eased version of the Manufacturer’s software.
Al software changes shall be recorded in a log maintained in the
unit control room An electronic copy of the software update shal
be maintained within the log. At a mninmum the contractor shal
provi de a description of the nodification, when the nodification
occurred, and name and contact information of the individua
perform ng the nodification. The log shall be maintained in a white
3 ring binder and the cover narked “SOFTWARE CHANGE LOG'.

1.10 M NI MUM REQUI REMENTS

A. References to industry and trade associ ati on standards and codes are
m nimuminstallation requirenent standards.

B. Drawi ngs and ot her specification sections shall govern in those

i nstances where requirenents are greater than those specified in the
above standards.
1.11 DELIVERY, STORAGE, & HANDLI NG
A. Equi pnent and materials shall be protected during shiprment and storage
agai nst physical damage, dirt, npisture, cold and rain

1

During installation, enclosures, equiprment, controls, controllers,
circuit protective devices, and other like itens, shall be protected
agai nst entry of foreign matter; and be vacuum cl eaned bot h inside
and outside before testing and operating and repainting if required.
Darmaged equi pment shall be, as determ ned by the COR placed in first
cl ass operating condition or be returned to the source of supply for
repair or replacenent.

Pai nted surfaces shall be protected with factory installed renovabl e
heavy craft paper, sheet vinyl or equal

Damaged paint on equi prent and materials shall be refinished with the
same quality of paint and worknanship as used by the manufacturer so
repai red areas are not obvious.

B. Central Station, Wrkstations, and Controllers:

1

Store in tenperature and humidity controlled environment in origina
manuf acturer's seal ed contai ners. Mintain anbient tenperature
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between 10 to 30 deg C (50 to 85 deg F), and not nore than 80 percent
relative humidity, non-condensing.
Open each container; verify contents against packing list, and file
copy of packing list, conplete with container identification for
i nclusion in operation and mai nt enance dat a.
Mark packing Iist with designations which have been assigned to
materi al s and equi pnment for recording in the system | abeling
schedul es generated by cable and asset managenent system
Save original manufacturer's containers and packing materials and
deliver as directed under provisions covering extra materials.

1.12 PRQIECT CONDI Tl ONS
A. Environnmental Conditions: Systemshall be capabl e of withstanding the

foll owi ng environnental conditions w thout nechanical or electrica

damage or degradation of operating capability:

1

Interior, Controlled Environment: System conmponents, except central -
station control unit, installed in tenperature-controlled interior
environnents shall be rated for continuous operation in anbient
conditions of 2 to 50 deg C (36 to 122 deg F) dry bulb and 20 to 90
percent relative hum dity, non-condensing. NEMA 250, Type 1

encl osure.

Interior, Uncontrolled Environment: System conponents installed in
non-tenperature-controlled interior environments shall be rated for
conti nuous operation in anbient conditions of -18 to 50 deg C (0 to
122 deg F) dry bulb and 20 to 90 percent relative humdity, non-
condensi ng. NEMA 250, Type 4X encl osures.

Exterior Environnent: System conponents installed in |ocations
exposed to weat her shall be rated for continuous operation in ambient
conditions of -34 to 50 deg C (-30 to 122 deg F) dry bulb and 20 to
90 percent relative humdity, condensing. Rate for continuous
operation where exposed to rain as specified in NEMA 250, winds up to
137 kmh (85 nmph) and snow cover up to 610 nm (24 in) thick. NEMA
250, Type 4X encl osures.

Hazar dous Environment: System conponents |ocated in areas where fire
or expl osion hazards may exist because of flammabl e gases or vapors,
fl ammabl e |iquids, combustible dust, or ignitable fibers shall be
rated, listed, and installed according to NFPA 70.

Corrosive Environnent: For system components subjected to corrosive
funes, vapors, and wind-driven salt spray in coastal zones, provide
NEMA 250, Type 4X encl osures.
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B. Security Environment: Use vandal resistant enclosures in high-risk
areas where equi pnent may be subject to damage.
C. Console: Al console equipnent shall, unless noted otherw se, be rated
for continuous operation under anbient environmental conditions of 15.6
to 29.4 deg C (60 to 85 deg F) and a relative humdity of 20 to 80
percent.

1.13 EQUI PMENT AND MATERI ALS
A. Materials and equi pnment furnished shall be of current production by
manuf acturers regularly engaged in the nanufacture of such itens, for

whi ch repl acenent parts shall be avail abl e.

B. Wien nore than one unit of the sane class of equipment is required, such
units shall be the product of a single nmanufacturer
C. Equi pnent Assenblies and Conponents:

1. Conponents of an assenbled unit need not be products of the sane
manuf act urer.

2. Manufacturers of equi pnent assenblies, which include conponents nade
by others, shall assune conplete responsibility for the fina
assenbl ed unit.

3. Components shall be conpatible with each other and with the tota
assenbly for the intended service.

4. Constituent parts which are sinmlar shall be the product of a single
manuf act urer.

D. Factory wiring shall be identified on the equi prent being furnished and
on all wring diagrans.
E. When Factory Testing |Is Specified:

1. The Governnent shall have the option of wtnessing factory tests. The
contractor shall notify the VA through the COR a mnini num of 15
wor ki ng days prior to the manufacturers making the factory tests.

2. Four copies of certified test reports containing all test data shal
be furnished to the COR prior to final inspection and not nore than
90 days after conpletion of the tests.

3. Wien equipnent fails to neet factory test and re-inspection is
required, the contractor shall be liable for all additional expenses,
i ncl udi ng expenses of the Government.

1.14 ELECTRI CAL PONER
A. Electrical power of 120 Volts Alternating Current (VAC) shall be

i ndi cated on the Division 26 drawings. Additional |ocations requiring

primary power required by the security systemshall be provided as part
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of this project work. Primary power for the security system shall be
configured to switch to energency backup sources automatically if

i nterrupted without degradation of any critical system function.

1. 15 TRANSI ENT VOLTAGE SUPPRESSI ON, PONER SURGE SUPPLESI ON, & GROUNDI NG
A. Transient Voltage Surge Suppression: Al cables and conductors

ext endi ng beyond buil di ng facade, except fiber optic cables, which serve

as communi cation, control, or signal lines shall be protected agai nst

Transi ent Vol tage surges and have Transi ent Vol tage Surge Suppression

(TVSS) protection. The TVSS device shall be UL listed in accordance

with Standard TIA 497B installed at each end. Lighting and surge

suppression shall be a multi-strike variety and include a fault
indicator. Protection shall be furnished at the equi prmrent and
additional triple solid state surge protectors rated for the application
on each wire line circuit shall be installed within 914.4 nmm (3 ft) of

t he buil ding cable entrance. Fuses shall not be used for surge

protection. The inputs and outputs shall be tested in both nornmal node

and comon node to verify there is no interference.

1. A 10-mcrosecond rise tinme by 1000 m crosecond pul se wi dth waveform
with a peak voltage of 1500 volts and a peak current of 60 anperes.

2. An 8-microsecond rise tinme by 20-m crosecond pul se wi dth wavef orm
with a peak voltage of 1000 volts and a peak current of 500 anperes.

3. Maxinumseries current: 2 AMPS. Provide units nmanufactured by
Advanced Protection Technol ogi es, nodel # TE/ FA 10B or TE/ FA 20B.

4. Qperating Tenperature and Humidity: -40 to 85 deg C (-40 to 185 deg
F), 0to 95 percent relative humdity.

B. Groundi ng and Surge Suppression

1. The Security Contractor shall provide grounding and surge suppression
to stabilize the voltage under nornmal operating conditions. To
ensure the operation of over current devices, such as fuses, circuit
breakers, and rel ays, under ground-fault conditions.

2. Security Contractor shall engineer and provide proper groundi ng and
surge suppression as required by local jurisdiction and prevailing
codes and standards referenced in this docunent.

3. Principal grounding conponents and features. |nclude main groundi ng
buses and groundi ng and bondi ng connections to service equi pnent.

4. Details of interconnection with other grounding systens. The
lightning protection systemshall be provided by the Security
Contractor.
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Locations and sizes of groundi ng conductors and groundi ng buses in
el ectrical, data, and comunication equi pnent roons and cl osets.
AC power receptacles are not to be used as a ground reference point.
Any cable that is shielded shall require a ground in accordance wth
the best practices of the trade and manufactures installation
i nstructions.
Protection should be provided at both ends of cabling.

1.16 COVPONENT ENCLOSURES
A. Construction of Enclosures

1

Consol es, power supply encl osures, detector control and term na
cabinets, control units, wiring gutters, and other conponent

housi ngs, collectively referred to as encl osures, shall be so formed
and assenbled as to be sturdy and rigid.

Thi ckness of metal in-cast and sheet netal enclosures of all types
shall not be less than those in Tables | and Il, UL 611. Sheet stee
used in fabrication of enclosures shall be not |ess than 14 gauge.
Consol es shall be 16-gauge.

Doors and covers shall be flanged. Enclosures shall not have pre-
punched knockouts. \Where doors are nounted on hinges with exposed
pi ns, the hinges shall be of the tight pin type or the ends of hinge
pins shall be tack welded to prevent renoval. Doors having a |atch
edge length of less than 609.6 nm (24 in) shall be provided with a
single construction core. Were the |atch edge of a hinged door is
nore than 609.6 nm (24 in) or nore in length, the door shall be
provided with a three-point |atching device with construction core;
or alternatively with two, one | ocated near each end.

Any ventil ator openings in enclosures and cabinets shall conformto
the requirements of UL 611. Unless otherw se indicated, sheet netal
encl osures shall be designed for wall nounting with tip holes
slotted. Munting holes shall be in positions that remain accessible
when all mmjor operating conponents are in place and the door is
open, but shall be in accessible when the door is closed.

Covers of pull and junction boxes provided to facilitate initia
installation of the systemshall be held in place by tanper proof
Torx Center post security screws. Stenciled or painted | abels shal
be affixed to such boxes indicating they contain no connections.
These | abels shall not indicate the box is part of the Electronic
Security System (ESS).
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be of the solid-state

type, nounted on printed circuit boards conformng to UL 796. Boards

shal | be plug-in, quick-disconnect type. Circuitry shall not be so

densely placed as to i npede nai ntenance. Al

power - di ssi pating

conponents shall incorporate safety nargins of not |ess than 25 percent

with respect to dissipation ratings, nmaximm
carrying capacity.
SUBSTI TUTE MATERI ALS & EQUI PMENT

vol t ages, and current-

Where variations fromthe contract requirements are requested in
accordance with the GENERAL CONDI TI ONS and Section 01 33 23, SHOP
DRAW NGS, PRODUCT DATA, AND SAMPLES, the connecting work and rel ated

conponents shall include, but not be linmted
branch circuits, circuit protective devices,
controls, panels and installation nethods.

to additions or changes to
conduits, wire, feeders,

In addition to this Section the Security Contractor shall also reference

Section Il, Products and associ ated divisions. The COR shall have fina

authority on the authorization or refusal of

substitutions. |f there

are no proposed substitutions, a statenent in witing fromthe

Contractor shall be submtted to the COR stating sane. In the

preparation of a list of substitutions, the follow ng information shal

be included, as a m ni mum

1. ldentity of the material or devices specified for which there is a

proposed substitution.

2. Description of the segnent of the specification where the material or

devi ces are referenced.

3. ldentity of the proposed substitute by manufacturer, brand nane,

catal og or nodel nunber and the manufacturer’s product nane.

4. A technical statement of all operational characteristic expressing

equi valence to itens to be substituted and conparison, feature-by-

feature, between specification requirements and the material or

devices called for in the specification; and Price differential.

Materials Not Listed: Furnish all necessary

har dwar e, software,

progranmm ng materials, and supporting equi pment required to place the

speci fied maj or subsystens in full operation

Not e that sone supporting

equi prent, naterials, and hardware nmay not be described herein

Dependi ng on the manufacturers sel ected by the COR sone equi pnent,

material s and hardware nmay not be contai ned

n either the Contract

Docurments or these witten specifications, but are required by the

28 05 00 - 28



1

1

19

20

CLI N0O2
STRATTON VA MEDI CAL CENTER
RENOVATE 4A & CORE for CLC
VA PROQJIECT NO. 528A8-12-801
manuf acturer for conplete operation according to the intent of the
desi gn and these specifications. |n such cases, the COR shall be given
the opportunity to approve the additional equipnent, hardware and
materials that shall be fully identified in the bid and in the equi pnent
list submittal. The COR shall be consulted in the event there is any
guesti on about which supporting equi prment, materials, or hardware is
i ntended to be included.
Response to Specification: The Contractor shall submt a point-by-point
statenment of compliance with each paragraph of the security
specification. The statenent of conpliance shall |ist each paragraph by
nunber and i ndi cate “COVPLY" opposite the nunber for each paragraph
where the Contractor fully conplies with the specification. Were the
proposed system cannot neet the requirenents of the paragraph, and does
not offer an equivalent solution, the offers shall indicate “DOES NOT
COVPLY” opposite the paragraph nunber. Where the proposed system does
not conply with the paragraph as witten, but the bidder feels it wll
acconplish the intent of the paragraph in a manner different fromthat
described, the offers shall indicate “COMPARABLE’. The offers shal
include a statenent fully describing the “conparabl e” method of
satisfying the requirenent. Were a full and concise description is not
provi ded, the offered system shall be considered as not conplying with
the specification. Any subnission that does not include a point-by-
poi nt statenment of conpliance, as described above, shall be
disqualified. Subnmittals for products shall be in precise order with
t he product section of the specification. Submittals not in proper
sequence will be rejected.
LI KE | TEMS
VWere two or nore itens of equi pnent performng the same function are
required, they shall be exact duplicates produced by one nanufacturer.
Al'l equi pnent provided shall be conplete, new, and free of any defects.
WARRANTY
The Contractor shall, as a condition precedent to the final paynment,
execute a witten guarantee (warranty) to the COR certifying al
contract requirements have been conpl eted according to the fina
specifications. Contract drawi ngs and the warranty of all nmaterials and
equi prrent furni shed under this contract are to remain in satisfactory
operating condition (ordinary wear and tear, abuse and causes beyond his
control for this work accepted) for one (1) year fromthe date the
Contactor received witten notification of final acceptance fromthe
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COR  Denonstration and training shall be perforned prior to system
acceptance. All defects or danages due to faulty materials or
wor kmanshi p shall be repaired or replaced wi thout delay, to the COR s
satisfaction, and at the Contractor's expense. The Contractor shal
provide quarterly inspections during the warranty period. The
contractor shall provide witten docunmentation to the COR on conditions
and findings of the system and device(s). In addition, the contractor
shall provide witten docunentation of test results and stating what was
done to correct any deficiencies. The first inspection shall occur 90
cal endar days after the acceptance date. The |ast inspection shal
occur 30 cal endar days prior to the end of the warranty. The warranty
peri od shall be extended until the last inspection and associ ated
corrective actions are conplete. Wen equi prent and | abor covered by
the Contractor's warranty, or by a nmanufacturer's warranty, have been
repl aced or restored because of it's failure during the warranty peri od,
the warranty period for the replaced or repaired equi pnrent or restored
work shall be reinstated for a period equal to the original warranty
peri od, and commencing with the date of conpletion of the replacenent or
restoration work. |In the event any nanufacturer customarily provides a
warranty period greater than one (1) year, the Contractor's warranty
shall be for the sane duration for that conponent.
1. 22 SI NGULAR NUMBER
VWere any device or part of equipnment is referred to in these
specifications in the singular nunber (e.g., "the switch"), this
reference shall be deened to apply to as many such devices as are
required to conplete the installation as shown on the draw ngs.

PART 2 — PRODUCTS

2.1 EQUI PMENT AND MATERI ALS

A. Al equiprment associated within the Security Control Room Security
Consol e and Security Equi prent Room shall be UL 827, UL 1981, and UL
60950 conpliant and rated for continuous operation. Environnenta
conditions (i.e. tenperature, humdity, wind, and seismc activity)
shal | be taken under consideration at each facility and site | ocation
prior to installation of the equipnent.

B. Al equipnent shall operate on a 120 or 240 volts alternating current
(VAC); 50 Hz or 60 Hz AC power system unless documented otherwi se in
subsequent sections listed within this specification. Al equipnent
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shal | have a back-up source of power that will provide a mninum of [8]
<insert hours> hours of run tine in the event of a loss of prinmary power
to the facility.
The system shal |l be designed, installed, and progranmed in a manner that
will allow for ease of operation, programm ng, servicing, maintenance,
testing, and upgrading of the system
Al'l equipnment and materials for the systemw || be conpatible to ensure
correct operation

2.2 EQUI PMENT | TEMS

A

The Security Managenent System shall provide full interface with al

conponents of the security subsystem as foll ows:

1. Shall allow for conmunication between the Physical Access Control
System and Dat abase Managenent and all subordi nate work and
noni toring stations, enrollnment centers for badging and bionetric
devices as part of the PACS, |ocal annunciation centers, the
el ectronic Security Managenment System (SMS), and all other VA
redundant or backup command center or other workstations |ocations.

2. Shall provide automatic continuous comunication with all systens
that are nonitored by the SM5, and shall automatically annunciate any
comuni cation failures or systemalarnms to the SMS operator providing
identification of the system nature of the alarm and |ocation of
the al arm

3. Controlling devices shall be utilized to interface the SM5 with al
field devices.

Physi cal Access Control Systens

1. Suppressors shall be installed on AC power at the point of service
and shall neet the following criteria:

UL1449 2nd Edition, 2007, listed

UL1449 S.V.R of 400 Volts or |ower

Status Indicator Light(s)

M ni mum Surge Current Capacity: 40,000 Anps (8 x 20 psec)

Maxi mum Conti nuous Current: 15 Anps

MCOV: 125 VAC

Service Voltage: 110-120 VAC

2. Suppressors shall be installed on the Low Voltage circuit at both the

@ ™o 2 0 T

poi nt of entrance and exit of the building. Suppressors shall neet
the following criteria

a. UL 497B

b. M ninmum Surge Current Capacity: 2,000 Arps per pair
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C.

Maxi mum Cont i nuous Current:

d. MCOV: 33 Volts
e.

Service Vol tage

Suppr essors shal

24Vol t s
be installed on the communi cation circuit between

t he access controller
of the building.
Conforms with UL497B standards (where applicable)
12 and 24V power:

Se ™o o o0 o

Clamp level for
Camp level for
Service Vol tage
Service Vol tage

Clanmp | evel — PoE Access Power:

Suppressors shal

Dat a/ LED
for
for

and card reader

6. 8VDC

5 Anps
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at both the entrance and exit

neet the following criteria:

18vDC / 38VDC

Power: 12VDC/ 24VDC
<5VvDC

Dat a/ LED:

Cl anmp | evel — PoE Access Data:

Service Vol tage — PoE Access:

Servi ce Vol tage — PoE Dat a:

C. Grounding and Surge Suppression

1

The Security Contractor shal

to stabilize the voltage under no

72V

7.9V
48VAC — 54VAC

r mal

<5VvDC

provi de groundi ng and surge suppression

operating conditions. This is

to ensure the operation of over current devices, such as fuses,

circuit breakers,
The Contractor sha
and surge suppression as required by local jurisdiction and

prevailing codes and standards,
Princi pa
groundi ng buses,

equi prent .

The Contractor sha
ot her groundi ng systens including |ightning protection systens.
The Contractor sha
groundi ng conductors and groundi ng buses in electrical, data, and

conmuni cati on equi prent

and rel ays,

engi neer,

gr oundi ng,

provi de detai

underground-fault conditions.
provide, ad install proper grounding

referenced in this docunent.
groundi ng conmponents and features shall include: rmain

and bondi ng connections to service

drawi ngs of interconnection with

provi de details of |ocations and sizes of

roons and cl osets.

AC power receptacles are not to be used as a ground reference point.

Any cabl e t hat

appl i cabl e codes,

manuf act ur es’
G 120 VAC Surge Suppression

is shielded shal

require a ground in accordance with

t he best practices of the trade, and al

1. Continuous Current:
2. Max Surge Current:
3. Protection Mdes:

L

installation instructions.

Unlimted (parallel connection)
13,500 Amps

N, L - G
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Warranty: Ten Year Limited Warranty
Dinmension: 73.7 x 41.1 x 52.1 mm (2.90 x 1.62 x 2.05 in)
Weight: 2.88 g (0.18 Ibs)

Housi ng: ABS

No o s

PART 3 — EXECUTI ON

3.1

3.

2

A
B

COVMON REQUI REMENTS FOR ELECTRONI C SAFETY AND SECURI TY | NSTALLATI ON

Conply with NECA 1.

Measure indi cated nounting heights to bottomof unit for suspended itens

and to center of unit for wall-nounting itens.

Headr oom Mai nt enance: |f nounting heights or other location criteria

are not indicated, arrange and install conponents and equi pnent to

provi de maxi mum possi bl e headroom consi stent with these requirenents.

Equi prrent: Install to facilitate service, naintenance, and repair or

repl acenent of conponents of both electronic safety and security

equi pnent and ot her nearby installations. Connect in such a way as to

facilitate future disconnecting with minimuminterference with other

itens in the vicinity.

Right of Way: G ve to piping systens installed at a required sl ope.

Equi pnent | ocation shall be as close as practical to |ocations shown on

t he draw ngs.

| naccessi bl e Equi prent :

1. Where the Governnent determ nes that the Contractor has installed
equi prent not conveni ently accessible for operation and mai nt enance,
t he equi pnent shall be rempbved and reinstalled as directed at no
additional cost to the Government.

2. "Conveniently accessible" is defined as bei ng capabl e of being
reached without the use of |adders, or wthout clinbing or crawling
under or over obstacles such as, but not limted to, notors, punps,
belt guards, transforners, piping, ductwork, conduit and raceways.

FI RESTOPPI NG

Apply firestopping to penetrations of fire-rated floor and wall

assenblies for electronic safety and security installations to restore

original fire-resistance rating of assenbly. Firestopping naterials and

installation requirenents are specified in Division 07 Section 07 84 00

"Firestopping."

3.3 COW SI ONI NG

A. Provide conmi ssioning docunentation in accordance with the requirenents

of Section 28 08 00 — COVW SI ONI N OF ELECTRONI C SAFETY AND SECURI TY
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SYSTEMS for all inspection, start up, and contractor testing required
above and required by the System Readi ness Checkli st provided by the
Conmi ssi oni ng Agent.

B. Conponents provided under this section of the specification will be
tested as part of a larger system Refer to section 28 08 00 —
COW SI ONI NG OF ELECTRONI C SAFETY AND SECURI TY SYSTEMS and rel ated
sections for contractor responsibilities for system comm ssioning.

3. 4 DEMONSTRATI ON AND TRAI NI NG

A. Training shall be provided in accordance with Article, | NSTRUCTIONS, of
Section 01 00 00, GENERAL REQUI REMENTS.

B. Training shall be provided for the particul ar equi pnent or system as
required in each associ ated specification

C. Atraining schedule shall be devel oped and subnitted by the contractor
and approved by the COR at |east 30 days prior to the planned training.

D. Provide services of manufacturer’s technical representative for <insert
hours> hours to instruct VA personnel in operation and nmai ntenance of
units.

E. Submit training plans and instructor qualifications in accordance with
the requirenents of Section 28 08 00 — COVM SI ONI NG OF ELECTRONI C SAFETY
AND SECURI TY SYSTEMS.

3.5 WORK PERFORVMANCE

A. Job site safety and worker safety is the responsibility of the
contractor.

B. For work on existing stations, arrange, phase and performwoirk to assure
el ectronic safety and security service for other buildings at all tinmes.
Refer to Article OPERATI ONS AND STORAGE AREAS under Section 01 00 00,
GENERAL REQUI REMENTS.

C. New work shall be installed and connected to existing work neatly and
careful ly. Disturbed or damaged work shall be replaced or repaired to
its prior conditions, as required by Section 01 00 00, GENERAL
REQUI REMENTS.

D. Coordinate |ocation of equipnent and conduit with other trades to
mnimze interferences. See the GENERAL CONDI TI ONS

3. 6 SYSTEM PROGRAMM NG

A. General Programm ng Requirements

1. This follow ng section shall be used by the contractor to identify
the anticipated | evel of effort (LOE) required setup, program and
configure the Electronic Security System (ESS) for new work
nodi fications. The contractor shall be responsible for providing all

28 05 00 - 34



CLI N0O2
STRATTON VA MEDI CAL CENTER
RENOVATE 4A & CORE for CLC
VA PROQJIECT NO. 528A8-12-801
setup, configuration, and programmng to include data entry for the
Security Managenent System (SMS). System progranm ng for existing or
new SMS servers shall not be conducted at the project site.
B. Level of Effort for Programm ng
1. The Contractor shall perform and conpl ete system progranm ng

(including all data entry) at an offsite |ocation using the

Contractor’s own copy of the SMs software. The Contractor’s copy of

the SM5 software shall be of the Oamers current version. Once system

progranmm ng has been conpleted, the Contractor shall deliver the data
to the COR on data entry fornms and an approved el ectroni c nedi um
utilizing data fromthe contract docunents. The conpleted forns

shall be delivered to the COR for review and approval at |east 90

cal endar days prior to the schedul ed date the Contractor requires it.

The Contractor shall not upload system programrng until the COR has
provided witten approval. The Contractor is responsible for backing
up the systemprior to uploading new programm ng data. Additiona
programm ng requirements are provided as foll ows:

a. Programm ng for Existing SM5 Servers: The contractor shal
performall related system programm ng except for personnel data
as noted. The contractor will not be responsible for uploading
personnel information (e.g., |1D Cards backgrounds, names, access
privileges, access schedul es, personnel groupings). The contractor
shal | anticipate a weekly coordi nation neeting and worki ng
al ongsi de of COR to ensure data uploading is perfornmed w thout
i ncident of loss of function or data | oss. System programming for
SMB servers shall be perfornmed by using the Contractor’s own
server and software. These servers shall not be connected to
exi sting devices or systens at any tinme.

2. The Contractor shall identify and request fromthe COR any

addi ti onal data needed to provide a conplete and operational system

as described in the contract docunents.

3.7 TESTI NG AND ACCEPTANCE
A. Perfornmance Requirenents
1. General:

a. The Contractor shall performcontract field, perfornmance
verification, and endurance testing and nake adjustnments of the
conpl eted security systemwhen pernmitted. The Contractor shal
provide all personnel, equipnent, instrumentation, and supplies
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necessary to performall testing. Witten notification of planned
testing shall be given to the COR at |east 60 cal endar days prior
to the test and after the Contractor has received witten approva

of the specific test procedures.

b. The COR shall witness all testing and system adjustnents during
testing. Witten perm ssion shall be obtained fromthe COR before
proceeding with the next phase of testing. Oiginal copies of al
dat a produced during performance verificati on and endurance
testing shall be turned over to the COR at the conclusion of each
phase of testing and prior to COR approval of the test.

2. Test Procedures and Reports: The test procedures, conpliant w VA
standard test procedures, shall explain in detail, step-by-step
actions and expected results denmonstrating conpliance with the
requi renents of the specification. The test reports shall be used to
docunent results of the tests. The reports shall be delivered to the
COR within seven (7) cal endar days after conpletion of each test.

B. Performance Verification Test (PVT)

1. Test team

a. After the system has been pretested and the Contractor has
submtted the pretest results and certification to the COR then
the Contractor shall schedul e an acceptance test to date and give
the COR witten, notice as described herein, prior to the date the
acceptance test is expected to begin. The systemshall be tested
in the presence of a Governnent Representative, an CEM certified
representative, representative of the Contractor and ot her
approved by the COR The systemshall be tested utilizing the
approved test equiprment to certify proof of performance, FCC, UL
and Emergency Service conpliance. The test shall verify that the
total systemneets all the requirements of this specification. The
notification of the acceptance test shall include the expected
length (in tine) of the test.

2. The Contractor shall denonstrate the conpl eted Physical Access
Control System PACS conplies with the contract requirenents. In
addition, the Contractor shall provide witten certification that the
systemis 100% operational prior to establishing a date for starting
PVT. Using approved test procedures, all physical and functiona
requi renents of the project shall be denonstrated and shown. The PVT
wi Il be stopped and aborted as soon as 10 technical deficiencies are
found requiring correction. The Contractor shall be responsible for
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all travel and | odgi ng expenses incurred for out-of-town personne
required to be present for resunption of the PVT. |If the acceptance
test is aborted, the re-test will commence fromthe beginning with a
retest of conponents previously tested and accepted.

3. The PVT, as specified, shall not begin until receipt of witten
certification that the Contractors Field Testing was successful.

This shall include certification of successful conpletion of testing
as specified in paragraph “Contractor’s Field Testing”, and upon
successful conpletion of testing at any tinme when the systemfails to
perform as specified.

4. Upon successful conpletion of the acceptance test, the Contractor
shal | deliver test reports and other docunmentation, as specified, to
the COR prior to conmmrenci ng the endurance test.

5. Additional Conponents of the PVT shall include:

a. System Inventory

1) Al Device equipnent

2) Al Software

3) All Logon and Passwords

4) Al Cabling System Matrices

5) Al Cable Testing Docunents

6) Al System and Cabi net Keys

b. Inspection

1) Contractor shall record an inspection punch list noting al
system deficiencies. The contractor shall prepare an
i nspection punch list format for CORs approval.

2) As a mnimmthe punch list shall include a listing of punch
list itens, punch list itemlocation, description of item
probl em date noted, date corrected, and details of how item
was corrected.

6. Partial PVT - At the discretion of COR the Performance Verification
Test may be perforned in part should a 100% conpliant CFT be
performed. In the event that a partial PVT will be perfornmed instead
of a conplete PVT; the partial PVT shall be performed by testing 10%
of the system The contractor shall performa test of each procedure
on sel ect devices or equi pnment.

H. Excl usi ons

1. The Contractor will not be held responsible for failures in system

performance resulting fromthe follow ng:
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a. An outage of the main power in excess of the capability of any
backup power source provided the automatic initiation of al
backup sources was acconplished and that automatic shutdown and
restart of the PACS perforned as specified.
b. Failure of an Oaner furnished equi pment or comunications |ink
provided the failure was not due to Contractor furnished
equi prent, installation, or software.
c. Failure of existing Owmer owned equi prrent, provided the failure
was not due to Contractor furnished equi pment, installation, or
sof t war e
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