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SECTION B - CONTINUATION OF SF 1449 BLOCKS

B.1 CONTRACT ADMINISTRATION DATA
(continuation from Standard Form 1449, block 18A.)

1. Contract Administration: All contract administration matters will be handled by the following
individuals:

a. CONTRACTOR: Alvarez & Associates, LLC

b. GOVERNMENT: Contracting Officer 0010B
Department of Veterans Affairs
Technology Acquisition Center
23 Christopher Way

Eatontown NJ 07724
2. CONTRACTOR REMITTANCE ADDRESS: All payments by the Government to the contractor

will be made in accordance with:

[X] 52.232-34, Payment by Electronic Funds Transfer -
Other than Central Contractor Registration, or
1 52.232-36, Payment by Third Party

3. INVOICES: Invoices shall be submitted in arrears:

a. Quarterly [
b. Semi-Annually 1
c. Other [Upon acceptance of deliverables set forth in Section B.3,

Price/Delivery Schedule]

4. GOVERNMENT INVOICE ADDRESS: Any invoices that cannot be accepted by VA through
Electronic invoices may be mailed to the following address (The mailing address is only provided for use
if any of the conditions in 852.232-70(e) apply):

Department of Veterans Affairs
Technology Acquisition Center
Financial Services Center

PO Box 149971

Austin TX 78714-8971

ACKNOWLEDGMENT OF AMENDMENTS: The offeror acknowledges receipt of amendments to the
Solicitation numbered and dated as follows:

AMENDMENT NO DATE
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5. ITARS APPROVAL NUMBER: 600991

6. PURCHASE ORDER NUMBER (FOR BILLING PURPOSES): 200-J56279

B.2 GOVERNING LAW CLAUSE

Federal law and regulations, including the Federal Acquisition Regulations (FAR), shall govern this
Contract/Order. Commercial license agreements may be made a part of this Contract/Order but only if
both parties expressly make them an addendum hereto. If the commercial license agreement is not made
an addendum, it shall not apply, govern, be a part of or have any effect whatsoever on the Contract/Order;
this includes, but is not limited to, any agreement embedded in the computer software (clickwrap), any
agreement that is otherwise delivered with or provided to the Government with the commercial computer
software or documentation (shrinkwrap), or any other license agreement otherwise referred to in any
document. If a commercial license agreement is made an addendum, only those provisions addressing
data rights regarding the Government’s use, duplication and disclosure of data (e.g., restricted computer
software) are included and made a part of this Contract/Order, and only to the extent that those provisions
are not duplicative or inconsistent with Federal law, Federal regulation, the incorporated FAR clauses and
the provisions of this Contract/Order; those provisions in the commercial license agreement that do not
address data rights regarding the Government’s use, duplication and disclosure of data shall not be
included or made a part of the Contract/Order. Federal law and regulation including, without limitation,
the Contract Disputes Act (41 U.S.C. § 7101 et seq.), the Anti-Deficiency Act (31 U.S.C. § 1341 et seq.),
the Competition in Contracting Act (41 U.S.C. § 3301 et seq.), the Prompt Payment Act (31 U.S.C. §3901
et seq.), Contracts for Data Processing or Maintenance (38 USC § 5725), and FAR clauses 52.212-4,
52.227-14, 52.227-19 shall supersede, control, and render ineffective any inconsistent, conflicting, or
duplicative provision in any commercial license agreement. In the event of conflict between this Clause
and any provision in the Contract/Order or the commercial license agreement or elsewhere, the terms of
this Clause shall prevail. Claims of patent or copyright infringement brought against the Government as a
party shall be defended by the U.S. Department of Justice (DOJ). 28 U.S.C. § 516. At the discretion of
DOJ, the Contractor may be allowed reasonable participation in the defense of the litigation. Any
additional changes to the Contract/Order must be made by contract/order modification (Standard Form
30) and shall only be effected by a warranted Contracting Officer. Nothing in this Contract/Order or any
commercial license agreement shall be construed as a waiver of sovereign immunity.
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PRICE/DELIVERY SCHEDULE

LINE
ITEM

DESCRIPTION

PART #

QTY

UNIT

UNIT PRICE

TOTAL

0001

Symantec NetBackup
Platform Base Complete
Edition 7.6 (or most current
version) Platform 1 Front End
Terabyte Renewal Essential
Software Maintenance 12
months Government Bands
w/1001 Front End Terabytes
(TB)

ZNAMXZZA4-
ER1GS

EA

$1,188,106.92

$1,188,106.92

0002

Symantec Business Critical
Services Premier for
NetBackup Family

21236912

LO

$46,798.94

$46,798.94

0003

Symantec Business Critical
Services NetBackup Family
Remote Product Specialist

20014241 00

LO

$39,660.11

$39,660.11

0004

Symantec NetBackup
Resident, 1 Year Residency
(includes 4 weeks of travel)
One Year Expert Resident

CS-SAY1-
9900

LO

$325,539.85

$325,539.85

Total

$1,600,105.82

B.4 PRODUCT DESCRIPTION
1. REQUIREMENTS:

Symantec NetBackup (NBU) is an enterprise backup and recovery solution currently in use by
Department Veterans Affairs (VA), Service Delivery and Engineering (SDE), Enterprise Operations
(EO). VA SDE EO requires Symantec NBU for its IT environment to continue utilizing a data protection
solution that provides both the flexibility and scalability required for backup and recovery of VA data,
servers, and applications. The period of performance for this Task Order shall be September 30, 2015
through September 29, 2016.
The Contractor shall provide the software licensing and support identified in Table 1. The Contractor
shall provide all deliverables, including software updates, updated software licensing information, license
keys and instructions on how to place service requests through the AACL icense@va.gov mailbox (VA
will not make payment of invoices without Contractor distribution of products and services through this
mailbox). The Contractor shall also provide deliverables to charles.warner@va.gov (primary POC) and
julie.hernando@va.gov (alternate POC).

Page 5 of 33



mailto:AACLicense@va.gov
mailto:charles.warner@va.gov
mailto:julie.hernando@va.gov

NNG15SD19B/VA118-15-F-0452

Table 1 — Software Licensing and Support Product Requirements

Description Part Number Quantity
Symantec NetBackup Platform Base Complete Edition 7.6
(or most current version) Platform 1 Front End Terabyte
Renewal Essential Software Maintenance 12 months ZNAMXZZA-ERIGS !
Government Bands w/1001 Front End Terabytes (TB)
Symantec Busm_ess Critical Services Premier for 91236912 1
NetBackup Family
Symantec Business C_rltl_cal Services NetBackup Family 20014241 00 1
Remote Product Specialist
Symantec NetBackup Resident, 1 Year Residency (includes
4 weeks of travel) One Year Expert Resident CS-SAY1-9900 1

A. For Symantec NetBackup (NBU) Platform Base - Complete Edition, version 7.6 (or most current

version), Platform 1 Front End Terabyte Renewal Essential, the Contractor shall provide maintenance

including patches, bug fixes, new features, and new product releases.

B. For Symantec Business Critical Services Premier for NetBackup Family, the Contractor shall:
1. Proactively review the VA NBU deployments, analyze current performance and trends, and

perform optimizations found to be necessary for each deployment insuring that backups occur

within allocated windows, policies are properly balanced, and errors are properly handled
with the goal to minimize downtime and maximize efficiency;
2. Report any problems or deficiencies found in the VA NBU deployments, and generate as

many trouble tickets (unlimited) as necessary;

3. Directly route VA calls to advanced support team on initial contact;

4. Assign a single Business Critical Account Manager (BCAM) available 24 hours per day, 7
days per week, to serve as direct point of escalation and case management;

5. Provide onsite visits to VA’s critical locations for Severity 1 system down escalations;

6. Provide access to the portfolio of training classes via Symantec delivered Virtual
Academy Training for the product families that have Business Critical Services Premier
coverage.

C. For Symantec Business Critical Services NetBackup Family — Remote Product Specialist, the
Contractor shall provide a Remote Product Specialist as an assigned single technical support point of
contact, who is a specialist within the Symantec NetBackup suite of products. In the event the
Remote Product Specialist is temporarily unavailable, the Contractor shall provide VA with the

option to leave a message for the Remote Product Specialist or be routed to one of the other Symantec

advanced-level support engineers. Regional business hours are 8:00AM to 5:00PM (Eastern Time,
Central Time, Mountain Time or Pacific Time). Outside of regional business hours, the Contractor
shall provide VA priority call/case handling to the Contractor’s Advanced Support Team with same-
day response (which provides accelerated response times for the fastest resolution) to VA’s critical
issues. The Contractor (i.e., Remote Product Specialist) shall:

1. Notify VA within 24 hours of finding potential critical issues (helping ensure VA’s IT
environments remain secure, available, and compliant);
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2.

Maintain primary ownership of issues throughout VA’s case life-cycle, and track the current
status of each of the VA specific cases and drives them to resolution;

Provide weekly, monthly, and yearly Trouble Ticket History Reporting to identify trends related
to system performance, tuning efforts, errors, and growth and develop corrective actions as
needed.

D. For Symantec NetBackup Resident, 1 Year Residency (includes 4 weeks of travel) Expert Resident,
the Contractor shall provide an Expert Resident as an assigned single point of contact whose primary
responsibilities shall be to act as the senior resource during design and implementation of NBU, and
then be available to resolve issues that VA cannot resolve, with further rollout and daily operation of
their NBU solutions. The Contractor (i.e., Expert Resident) shall provide ongoing expertise for VA’s
tactical and strategic NBU related initiatives, thereby providing VA faster response times and
resolutions of incidents and fewer escalations to the Symantec back-line support. The Contractor
(i.e., Expert Resident) shall:

1.

10.

11.

Perform reviews, approximately two to four times per week, of the current environments’
architectures, policies, and configurations to ensure published or best practices are followed and
recommend to VA any architecture, policy or configuration changes to align the environment(s)
with best practices;

Provide quarterly reviews of VA’s NBU environment and recommend any performance tuning
that would benefit smoother operations;

Provide on-going NBU environment configuration snapshots and supporting documentation for
the NBU programs;

Provide support to ensure environment and software compatibility of NBU solutions to be
installed, implemented, or otherwise used;

Provide support in the testing and deployment of scheduled NBU implementation, product
updates, and patches;

Provide support with daily monitoring and management of the NBU solution implemented within
VA'’s infrastructure;

Support issue troubleshooting and root-cause analysis of NBU solutions currently installed within
the VA infrastructure;

Monitor backup jobs, execute restore jobs, and restart failed jobs;

Handle NBU support issues, coordinate communications between VA’s operations staff and
Symantec Customer Support staff to resolve complex issues, and to escalate issues to Contractor
experts;

Through discussions and demonstration, provide periodic informal knowledge transfer as needed
to designated VA employees covering normal operation and maintenance of the NBU
infrastructure;

Provide weekly status reports to VA outlining:

a. Program status/progress for NBU management activities and tasks
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b. Action items and next steps relative to the NBU program;

12. Conduct quarterly program status presentations during the performance period to checkpoint the
program’s status and strategic direction relative to VA’s business objectives.

2. NOTICE OF THE FEDERAL ACCESSIBILITY LAW AFFECTING ALL ELECTRONIC AND

INFORMATION TECHNOLOGY PROCUREMENTS (SECTION 508)

a.

On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when
Federal departments or agencies develop, procure, maintain, or use Electronic and Information
Technology, that they shall ensure it allows Federal employees with disabilities to have access to and
use of information and data that is comparable to the access to and use of information and data by
other Federal employees. Section 508 required the Architectural and Transportation Barriers
Compliance Board (Access Board) to publish standards setting forth a definition of electronic and
information technology and the technical and functional criteria for such technology to comply with
Section 508. These standards have been developed and published with an effective date of December
21, 2000. Federal departments and agencies shall develop all Electronic and Information Technology
requirements to comply with the standards found in 36 CFR 1194.

Section 508 — Electronic and Information Technology (EIT) Standards:

The Section 508 standards established by the Architectural and Transportation Barriers Compliance
Board (Access Board) are incorporated into, and made part of all VA orders, solicitations and
purchase orders developed to procure Electronic and Information Technology (EIT). These standards
are found in their entirety at: http://www.section508.gov and http://www.section508.gov/acquisition-
regulations. A printed copy of the standards will be supplied upon request.

The Contractor shall comply with the technical standards as marked:

_X_§1194.21 Software applications and operating systems
_ §1194.22 Web-based intranet and internet information and applications
_ 81194.23 Telecommunications products
_§1194.24 Video and multimedia products
_X_ §1194.25 Self-contained, closed products
_ 81194.26 Desktop and portable computers
~ X §1194.31 Functional Performance Criteria
X _ §1194.41 Information, Documentation, and Support

The standards do not require the installation of specific accessibility-related software or the
attachment of an assistive technology device, but merely require that the EIT be compatible with
such software and devices so that it can be made accessible if so required by the agency in the future.
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e. Alternatively, offerors may propose products and services that provide equivalent facilitation. Such
offers will be considered to have met the provisions of the Access Board standards for the feature or
components providing equivalent facilitation. If none of the offers that meet all applicable provisions
of the standards could be accepted without imposing an undue burden on the agency or component,
or if none of the offerors propose products or services that fully meet all of the applicable Access
Board's provisions, those offerors whose products or services meet some of the applicable provisions
will be considered eligible for award. Awards will not be made to an offeror meeting all or some of
the applicable Access Board provisions if award would impose an undue burden upon the agency.

f.  Offerors must submit representation information concerning their products by completing the
Voluntary Product Accessibility Template® (VPAT) template at
http://www.itic.org/dotAsset/5644ecd2-5024-417f-bc23-a52650f47ef8.doc or
http://www.section508.gov/buyaccessible-wizard.

SCHEDULE FOR DELIVERABLES
Inspection: Destination
Acceptance: Destination
Free on Board (FOB): Destination
Ship To and Mark For: All delivery will be electronic delivery of software and software licenses to:
AAClicense@va.gov and provide notice to:

Primary: Name: Charles “Chuck” Warner
Address: 1615 Woodward St. Austin, TX 78772
Voice: 512-326-6110 (BB: 512-663.2212

Email: Charles.Warner@va.gov

Alternate: Name: Julie Hernando
Address: 1615 Woodward St. Austin, TX 78772
Voice: (512) 981-4865

Email: Julie.Hernando@VA.GOV

INFORMATION SECURITY CONSIDERATIONS:
The Assessment and Authorization (A&A) requirements do not apply and a Security Accreditation
Package is not required.

All VA sensitive information shall be protected at all times in accordance with local security field office
System Security Plans (SSP’s) and Authority to Operate (ATO)’s for all systems/LAN’s accessed while
performing the tasks detailed in this Product Description.
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a. A prohibition on unauthorized disclosure: “Information made available to the contractor or
subcontractor by VA for the performance or administration of this contract or information developed
by the contractor in performance or administration of the contract shall be used only for those
purposes and shall not be used in any other way without the prior written agreement of the VA.” See
VA handbook 6500.6, Appendix C, paragraph 3.a.

b. A requirement for data breach notification: Upon discovery of any known or suspected
security/privacy incidents, or any unauthorized disclosure of sensitive information, including that
contained in system(s) to which the contractor/subcontractor has access, the contractor/subcontractor
shall immediately and simultaneously notify the COR, the designated ISO, and Privacy Officer for
the contract. The term “security incident” means an event that has, or could have, resulted in
unauthorized access to, loss or damage to VA assets, or sensitive information, or an action that
breaches VA security procedures. See VA Handbook 6500.6, Appendix C, paragraph 6.a.

c. A requirement to pay liquidated damages in the event of a data breach: “In the event of a data breach
or privacy incident involving SPI the contractor processes or maintains under this contract, the
contractor shall be liable to VA for liquidated damages for a specified amount per affected individual
to cover the cost of providing credit protection services to those individuals.” See VA handbook
6500.6, Appendix C, paragraph 7.a., 7.d.

d. A requirement for annual security/privacy awareness training: “Before being granted access to VA
information or information systems, all contractor employees and subcontractor employees requiring
such access shall complete on an annual basis either: (i) the VA security/privacy awareness training
(contains VA security/privacy requirements) within 1 week of the initiation of the contract, or (ii)
security awareness training provided or arranged by the contractor that conforms to VA’s
security/privacy requirements as delineated in the hard copy of the VA security awareness training
provided to the contractor. If the contractor provides their own training that conforms to VA’s
requirements, they will provide the COR or CO, a yearly report (due annually on the date of the
contract initiation) stating that all applicable employees involved in the VA’s contract have received
their annual security/privacy training that meets VA’s requirements and the total number of
employees trained. See VA Handbook 6500.6, Appendix C, paragraph 9.

e. A requirement to sign VA’s Rules of Behavior: “Before being granted access to VA information or
information systems, all contractor employees and subcontractor employees requiring such access
shall sign on annual basis an acknowledgement that they have read, understand, and agree to abide by
VA’s Contractor Rules of Behavior which is attached to this contract.” See VA Handbook 6500.6,
Appendix C, paragraph 9, Appendix D. Note: If a medical device vendor anticipates that the services
under the contract will be performed by 10 or more individuals, the Contractor Rules of Behavior
may be signed by the vendor’s designated representative. The contract must reflect by signing the
Rules of Behavior on behalf of the vendor that the designated representative agrees to ensure that all
such individuals review and understand the Contractor Rules of Behavior when accessing VA’s
information and information systems.

POINT(S) OF CONTACT:
VA Program Manager:

Name: Stephen Roberts
Address: 1615 Woodward St. Austin, TX 78772

Voice: (215) 275-6846
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Email: Stephen.Roberts@va.gov

POSITION/TASK RISK DESIGNATION LEVEL(S)

Position
Sensitivity

Background Investigation (in accordance with Department of Veterans Affairs 0710
Handbook, “Personnel Security Suitability Program,” Appendix A)

Low

National Agency Check with Written Inquiries (NACI) A NACI is conducted by
OPM and covers a 5-year period. It consists of a review of records contained in the
OPM Security Investigations Index (S1I) and the DOD Defense Central Investigations
Index (DCII), FBI name check, FBI fingerprint check, and written inquiries to previous
employers and references listed on the application for employment. In VA it is used for
Non-sensitive or Low Risk positions.

Moderate

Moderate Background Investigation (MBI) A MBI is conducted by OPM and covers
a 5-year period. It consists of a review of National Agency Check (NAC) records [OPM
Security Investigations Index (SII), DOD Defense Central Investigations Index (DCIlI),
FBI name check, and a FBI fingerprint check], a credit report covering a period of 5
years, written inquiries to previous employers and references listed on the application
for employment; an interview with the subject, law enforcement check; and a
verification of the educational degree.

High

Background Investigation (Bl) A Bl is conducted by OPM and covers a 10-year
period. It consists of a review of National Agency Check (NAC) records [OPM Security
Investigations Index (SIl), DOD Defense Central Investigations Index (DCII), FBI name
check, and a FBI fingerprint check report], a credit report covering a period of 10 years,
written inquiries to previous employers and references listed on the application for
employment; an interview with the subject, spouse, neighbors, supervisor, co-workers;
court records, law enforcement check, and a verification of the educational degree.

The position sensitivity and the level of background investigation commensurate with the required level
of access for the following tasks within the Performance Work Statement are:

Position Sensitivity and Background Investigation Requirements

Task Number Low/NACI Moderate/MBI High/BI
Requirements -1C L] = []
Requirements -1D [] X []

Page 11 of 33



mailto:Stephen.Roberts@va.gov

NNG15SD19B/VA118-15-F-0452

The Tasks identified above and the resulting Position Sensitivity and Background Investigation
requirements identify, in effect, the Background Investigation requirements for Contractor individuals,
based upon the tasks the particular Contractor individual will be working. The submitted Contractor Staff
Roster must indicate the required Background Investigation Level for each Contractor individual based
upon the tasks the Contractor individual will be working, in accordance with their submitted quote

ADDENDUM A - ADDITIONAL VA REQUIREMENTS, CONSOLIDATED

Al.0 Cyber and Information Security Requirements for VA IT Services

The Contractor shall ensure adequate LAN/Internet, data, information, and system security in accordance
with VA standard operating procedures and standard PWS language, conditions, laws, and

regulations. The Contractor’s firewall and web server shall meet or exceed VA minimum requirements
for security. All VA data shall be protected behind an approved firewall. Any security violations or
attempted violations shall be reported to the VA Program Manager and VA Information Security Officer
as soon as possible. The Contractor shall follow all applicable VA policies and procedures governing
information security, especially those that pertain to certification and accreditation.

Contractor supplied equipment, PCs of all types, equipment with hard drives, etc. for contract services
must meet all security requirements that apply to Government Furnished Equipment (GFE) and
Government Owned Equipment (GOE). Security Requirements include: a) VA Approved Encryption
Software must be installed on all laptops or mobile devices before placed into operation, b) Bluetooth
equipped devices are prohibited within VA, Bluetooth must be permanently disabled or removed from the
device, ¢) VA approved anti-virus and firewall software, d) Equipment must meet all VA sanitization
requirements and procedures before disposal. The COR, CO, the PM, and the Information Security
Officer (1SO) must be notified and verify all security requirements have been adhered to.

Each documented initiative under this contract incorporates VA Handbook 6500.6, “Contract Security,”
March 12, 2010 by reference as though fully set forth therein. The VA Handbook 6500.6, “Contract
Security” shall also be included in every related agreement, contract or order. The VA Handbook 6500.6,
Appendix C, is included in this document as Addendum B.

Training requirements: The Contractor shall complete all mandatory training courses on the current VA
training site, the VA Talent Management System (TMS), and will be tracked therein. The TMS may be
accessed at https://www.tms.va.gov. If you do not have a TMS profile, go to https://www.tms.va.gov and
click on the “Create New User” link on the TMS to gain access.

Contractor employees shall complete a VA Systems Access Agreement if they are provided access
privileges as an authorized user of the computer system of VA.

A2.0 VA Enterprise Architecture Compliance

The applications, supplies, and services furnished under this contract must comply with One-VA
Enterprise Architecture (EA), available at http://www.ea.oit.va.gov/index.asp in force at the time of
issuance of this contract, including the Program Management Plan and VA's rules, standards, and
guidelines in the Technical Reference Model/Standards Profile (TRMSP). VA reserves the right to assess
contract deliverables for EA compliance prior to acceptance.

A2.1. VA Internet and Intranet Standards
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The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 6102,
Internet/Intranet Services, including applicable amendments and changes, if the Contractor’s work
includes managing, maintaining, establishing and presenting information on VA’s Internet/Intranet
Service Sites. This pertains, but is not limited to: creating announcements; collecting information;
databases to be accessed, graphics and links to external sites.

Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL to browser):
http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2

Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to browser):
http://www1.va.gov/vapubs/viewPublication.asp?Pub_1D=410&FType=2

A3.0 Notice of the Federal Accessibility Law Affecting All Electronic and Information
Technology Procurements (Section 508)

On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when
Federal departments or agencies develop, procure, maintain, or use Electronic and Information
Technology, that they shall ensure it allows Federal employees with disabilities to have access to and use
of information and data that is comparable to the access to and use of information and data by other
Federal employees. Section 508 required the Architectural and Transportation Barriers Compliance
Board (Access Board) to publish standards setting forth a definition of electronic and information
technology and the technical and functional criteria for such technology to comply with Section 508.
These standards have been developed and published with an effective date of December 21, 2000. Federal
departments and agencies shall develop all Electronic and Information Technology requirements to
comply with the standards found in 36 CFR 1194,

A3.1. Section 508 — Electronic and Information Technology (EIT) Standards

The Section 508 standards established by the Architectural and Transportation Barriers Compliance
Board (Access Board) are incorporated into, and made part of all VA orders, solicitations and purchase
orders developed to procure Electronic and Information Technology (EIT). These standards are found in
their entirety at: http://www.section508.gov and http://www.section508.gov/acquisition-regulations. A
printed copy of the standards will be supplied upon request. The Contractor shall comply with the
technical standards as marked:

8§ 1194.21 Software applications and operating systems

8§ 1194.22 Web-based intranet and internet information and applications
8 1194.23 Telecommunications products

8 1194.24 Video and multimedia products

8 1194.25 Self-contained, closed products

8 1194.26 Desktop and portable computers

8 1194.31 Functional Performance Criteria

8 1194.41 Information, Documentation, and Support

MXOXOOOX

A3.2. Equivalent Facilitation
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Alternatively, offerors may propose products and services that provide equivalent facilitation, pursuant to
Section 508, subpart A, §1194.5. Such offerors will be considered to have provided equivalent facilitation
when the proposed deliverables result in substantially equivalent or greater access to and use of
information for those with disabilities.

A3.3. Compatibility with Assistive Technology

The Section 508 standards do not require the installation of specific accessibility-related software or the
attachment of an assistive technology device. Section 508 requires that the EIT be compatible with such
software and devices so that EIT can be accessible to and usable by individuals using assistive
technology, including but not limited to screen readers, screen magnifiers, and speech recognition
software.

A3.4. Acceptance and Acceptance Testing

Deliverables resulting from this solicitation will be accepted based in part on satisfaction of the identified
Section 508 standards’ requirements for accessibility and must include final test results demonstrating
Section 508 compliance.

Deliverables should meet applicable accessibility requirements and should not adversely affect
accessibility features of existing EIT technologies. The Government reserves the right to independently
test for 508 Compliance before delivery. The Contractor shall be able to demonstrate 508 Compliance
upon delivery.

Automated test tools and manual techniques are used in the VA Section 508 compliance assessment.
Additional information concerning tools and resources can be found at
http://www.section508.va.gov/section508/Resources.asp.

Deliverables:

A. Final Section 508 Compliance Test Results

A4.0 Physical Security & Safety Requirements:

The Contractor and their personnel shall follow all VA policies, standard operating procedures, applicable
laws and regulations while on VA property. Violations of VA regulations and policies may result in
citation and disciplinary measures for persons violating the law.

1. The Contractor and their personnel shall wear visible identification at all times while they

are on the premises.

2. VA does not provide parking spaces at the work site; the Contractor must obtain parking at
the work site if needed. It is the responsibility of the Contractor to park in the appropriate
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designated parking areas. VA will not invalidate or make reimbursement for parking
violations of the Contractor under any conditions.

3. Smoking is prohibited inside/outside any building other than the designated smoking areas.
4. Possession of weapons is prohibited.

5. The Contractor shall obtain all necessary licenses and/or permits required to perform the
work, with the exception of software licenses that need to be procured from a Contractor or
vendor in accordance with the requirements document. The Contractor shall take all
reasonable precautions necessary to protect persons and property from injury or damage
during the performance of this contract.

A5.0 Confidentiality and Non-Disclosure

The Contractor shall follow all VA rules and regulations regarding information security to prevent
disclosure of sensitive information to unauthorized individuals or organizations.

The Contractor may have access to Protected Health Information (PHI) and Electronic Protected Health
Information (EPHI) that is subject to protection under the regulations issued by the Department of Health
and Human Services, as mandated by the Health Insurance Portability and Accountability Act of 1996
(HIPAA); 45 CFR Parts 160 and 164, Subparts A and E, the Standards for Privacy of Individually
Identifiable Health Information (“Privacy Rule”); and 45 CFR Parts 160 and 164, Subparts A and C, the
Security Standard (“Security Rule). Pursuant to the Privacy and Security Rules, the Contractor must
agree in writing to certain mandatory provisions regarding the use and disclosure of PHI and EPHI.

1. The Contractor will have access to some privileged and confidential materials of VA. These

printed and electronic documents are for internal use only, are not to be copied or released
without permission, and remain the sole property of VA. Some of these materials are
protected by the Privacy Act of 1974 (revised by PL 93-5791) and Title 38. Unauthorized
disclosure of Privacy Act or Title 38 covered materials is a criminal offense.

2. The VA CO will be the sole authorized official to release in writing, any data, draft
deliverables, final deliverables, or any other written or printed materials pertaining to this
contract. The Contractor shall release no information. Any request for information relating
to this contract presented to the Contractor shall be submitted to the VA CO for response.

3. Contractor personnel recognize that in the performance of this effort, Contractor personnel
may receive or have access to sensitive information, including information provided on a
proprietary basis by carriers, equipment manufacturers and other private or public
entities. Contractor personnel agree to safeguard such information and use the information
exclusively in the performance of this contract. Contractor shall follow all VA rules and
regulations regarding information security to prevent disclosure of sensitive information to
unauthorized individuals or organizations as enumerated in this section and elsewhere in this
Contract and its subparts and appendices.

4. Contractor shall limit access to the minimum number of personnel necessary for contract
performance for all information considered sensitive or proprietary in nature. If the
Contractor is uncertain of the sensitivity of any information obtained during the performance
this contract, the Contractor has a responsibility to ask the VA CO.
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5. Contractor shall train all of their employees involved in the performance of this contract on
their roles and responsibilities for proper handling and nondisclosure of sensitive VA or
proprietary information. Contractor personnel shall not engage in any other action, venture
or employment wherein sensitive information shall be used for the profit of any party other
than those furnishing the information. The sensitive information transferred, generated,
transmitted, or stored herein is for VA benefit and ownership alone.

6. Contractor shall maintain physical security at all facilities housing the activities performed
under this contract, including any Contractor facilities according to VA-approved guidelines
and directives. The Contractor shall ensure that security procedures are defined and
enforced to ensure all personnel who are provided access to patient data must comply with
published procedures to protect the privacy and confidentiality of such information as
required by VA.

7. Contractor must adhere to the following:

a. The use of “thumb drives” or any other medium for transport of information is
expressly prohibited.

b. Controlled access to system and security software and documentation.
¢. Recording, monitoring, and control of passwords and privileges.

d. All terminated personnel are denied physical and electronic access to all data,
program listings, data processing equipment and systems.

e. VA, as well as any Contractor (or Subcontractor) systems used to support
development, provide the capability to cancel immediately all access privileges and
authorizations upon employee termination.

f.  Contractor PM and VA PM are informed within twenty-four (24) hours of any
employee termination.

g. Acquisition sensitive information shall be marked "Acquisition Sensitive" and shall
be handled as "For Official Use Only (FOUQ)".

h. Contractor does not require access to classified data.

8. Regulatory standard of conduct governs all personnel directly and indirectly involved in
procurements. All personnel engaged in procurement and related activities shall conduct
business in a manner above reproach and, except as authorized by statute or regulation, with
complete impartiality and with preferential treatment for none. The general rule is to strictly
avoid any conflict of interest or even the appearance of a conflict of interest in
VA/Contractor relationships.

9. VA Form 0752 shall be completed by all Contractor employees working on this contract,
and shall be provided to the CO before any work is performed. In the case that Contractor
personnel are replaced in the future, their replacements shall complete VA Form 0752 prior
to beginning work.
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A6.0 INFORMATION TECHNOLOGY USING ENERGY-EFFICIENT PRODUCTS

The Contractor shall comply with Sections 524 and Sections 525 of the Energy Independence and
Security Act of 2007; Section 104 of the Energy Policy Act of 2005; Executive Order 13514, “Federal
Leadership in Environmental, Energy, and Economic Performance,” dated October 5, 2009; Executive
Order 13423, “Strengthening Federal Environmental, Energy, and Transportation Management,” dated
January 24, 2007; Executive Order 13221, “Energy-Efficient Standby Power Devices,” dated August 2,
2001; and the Federal Acquisition Regulation (FAR) to provide ENERGY STAR®, Federal Energy
Management Program (FEMP) designated, low standby power, and Electronic Product Environmental
Assessment Tool (EPEAT) registered products in providing information technology products and/or
services.

The Contractor shall ensure that information technology products are procured and/or services are
performed with products that meet and/or exceed ENERGY STAR, FEMP designated, low standby
power, and EPEAT guidelines. The Contractor shall provide/use products that earn the ENERGY STAR
label and meet the ENERGY STAR specifications for energy efficiency. Specifically, the Contractor
shall:

1. Provide/use ENERGY STAR products, as specified at www.energystar.gov/products (contains
complete product specifications and updated lists of qualifying products).

2. Provide/use the purchasing specifications listed for FEMP designated products at
https://www4.eere.energy.gov/femp/requirements/laws_and_reguirements/energy star_and_femp
designated products_procurement_requirements . The Contractor shall use the low standby
power products specified at http://energy.gov/eere/femp/low-standby-power-products.

3. Provide/use EPEAT registered products as specified at www.epeat.net. At a minimum, the
Contractor shall acquire EPEAT® Bronze registered products. EPEAT registered products are
required to meet the technical specifications of ENERGY STAR, but are not automatically on the
ENERGY STAR qualified product lists. The Contractor shall ensure that applicable products are
on both the EPEAT Registry and ENERGY STAR Qualified Product Lists.

4. The Contractor shall use these products to the maximum extent possible without jeopardizing the
intended end use or detracting from the overall quality delivered to the end user.

The following is a list of information technology products for which ENERGY STAR, FEMP designated,
low standby power, and EPEAT registered products are available:

1. Computer Desktops, Laptops, Notebooks, Displays, Monitors, Integrated Desktop Computers,
Workstation Desktops, Thin Clients, Disk Drives

2. Imaging Equipment (Printers Copiers, Multi-Function Devices, Scanners, Fax Machines, Digital
Duplicators, Mailing Machines)

3. Televisions, Multimedia Projectors

This list is continually evolving, and as a result is not all-inclusive.

ADDENDUM B - VA INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY
LANGUAGE

Page 17 of 33


http://www.energystar.gov/products
https://www4.eere.energy.gov/femp/requirements/laws_and_requirements/energy_star_and_femp_designated_products_procurement_requirements
https://www4.eere.energy.gov/femp/requirements/laws_and_requirements/energy_star_and_femp_designated_products_procurement_requirements
http://energy.gov/eere/femp/low-standby-power-products
http://www.epeat.net/

NNG15SD19B/VA118-15-F-0452

APPLICABLE PARAGRAPHS TAILORED FROM: THE VA INFORMATION AND
INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE, VA HANDBOOK 6500.6,
APPENDIX C, MARCH 12, 2010

B1l. GENERAL

Contractors, Contractor personnel, Subcontractors, and Subcontractor personnel shall be subject to the
same Federal laws, regulations, standards, and VA Directives and Handbooks as VA and VA personnel
regarding information and information system security.

B2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS

a. A Contractor/Subcontractor shall request logical (technical) or physical access to VA information
and VA information systems for their employees, Subcontractors, and affiliates only to the extent
necessary to perform the services specified in the contract, agreement, or task order.

b.  All Contractors, Subcontractors, and third-party servicers and associates working with VA
information are subject to the same investigative requirements as those of VA appointees or employees
who have access to the same types of information. The level and process of background security
investigations for Contractors must be in accordance with VA Directive and Handbook 0710, Personnel
Suitability and Security Program. The Office for Operations, Security, and Preparedness is responsible
for these policies and procedures.

c. Contract personnel who require access to national security programs must have a valid security
clearance. National Industrial Security Program (NISP) was established by Executive Order 12829 to
ensure that cleared U.S. defense industry contract personnel safeguard the classified information in their
possession while performing work on contracts, programs, bids, or research and development efforts. The
Department of Veterans Affairs does not have a Memorandum of Agreement with Defense Security
Service (DSS). Verification of a Security Clearance must be processed through the Special Security
Officer located in the Planning and National Security Service within the Office of Operations, Security,
and Preparedness.

d. Custom software development and outsourced operations must be located in the U.S. to the
maximum extent practical. If such services are proposed to be performed abroad and are not disallowed
by other VA policy or mandates (e.g. Business Associate Agreement, Section 3G), the
Contractor/Subcontractor must state where all non-U.S. services are provided and detail a security plan,
deemed to be acceptable by VA, specifically to address mitigation of the resulting problems of
communication, control, data protection, and so forth. Location within the U.S. may be an evaluation
factor.

e. The Contractor or Subcontractor must notify the CO immediately when an employee working on
a VA system or with access to VA information is reassigned or leaves the Contractor or Subcontractor’s
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employ. The CO must also be notified immediately by the Contractor or Subcontractor prior to an
unfriendly termination.

B3. VA INFORMATION CUSTODIAL LANGUAGE

1. Information made available to the Contractor or Subcontractor by VA for the performance or
administration of this contract or information developed by the Contractor/Subcontractor in performance
or administration of the contract shall be used only for those purposes and shall not be used in any other
way without the prior written agreement of VA. This clause expressly limits the
Contractor/Subcontractor's rights to use data as described in Rights in Data - General, FAR 52.227-14(d)

(1).

2. VA information should not be co-mingled, if possible, with any other data on the
Contractors/Subcontractor’s information systems or media storage systems in order to ensure VA
requirements related to data protection and media sanitization can be met. If co-mingling must be allowed
to meet the requirements of the business need, the Contractor must ensure that VA information is returned
to VA or destroyed in accordance with VA’s sanitization requirements. VA reserves the right to conduct
on-site inspections of Contractor and Subcontractor IT resources to ensure data security controls,
separation of data and job duties, and destruction/media sanitization procedures are in compliance with
VA directive requirements.

3. Prior to termination or completion of this contract, Contractor/Subcontractor must not destroy
information received from VA, or gathered/created by the Contractor in the course of performing this
contract without prior written approval by VA. Any data destruction done on behalf of VA by a
Contractor/Subcontractor must be done in accordance with National Archives and Records
Administration (NARA) requirements as outlined in VA Directive 6300, Records and Information
Management and its Handbook 6300.1 Records Management Procedures, applicable VA Records Control
Schedules, and VA Handbook 6500.1, Electronic Media Sanitization. Self-certification by the Contractor
that the data destruction requirements above have been met must be sent to the VA CO within 30 days of
termination of the contract.

4. The Contractor/Subcontractor must receive, gather, store, back up, maintain, use, disclose and
dispose of VA information only in compliance with the terms of the contract and applicable Federal and
VA information confidentiality and security laws, regulations and policies. If Federal or VA information
confidentiality and security laws, regulations and policies become applicable to VA information or
information systems after execution of the contract, or if NIST issues or updates applicable FIPS or
Special Publications (SP) after execution of this contract, the parties agree to negotiate in good faith to
implement the information confidentiality and security laws, regulations and policies in this contract.

5. The Contractor/Subcontractor shall not make copies of VA information except as authorized and
necessary to perform the terms of the agreement or to preserve electronic information stored on
Contractor/Subcontractor electronic storage media for restoration in case any electronic equipment or data
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used by the Contractor/Subcontractor needs to be restored to an operating state. If copies are made for
restoration purposes, after the restoration is complete, the copies must be appropriately destroyed.

6. If VA determines that the Contractor has violated any of the information confidentiality, privacy,
and security provisions of the contract, it shall be sufficient grounds for VA to withhold payment to the
Contractor or third party or terminate the contract for default or terminate for cause under Federal
Acquisition Regulation (FAR) part 12.

7. Ifa VHA contract is terminated for cause, the associated Business Associate Agreement (BAA)
must also be terminated and appropriate actions taken in accordance with VHA Handbook 1600.05,
Business Associate Agreements. Absent an agreement to use or disclose protected health information,
there is no business associate relationship.

8. The Contractor/Subcontractor must store, transport, or transmit VA sensitive information in an
encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 validated.

9. The Contractor/Subcontractor’s firewall and Web services security controls, if applicable, shall
meet or exceed VA minimum requirements. VA Configuration Guidelines are available upon request.

10. Except for uses and disclosures of VA information authorized by this contract for performance of
the contract, the Contractor/Subcontractor may use and disclose VA information only in two other
situations: (i) in response to a qualifying order of a court of competent jurisdiction, or (ii) with VA prior
written approval. The Contractor/Subcontractor must refer all requests for, demands for production of, or
inquiries about, VA information and information systems to the VA CO for response.

11. Notwithstanding the provision above, the Contractor/Subcontractor shall not release VA records
protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records and/or Title 38
U.S.C. 7332, confidentiality of certain health records pertaining to drug addiction, sickle cell anemia,
alcoholism or alcohol abuse, or infection with human immunodeficiency virus. If the
Contractor/Subcontractor is in receipt of a court order or other requests for the above mentioned
information, that Contractor/Subcontractor shall immediately refer such court orders or other requests to
the VA CO for response.

12. For service that involves the storage, generating, transmitting, or exchanging of VA sensitive
information but does not require C&A or a Memorandum of Understanding-Interconnection Service
Agreement (MOU-ISA) for system interconnection, the Contractor/Subcontractor must complete a
Contractor Security Control Assessment (CSCA) on a yearly basis and provide it to the COR.

B4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT
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1. Information systems that are designed or developed for or on behalf of VA at non-VA facilities
shall comply with all VA directives developed in accordance with FISMA, HIPAA, NIST, and related
VA security and privacy control requirements for Federal information systems. This includes standards
for the protection of electronic PHI, outlined in 45 C.F.R. Part 164, Subpart C, information and system
security categorization level designations in accordance with FIPS 199 and FIPS 200 with
implementation of all baseline security controls commensurate with the FIPS 199 system security
categorization (reference Appendix D of VA Handbook 6500, VA Information Security Program and the
TIC Reference Architecture). During the development cycle a Privacy Impact Assessment (PIA) must be
completed, provided to the COR, and approved by the VA Privacy Service in accordance with Directive
6508, VA Privacy Impact Assessment.

2. The Contractor/Subcontractor shall certify to the COR that applications are fully functional and
operate correctly as intended on systems using the VA Federal Desktop Core Configuration (FDCC), and
the common security configuration guidelines provided by NIST or VA. This includes Internet Explorer 7
configured to operate on Windows XP and Vista (in Protected Mode on Vista) and future versions, as
required.

3. The standard installation, operation, maintenance, updating, and patching of software shall not
alter the configuration settings from the VA approved and FDCC configuration. Information technology
staff must also use the Windows Installer Service for installation to the default “program files” directory
and silently install and uninstall.

4. Applications designed for normal end users shall run in the standard user context without elevated
system administration privileges.

5. The security controls must be designed, developed, approved by VA, and implemented in
accordance with the provisions of VA security system development life cycle as outlined in NIST Special
Publication 800-37, Guide for Applying the Risk Management Framework to Federal Information
Systems, VA Handbook 6500, Information Security Program and VA Handbook 6500.5, Incorporating
Security and Privacy in System Development Lifecycle.

6. The Contractor/Subcontractor is required to design, develop, or operate a System of Records
Notice (SOR) on individuals to accomplish an agency function subject to the Privacy Act of 1974, (as
amended), Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations.
Violation of the Privacy Act may involve the imposition of criminal and civil penalties.

7. The Contractor/Subcontractor agrees to:

a. Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under
the Act in the design, development, or operation of any system of records on individuals to accomplish an
agency function when the contract specifically identifies:
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i The Systems of Records (SOR); and

ii. The design, development, or operation work that the Contractor/Subcontractor is to
perform;

b. Include the Privacy Act notification contained in this contract in every solicitation and resulting
subcontract and in every subcontract awarded without a solicitation, when the work statement in the
proposed subcontract requires the redesign, development, or operation of a SOR on individuals that is
subject to the Privacy Act; and

c. Include this Privacy Act clause, including this subparagraph (3), in all subcontracts awarded
under this contract which requires the design, development, or operation of such a SOR.

8. Inthe event of violations of the Act, a civil action may be brought against the agency involved
when the violation concerns the design, development, or operation of a SOR on individuals to accomplish
an agency function, and criminal penalties may be imposed upon the officers or employees of the agency
when the violation concerns the operation of a SOR on individuals to accomplish an agency function. For
purposes of the Act, when the contract is for the operation of a SOR on individuals to accomplish an
agency function, the Contractor/Subcontractor is considered to be an employee of the agency.

a. “Operation of a System of Records” means performance of any of the activities associated with
maintaining the SOR, including the collection, use, maintenance, and dissemination of records.

b. ‘“Record” means any item, collection, or grouping of information about an individual that is
maintained by an agency, including, but not limited to, education, financial transactions, medical history,
and criminal or employment history and contains the person’s name, or identifying number, symbol, or
any other identifying particular assigned to the individual, such as a fingerprint or voiceprint, or a
photograph.

C. “System of Records” means a group of any records under the control of any agency from which
information is retrieved by the name of the individual or by some identifying number, symbol, or other
identifying particular assigned to the individual.

9. The vendor shall ensure the security of all procured or developed systems and technologies,
including their subcomponents (hereinafter referred to as “Systems”), throughout the life of this contract
and any extension, warranty, or maintenance periods. This includes, but is not limited to workarounds,
patches, hot fixes, upgrades, and any physical components (hereafter referred to as Security Fixes) which
may be necessary to fix all security vulnerabilities published or known to the vendor anywhere in the
Systems, including Operating Systems and firmware. The vendor shall ensure that Security Fixes shall
not negatively impact the Systems.
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10. The vendor shall notify VA within 24 hours of the discovery or disclosure of successful exploits
of the vulnerability which can compromise the security of the Systems (including the confidentiality or
integrity of its data and operations, or the availability of the system). Such issues shall be remediated as
quickly as is practical, but in no event longer than _30_days.

11. When the Security Fixes involve installing third party patches (such as Microsoft OS patches or
Adobe Acrobat), the vendor will provide written notice to VA that the patch has been validated as not
affecting the Systems within 10 working days. When the vendor is responsible for operations or
maintenance of the Systems, they shall apply the Security Fixes within _30__ days.

12. All other vulnerabilities shall be remediated as specified in this paragraph in a timely manner
based on risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph (e.g. for the
convenience of VA) shall only be granted with approval of the CO and the VA Assistant Secretary for
Office of Information and Technology.

B5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE

a. For information systems that are hosted, operated, maintained, or used on behalf of VA at non-
VA facilities, Contractors/Subcontractors are fully responsible and accountable for ensuring compliance
with all HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy directives and
handbooks. This includes conducting compliant risk assessments, routine vulnerability scanning, system
patching and change management procedures, and the completion of an acceptable contingency plan for
each system. The Contractor’s security control procedures must be equivalent, to those procedures used to
secure VA systems. A Privacy Impact Assessment (PIA) must also be provided to the COR and approved
by VA Privacy Service prior to operational approval. All external Internet connections to VA network
involving VA information must be in accordance with the TIC Reference Architecture and reviewed and
approved by VA prior to implementation.

b. Adequate security controls for collecting, processing, transmitting, and storing of Personally
Identifiable Information (PII), as determined by the VA Privacy Service, must be in place, tested, and
approved by VA prior to hosting, operation, maintenance, or use of the information system, or systems by
or on behalf of VA. These security controls are to be assessed and stated within the PIA and if these
controls are determined not to be in place, or inadequate, a Plan of Action and Milestones (POA&M)
must be submitted and approved prior to the collection of PII.

c. Outsourcing (Contractor facility, Contractor equipment or Contractor staff) of systems or network
operations, telecommunications services, or other managed services requires certification and
accreditation (authorization) (C&A) of the Contractor’s systems in accordance with VA Handbook
6500.3, Certification and Accreditation and/or the VA OCS Certification Program Office. Government-
owned (Government facility or Government equipment) Contractor-operated systems, third party or
business partner networks require memorandums of understanding and interconnection agreements
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(MOU-ISA) which detail what data types are shared, who has access, and the appropriate level of security
controls for all systems connected to VA networks.

d. The Contractor/Subcontractor’s system must adhere to all FISMA, FIPS, and NIST standards
related to the annual FISMA security controls assessment and review and update the PIA. Any
deficiencies noted during this assessment must be provided to the VA CO and the ISO for entry into the
VA POA&M management process. The Contractor/Subcontractor must use the VA POA&M process to
document planned remedial actions to address any deficiencies in information security policies,
procedures, and practices, and the completion of those activities. Security deficiencies must be corrected
within the timeframes approved by the Government. Contractor/Subcontractor procedures are subject to
periodic, unannounced assessments by VA officials, including the VA Office of Inspector General. The
physical security aspects associated with Contractor/Subcontractor activities must also be subject to such
assessments. If major changes to the system occur that may affect the privacy or security of the data or the
system, the C&A of the system may need to be reviewed, retested and re-authorized per VA Handbook
6500.3. This may require reviewing and updating all of the documentation (PIA, System Security Plan,
and Contingency Plan). The Certification Program Office can provide guidance on whether a new C&A
would be necessary.

e.  The Contractor/Subcontractor must conduct an annual self-assessment on all systems and
outsourced services as required. Both hard copy and electronic copies of the assessment must be provided
to the COR. The Government reserves the right to conduct such an assessment using Government
personnel or another Contractor/Subcontractor. The Contractor/Subcontractor must take appropriate and
timely action (this can be specified in the contract) to correct or mitigate any weaknesses discovered
during such testing, generally at no additional cost.

f. VA prohibits the installation and use of personally-owned or Contractor/Subcontractor owned
equipment or software on the VA network. If non-VA owned equipment must be used to fulfill the
requirements of a contract, it must be stated in the service agreement, SOW or contract. All of the security
controls required for Government furnished equipment (GFE) must be utilized in approved other
equipment (OE) and must be funded by the owner of the equipment. All remote systems must be
equipped with, and use, a VA-approved antivirus (AV) software and a personal (host-based or enclave
based) firewall that is configured with a VA approved configuration. Software must be kept current,
including all critical updates and patches. Owners of approved OE are responsible for providing and
maintaining the anti-viral software and the firewall on the non-VA owned OE.

g. All electronic storage media used on non-VA leased or non-VA owned IT equipment that is used
to store, process, or access VA information must be handled in adherence with VA Handbook 6500.1,
Electronic Media Sanitization upon: (i) completion or termination of the contract or (ii) disposal or return
of the IT equipment by the Contractor/Subcontractor or any person acting on behalf of the
Contractor/Subcontractor, whichever is earlier. Media (hard drives, optical disks, CDs, back-up tapes,
etc.) used by the Contractors/Subcontractors that contain VA information must be returned to VA for
sanitization or destruction or the Contractor/Subcontractor must self-certify that the media has been
disposed of per 6500.1 requirements. This must be completed within 30 days of termination of the
contract.
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h. Bio-Medical devices and other equipment or systems containing media (hard drives, optical disks,
etc.) with VA sensitive information must not be returned to the vendor at the end of lease, for trade-in, or
other purposes. The options are:

1) Vendor must accept the system without the drive;

2) VA’sinitial medical device purchase includes a spare drive which must be installed in place of the
original drive at time of turn-in; or

3) VA must reimburse the company for media at a reasonable open market replacement cost at time of
purchase.

4) Due to the highly specialized and sometimes proprietary hardware and software associated with
medical equipment/systems, if it is not possible for VA to retain the hard drive, then;

a) The equipment vendor must have an existing BAA if the device being traded in has sensitive
information stored on it and hard drive(s) from the system are being returned physically intact; and

b)  Any fixed hard drive on the device must be non-destructively sanitized to the greatest extent
possible without negatively impacting system operation. Selective clearing down to patient data folder
level is recommended using VA approved and validated overwriting technologies/methods/tools.
Applicable media sanitization specifications need to be preapproved and described in the purchase
order or contract.

C)A statement needs to be signed by the Director (System Owner) that states that the drive could not be
removed and that (a) and (b) controls above are in place and completed. The ISO needs to maintain the
documentation.

B6. SECURITY INCIDENT INVESTIGATION

a. The term “security incident” means an event that has, or could have, resulted in unauthorized
access to, loss or damage to VA assets, or sensitive information, or an action that breaches VA security
procedures. The Contractor/Subcontractor shall immediately notify the COR and simultaneously, the
designated ISO and Privacy Officer for the contract of any known or suspected security/privacy incidents,
or any unauthorized disclosure of sensitive information, including that contained in system(s) to which
the Contractor/Subcontractor has access.

b. To the extent known by the Contractor/Subcontractor, the Contractor/Subcontractor’s notice to
VA shall identify the information involved, the circumstances surrounding the incident (including to
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whom, how, when, and where the VA information or assets were placed at risk or compromised), and any
other information that the Contractor/Subcontractor considers relevant.

c.  With respect to unsecured protected health information, the business associate is deemed to have
discovered a data breach when the business associate knew or should have known of a breach of such
information. Upon discovery, the business associate must notify the covered entity of the breach.
Notifications need to be made in accordance with the executed business associate agreement.

d. Ininstances of theft or break-in or other criminal activity, the Contractor/Subcontractor must
concurrently report the incident to the appropriate law enforcement entity (or entities) of jurisdiction,
including the VA OIG and Security and Law Enforcement. The Contractor, its employees, and its
Subcontractors and their employees shall cooperate with VA and any law enforcement authority
responsible for the investigation and prosecution of any possible criminal law violation(s) associated with
any incident. The Contractor/Subcontractor shall cooperate with VA in any civil litigation to recover VA
information, obtain monetary or other compensation from a third party for damages arising from any
incident, or obtain injunctive relief against any third party arising from, or related to, the incident.

B7. LIQUIDATED DAMAGES FOR DATA BREACH

a. Consistent with the requirements of 38 U.S.C. 85725, a contract may require access to sensitive
personal information. If so, the Contractor is liable to VA for liquidated damages in the event of a data
breach or privacy incident involving any SPI the Contractor/Subcontractor processes or maintains under
this contract.

b. The Contractor/Subcontractor shall provide notice to VA of a “security incident” as set forth in
the Security Incident Investigation section above. Upon such notification, VA must secure from a non-
Department entity or the VA Office of Inspector General an independent risk analysis of the data breach
to determine the level of risk associated with the data breach for the potential misuse of any sensitive
personal information involved in the data breach. The term 'data breach’ means the loss, theft, or other
unauthorized access, or any access other than that incidental to the scope of employment, to data
containing sensitive personal information, in electronic or printed form, that results in the potential
compromise of the confidentiality or integrity of the data. Contractor shall fully cooperate with the entity
performing the risk analysis. Failure to cooperate may be deemed a material breach and grounds for
contract termination.

c. Each risk analysis shall address all relevant information concerning the data breach, including the
following:

1)  Nature of the event (loss, theft, unauthorized access);

2)  Description of the event, including:
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a) date of occurrence;

b) data elements involved, including any P11, such as full name, social security number, date of
birth, home address, account number, disability code;

3)  Number of individuals affected or potentially affected;
4)  Names of individuals or groups affected or potentially affected;

5)  Ease of logical data access to the lost, stolen or improperly accessed data in light of the degree
of protection for the data, e.g., unencrypted, plain text;

6)  Amount of time the data has been out of VA control,

7)  The likelihood that the sensitive personal information will or has been compromised (made
accessible to and usable by unauthorized persons);

8)  Known misuses of data containing sensitive personal information, if any;
9)  Assessment of the potential harm to the affected individuals;

10) Data breach analysis as outlined in 6500.2 Handbook, Management of Security and Privacy
Incidents, as appropriate; and

11) Whether credit protection services may assist record subjects in avoiding or mitigating the
results of identity theft based on the sensitive personal information that may have been
compromised.

d. Based on the determinations of the independent risk analysis, the Contractor shall be responsible
for paying to VA liquidated damages in the amount of $37.50 per affected individual to cover the cost of
providing credit protection services to affected individuals consisting of the following:

1) Notification;

2) One year of credit monitoring services consisting of automatic daily monitoring of at least 3
relevant credit bureau reports;

3) Data breach analysis;

4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit
freezes, to assist affected individuals to bring matters to resolution;

5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and

6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit records,
histories, or financial affairs.

B8. SECURITY CONTROLS COMPLIANCE TESTING
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On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate any or
all of the security controls and privacy practices implemented by the Contractor under the clauses
contained within the contract. With 10 working-days’ notice, at the request of the Government, the
Contractor must fully cooperate and assist in a Government-sponsored security controls assessment at
each location wherein VA information is processed or stored, or information systems are developed,
operated, maintained, or used on behalf of VA, including those initiated by the Office of Inspector
General. The Government may conduct a security control assessment on shorter notice (to include
unannounced assessments) as determined by VA in the event of a security incident or at any other time.

B9. TRAINING

a. All Contractor employees and Subcontractor employees requiring access to VA information and
VA information systems shall complete the following before being granted access to VA information
and its systems:

1) Successfully complete the VA Privacy and Information Security Awareness and Rules of
Behavior course (TMS #10176) and complete this required privacy and security training annually; Sign
and acknowledge (electronically through TMS #10176) understanding of and responsibilities for
compliance with the Contractor Rules of Behavior, Appendix D relating to access to VA information
and information systems.

2) Successfully complete any additional cyber security or privacy training, as required for VA
personnel with equivalent information system access [to be defined by the VA program official and
provided to the CO for inclusion in the solicitation document — e.g., any role-based information security
training required in accordance with NIST Special Publication 800-16, Information Technology
Security Training Requirements.]

b.  The Contractor shall provide to the CO and/or the COR a copy of the training certificates and
certification of signing the Contractor Rules of Behavior for each applicable employee within 1 week
of the initiation of the contract and annually thereafter, as required.

c.  Failure to complete the mandatory annual training and electronically sign the Rules of Behavior
annually, within the timeframe required, is grounds for suspension or termination of all physical or
electronic access privileges and removal from work on the contract until such time as the training and
documents are complete.

Page 28 of 33



NNG15SD19B/VA118-15-F-0452

SECTION C - CONTRACT CLAUSES

C.1 NASA SEWP V RFQ INTRODUCTORY LANGUAGE

All clauses and provisions from the Federal Acquisition Regulation (FAR), NASA FAR Supplement, and
the Goddard Space Flight Center Regulation from the applicable NASA Solutions for Enterprise Wide
Procurement (SEWP) V Government-Wide Acquisition Contract (GWAC), and the specific NASA
SEWP V contract referenced on the SF1449 in Block 2, are hereby incorporated by reference.

The full text of any FAR and NASA SEWP V clauses which are incorporated by reference may be
obtained at the following URLSs:

FAR: http://www.acquisition.gov/far/index.html

NASA SEWP V: http://www.sewp.nasa.gov/documents/SEWP V CLAUSE LIST.pdf

C.2 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the
full text of a clause may be accessed electronically at this/these address(es):

http://www.acquisition.gov/far/index.html
http://www.va.gov/oamm/oa/ars/policyreg/vaar/index.cfm

(End of Clause)

FAR Title Date
Number
52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS APR 2014

AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS

52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON RECYCLED MAY 2011
PAPER
52.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN AUG 2013

SUBCONTRACTING WITH CONTRACTORS DEBARRED,
SUSPENDED, OR PROPOSED FOR DEBARMENT
UPDATES OF PUBLICLY AVAILABLE INFORMATION

52-209-9 REGARDING RESPONSIBILITY MATTERS JUL 2013

52.227-1 AUTHORIZATION AND CONSENT DEC 2007

52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT AND DEC 2007
COPYRIGHT INFRINGEMENT

52.227-19 COMMERCIAL COMPUTER SOFTWARE LICENSE DEC 2007

C.3 VAAR 852.203-70 COMMERCIAL ADVERTISING (JAN 2008)

The bidder or offeror agrees that if a contract is awarded to him/her, as a result of this solicitation, he/she
will not advertise the award of the contract in his/her commercial advertising in such a manner as to state
or imply that the Department of Veterans Affairs endorses a product, project or commercial line of
endeavor.
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(End of Clause)

C.4 VAAR 852.203-71 DISPLAY OF DEPARTMENT OF VETERAN AFFAIRS

HOTLINE POSTER (DEC 1992)

() Except as provided in paragraph (c) below, the Contractor shall display prominently, in common work
areas within business segments performing work under VA contracts, Department of Veterans Affairs
Hotline posters prepared by the VA Office of Inspector General.

(b) Department of Veterans Affairs Hotline posters may be obtained from the VA Office of Inspector
General (53E),Box 34647, Washington, DC 20043-4647.

(c) The Contractor need not comply with paragraph (a) above if the Contractor has established a
mechanism, such as a hotline, by which employees may report suspected instances of improper conduct,
and instructions that encourage employees to make such reports.

(End of Clause)

C.5 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS (NOV

2012)
(a) Definitions. As used in this clause—

(1) Contract financing payment has the meaning given in FAR 32.001.
(2) Designated agency office has the meaning given in 5 CFR 1315.2(m).

(3) Electronic form means an automated system transmitting information electronically according to
the

Accepted electronic data transmission methods and formats identified in paragraph (c) of this clause.
Facsimile, email, and scanned documents are not acceptable electronic forms for submission of payment
requests.

(4) Invoice payment has the meaning given in FAR 32.001.

(5) Payment request means any request for contract financing payment or invoice payment submitted
by the contractor under this contract.

(b) Electronic payment requests. Except as provided in paragraph (e) of this clause, the contractor shall
submit payment requests in electronic form. Purchases paid with a Government-wide commercial
purchase card are considered to be an electronic transaction for purposes of this rule, and therefore no
additional electronic invoice submission is required.

(c) Data transmission. A contractor must ensure that the data transmission method and format are
through one of the following:

(1) VA’s Electronic Invoice Presentment and Payment System. (See Web site at
http://www.fsc.va.gov/einvoice.asp.)

(2) Any system that conforms to the X12 electronic data interchange (EDI) formats established by the
Accredited Standards Center (ASC) and chartered by the American National Standards Institute (ANSI).
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The X12 EDI Web site (http://www.x12.0rg) includes additional information on EDI 810 and 811
formats.

(d) Invoice requirements. Invoices shall comply with FAR 32.905.

(e) Exceptions. If, based on one of the circumstances below, the contracting officer directs that payment
requests be made by mail, the contractor shall submit payment requests by mail through the United States
Postal Service to the designated agency office. Submission of payment requests by mail may be required
for:

(1) Awards made to foreign vendors for work performed outside the United States;

(2) Classified contracts or purchases when electronic submission and processing of payment requests
could compromise the safeguarding of classified or privacy information;

(3) Contracts awarded by contracting officers in the conduct of emergency operations, such as
responses to national emergencies;

(4) Solicitations or contracts in which the designated agency office is a VA entity other than the VA
Financial Services Center in Austin, Texas; or

(5) Solicitations or contracts in which the VA designated agency office does not have electronic
invoicing capability as described above.

(End of Clause)

C.6 VAAR 852.270-1 REPRESENTATIVES OF CONTRACTING OFFICERS
(JAN 2008)

The contracting officer reserves the right to designate representatives to act for him/her in furnishing
technical guidance and advice or generally monitor the work to be performed under this contract. Such
designation will be in writing and will define the scope and limitation of the designee's authority. A copy
of the designation shall be furnished to the contractor.

(End of Provision)

C.7 VAAR 852.246-70 GUARANTEE (JAN 2008)

The contractor guarantees the equipment against defective material, workmanship and performance for a
period of 1 year, said guarantee to run from date of acceptance of the equipment by the Government. The
contractor agrees to furnish, without cost to the Government, replacement of all parts and material that are
found to be defective during the guarantee period. Replacement of material and parts will be furnished to
the Government at the point of installation, if installation is within the continental United States, or f.0.b.
the continental U.S. port to be designated by the contracting officer if installation is outside of the
continental United States. Cost of installation of replacement material and parts shall be borne by the
contractor

(End of clause)
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C.8 VAAR 852.246-71 INSPECTION (JAN 2008)

Rejected goods will be held subject to contractors order for not more than 15 days, after which the
rejected merchandise will be returned to the contractor’s address at his/her risk and expense. Expenses
incident to the examination and testing of materials or supplies that have been rejected will be charged to
the contractor's account.

(End of clause)
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR
ATTACHMENTS

THIS PAGE IS INTENTIONALLY LEFT BLANK
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