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SECTION 28 05 00 

COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY 

 

PART 1 - GENERAL 

1.1 DESCRIPTION 

A. This Section, Common Work Results for Electronic Safety and Security 

(ESS), applies to all sections of Division 28. 

B. Furnish and install fully functional electronic safety and security 

cabling system(s), equipment and approved accessories in accordance with 

the specification section(s), drawing(s), and referenced publications.  

Capacities and ratings of cable and other items and arrangements for the 

specified items are shown on each system’s required Bill of Materials 

(BOM) and verified on the approved system drawing(s). If there is a 

conflict between contract’s specification(s) and drawings(s), the  

contract’s specification requirements shall prevail. 

C. The Contractor shall provide a fully functional and operating ESS, 

programmed, configured, documented, and tested as required herein and 

the respective Safety and Security System Specification(s).  The 

Contractor shall provide calculations and analysis to support design and 

engineering decisions as specified in submittals.  The Contractor shall 

provide and pay all labor, materials, and equipment, sales and gross 

receipts and other taxes.  The Contractor shall secure and pay for plan 

check fees, permits, other fees, and licenses necessary for the 

execution of work as applicable for the project.  Give required notices; 

the Contractor will comply with codes, ordinances, regulations, and 

other legal requirements of public authorities, which bear on the 

performance of work. 

D. The Contractor shall provide an ESS, installed, programmed, configured, 

documented, and tested.  The security system shall include but not 

limited to: physical access control, intrusion detection, duress alarms, 

elevator control interface, video assessment and surveillance,  video 

recording and storage, delayed egress, personal protection system, 

intercommunication system, fire alarm interface, equipment cabinetry, 

dedicated photo badging system and associated live camera, report 

printer, photo badge printer, and uninterruptible power supplies (UPS) 

interface.  Operator training shall not be required as part of the 

Security Contractors scope and shall be provided by the Owner. The 

Security Contractor shall still be required to provide necessary 

maintenance and troubleshooting manuals as well as submittals as 

identified herein.  The work shall include the procurement and 
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installation of electrical wire and cables, the installation and testing 

of all system components.  Inspection, testing, demonstration, and 

acceptance of equipment, software, materials, installation, 

documentation, and workmanship, shall be as specified herein.  The 

Contractor shall provide all associated installation support, including 

the provision of primary electrical input power circuits. 

E. Repair Service Replacement Parts On-site service during the warranty 

period shall be provided as specified under “Emergency Service”.  The 

Contractor shall guarantee all parts and labor for a term of one (1) 

year, unless dictated otherwise in this specification from the 

acceptance date of the system as described in Part 5 of this 

Specification.  The Contractor shall be responsible for all equipment, 

software, shipping, transportation charges, and expenses associated with 

the service of the system for one (1) year.  The Contractor shall 

provide 24-hour telephone support for the software program at no 

additional charge to the owner.  Software support shall include all 

software updates that occur during the warranty period.   

F. Section Includes: 

1. Description of Work for Electronic Security Systems, 

2. Electronic security equipment coordination with relating Divisions, 

3. Submittal Requirements for Electronic Security, 

4. Miscellaneous Supporting equipment and materials for Electronic 

Security,  

5. Electronic security installation requirements. 

 

1.2 RELATED WORK 

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.  

B. Section 07 84 00 - FIRESTOPPING. Requirements for firestopping 

application and use.  

C. Section 08 11 73 - SLIDING METAL FIRE DOORS. Requirements for door 

installation.  

D. Section 08 35 13.13 - ACCORDIAN FOLDING DOORS. Requirements for door 

installation.  

E. Section 08 34 59 - VAULT DOORS AND DAY GATES. Requirements for door and 

gate installation.  

F. Section 08 51 13 - ALUMINUM WINDOWS. Requirements for window 

installation.  

G. Section 08 71 00 - DOOR HARDWARE. Requirements for door installation.  

H. Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.  

I. Section 14 21 00 - ELECTRIC TRACTION ELEVATORS. Requirements for 

elevators.  
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J. Section 14 24 00 - HYDRAULIC ELEVATORS. Requirements for elevators.  

K. Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. 

Requirements for connection of high voltage.  

L. Section 26 05 21 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES 

(600 VOLTS AND BELOW). Requirements for power cables. 

M. Section 26 05 33 – RACEWAY AND BOXES FOR ELECTRICAL SYSTEMS. 

Requirements for infrastructure.  

N. Section 26 05 41 - UNDERGROUND ELECTRICAL CONSTRUCTION. Requirements for 

underground installation of wiring.  

O. Section 26 56 00 - EXTERIOR LIGHTING. Requirements for perimeter 

lighting.  

P. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for conductors and cables.  

Q. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for grounding of equipment.  

R. Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for infrastructure.  

S. Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. Requirements for Commissioning.  

T. Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEMS (PACS). For physical 

access control integration.  

U. Section 28 13 16 - PHYSICAL ACCESS CONTROL SYSTEM AND DATABASE 

MANAGEMENT. Requirements for control and operation of all security 

systems.  

V. Section 28 13 53 - SECURITY ACCESS DETECTION. Requirements for screening 

of personnel and shipments.  

W. Section 28 16 00 - INTRUSION DETECTION SYSTEM (IDS). Requirements for 

alarm systems.  

X. Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera 

systems.  

Y. Section 28 26 00 - ELECTRONIC PERSONAL PROTECTION SYSTEM (EPPS). 

Requirements for emergency and interior communications.  

Z. Section 32 31 13 - CHAIN LINK FENCES AND GATES. Requirements for fences.  

1.3 DEFINITIONS 

A. AGC:  Automatic Gain Control. 

B. Basket Cable Tray:  A fabricated structure consisting of wire mesh 

bottom and side rails.  

C. BICSI:  Building Industry Consulting Service International. 

D. CCD:  Charge-coupled device. 
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E. Central Station:  A PC with software designated as the main controlling 

PC of the security access system.  Where this term is presented with 

initial capital letters, this definition applies. 

F. Channel Cable Tray:  A fabricated structure consisting of a one-piece, 

ventilated-bottom or solid-bottom channel section. 

G. Controller:  An intelligent peripheral control unit that uses a computer 

for controlling its operation.  Where this term is presented with an 

initial capital letter, this definition applies. 

H. CPU:  Central processing unit. 

I. Credential:  Data assigned to an entity and used to identify that 

entity. 

J. DGP:  Data Gathering Panel – component of the Physical Access Control 

System capable to communicate, store and process information received 

from readers, reader modules, input modules, output modules, and 

Security Management System.   

K. DTS:  Digital Termination Service:  A microwave-based, line-of-sight 

communications provided directly to the end user. 

L. EMI:  Electromagnetic interference. 

M. EMT:  Electric Metallic Tubing. 

N. ESS:  Electronic Security System. 

O. File Server:  A PC in a network that stores the programs and data files 

shared by users. 

P. GFI:  Ground fault interrupter. 

Q. IDC:  Insulation displacement connector. 

R. Identifier:  A credential card, keypad personal identification number or 

code, biometric characteristic, or other unique identification entered 

as data into the entry-control database for the purpose of identifying 

an individual.  Where this term is presented with an initial capital 

letter, this definition applies. 

S. I/O:  Input/Output. 

T. Intrusion Zone:  A space or area for which an intrusion must be detected 

and uniquely identified, the sensor or group of sensors assigned to 

perform the detection, and any interface equipment between sensors and 

communication link to central-station control unit. 

U. Ladder Cable Tray:  A fabricated structure consisting of two 

longitudinal side rails connected by individual transverse members 

(rungs). 

V. LAN:  Local area network. 

W. LCD:  Liquid-crystal display. 

X. LED:  Light-emitting diode. 
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Y. Location:  A Location on the network having a PC-to-Controller 

communications link, with additional Controllers at the Location 

connected to the PC-to-Controller link with RS-485 communications loop. 

 Where this term is presented with an initial capital letter, this 

definition applies. 

Z. Low Voltage:  As defined in NFPA 70 for circuits and equipment operating 

at less than 50 V or for remote-control and signaling power-limited 

circuits. 

AA. M-JPEG:  Motion – Joint Photographic Experts Group. 

BB. MPEG:  Moving picture experts group. 

CC. NEC:  National Electric Code 

DD. NEMA:  National Electrical Manufacturers Association 

EE. NFPA:  National Fire Protection Association 

FF. NTSC:  National Television System Committee. 

GG. NRTL:  Nationally Recognized Testing Laboratory.  

HH. Open Cabling:  Passing telecommunications cabling through open space 

(e.g., between the studs of a wall cavity). 

II. PACS: Physical Access Control System; A system comprised of cards, 

readers, door controllers, servers and software to control the physical 

ingress and egress of people within a given space 

JJ. PC:  Personal computer.  This acronym applies to the Central Station, 

workstations, and file servers. 

KK. PCI Bus:  Peripheral component interconnect; a peripheral bus providing 

a high-speed data path between the CPU and peripheral devices (such as 

monitor, disk drive, or network). 

LL. PDF:  (Portable Document Format.) The file format used by the Acrobat 

document exchange system software from Adobe. 

MM. RCDD:  Registered Communications Distribution Designer. 

NN. RFI:  Radio-frequency interference. 

OO. RIGID:  Rigid conduit is galvanized steel tubing, with a tubing wall 

that is thick enough to allow it to be threaded.   

PP. RS-232:  An TIA/EIA standard for asynchronous serial data communications 

between terminal devices.  This standard defines a 25-pin connector and 

certain signal characteristics for interfacing computer equipment. 

QQ. RS-485:  An TIA/EIA standard for multipoint communications. 

RR. Solid-Bottom or Non-ventilated Cable Tray:  A fabricated structure 

consisting of integral or separate longitudinal side rails, and a bottom 

without ventilation openings. 

SS. SMS:  Security Management System – A SMS is software that incorporates 

multiple security subsystems (e.g., physical access control, intrusion 
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detection, closed circuit television, intercom) into a single platform 

and graphical user interface. 

TT. TCP/IP:  Transport control protocol/Internet protocol incorporated into 

Microsoft Windows. 

UU. Trough or Ventilated Cable Tray:  A fabricated structure consisting of 

integral or separate longitudinal rails and a bottom having openings 

sufficient for the passage of air and using 75 percent or less of the 

plan area of the surface to support cables. 

VV. UPS:  Uninterruptible Power Supply 

XX. UTP:  Unshielded Twisted Pair 

YY. Workstation:  A PC with software that is configured for specific limited 

security system functions. 

1.4 QUALITY ASSURANCE  

A. Manufacturers Qualifications: The manufacturer shall regularly and 

presently produce, as one of the manufacturer's principal products, the 

equipment and material specified for this project, and shall have 

manufactured the item for at least three years. 

B. Product Qualification: 

1. Manufacturer's product shall have been in satisfactory operation, on 

three installations of similar size and type as this project, for 

approximately three years. 

2. The Government reserves the right to require the Contractor to submit 

a list of installations where the products have been in operation 

before approval. 

C. Contractor Qualification: 

1. The Contractor or security sub-contractor shall be a licensed 

security Contractor with a minimum of three (3) years experience 

installing and servicing systems of similar scope and complexity.  

The Contractor shall be an authorized regional representative of the 

Security Management System’s (PACS) manufacturer.  The Contractor 

shall provide four (4) current references from clients with systems 

of similar scope and complexity which became operational in the past 

three (3) years.  At least three (3) of the references shall be 

utilizing the same system components, in a similar configuration as 

the proposed system.  The references must include a current point of 

contact, company or agency name, address, telephone number, complete 

system description, date of completion, and approximate cost of the 

project.  The owner reserves the option to visit the reference sites, 

with the site owner’s permission and representative, to verify the 

quality of installation and the references’ level of satisfaction 

with the system.  The Contractor shall provide copies of system 
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manufacturer certification for all technicians.  The Contractor shall 

only utilize factory-trained technicians to install, program, and 

service the PACS.  The Contractor shall only utilize factory-trained 

technicians to install, terminate and service controller/field panels 

and reader modules.  The technicians shall have a minimum of three 

(3) continuous years of technical experience in electronic security 

systems.  The Contractor shall have a local service facility.  The 

facility shall be located within [60] <insert number> miles of the 

project site.  The local facility shall include sufficient spare 

parts inventory to support the service requirements associated with 

this contract.  The facility shall also include appropriate 

diagnostic equipment to perform diagnostic procedures.  The Resident 

Engineer reserves the option of surveying the company’s facility to 

verify the service inventory and presence of a local service 

organization. 

2. The Contractor shall provide proof project superintendent with BICSI 

Certified Commercial Installer Level 1, Level 2, or Technician to 

provide oversight of the project. 

3. Cable installer must have on staff a Registered Communication 

Distribution Designer (RCDD) certified by Building Industry 

Consulting Service International.  The staff member shall provide 

consistent oversight of the project cabling throughout design, 

layout, installation, termination and testing. 

D. Service Qualifications: There shall be a permanent service organization 

maintained or trained by the manufacturer which will render satisfactory 

service to this installation within eight hours of receipt of 

notification that service is needed. Submit name and address of service 

organizations. 

1.5 GENERAL ARANGEMENT OF CONTRACT DOCUMENTS 

A. The Contract Documents supplement to this specification indicates 

approximate locations of equipment.  The installation and/or locations 

of the equipment and devices shall be governed by the intent of the 

design; specification and Contract Documents, with due regard to actual 

site conditions, recommendations, ambient factors affecting the 

equipment and operations in the vicinity.  The Contract Documents are 

diagrammatic and do not reveal all offsets, bends, elbows, components, 

materials, and other specific elements that may be required for proper 

installation.  If any departure from the contract documents is deemed 

necessary, or in the event of conflicts, the Contractor shall submit 

details of such departures or conflicts in writing to the owner or 
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owner’s representative for his or her comment and/or approval before 

initiating work. 

B. Anything called for by one of the Contract Documents and not called for 

by the others shall be of like effect as if required or called by all, 

except if a provision clearly designed to negate or alter a provision 

contained in one or more of the other Contract Documents shall have the 

intended effect. In the event of conflicts among the Contract Documents, 

the Contract Documents shall take precedence in the following order: the 

Form of Agreement; the Supplemental General Conditions; the Special 

Conditions; the Specifications with attachments; and the drawings. 

1.6 SUBMITTALS 

A. Submit in accordance with Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, 

AND SAMPLES.  

B. The Government's approval shall be obtained for all equipment and 

material before delivery to the job site. Delivery, storage or 

installation of equipment or material which has not had prior approval 

will not be permitted at the job site. 

C. Submittals for individual systems and equipment assemblies which consist 

of more than one item or component shall be made for the system or 

assembly as a whole.  Partial submittals will not be considered for 

approval. 

1. Mark the submittals, "SUBMITTED UNDER SECTION 280500". 

2. Submittals shall be marked to show specification reference including 

the section and paragraph numbers. 

3. Submit each section separately. 

D. The submittals shall include the following: 

1. Information that confirms compliance with contract requirements. 

Include the manufacturer's name, model or catalog numbers, catalog 

information, technical data sheets, shop drawings, pictures, 

nameplate data and test reports as required. 

3. Parts list which shall include those replacement parts recommended by 

the equipment manufacturer, quantity of parts, current price and 

availability of each part. 

E. Submittals shall be in full compliance of the Contract Documents.  All 

submittals shall be provided in accordance with this section.  

Submittals lacking the breath or depth these requirements will be 

considered incomplete and rejected.  Submissions are considered 

multidisciplinary and shall require coordination with applicable 

divisions to provide a complete and comprehensive submission package. 

All submittals shall include adequate descriptive literature, catalog 

cuts, shop drawings and other data necessary for the Government to 
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ascertain that the proposed equipment and materials comply with 

specification requirements.  Catalog cuts submitted for approval shall 

be legible and clearly identify equipment being submitted. Additional 

general provisions are as follows:   

1. The Contractor shall schedule submittals in order to maintain the 

project schedule.  For coordination drawings refer to Specification 

Section 01 33 10 - Design Submittal Procedures, which outline basic 

submittal requirements and coordination.  Section 01 33 10 shall be 

used in conjunction with this section.     

2. The Contractor shall identify variations from requirements of 

Contract Documents and state product and system limitations, which 

may be detrimental to successful performance of the completed work or 

system.   

3. Each package shall be submitted at one (1) time for each review and 

include components from applicable disciplines (e.g., electrical 

work, architectural finishes, door hardware, etc.) which are required 

to produce an accurate and detailed depiction of the project.   

4. Manufacturer’s information used for submittal shall have pages with 

items for approval tagged, items on pages shall be identified, and 

capacities and performance parameters for review shall be clearly 

marked through use of an arrow or highlighting.  Provide space for 

Resident Engineer and Contractor review stamps.  

5. Technical Data Drawings shall be in the latest version of AutoCAD®, 

drawn accurately, and in accordance with VA CAD Standards CAD 

Standard Application Guide, and VA BIM Guide.  FREEHAND SKETCHES OR 

COPIED VERSIONS OF THE CONSTRUCTION DOCUMENTS WILL NOT BE ACCEPTED.  

The Contractor shall not reproduce Contract Documents or copy 

standard information as the basis of the Technical Data Drawings.  If 

departures from the technical data drawings are subsequently deemed 

necessary by the Contractor, details of such departures and the 

reasons thereof shall be submitted in writing to the Resident 

Engineer for approval before the initiation of work. 

6. Packaging:  The Contractor shall organize the submissions according 

to the following packaging requirements.   

a. Binders:  For each manual, provide heavy duty, commercial quality, 

durable three (3) ring vinyl covered loose leaf binders, sized to 

receive 8.5 x 11 in paper, and appropriate capacity to accommodate 

the contents.  Provide a clear plastic sleeve on the spine to hold 

labels describing the contents.  Provide pockets in the covers to 

receive folded sheets. 
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1) Where two (2) or more binders are necessary to accommodate 

data; correlate data in each binder into related groupings 

according to the Project Manual table of contents.  Cross-

referencing other binders where necessary to provide essential 

information for communication of proper operation and/or 

maintenance of the component or system. 

2) Identify each binder on the front and spine with printed binder 

title, Project title or name, and subject matter covered.  

Indicate the volume number if applicable. 

b. Dividers:  Provide heavy paper dividers with celluloid tabs for 

each Section.  Mark each tab to indicate contents. 

c. Protective Plastic Jackets:  Provide protective transparent 

plastic jackets designed to enclose diagnostic software for 

computerized electronic equipment. 

d. Text Material:  Where written material is required as part of the 

manual use the manufacturer's standard printed material, or if not 

available, specially prepared data, neatly typewritten on 8.5 

inches by 11 inches 20 pound white bond paper. 

e. Drawings:  Where drawings and/or diagrams are required as part of 

the manual, provide reinforced punched binder tabs on the drawings 

and bind them with the text. 

1) Where oversized drawings are necessary, fold the drawings to 

the same size as the text pages and use as a foldout. 

2) If drawings are too large to be used practically as a foldout, 

place the drawing, neatly folded, in the front or rear pocket 

of the binder.  Insert a type written page indicating the 

drawing title, description of contents and drawing location at 

the appropriate location of the manual. 

3) Drawings shall be sized to ensure details and text is of 

legible size.  Text shall be no less than 1/16” tall. 

f. Manual Content:  Submit in accordance with Section 01 00 00, 

GENERAL REQUIREMENTS. 

1) Maintenance and Operation Manuals: Submit as required for 

systems and equipment specified in the technical sections. 

Furnish four copies, bound in hardback binders, (manufacturer's 

standard binders) or an approved equivalent. Furnish one 

complete manual as specified in the technical section but in no 

case later than prior to performance of systems or equipment 

test, and furnish the remaining manuals prior to contract 

completion. 
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2) Inscribe the following identification on the cover: the words 

"MAINTENANCE AND OPERATION MANUAL," the name and location of 

the system, equipment, building, name of Contractor, and 

contract number. Include in the manual the names, addresses, 

and telephone numbers of each subcontractor installing the 

system or equipment and the local representatives for the 

system or equipment. 

3) The manuals shall include: 

a) Internal and interconnecting wiring and control diagrams 

with data to explain detailed operation and control of the 

equipment. 

b) A control sequence describing start-up, operation, and 

shutdown. 

c) Description of the function of each principal item of 

equipment. 

d) Installation and maintenance instructions. 

e) Safety precautions. 

f) Diagrams and illustrations. 

g) Testing methods. 

h) Performance data. 

i) Pictorial "exploded" parts list with part numbers. Emphasis 

shall be placed on the use of special tools and instruments. 

 The list shall indicate sources of supply, recommended 

spare parts, and name of servicing organization. 

j) Appendix; list qualified permanent servicing organizations 

for support of the equipment, including addresses and 

certified qualifications. 

g. Binder Organization:  Organize each manual into separate sections 

for each piece of related equipment.  At a minimum, each manual 

shall contain a title page, table of contents, copies of Product 

Data supplemented by drawings and written text, and copies of each 

warranty, bond, certifications, and service Contract issued. Refer 

to Group I through V Technical Data Package Submittal requirements 

for required section content.   

h. Title Page: Provide a title page as the first sheet of each manual 

to include the following information; project name and address, 

subject matter covered by the manual, name and address of the 

Project, date of the submittal, name, address, and telephone 

number of the Contractor, and cross references to related systems 

in other operating and/or maintenance manuals. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 05 00 - 12 

 

i. Table of Contents: After the title page, include a type written 

table of contents for each volume, arranged systematically 

according to the Project Manual format.  Provide a list of each 

product included, identified by product name or other appropriate 

identifying symbols and indexed to the content of the volume.  

Where more than one (1) volume is required to hold data for a 

particular system, provide a comprehensive table of contents for 

all volumes in each volume of the set. 

j. General Information Section: Provide a general information section 

immediately following the table of contents, listing each product 

included in the manual, identified by product name.  Under each 

product, list the name, address, and telephone number of the 

installer and maintenance Contractor.  In addition, list a local 

source for replacement parts and equipment. 

k. Drawings: Provide specially prepared drawings where necessary to 

supplement the manufacturers printed data to illustrate the 

relationship between components of equipment or systems, or 

provide control or flow diagrams.  Coordinate these drawings with 

information contained in Project Record Drawings to assure correct 

illustration of the completed installation.  

l. Manufacturer’s Data:  Where manufacturer's standard printed data 

is included in the manuals, include only those sheets that are 

pertinent to the part or product installed.  Mark each sheet to 

identify each part or product included in the installation.  Where 

more than one (1) item in tabular format is included, identify 

each item, using appropriate references from the Contract 

Documents.  Identify data that is applicable to the installation 

and delete references to information which is not applicable. 

m. Where manufacturer's standard printed data is not available and 

the information is necessary for proper operation and maintenance 

of equipment or systems, or it is necessary to provide additional 

information to supplement the data included in the manual, prepare 

written text to provide the necessary information.  Organize the 

text in a consistent format under a separate heading for different 

procedures.  Where necessary, provide a logical sequence of 

instruction for each operating or maintenance procedure.  Where 

similar or more than one product is listed on the submittal the 

Contractor shall differentiate by highlighting the specific 

product to be utilized. 

n. Calculations: Provide a section for circuit and panel 

calculations.     
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o. Loading Sheets:   Provide a section for DGP Loading Sheets. 

p. Certifications:  Provide section for Contractor’s manufacturer 

certifications.  

7. Contractor Review:  Review submittals prior to transmittal.  

Determine and verify field measurements and field construction 

criteria.  Verify manufacturer’s catalog numbers and conformance of 

submittal with requirements of contract documents.  Return non-

conforming or incomplete submittals with requirements of the work and 

contract documents.  Apply Contractor’s stamp with signature 

certifying the review and verification of products occurred, and the 

field dimensions, adjacent construction, and coordination of 

information is in accordance with the requirements of the contract 

documents. 

8. Resubmission:  Revise and resubmit submittals as required within 15 

calendar days of return of submittal.  Make resubmissions under 

procedures specified for initial submittals.  Identify all changes 

made since previous submittal. 

9. Product Data:  Within 15 calendar days after execution of the 

contract, the Contractor shall submit for approval a complete list of 

all of major products proposed for use.  The data shall include name 

of manufacturer, trade name, model number, the associated contract 

document section number, paragraph number, and the referenced 

standards for each listed product.  

F. Group 1 Technical Data Package:  Group I Technical Data Package shall be 

one submittal consisting of the following content and organization.  

Refer to VA Special Conditions Document for drawing format and content 

requirements.  The data package shall include the following: 

1. Section I - Drawings:   

a. General – Drawings shall conform to VA CAD Standards Guide.  All 

text associated with security details shall be 1/8” tall and meet 

VA text standard for AutoCAD™ drawings. 

b. Cover Sheet – Cover sheet shall consist of Project Title and 

Address, Project Number, Area and Vicinity Maps.  

c. General Information Sheets – General Information Sheets shall 

consist of General Notes, Abbreviations, Symbols, Wire and Cable 

Schedule, Project Phasing, and Sheet Index. 

d. Floor Plans – Floor plans shall be produced from the Architectural 

backgrounds issued in the Construction Documents.  The contractor 

shall receive floor plans from the prime A/E to develop these 

drawing sets.  Security devices shall be placed on drawings in 

scale.  All text associated with security details shall be 1/8” 
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tall and meet VA text standard for AutoCAD™ drawings.  Floor plans 

shall identify the following: 

1) Security devices by symbol, 

2) The associated device point number (derived from the loading 

sheets),  

3) Wire & cable types and counts  

4) Conduit sizing and routing  

5) Conduit riser systems  

6) Device and area detail call outs 

e. Architectural details – Architectural details shall be produced 

for each device mounting type (door details for EECS and IDS, 

Intrusion Detection system (motion sensor, vibration, microwave  

Motion Sensor and Camera mounting,   

f. Riser Diagrams – Contractor shall provide a riser diagram 

indicating riser architecture and distribution of the SMS 

throughout the facility (or area in scope).   

g. Block Diagrams – Contractor shall provide a block diagram for the 

entire system architecture and interconnections with SMS 

subsystems.  Block diagram shall identify SMS subsystem (e.g., 

electronic entry control, intrusion detection, closed circuit 

television, intercom, and other associated subsystems) 

integration; and data transmission and media conversion 

methodologies. 

h. Interconnection Diagrams – Contractor shall provide 

interconnection diagram for each sensor, and device component.  

Interconnection diagram shall identify termination locations, 

standard wire detail to include termination schedule.  Diagram 

shall also identify interfaces to other systems such as elevator 

control, fire alarm systems, and security management systems.     

i. Security Details:   

1) Panel Assembly Detail – For each panel assembly, a panel 

assembly details shall be provided identifying individual panel 

component size and content.  

2) Panel Details – Provide security panel details identify general 

arrangement of the security system components, backboard size, 

wire through size and location, and power circuit requirements.  

3) Device Mounting Details – Provide mounting detailed drawing for 

each security device (physical access control system, intrusion 

detection, video surveillance and assessment, and intercom 

systems) for each type of wall and ceiling configuration in 
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project.  Device details shall include device, mounting detail, 

wiring and conduit routing.  

4) Details of connections to power supplies and grounding 

5) Details of surge protection device installation 

6) Sensor detection patterns – Each system sensor shall have 

associated detection patterns.   

7) Equipment Rack Detail – For each equipment rack, provide a 

scaled detail of the equipment rack location and rack space 

utilization.  Use of BISCI wire management standards shall be 

employed to identify wire management methodology.  Transitions 

between equipment racks shall be shown to include use vertical 

and horizontal latter rack system.    

8) Security Control Room – The contractor shall provide a layout 

plan for the Security Control Room.  The layout plan shall 

identify all equipment and details associated with the 

installation. 

9) Operator Console – The contractor shall provide a layout plan 

for the Operator Console.  The layout plan shall identify all 

equipment and details associated with the installation.  

Equipment room - the contractor shall provide a layout plan for 

the equipment room.  The layout plan shall identify all 

equipment and details associated with the installation.   

10) Equipment Room – Equipment room details shall provide 

architectural, electrical, mechanical, plumbing, IT/Data and 

associated equipment and device placements both vertical and 

horizontally.     

j. Electrical Panel Schedule – Electrical Panel Details shall be 

provided for all SMS systems electrical power circuits.  Panel 

details shall be provided identifying panel type (Standard, 

Emergency Power, Emergency/Uninterrupted Power Source, and 

Uninterrupted Power Source Only), panel location, circuit number, 

and circuit amperage rating. 

k. Door Schedule – A door schedule shall be developed for each door 

equipped with electronic security components.  At a minimum, the 

door schedule shall be coordinated with Division 08 work and 

include the following information:  

1) Item Number 

2) Door Number (Derived from A/E Drawings) 

3) Floor Plan Sheet Number 

4) Standard Detail Number 

5) Door Description (Derived from Loading Sheets) 
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6) Data Gathering Panel Input Number 

7) Door Position or Monitoring Device Type & Model Number 

8) Lock Type, Model Number & Power Input/Draw (standby/active) 

9) Card Reader Type & Model Number 

10) Shunting Device Type & Model Number 

11) Sounder Type & Model Number 

12) Manufacturer 

13) Misc. devices as required 

a) Delayed Egress Type & Model Number 

b) Intercom 

c) Camera  

d) Electric Transfer Hinge 

e) Electric Pass-through device 

14) Remarks column indicating special notes or door configurations  

2. Camera Schedule - A camera schedule shall be developed for each 

camera.  Contractors shall coordinate with the Resident Engineer to 

determine camera starting numbers and naming conventions.  All 

drawings shall identify wire and cable standardization methodology.  

Color coding of all wiring conductors and jackets is required and 

shall be communicated consistently throughout the drawings package 

submittal.  At a minimum, the camera schedule shall include the 

following information:  

a. Item Number 

b. Camera Number 

c. Naming Conventions 

d. Description of Camera Coverage 

e. Camera Location  

f. Floor Plan Sheet Number 

g. Camera Type 

h. Mounting Type   

i. Standard Detail Reference 

j. Power Input & Draw 

k. Power Panel Location 

l. Remarks Column for Camera 

3. Section II – Data Gathering Panel Documentation Package 

a. Contractor shall provide Data Gathering Panel (DGP) input and 

output documentation packages for review at the Shop Drawing 

submittal stage and also with the as-built documentation package. 

 The documentation packages shall be provided in both printed and 

magnetic form at both review stages. 
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b. The Contractor shall provide loading sheet documentation package 

for the associated DGP, including input and output boards for all 

field panels associated with the project.  Documentation shall be 

provided in current version Microsoft Excel spreadsheets following 

the format currently utilized by VA.  A separate spreadsheet file 

shall be generated for each DGP and associated field panels.   

c. The spreadsheet names shall follow a sequence that shall display 

the spreadsheets in numerical order according to the DGP system 

number.  The spreadsheet shall include the prefix in the file name 

that uniquely identifies the project site.  The spreadsheet shall 

detail all connected items such as card readers, alarm inputs, and 

relay output connections.  The spreadsheet shall include an 

individual section (row) for each panel input, output and card 

reader.  The spreadsheet shall automatically calculate the system 

numbers for card readers, inputs, and outputs based upon data 

entered in initialization fields. 

d. All entries must be verified against the field devices.  Copies of 

the floor plans shall be forwarded under separate cover. 

e. The DGP spreadsheet shall include an entry section for the 

following information: 

1) DGP number 

2) First Reader Number  

3) First Monitor Point Number  

4) First Relay Number  

5) DGP, input or output Location 

6) DGP Chain Number 

7) DGP Cabinet Tamper Input Number  

8) DGP Power Fail Input Number   

9) Number of Monitor Points Reserved For Expansion Boards   

10) Number of Control Points (Relays) Reserved For Expansion Boards 

f. The DGP, input module and output module spreadsheets shall 

automatically calculate the following information based upon the 

associated entries in the above fields: 

1) System Numbers for Card Readers   

2) System Numbers for Monitor Point Inputs 

3) System Numbers for Control Points (Relays) 

4) Next DGP or input module First Monitor Point Number 

5) Next DGP or output module First Control Point Number 

g. The DGP spreadsheet shall provide the following information for 

each card reader: 

1) DGP Reader Number 
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2) System Reader Number 

3) Cable ID Number 

4) Description Field (Room Number) 

5) Description Field (Device Type i.e.: In Reader, Out Reader, 

etc.) 

6) Description Field  

7) DGP Input Location  

8) Date Test 

9) Date Passed 

10) Cable Type 

11) Camera Numbers (of cameras viewing the reader location) 

h. The DGP and input module spreadsheet shall provide the following 

information for each monitor point (alarm input).   

1) DGP Monitor Point Input Number 

2) System Monitor Point Number 

3) Cable ID Number 

4) Description Field (Room Number) 

5) Description Field (Device Type i.e.: Door Contact, Motion 

Detector, etc.) 

7) DGP or input module Input Location  

8) Date Test 

9) Date Passed 

10) Cable Type 

11) Camera Numbers (of associated alarm event preset call-ups)  

i. The DGP and output module spreadsheet shall provide the following 

information for each control point (output relay).   

1) DGP Control Point (Relay) Number 

2) System (Control Point) Number 

3) Cable ID Number 

4) Description Field (Room Number) 

5) Description Field (Device: Lock Control, Local Sounder, etc.) 

6) Description Field   

7) DGP or OUTPUT MODULE Output Location 

8) Date Test 

9) Date Passed Cable Type 

10) Camera Number (of associated alarm event preset call-ups) 

j. The DGP, input module and output module spreadsheet shall include 

the following information or directions in the header and footer: 

1) Header 

a) DGP Input and Output Worksheet 
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b) Enter Beginning Reader, Input, and Output Starting Numbers 

and Sheet Will Automatically Calculate the Remaining System 

Numbers. 

2) Footer 

a) File Name 

b) Date Printed 

c) Page Number 

4. Section III - Construction Mock-up:  In areas with exposed 

EMT/Conduit Raceways, contractor shall conceal raceway as much as 

practical and unobtrusively.  In addition, historic significance must 

be considered to determine installation means and methods for 

approval by the owner.   

5. Section IV - Manufacturers’ Data:  The data package shall include 

manufacturers’ data for all materials and equipment, including 

sensors, local processors and console equipment provided under this 

specification.  

6. Section V - System Description and Analysis:  The data package shall 

include system descriptions, analysis, and calculations used in 

sizing equipment required by these specifications.  Descriptions and 

calculations shall show how the equipment will operate as a system to 

meet the performance requirements of this specification.  The data 

package shall include the following: 

a. Central processor memory size; communication speed and protocol 

description; rigid disk system size and configuration; flexible 

disk system size and configuration; back-up media size and 

configuration; alarm response time calculations; command response 

time calculations; start-up operations; expansion capability and 

method of implementation; sample copy of each report specified; 

and color photographs representative of typical graphics. 

b. Software Data: The data package shall consist of descriptions of 

the operation and capability of the system, and application 

software as specified.  

c. Overall System Reliability Calculations: The data package shall 

include all manufacturers’ reliability data and calculations 

required to show compliance with the specified reliability.   

7. Section VI – Certifications & References: All specified 

manufacturer’s certifications shall be included with the data 

package.  Contractor shall provide Project references as outlined in 

Paragraph 1.4 “Quality Assurance”. 

G. Group II Technical Data Package 
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1. The Contractor shall prepare a report of “Current Site Conditions” 

and submit a report to the Resident Engineer documenting changes to 

the site, particularly those conditions that affect performance of 

the system to be installed.  The Contractor shall provide 

specification sheets, or written functional requirements to support 

the findings, and a cost estimate to correct those site changes or 

conditions which affect the installation of the system or its 

performance.  The Contractor shall not correct any deficiency without 

written permission from the COTR.  

2. System Configuration and Functionality:  The contractor shall provide 

the results of the meeting with VA to develop system requirements and 

functionality including but not limited to: 

a. Baseline configuration 

b. Access levels 

c. Schedules (intrusion detection, physical access control, holidays, 

etc.) 

d. Badge database 

e. System monitoring and reporting (unit level and central control) 

f. Naming conventions and descriptors 

H. Group III Technical Data Package 

1. Development of Test Procedures:  The Contractor will prepare 

performance test procedures for the system testing.  The test 

procedures shall follow the format of the VA Testing procedures and 

be customized to the contract requirements.  The Contractor will 

deliver the test procedures to the Resident Engineer for approval at 

least 60 calendar days prior to the requested test date. 

I. Group IV Technical Data Package 

1. Performance Verification Test 

a. Based on the successful completion of the pre-delivery test, the 

Contractor shall finalize the test procedures and report forms for 

the performance verification test (PVT) and the endurance test.  

The PVT shall follow the format, layout and content of the pre-

delivery test.  The Contractor shall deliver the PVT and endurance 

test procedures to the Resident Engineer for approval.  The 

Contractor may schedule the PVT after receiving written approval 

of the test procedures.   The Contractor shall deliver the final 

PVT and endurance test reports within 14 calendar days from 

completion of the tests.  Refer to Part 3 of this section for 

System Testing and Acceptance requirements. 

2. Training Documentation 
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a. New Facilities and Major Renovations:  Familiarization training 

shall be provided for new equipment or systems.  Training can 

include site familiarization training for VA technicians and 

administrative personnel.  Training shall include general 

information on new system layout including closet locations, 

turnover of the completed system including all documentation, 

including manuals, software, key systems, and full system 

administration rights. Lesson plans and training manuals training 

shall be oriented to type of training to be provided.  

b. New Unit Control Room:   

1) Provide the security personnel with training in the use, 

operation, and maintenance of the entire control room system 

(Unit Control and Equipment Rooms).  The training documentation 

must include the operation and maintenance. The first of the 

training sessions shall take place prior to system turnover and 

the second immediately after turnover. Coordinate the training 

sessions with the Owner. Completed classroom sessions will be 

witnessed and documented by the Architect/Engineer, and 

approved by the Resident Engineer. Instruction is not to begin 

until the system is operational as designed. 

2) The training documents will cover the operation and the 

maintenance manuals and the control console operators’ manuals 

and service manuals in detail, stressing all important 

operational and service diagnostic information necessary for 

the maintenance and operations personnel to efficiently use and 

maintain all systems. 

3) Provide an illustrated control console operator's manual and 

service manual. The operator's manual shall be written in 

laymen's language and printed so as to become a permanent 

reference document for the operators, describing all control 

panel switch operations, graphic symbol definitions and all 

indicating functions and a complete explanation of all 

software.  

4) The service manual shall be written in laymen's language and 

printed so as to become a permanent reference document for 

maintenance personnel, describing how to run internal self 

diagnostic software programs, troubleshoot head end hardware 

and field devices with a complete scenario simulation of all 

possible system malfunctions and the appropriate corrective 

measures.  
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5) Provide a professional color DVD instructional recording of all 

the operational procedures described in the operator's manual. 

All charts used in the training session shall be clearly 

presented on the video. Any DVD found to be inferior in 

recording or material content shall be reproduced at no cost 

until an acceptable DVD is submitted. Provide four copies of 

the training DVD, one to the architect/engineer and three to 

the owner. 

3. System Configuration and Data Entry:   

a. The contractor is responsible for providing all system 

configuration and data entry for the SMS and subsystems (e.g., 

video matrix switch, intercom, digital video recorders, network 

video recorders).  All data entry shall be performed per VA 

standards & guidelines.  The Contractor is responsible for 

participating in all meetings with the client to compile the 

information needed for data entry.  These meetings shall be 

established at the beginning of the project and incorporated in to 

the project schedule as a milestone task.  The contractor shall be 

responsible for all data collection, data entry, and system 

configuration.  The contractor shall collect, enter, & program 

and/or configure the following components:  

1) Physical Access control system components, 

2) All intrusion detection system components,  

3) Video surveillance, control and recording systems,   

4) Intercom systems components, 

5) All other security subsystems shown in the contract documents. 

b. The Contractor is responsible for compiling the card access 

database for the VA employees, including programming reader 

configurations, access shifts, schedules, exceptions, card classes 

and card enrollment databases.   

c. Refer to Part 3 for system programming requirements and planning 

guidelines.     

4. Graphics:  Based on CAD as-built drawings developed for the 

construction project, create all map sets showing locations of all 

alarms and field devices.  Graphical maps of all alarm points 

installed under this contract including perimeter and exterior alarm 

points shall be delivered with the system.  The Contractor shall 

create and install all graphics needed to make the system 

operational.  The Contractor shall utilize data from the contract 

documents, Contractor’s field surveys, and all other pertinent 

information in the Contractor’s possession to complete the graphics. 
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The Contractor shall identify and request from the COTR, any 

additional data needed to provide a complete graphics package.  

Graphics shall have sufficient level of detail for the system 

operator to assess the alarm.  The Contractor shall supply hard copy, 

color examples at least 203.2 x 254 mm (8 x 10 in) of each type of 

graphic to be used for the completed Security system.  The graphics 

examples shall be delivered to the Resident Engineer for review and 

approval at least 90 calendar days prior to the scheduled date the 

Contractor requires them. 

J. Group V Technical Data Package:  Final copies of the manuals shall be 

delivered to the Resident Engineer as part of the acceptance test.  The 

draft copy used during site testing shall be updated with any changes 

required prior to final delivery of the manuals.  Each manual’s contents 

shall be identified on the cover.  The manual shall include names, 

addresses, and telephone numbers of each sub-contractor installing 

equipment or systems, as well as the nearest service representatives for 

each item of equipment for each system.  The manuals shall include a 

table of contents and tab sheets.  Tab sheets shall be placed at the 

beginning of each chapter or section and at the beginning of each 

appendix.  The final copies delivered after completion of the endurance 

test shall include all modifications made during installation, checkout, 

and acceptance.  //Six (6) hard-copies and one (1) soft copy on CD// of 

each item listed below shall be delivered as a part of final systems 

acceptance. 

1. Functional Design Manual:  The functional design manual shall 

identify the operational requirements for the entire system and 

explain the theory of operation, design philosophy, and specific 

functions.  A description of hardware and software functions, 

interfaces, and requirements shall be included for all system 

operating modes. Manufacturer developed literature may be used; 

however, shall be produced to match the project requirements.  

2. Equipment Manual:  A manual describing all equipment furnished 

including: 

a. General description and specifications; installation and checkout 

procedures; equipment electrical schematics and layout drawings; 

system schematics and layout drawings; alignment and calibration 

procedures; manufacturer’s repair list indicating sources of 

supply; and interface definition. 

3. Software Manual:  The software manual shall describe the functions of 

all software and include all other information necessary to enable 

proper loading, testing, and operation.  The manual shall include: 
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a. Definition of terms and functions; use of system and applications 

software; procedures for system initialization, start-up, and 

shutdown; alarm reports; reports generation, database format and 

data entry requirements; directory of all disk files; and 

description of all communications protocols including data 

formats, command characters, and a sample of each type of data 

transfer. 

4. Operator’s Manual:  The operator’s manual shall fully explain all 

procedures and instructions for the operation of the system, 

including: 

a. Computers and peripherals; system start-up and shutdown 

procedures; use of system, command, and applications software; 

recovery and restart procedures; graphic alarm presentation; use 

of report generator and generation of reports; data entry; 

operator commands’ alarm messages, and printing formats; and 

system access requirements. 

5. Maintenance Manual:  The maintenance manual shall include 

descriptions of maintenance for all equipment including inspection, 

recommend schedules, periodic preventive maintenance, fault 

diagnosis, and repair or replacement of defective components. 

6. Spare Parts & Components Data:  At the conclusion of the Contractor's 

work, the Contractor shall submit to the Resident Engineer a complete 

list of the manufacturer's recommended spare parts and components 

required to satisfactorily maintain and service the systems, as well 

as unit pricing for those parts and components. 

7. Operation, Maintenance & Service Manuals:  The Contractor shall 

provide two (2) complete sets of operating and maintenance manuals in 

the form of an instructional manual for use by the VA Security Guard 

Force personnel.  The manuals shall be organized into suitable sets 

of manageable size.  Where possible, assemble instructions for 

similar equipment into a single binder.  If multiple volumes are 

required, each volume shall be fully indexed and coordinated.  

8. Equipment and Systems Maintenance Manual:  The Contractor shall 

provide the following descriptive information for each piece of 

equipment, operating system, and electronic system: 

a. Equipment and/or system function. 

b. Operating characteristics. 

c. Limiting conditions. 

d. Performance curves. 

e. Engineering data and test. 

f. Complete nomenclature and number of replacement parts. 
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g. Provide operating and maintenance instructions including assembly 

drawings and diagrams required for maintenance and a list of items 

recommended to stock as spare parts. 

h. Provide information detailing essential maintenance procedures 

including the following: routine operations, trouble shooting 

guide, disassembly, repair and re-assembly, alignment, adjusting, 

and checking. 

i. Provide information on equipment and system operating procedures, 

including the following; start-up procedures, routine and normal 

operating instructions, regulation and control procedures, 

instructions on stopping, shut-down and emergency instructions, 

required sequences for electric and electronic systems, and 

special operating instructions. 

j. Manufacturer equipment and systems maintenance manuals are 

permissible. 

9. Project Redlines:  During construction, the Contractor shall maintain 

an up-to-date set of construction redlines detailing current location 

and configuration of the project components.  The redline documents 

shall be marked with the words ‘Master Redlines’ on the cover sheet 

and be maintained by the Contractor in the project office.  The 

Contractor will provide access to redline documents anytime during 

the project for review and inspection by the Resident Engineer or 

authorized Office of Protection Services representative.  Master 

redlines shall be neatly maintained throughout the project and 

secured under lock and key in the contractor’s onsite project office. 

 Any project component or assembly that is not installed in strict 

accordance with the drawings shall be so noted on the drawings.  

Prior to producing Record Construction Documents, the contractor will 

submit the Master Redline document to the Resident Engineer for 

review and approval of all changes or modifications to the documents. 

 Each sheet shall have Resident Engineer initials indicating 

authorization to produce “As Built” documents.  Field drawings shall 

be used for data gathering & field changes.  These changes shall be 

made to the master redline documents daily. Field drawings shall not 

be considered “master redlines”. 

10. Record Specifications:  The Contractor shall maintain one (1) copy of 

the Project Specifications, including addenda and modifications 

issued, for Project Record Documents.  The Contractor shall mark the 

Specifications to indicate the actual installation where the 

installation varies substantially from that indicated in the Contract 

Specifications and modifications issued.  (Note related Project 
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Record Drawing information where applicable).  The Contractor shall 

pay particular attention to substitutions, selection of product 

options, and information on concealed installations that would be 

difficult to identify or measure and record later.  Upon completion 

of the mark ups, the Contractor shall submit record Specifications to 

the COTR.  As with master relines, Contractor shall maintain record 

specifications for Resident Engineer review and inspection at 

anytime. 

11. Record Product Data:  The Contractor shall maintain one (1) copy of 

each Product Data submittal for Project Record Document purposes. The 

Data shall be marked to indicate the actual product installed where 

the installation varies substantially from that indicated in the 

Product Data submitted.  Significant changes in the product delivered 

to the site and changes in manufacturer's instructions and 

recommendations for installation shall be included.  Particular 

attention will be given to information on concealed products and 

installations that cannot be readily identified or recorded later.  

Note related Change Orders and mark up of Record Construction 

Documents, where applicable.  Upon completion of mark up, submit a 

complete set of Record Product Data to the COTR. 

12. Miscellaneous Records:  The Contractor shall maintain one (1) copy of 

miscellaneous records for Project Record Document purposes.  Refer to 

other Specifications for miscellaneous record-keeping requirements 

and submittals concerning various construction activities.  Before 

substantial completion, complete miscellaneous records and place in 

good order, properly identified and bound or filed, ready for use and 

reference.  Categories of requirements resulting in miscellaneous 

records include a minimum of the following: 

a. Certificates received instead of labels on bulk products. 

b. Testing and qualification of tradesmen. (“Contractor’s 

Qualifications”) 

c. Documented qualification of installation firms. 

d. Load and performance testing. 

e. Inspections and certifications. 

f. Final inspection and correction procedures. 

g. Project schedule 

13. Record Construction Documents (Record As-Built) 

a. Upon project completion, the contractor shall submit the project 

master redlines to the Resident Engineer prior to development of 

Record construction documents.  The Resident Engineer shall be 

given a minimum of a thirty (30) day review period to determine 
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the adequacy of the master redlines.  If the master redlines are 

found suitable by the Resident Engineer, the Resident Engineer 

will initial and date each sheet and turn redlines over to the 

contractor for as built development.    

b. The Contractor shall provide the Resident Engineer a complete set 

of "as-built" drawings and original master redlined marked "as-

built" blue-line in the latest version of AutoCAD drawings 

unlocked on CD or DVD.  The as-built drawing shall include 

security device number, security closet connection location, data 

gathering panel number, and input or output number as applicable. 

 All corrective notations made by the Contractor shall be legible 

when submitted to the COTR.  If, in the opinion of the COTR, any 

redlined notation is not legible, it shall be returned to the 

Contractor for re-submission at no extra cost to the Owner.  The 

Contractor shall organize the Record Drawing sheets into 

manageable sets bound with durable paper cover sheets with 

suitable titles, dates, and other identifications printed on the 

cover.  The submitted as built shall be in editable formats and 

the ownership of the drawings shall be fully relinquished to the 

owner. 

c. Where feasible, the individual or entity that obtained record 

data, whether the individual or entity is the installer, sub-

contractor, or similar entity, is required to prepare the mark up 

on Record Drawings.  Accurately record the information in a 

comprehensive drawing technique.  Record the data when possible 

after it has been obtained.  For concealed installations, record 

and check the mark up before concealment.  At the time of 

substantial completion, submit the Record Construction Documents 

to the COTR.  The Contractor shall organize into bound and labeled 

sets for the COTR's continued usage.  Provide device, conduit, and 

cable lengths on the conduit drawings.  Exact in-field conduit 

placement/routings shall be shown.  All conduits shall be 

illustrated in their entire length from termination in security 

closets; no arrowed conduit runs shall be shown.  Pull box and 

junction box sizes are to be shown if larger than 100mm (4 inch). 

K. FIPS 201 Compliance Certificates 

1. Provide Certificates for all software components and device types 

utilizing credential verification. Provide certificates for: 

a. Fingerprint Capture Station 

b. Card Readers 

c. Facial Image Capturing Camera 
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d. PIV Middelware 

e. Template Matcher 

f. Electromagnetically Opaque Sleeve 

g. Certificate Management 

1) CAK Authentication System 

2) PIV Authentication System 

3) Certificate Validator 

4) Cryptographic Module 

h. <list devices and software> 

L. Approvals will be based on complete submission of manuals together with 

shop drawings. 

M. After approval and prior to installation, furnish the Resident Engineer 

with one sample of each of the following: 

1. A 300 mm (12 inch) length of each type and size of wire and cable 

along with the tag from the coils of reels from which the samples 

were taken.  

2. Each type of conduit and pathway coupling, bushing and termination 

fitting.  

3. Conduit hangers, clamps and supports.  

4. Duct sealing compound.  

N. Completed System Readiness Checklists provided by the Commissioning 

Agent and completed by the contractor, signed by a qualified technician 

and dated on the date of completion, in accordance with the requirements 

of Section 28 08 00 COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. 

1.7 APPLICABLE PUBLICATIONS 

A. The publications listed below (including amendments, addenda, revisions, 

supplement, and errata) form a part of this specification to the extent 

referenced. The publications are referenced in the text by the basic 

designation only.  

B. American National Standards Institute (ANSI)/ International Code Council 

(ICC):  

A117.1..................Standard on Accessible and Usable Buildings and 

Facilities 

C. American National Standards Institute (ANSI)/ Security Industry 

Association (SIA): 

AC-03...................Access Control: Access Control Guideline Dye 

Sublimation Printing Practices for PVC Access 

Control Cards 

CP-01-00................Control Panel Standard-Features for False Alarm 

Reduction 
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PIR-01-00...............Passive Infrared Motion Detector Standard - 

Features for Enhancing False Alarm Immunity 

TVAC-01.................CCTV to Access Control Standard - Message Set 

for System Integration 

D. American National Standards Institute (ANSI)/Electronic Industries 

Alliance (EIA): 

330-09..................Electrical Performance Standards for CCTV 

Cameras 

375A-76.................Electrical Performance Standards for CCTV 

Monitors  

E. American National Standards Institute (ANSI): 

ANSI S3.2-99............Method for measuring the Intelligibility of 

Speech over Communications Systems  

F. American Society for Testing and Materials (ASTM) 

B1-07...................Standard Specification for Hard-Drawn Copper 

Wire 

B3-07...................Standard Specification for Soft or Annealed 

Copper Wire 

B8-04...................Standard Specification for Concentric-Lay-

Stranded Copper Conductors, Hard, Medium-Hard, 

or Soft 

C1238-97 (R03)..........Standard Guide for Installation of Walk-Through 

Metal Detectors 

D2301-04................Standard Specification for Vinyl Chloride 

Plastic Pressure Sensitive Electrical Insulating 

Tape  

G. Architectural Barriers Act (ABA), 1968 

H. Department of Justice: American Disability Act (ADA) 

28 CFR Part 36-2010 ADA Standards for Accessible Design 

I. Department of Veterans Affairs: 

VHA National CAD Standard Application Guide, 2006 

 VA BIM Guide, V1.0 10 

J. Federal Communications Commission (FCC): 

 (47 CFR 15) Part 15  Limitations on the Use of Wireless 

Equipment/Systems 

K. Federal Information Processing Standards (FIPS): 

FIPS-201-1..............Personal Identity Verification (PIV) of Federal 

Employees and Contractors 

L. Federal Specifications (Fed. Spec.): 

A-A-59544-08............Cable and Wire, Electrical (Power, Fixed 

Installation) 
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M. Government Accountability Office (GAO):  

GAO-03-8-02.............Security Responsibilities for Federally Owned 

and Leased Facilities 

N. Homeland Security Presidential Directive (HSPD): 

HSPD-12.................Policy for a Common Identification Standard for 

Federal Employees and Contractors 

O. Institute of Electrical and Electronics Engineers (IEEE): 

81-1983.................IEEE Guide for Measuring Earth Resistivity, 

Ground Impedance, and Earth Surface Potentials 

of a Ground System 

802.3af-08..............Power over Ethernet Standard 

802.3at-09 .............Power over Ethernet (PoE) Plus Standard 

C2-07...................National Electrical Safety Code 

C62.41-02...............IEEE Recommended Practice on Surge Voltages in 

Low-Voltage AC Power Circuits 

C95.1-05................Standards for Safety Levels with Respect to 

Human Exposure in Radio Frequency 

Electromagnetic Fields 

P. International Organization for Standardization (ISO): 

7810....................Identification cards – Physical characteristics 

7811....................Physical Characteristics for Magnetic Stripe 

Cards 

7816-1..................Identification cards - Integrated circuit(s) 

cards with contacts - Part 1: Physical 

characteristics  

7816-2..................Identification cards - Integrated circuit cards 

- Part 2: Cards with contacts -Dimensions and 

location of the contacts 

7816-3..................Identification cards - Integrated circuit cards 

- Part 3: Cards with contacts - Electrical 

interface and transmission protocols 

7816-4..................Identification cards - Integrated circuit cards 

- Part 11: Personal verification through 

biometric methods 

7816-10.................Identification cards - Integrated circuit cards 

- Part 4: Organization, security and commands 

for interchange 

14443...................Identification cards - Contactless integrated 

circuit cards; Contactless Proximity Cards 

Operating at 13.56 MHz in up to 5 inches 

distance  
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15693...................Identification cards -- Contactless integrated 

circuit cards - Vicinity cards; Contactless 

Vicinity Cards Operating at 13.56 MHz in up to 

50 inches distance 

19794...................Information technology - Biometric data 

interchange formats 

Q. National Electrical Contractors Association 

303-2005................Installing Closed Circuit Television (CCTV) 

Systems 

R. National Electrical Manufactures Association (NEMA): 

250-08..................Enclosures for Electrical Equipment (1000 Volts 

Maximum) 

TC-3-04.................PVC Fittings for Use with Rigid PVC Conduit and 

Tubing 

FB1-07..................Fittings, Cast Metal Boxes and Conduit Bodies 

for Conduit, Electrical Metallic Tubing and 

Cable 

S. National Fire Protection Association (NFPA): 

70-11................... National Electrical Code (NEC) 

731-08..................Standards for the Installation of Electric 

Premises Security Systems 

99-2005.................Health Care Facilities 

T. National Institute of Justice (NIJ) 

0601.02-03..............Standards for Walk-Through Metal Detectors for 

use in Weapons Detection 

0602.02-03..............Hand-Held Metal Detectors for Use in Concealed 

Weapon and Contraband Detection 

U. National Institute of Standards and Technology (NIST): 

IR 6887 V2.1............Government Smart Card Interoperability 

Specification (GSC-IS) 

Special Pub 800-37......Guide for Applying the Risk Management Framework 

to Federal Information Systems 

Special Pub 800-63......Electronic Authentication Guideline 

Special Pub 800-73-3....Interfaces for Personal Identity Verification (4 

Parts) 

........................Pt. 1- End Point PIV Card Application Namespace, 

Data Model & Representation 

........................Pt. 2- PIV Card Application Card Command 

Interface  

........................Pt. 3- PIV Client Application Programming 

Interface  
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........................Pt. 4- The PIV Transitional Interfaces & Data 

Model Specification 

Special Pub 800-76-1....Biometric Data Specification for Personal 

Identity Verification 

Special Pub 800-78-2....Cryptographic Algorithms and Key Sizes for 

Personal Identity Verification 

Special Pub 800-79-1....Guidelines for the Accreditation of Personal 

Identity Verification Card Issuers 

Special Pub 800-85B-1...DRAFTPIV Data Model Test Guidelines 

Special Pub 800-85A-2...PIV Card Application and Middleware Interface 

Test Guidelines (SP 800-73-3 compliance) 

Special Pub 800-96......PIV Card Reader Interoperability Guidelines 

Special Pub 800-104A....Scheme for PIV Visual Card Topography  

V. Occupational and Safety Health Administration (OSHA): 

29 CFR 1910.97..........Nonionizing radiation  

W. Section 508 of the Rehabilitation Act of 1973  

X. Security Industry Association (SIA):  

AG-01 ..................Security CAD Symbols Standards 

Y. Underwriters Laboratories, Inc. (UL): 

1-05....................Flexible Metal Conduit  

5-04....................Surface Metal Raceway and Fittings 

6-07....................Rigid Metal Conduit 

44-05...................Thermoset-Insulated Wires and Cables 

50-07...................Enclosures for Electrical Equipment 

83-08...................Thermoplastic-Insulated Wires and Cables 

294-99..................The Standard of Safety for Access Control System 

Units 

305-08..................Standard for Panic Hardware 

360-09..................Liquid-Tight Flexible Steel Conduit 

444-08..................Safety Communications Cables 

464-09..................Audible Signal Appliances 

467-07..................Electrical Grounding and Bonding Equipment 

486A-03.................Wire Connectors and Soldering Lugs for Use with 

Copper Conductors 

486C-04.................Splicing Wire Connectors 

486D-05.................Insulated Wire Connector Systems for Underground 

Use or in Damp or Wet Locations 

486E-00.................Equipment Wiring Terminals for Use with Aluminum 

and/or Copper Conductors 

493-07..................Thermoplastic-Insulated Underground Feeder and 

Branch Circuit Cable 
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514A-04.................Metallic Outlet Boxes 

514B-04.................Fittings for Cable and Conduit 

51-05...................Schedule 40 and 80 Rigid PVC Conduit 

609-96..................Local Burglar Alarm Units and Systems 

634-07..................Standards for Connectors with Burglar-Alarm 

Systems 

636-01..................Standard for Holdup Alarm Units and Systems 

639-97..................Standard for Intrusion-Detection Units 

651-05..................Schedule 40 and 80 Rigid PVC Conduit 

651A-07.................Type EB and A Rigid PVC Conduit and HDPE Conduit 

752-05..................Standard for Bullet-Resisting Equipment 

797-07..................Electrical Metallic Tubing 

827-08..................Central Station Alarm Services 

1037-09.................Standard for Anti-theft Alarms and Devices 

1635-10.................Digital Alarm Communicator System Units 

1076-95.................Standards for Proprietary Burglar Alarm Units 

and Systems 

1242-06.................Intermediate Metal Conduit 

1479-03.................Fire Tests of Through-Penetration Fire Stops 

1981-03.................Central Station Automation System 

2058-05.................High Security Electronic Locks 

60950...................Safety of Information Technology Equipment 

60950-1.................Information Technology Equipment - Safety - Part 

1: General Requirements 

Z. Uniform Federal Accessibility Standards (UFAS) 1984 

AA. United States Department of Commerce: 

Special Pub 500-101 ....Care and Handling of Computer Magnetic Storage 

Media 

1.8 COORDINATION 

A. Coordinate arrangement, mounting, and support of electronic safety and 

security equipment: 

1. To allow maximum possible headroom unless specific mounting heights 

that reduce headroom are indicated. 

2. To provide for ease of disconnecting the equipment with minimum 

interference to other installations. 

3. To allow right of way for piping and conduit installed at required 

slope. 

4. So connecting raceways, cables, wireways, cable trays, and busways 

will be clear of obstructions and of the working and access space of 

other equipment. 
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B. Coordinate installation of required supporting devices and set sleeves 

in cast-in-place concrete, masonry walls, and other structural 

components as they are constructed. 

C. Coordinate location of access panels and doors for electronic safety and 

security items that are behind finished surfaces or otherwise concealed.  

1.9 MAINTENANCE & SERVICE 

A. General Requirements 

1. The Contractor shall provide all services required and equipment 

necessary to maintain the entire integrated electronic security 

system in an operational state as specified for a period of one (1) 

year after formal written acceptance of the system.  The Contractor 

shall provide all necessary material required for performing 

scheduled adjustments or other non-scheduled work.  Impacts on 

facility operations shall be minimized when performing scheduled 

adjustments or other non-scheduled work.  See also General Project 

Requirements. 

B. Description of Work 

1. The adjustment and repair of the security system includes all 

software updates, panel firmware, and the following new items 

computers equipment, communications transmission equipment and data 

transmission media (DTM), local processors, security system sensors, 

physical access control equipment, facility interface, signal 

transmission equipment, and video equipment. 

C. Personnel 

1. Service personnel shall be certified in the maintenance and repair of 

the selected type of equipment and qualified to accomplish all work 

promptly and satisfactorily.  The Resident Engineer shall be advised 

in writing of the name of the designated service representative, and 

of any change in personnel.  The Resident Engineer shall be provided 

copies of system manufacturer certification for the designated 

service representative. 

D. Schedule of Work 

1. The work shall be performed during regular working hours, Monday 

through Friday, excluding federal holidays.  

E. System Inspections 

1. These inspections shall include: 

a. The Contractor shall perform two (2) minor inspections at six (6) 

month intervals or more if required by the manufacturer, and two 

(2) major inspections offset equally between the minor inspections 

to effect quarterly inspection of alternating magnitude. 
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1) Minor Inspections shall include visual checks and operational 

tests of all console equipment, peripheral equipment, local 

processors, sensors, electrical and mechanical controls, and 

adjustments on printers. 

2) Major Inspections shall include all work described for Minor 

Inspections and the following: clean all system equipment and 

local processors including interior and exterior surfaces; 

perform diagnostics on all equipment; operational tests of the 

CPU, switcher, peripheral equipment, recording devices, 

monitors, picture quality from each camera; check, walk test, 

and calibrate each sensor; run all system software diagnostics 

and correct all problems; and resolve any previous outstanding 

problems. 

F. Emergency Service 

1. The owner shall initiate service calls whenever the system is not 

functioning properly.  The Contractor shall provide the Owner with an 

emergency service center telephone number.  The emergency service 

center shall be staffed 24 hours a day 365 days a year.  The Owner 

shall have sole authority for determining catastrophic and non-

catastrophic system failures within parameters stated in General 

Project Requirements. 

a. For catastrophic system failures, the Contractor shall provide 

same day four (4) hour service response with a defect correction 

time not to exceed eight (8) hours from [notification] [arrival on 

site].  Catastrophic system failures are defined as any system 

failure that the Owner determines will place the facility(s) at 

increased risk.   

b. For non-catastrophic failures, the Contractor within eight (8) 

hours with a defect correction time not to exceed 24 hours from 

notification.  

G. Operation 

1. Performance of scheduled adjustments and repair shall verify 

operation of the system as demonstrated by the applicable portions of 

the performance verification test. 

H. Records & Logs 

1. The Contractor shall maintain records and logs of each task and 

organize cumulative records for each component and for the complete 

system chronologically.  A continuous log shall be submitted for all 

devices.  The log shall contain all initial settings, calibration, 

repair, and programming data.  Complete logs shall be maintained and 

available for inspection on site, demonstrating planned and 
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systematic adjustments and repairs have been accomplished for the 

system. 

I. Work Request 

1. The Contractor shall separately record each service call request, as 

received.  The record shall include the serial number identifying the 

component involved, its location, date and time the call was 

received, specific nature of trouble, names of service personnel 

assigned to the task, instructions describing the action taken, the 

amount and nature of the materials used, and the date and time of 

commencement and completion.  The Contractor shall deliver a record 

of the work performed within five (5) working days after the work was 

completed. 

J. System Modifications 

1. The Contractor shall make any recommendations for system modification 

in writing to the Resident Engineer.  No system modifications, 

including operating parameters and control settings, shall be made 

without prior written approval from the Resident Engineer.  Any 

modifications made to the system shall be incorporated into the 

operation and maintenance manuals and other documentation affected. 

K. Software 

1. The Contractor shall provide all software updates when approved by 

the Owner from the manufacturer during the installation and 12-month 

warranty period and verify operation of the system.  These updates 

shall be accomplished in a timely manner, fully coordinated with the 

system operators, and incorporated into the operations and 

maintenance manuals and software documentation.  There shall be at 

least one (1) scheduled update near the end of the first year’s 

warranty period, at which time the Contractor shall install and 

validate the latest released version of the Manufacturer’s software. 

 All software changes shall be recorded in a log maintained in the 

unit control room.  An electronic copy of the software update shall 

be maintained within the log.  At a minimum, the contractor shall 

provide a description of the modification, when the modification 

occurred, and name and contact information of the individual 

performing the modification.  The log shall be maintained in a white 

3 ring binder and the cover marked “SOFTWARE CHANGE LOG”.  

1.10 MINIMUM REQUIREMENTS 

A. References to industry and trade association standards and codes are 

minimum installation requirement standards. 
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B. Drawings and other specification sections shall govern in those 

instances where requirements are greater than those specified in the 

above standards. 

1.11 DELIVERY, STORAGE, & HANDLING 

A. Equipment and materials shall be protected during shipment and storage 

against physical damage, dirt, moisture, cold and rain: 

1. During installation, enclosures, equipment, controls, controllers, 

circuit protective devices, and other like items, shall be protected 

against entry of foreign matter; and be vacuum cleaned both inside 

and outside before testing and operating and repainting if required. 

2. Damaged equipment shall be, as determined by the Resident Engineer, 

placed in first class operating condition or be returned to the 

source of supply for repair or replacement. 

3. Painted surfaces shall be protected with factory installed removable 

heavy craft paper, sheet vinyl or equal. 

4. Damaged paint on equipment and materials shall be refinished with the 

same quality of paint and workmanship as used by the manufacturer so 

repaired areas are not obvious. 

B. Central Station, Workstations, and Controllers: 

1. Store in temperature and humidity controlled environment in original 

manufacturer's sealed containers.  Maintain ambient temperature 

between 10 to 30 deg C (50 to 85 deg F), and not more than 80 percent 

relative humidity, non-condensing. 

2. Open each container; verify contents against packing list, and file 

copy of packing list, complete with container identification for 

inclusion in operation and maintenance data. 

3. Mark packing list with designations which have been assigned to 

materials and equipment for recording in the system labeling 

schedules generated by cable and asset management system. 

4. Save original manufacturer's containers and packing materials and 

deliver as directed under provisions covering extra materials. 

1.12 PROJECT CONDITIONS 

A. Environmental Conditions:  System shall be capable of withstanding the 

following environmental conditions without mechanical or electrical 

damage or degradation of operating capability: 

1. Interior, Controlled Environment:  System components, except central-

station control unit, installed in temperature-controlled interior 

environments shall be rated for continuous operation in ambient 

conditions of 2 to 50 deg C (36 to 122 deg F) dry bulb and 20 to 90 

percent relative humidity, non-condensing.  NEMA 250, Type 1 

enclosure. 
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2. Interior, Uncontrolled Environment:  System components installed in 

non-temperature-controlled interior environments shall be rated for 

continuous operation in ambient conditions of -18 to 50 deg C (0 to 

122 deg F) dry bulb and 20 to 90 percent relative humidity, non-

condensing.  NEMA 250, Type 4X enclosures. 

3. Exterior Environment:  System components installed in locations 

exposed to weather shall be rated for continuous operation in ambient 

conditions of -34 to 50 deg C (-30 to 122 deg F) dry bulb and 20 to 

90 percent relative humidity, condensing.  Rate for continuous 

operation where exposed to rain as specified in NEMA 250, winds up to 

137 km/h (85 mph) and snow cover up to 610 mm (24 in) thick.  NEMA 

250, Type 4X enclosures. 

4. Hazardous Environment:  System components located in areas where fire 

or explosion hazards may exist because of flammable gases or vapors, 

flammable liquids, combustible dust, or ignitable fibers shall be 

rated, listed, and installed according to NFPA 70. 

5. Corrosive Environment:  For system components subjected to corrosive 

fumes, vapors, and wind-driven salt spray in coastal zones, provide 

NEMA 250, Type 4X enclosures. 

B. Security Environment:  Use vandal resistant enclosures in high-risk 

areas where equipment may be subject to damage. 

C. Console:  All console equipment shall, unless noted otherwise, be rated 

for continuous operation under ambient environmental conditions of 15.6 

to 29.4 deg C (60 to 85 deg F) and a relative humidity of 20 to 80 

percent.  

1.13 EQUIPMENT AND MATERIALS 

A. Materials and equipment furnished shall be of current production by 

manufacturers regularly engaged in the manufacture of such items, for 

which replacement parts shall be available. 

B. When more than one unit of the same class of equipment is required, such 

units shall be the product of a single manufacturer. 

C. Equipment Assemblies and Components: 

1. Components of an assembled unit need not be products of the same 

manufacturer. 

2. Manufacturers of equipment assemblies, which include components made 

by others, shall assume complete responsibility for the final 

assembled unit. 

3. Components shall be compatible with each other and with the total 

assembly for the intended service. 

4. Constituent parts which are similar shall be the product of a single 

manufacturer. 
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D. Factory wiring shall be identified on the equipment being furnished and 

on all wiring diagrams. 

E. When Factory Testing Is Specified: 

1. The Government shall have the option of witnessing factory tests. The 

contractor shall notify the VA through the Resident Engineer a 

minimum of 15 working days prior to the manufacturers making the 

factory tests. 

2. Four copies of certified test reports containing all test data shall 

be furnished to the Resident Engineer prior to final inspection and 

not more than 90 days after completion of the tests. 

3. When equipment fails to meet factory test and re-inspection is 

required, the contractor shall be liable for all additional expenses, 

including expenses of the Government. 

1.14 ELECTRICAL POWER 

A. Electrical power of 120 Volts Alternating Current (VAC) shall be 

indicated on the Division 26 drawings.  Additional locations requiring 

primary power required by the security system shall be shown as part of 

these contract documents.  Primary power for the security system shall 

be configured to switch to emergency backup sources automatically if 

interrupted without degradation of any critical system function.  Alarms 

shall not be generated as a result of power switching, however, an 

indication of power switching on (on-line source) shall be provided to 

the alarm monitor.  The Security Contractor shall provide an interface 

(dry contact closure) between the PACS and the Uninterruptible Power 

Supply (UPS) system so the UPS trouble signals and main power fail 

appear on the PACS operator terminal as alarms. 

B. Failure of any on-line battery shall be detected and reported as a fault 

condition.  Battery backed-up power supplies shall be provided sized for 

[8] <insert hours> hours of operation at actual connected load.  

Requirements for additional power or locations shall be included with 

the contract to support equipment and systems offered.  The following 

minimum requirements shall be provided for power sources and equipment. 

1. Emergency Generator 

a. Report Printers:  Unit Control Room 

b. Video Monitors:  Unit Control Room 

c. Intercom Stations 

d. Radio System 

e. Lights:  Unit Control Room, Equipment Rooms, & Security Offices  

f. Outlets: Security Outlets dedicated to security equipment racks or 

security enclosure assemblies. 
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g. Security Device Power Supplies (DGP, VASS, Card Access, Lock 

Power, etc.) powered from the security closets or remotely:  

various locations 

h. Telephone/Radio Recording Equipment:  Unit Control Room. 

i.  VASS Camera Power Supplies:  Security Closets 

j.  VASS Pan/Tilt Units:  Various Locations 

k.  VASS Outdoor Housing Heaters and Blowers:  Various Sites 

l. Intercom Master Control System 

m. Fiber Optic Receivers/Transmitters 

n. Security office Weapons Storage 

o. Outlets that charge handheld radios 

2. Uninterruptible Power Supply (UPS) on Emergency Power 

a. The following 120VAC circuits shall be provided by others.  The 

Security Contractor shall coordinate exact locations with the 

Electrical Contractor: 

1) Security System Monitors and Keyboards:  Control Room 

2) CPU:  Control Equipment Room 

3) Communications equipment:  Control Equipment Room and various 

sites. 

4)  VASS Matrix Switcher:  Control Equipment Room 

5) VASS:  Control Equipment Room 

6) Digital Video Recorders, encoders & decoders:  Control Room 

7) All equipment Room racked equipment. 

8) Network switches 

1.15 TRANSIENT VOLTAGE SUPPRESSION, POWER SURGE SUPPLESION, & GROUNDING 

A. Transient Voltage Surge Suppression:  All cables and conductors 

extending beyond building façade, except fiber optic cables, which serve 

as communication, control, or signal lines shall be protected against 

Transient Voltage surges and have Transient Voltage Surge Suppression 

(TVSS) protection.  The TVSS device shall be UL listed in accordance 

with Standard TIA 497B installed at each end.  Lighting and surge 

suppression shall be a multi-strike variety and include a fault 

indicator.  Protection shall be furnished at the equipment and 

additional triple solid state surge protectors rated for the application 

on each wire line circuit shall be installed within 914.4 mm (3 ft) of 

the building cable entrance.  Fuses shall not be used for surge 

protection.  The inputs and outputs shall be tested in both normal mode 

and common mode to verify there is no interference. 

1. A 10-microsecond rise time by 1000 microsecond pulse width waveform 

with a peak voltage of 1500 volts and a peak current of 60 amperes. 
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2. An 8-microsecond rise time by 20-microsecond pulse width waveform 

with a peak voltage of 1000 volts and a peak current of 500 amperes. 

3. Maximum series current:  2 AMPS.  Provide units manufactured by 

Advanced Protection Technologies, model # TE/FA 10B or TE/FA 20B. 

4. Operating Temperature and Humidity: -40 to 85 deg C (-40 to 185 deg 

F), 0 to 95 percent relative humidity. 

B. Grounding and Surge Suppression 

1. The Security Contractor shall provide grounding and surge suppression 

to stabilize the voltage under normal operating conditions.  To 

ensure the operation of over current devices, such as fuses, circuit 

breakers, and relays, under ground-fault conditions. 

2. Security Contractor shall engineer and provide proper grounding and 

surge suppression as required by local jurisdiction and prevailing 

codes and standards referenced in this document.  

3. Principal grounding components and features.  Include main grounding 

buses and grounding and bonding connections to service equipment. 

4. Details of interconnection with other grounding systems.  The 

lightning protection system shall be provided by the Security 

Contractor. 

5. Locations and sizes of grounding conductors and grounding buses in 

electrical, data, and communication equipment rooms and closets. 

6. AC power receptacles are not to be used as a ground reference point. 

7. Any cable that is shielded shall require a ground in accordance with 

the best practices of the trade and manufactures installation 

instructions. 

8. Protection should be provided at both ends of cabling. 

1.16 COMPONENT ENCLOSURES 

A. Construction of Enclosures 

1. Consoles, power supply enclosures, detector control and terminal 

cabinets, control units, wiring gutters, and other component 

housings, collectively referred to as enclosures, shall be so formed 

and assembled as to be sturdy and rigid.   

2. Thickness of metal in-cast and sheet metal enclosures of all types 

shall not be less than those in Tables I and II, UL 611.  Sheet steel 

used in fabrication of enclosures shall be not less than 14 gauge.  

Consoles shall be 16-gauge.   

3. Doors and covers shall be flanged.  Enclosures shall not have pre-

punched knockouts.  Where doors are mounted on hinges with exposed 

pins, the hinges shall be of the tight pin type or the ends of hinge 

pins shall be tack welded to prevent removal.  Doors having a latch 

edge length of less than 609.6 mm (24 in) shall be provided with a 
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single construction core.  Where the latch edge of a hinged door is 

more than 609.6 mm (24 in) or more in length, the door shall be 

provided with a three-point latching device with construction core; 

or alternatively with two, one located near each end.  

4. Any ventilator openings in enclosures and cabinets shall conform to 

the requirements of UL 611.  Unless otherwise indicated, sheet metal 

enclosures shall be designed for wall mounting with tip holes 

slotted.  Mounting holes shall be in positions that remain accessible 

when all major operating components are in place and the door is 

open, but shall be in accessible when the door is closed.   

5. Covers of pull and junction boxes provided to facilitate initial 

installation of the system shall be held in place by tamper proof 

Torx Center post security screws.  Stenciled or painted labels shall 

be affixed to such boxes indicating they contain no connections. 

These labels shall not indicate the box is part of the Electronic 

Security System (ESS). 

B. Consoles & Equipment Racks: All consoles and vertical equipment racks 

shall include a forced air-cooling system to be provided by others. 

1. Vertical Equipment Racks:  

a. The forced air blowers shall be installed in the vented top of 

each cabinet and shall not reduce usable rack space.  

b. The forced air fan shall consist of one fan rated at 105 CFM per 

rack bay and noise level shall not exceed 55 decibels.  

c. d. Vertical equipment racks are to be provided with full sized 

clear plastic locking doors and vented top panels as shown on 

contract drawings. 

2. Console racks:  

a. Forced air fans shall be installed in the top rear of each console 

bay.  The forced air fan shall consist of one fan rated at 105 CFM 

mounted to a 133mm vented blank panel the noise level of each fan 

shall not exceed 55 decibels.  The fans shall be installed so air 

is pulled from the bottom of the rack or cabinet and exhausted out 

the top.   

b. Console racks are to be provided with flush mounted hinged rear 

doors with recessed locking latch on the bottom and middle 

sections of the consoles.  Provide code access to support wiring 

for devices located on the work surfaces. 

C. Tamper Provisions and Tamper Switches:   

1. Enclosures, cabinets, housings, boxes and fittings or every product 

description having hinged doors or removable covers and which contain 

circuits, or the integrated security system and its power supplies 
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shall be provided with cover operated, corrosion-resistant tamper 

switches.   

2. Tamper switches shall be arranged to initiate an alarm signal that 

will report to the monitoring station when the door or cover is 

moved.  Tamper switches shall be mechanically mounted to maximize the 

defeat time when enclosure covers are opened or removed.  It shall 

take longer than 1 second to depress or defeat the tamper switch 

after opening or removing the cover.  The enclosure and tamper switch 

shall function together in such a manner as to prohibit direct line 

of sign to any internal component before the switch activates.   

3. Tamper switches shall be inaccessible until the switch is activated. 

 Have mounting hardware concealed so the location of the switch 

cannot be observed from the exterior of the enclosure.  Be connected 

to circuits which are under electrical supervision at all times, 

irrespective of the protection mode in which the circuit is 

operating.  Be spring-loaded and held in the closed position by the 

door or cover and be wired so they break the circuit when the door 

cover is disturbed.  Tamper circuits shall be adjustable type screw 

sets and shall be adjusted by the contractor to eliminate nuisance 

alarms associated with incorrectly mounted tamper device shall 

annunciate prior to the enclosure door opening (within 1/4 “ 

tolerance.  The tamper device or its components shall not be visible 

or accessing with common tools to bypass when the enclosure is in the 

secured mode.     

4. The single gang junction boxes for the portrait alarming and pull 

boxes with less than 102 square mm will not require tamper switches.  

5. All enclosures over 305 square mm shall be hinged with an enclosure 

lock. 

6. Control Enclosures:  Maintenance/Safety switches on control 

enclosures, which must be opened to make routing maintenance 

adjustments to the system and to service the power supplies, shall be 

push/pull-set automatic reset type. 

7. Provide one (1) enclosure tamper switch for each 609 linear mm of 

enclosure lock side opening evenly spaced. 

8. All security screws shall be Torx-Post Security Screws. 

9. The contractor shall provide the owner with two (2) torx-post 

screwdrivers. 

1.17 ELECTRONIC COMPONENTS 

A. All electronic components of the system shall be of the solid-state 

type, mounted on printed circuit boards conforming to UL 796.  Boards 

shall be plug-in, quick-disconnect type.  Circuitry shall not be so 
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densely placed as to impede maintenance.  All power-dissipating 

components shall incorporate safety margins of not less than 25 percent 

with respect to dissipation ratings, maximum voltages, and current-

carrying capacity. 

1.18 SUBSTITUTE MATERIALS & EQUIPMENT 

A. Where variations from the contract requirements are requested in 

accordance with the GENERAL CONDITIONS and Section 01 33 23, SHOP 

DRAWINGS, PRODUCT DATA, AND SAMPLES, the connecting work and related 

components shall include, but not be limited to additions or changes to 

branch circuits, circuit protective devices, conduits, wire, feeders, 

controls, panels and installation methods. 

B. In addition to this Section the Security Contractor shall also reference 

Section II, Products and associated divisions.  The Resident Engineer 

shall have final authority on the authorization or refusal of 

substitutions.  If there are no proposed substitutions, a statement in 

writing from the Contractor shall be submitted to the Resident Engineer 

stating same.  In the preparation of a list of substitutions, the 

following information shall be included, as a minimum:  

1. Identity of the material or devices specified for which there is a 

proposed substitution. 

2. Description of the segment of the specification where the material or 

devices are referenced. 

3. Identity of the proposed substitute by manufacturer, brand name, 

catalog or model number and the manufacturer’s product name. 

4. A technical statement of all operational characteristic expressing 

equivalence to items to be substituted and comparison, feature-by-

feature, between specification requirements and the material or 

devices called for in the specification; and Price differential. 

C. Materials Not Listed:  Furnish all necessary hardware, software, 

programming materials, and supporting equipment required to place the 

specified major subsystems in full operation.  Note that some supporting 

equipment, materials, and hardware may not be described herein.  

Depending on the manufacturers selected by the COTR, some equipment, 

materials and hardware may not be contained in either the Contract 

Documents or these written specifications, but are required by the 

manufacturer for complete operation according to the intent of the 

design and these specifications.  In such cases, the Resident Engineer 

shall be given the opportunity to approve the additional equipment, 

hardware and materials that shall be fully identified in the bid and in 

the equipment list submittal.  The Resident Engineer shall be consulted 
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in the event there is any question about which supporting equipment, 

materials, or hardware is intended to be included. 

D. Response to Specification:  The Contractor shall submit a point-by-point 

statement of compliance with each paragraph of the security 

specification.  The statement of compliance shall list each paragraph by 

number and indicate “COMPLY” opposite the number for each paragraph 

where the Contractor fully complies with the specification.  Where the 

proposed system cannot meet the requirements of the paragraph, and does 

not offer an equivalent solution, the offers shall indicate “DOES NOT 

COMPLY” opposite the paragraph number.  Where the proposed system does 

not comply with the paragraph as written, but the bidder feels it will 

accomplish the intent of the paragraph in a manner different from that 

described, the offers shall indicate “COMPARABLE”.  The offers shall 

include a statement fully describing the “comparable” method of 

satisfying the requirement.  Where a full and concise description is not 

provided, the offered system shall be considered as not complying with 

the specification.  Any submission that does not include a point-by-

point statement of compliance, as described above, shall be 

disqualified.  Submittals for products shall be in precise order with 

the product section of the specification.  Submittals not in proper 

sequence will be rejected. 

1.19 LIKE ITEMS 

A. Where two or more items of equipment performing the same function are 

required, they shall be exact duplicates produced by one manufacturer.  

All equipment provided shall be complete, new, and free of any defects. 

1.20 WARRANTY 

A. The Contractor shall, as a condition precedent to the final payment, 

execute a written guarantee (warranty) to the COTR certifying all 

contract requirements have been completed according to the final 

specifications.  Contract drawings and the warranty of all materials and 

equipment furnished under this contract are to remain in satisfactory 

operating condition (ordinary wear and tear, abuse and causes beyond his 

control for this work accepted) for one (1) year from the date the 

Contactor received written notification of final acceptance from the 

COTR.  Demonstration and training shall be performed prior to system 

acceptance.  All defects or damages due to faulty materials or 

workmanship shall be repaired or replaced without delay, to the COTR's 

satisfaction, and at the Contractor's expense.  The Contractor shall 

provide quarterly inspections during the warranty period.  The 

contractor shall provide written documentation to the COTR on conditions 

and findings of the system and device(s).  In addition, the contractor 
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shall provide written documentation of test results and stating what was 

done to correct any deficiencies.  The first inspection shall occur 90 

calendar days after the acceptance date.  The last inspection shall 

occur 30 calendar days prior to the end of the warranty.  The warranty 

period shall be extended until the last inspection and associated 

corrective actions are complete.  When equipment and labor covered by 

the Contractor's warranty, or by a manufacturer's warranty, have been 

replaced or restored because of it’s failure during the warranty period, 

the warranty period for the replaced or repaired equipment or restored 

work shall be reinstated for a period equal to the original warranty 

period, and commencing with the date of completion of the replacement or 

restoration work.  In the event any manufacturer customarily provides a 

warranty period greater than one (1) year, the Contractor's warranty 

shall be for the same duration for that component. 

1.22 SINGULAR NUMBER  

 Where any device or part of equipment is referred to in these 

specifications in the singular number (e.g., "the switch"), this 

reference shall be deemed to apply to as many such devices as are 

required to complete the installation as shown on the drawings. 

 

PART 2 – PRODUCTS 

2.1 EQUIPMENT AND MATERIALS 

A. All equipment associated within the Security Control Room, Security 

Console and Security Equipment Room shall be UL 827, UL 1981, and UL 

60950 compliant and rated for continuous operation. Environmental 

conditions (i.e. temperature, humidity, wind, and seismic activity) 

shall be taken under consideration at each facility and site location 

prior to installation of the equipment. 

B. All equipment shall operate on a 120 or 240 volts alternating current 

(VAC); 50 Hz or 60 Hz AC power system unless documented otherwise in 

subsequent sections listed within this specification. All equipment 

shall have a back-up source of power that will provide a minimum of [8] 

<insert hours> hours of run time in the event of a loss of primary power 

to the facility. 

C. The system shall be designed, installed, and programmed in a manner that 

will allow for ease of operation, programming, servicing, maintenance, 

testing, and upgrading of the system. 

D. All equipment and materials for the system will be compatible to ensure 

correct operation. 
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2.2 EQUIPMENT ITEMS 

A. The Security Management System shall provide full interface with all 

components of the security subsystem as follows:  

1. Shall allow for communication between the Physical Access Control 

System and Database Management and all subordinate work and 

monitoring stations, enrollment centers for badging and biometric 

devices as part of the PACS, local annunciation centers, the 

electronic Security Management System (SMS), and all other VA 

redundant or backup command center or other workstations locations.  

2. Shall provide automatic continuous communication with all systems 

that are monitored by the SMS, and shall automatically annunciate any 

communication failures or system alarms to the SMS operator providing 

identification of the system, nature of the alarm, and location of 

the alarm. 

3. Controlling devices shall be utilized to interface the SMS with all 

field devices. 

4. The Security control room and security console will be supported by 

an uninterrupted power supply (UPS) or dedicated backup generator 

power circuit.   

5. The Security Equipment room, Security Control Room, and Security 

Operator Console shall house the following equipment i.e. refer to 

individual master specifications for each security subsystem’s 

specific requirements: 

a. Security Console Bays and Equipment Racks 

b. Security Network Server and Workstation 

c. CCTV Monitoring, Controlling, and Recording Equipment 

d. PACS Monitoring and Controlling Equipment 

e. IDS Monitoring and Controlling Equipment 

f. Security Access Detection Monitoring Equipment 

g. EPPS Monitoring and Controlling Equipment 

h. Main Panels for all Security Systems  

i. Power Supply Units (PSU) for all field devices 

j. Life safety and power monitoring equipment 

k. All other building systems deemed necessary by the VA to include, 

but not limited to, heating, ventilation and air conditioning 

(HVAC), elevator control, portable radio, fire alarm monitoring, 

and other potential systems.  

l. Police two-way radio control consoles/units. 

B. Security Console Bays - shall be EIA 310D compliant and: 

1. Utilize stand-up, sit-down, and vertical equipment racks in any 

combination to monitor and control the security subsystems. 
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2. Shall be wide enough for equipment that requires a minimum 19 inch 

(47.5 cm) mounting area. 

3. Shall be made of metal, furnished with wire ways, a power strip, a 

thermostatic controlled bottom or top mounted fan units, a hinge 

mounted rear door, a hinge mounted front door made of Plexiglas, and 

a louvered top. When possible, pre-fabricated (standard off-the-

shelf) security console equipment shall be used in place of 

customized designed consoles.   

4. A wire management system shall be designed and installed so that all 

cables are mounted in a manner that they do not interfere with day-

to-day operations, are labeled for quick identification, and so that 

high voltage power cables do not cause signal interference with low 

voltage and data carrying cables. 

5. Shall be mounted on lockable casters. 

6. Shall be ergonomically designed so that all devices requiring 

repetitive interaction with by the operator can be easily accessed, 

observed, and accomplished. 

7. Controls and displays shall be located so that they are not obscured 

during normal operation. Control and display units installed with a 

work bench shall be a minimum of 3 in. (7.5 cm) from all edges of the 

work bench area. 

8. All security subsystem controls shall be installed within the same 

operating console bay of their associated equipment. 

9. Video monitors shall be mounted above all controls within a console 

bay and positioned in a manner that minimum strain is placed on the 

operator viewing them at the console.  

10. At least one workbench for every three (3) console bays shall be 

provided free of control equipment to allow for appropriate operator 

workspace. 

11. All console devices shall be labeled and marked with a minimum of 

quarter inch bold print. 

12. All non-security related equipment that is required to be monitored 

shall be installed in a console bay separate from the security 

subsystem equipment and clearing be identified as such.  

13. Console bays and related equipment shall be arranged in priority 

order and sequenced based upon their pre-defined security subsystem 

operations criticality established by the Contracting Officer.  

14. The following minimum console technical characteristics shall be 

taken into consideration when designing for and installing the 

security console and equipment racks: 

 Stand-Up Sit-Down Vertical Equipment 
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Rack 

Workstation Height No Greater than 

84 in. (210 cm) 

No greater 

than 72 in. 

(150 cm) 

No greater than 96 

in. (240 cm) 

Bench board Slope 21 in.     

(52.5 cm) 

25 in.        

  (62.5 cm) 

N/A 

Bench board Angle 15 degrees 15 degrees N/A 

Depth of Console 24 in.         

 (60 cm) 

24 in.        

   (60 cm) 

N/A 

Leg and Feet 

Clearance 

6 sq. ft. from 

center of 

Console Slope 

front  

6 sq. ft. from 

center of 

Console Slope 

front  

6 sq. ft. from 

center of Console 

Slope front  

Distance Between 

Console Rows 

96 in. (240 cm) 96 in. (240 

cm) 

96 in. (240 cm) 

Distance Between 

Console and Wall 

36 in. (90 cm) 

from the rear 

and/or side of 

console or rack 

36 in. (90 cm) 

from the rear 

and/or side of 

console or 

rack 

36 in. (90 cm) 

from the rear 

and/or side of 

console or rack 

  

C. Security Console Configuration: 

1. The size shall be defined by the number of console bays required to 

house and operate the security subsystems, as well as any other 

factors that may influence the overall design of the space. A small 

Access Control System and Database Management shall contain no more 

than four (4) security console bays. A large Access Control System 

and Database Management shall contain no less than five (5) and no 

more than eight (8) security console bays. 

2. Shall meet the following minimum spacing requirements to ensure that 

a Access Control System and Database Management is provided to house 

existing and future security subsystems and other equipment listed in 

paragraph 2.3.C: 

a. 500 square feet for a large Access Control System and Database 

Management. 

b. 300 square feet for a small Access Control System and Database 

Management. 

c. If office, training room and conference space, is a processing 

area as well as holding cell space is to be located adjacent to 

the Access Control System and Database Management, these space 

requirements also need to be considered. 

3. Shall be located in an area within, at a minimum, the first 

level/line of security defense defined by the VA.  If the Access 
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Control System and Database Management is to be located outside the 

first level of security, then the area shall be constructed or 

retrofit to meet or exceed those requirements outlined in associated 

VA Master Specifications.  

4. Shall not be located within or near an area with little to no blast 

mitigation standoff space protection, adjacent to an outside wall 

exposed to vehicle parking and traffic, within a basement or 

potential flood zone area, in close approximately to major utility 

areas, or near an exposed air intake(s).  

5. Access shall meet UFAS and ADA accessibility requirements. 

6. Construction shall be slab to slab and free of windows, with the 

exception of a service window. All penetrations into the room shall 

be sealed with fire stopping materials. This material shall apply in 

accordance with Section 07 84 00, FIRESTOPPING. 

7. A service window shall be installed in the wall next to the main 

entrance of the Access Control System and Database Management or 

where it best can be monitored and accessed by the security console 

operator. The window shall meet all requirements set forth in UL 752, 

to include at a minimum, Class III ballistic level protection. The 

windows shall be set in a minimum or four (4) inches (100 mm) solid 

concrete units to ceiling height with either masonry or gypsum wall 

board to the underside of the slab above. It shall also contain a 

service tray constructed in a manner that only objects no larger than 

3 inches (7.5 cm) in width may pass through it. 

8. The walls making up or surrounding the Access Control System and 

Database Management shall be made of materials that at a minimum 

offer Class III ballistic level protection for the security console 

operator(s).   

9. There will be a main power cut-off button/switch located inside the 

Access Control System and Database Management in the event of an 

electrical fire or related event occurs. 

10. Shall have a fire alarm detection unit that is tied into the main 

building fire alarm system and have at least two fire extinguishers 

located within it. 

11. Shall utilize a fire suppression system similar to that used by the 

VA’s computer and telecommunications room operating areas.  

12. The floor shall be raised a minimum of 4 inches (10 cm) from the 

concrete floor base. Wire ways shall be utilized under the raised 

floor for separation of signal and power wires and cables. 

13. Access shall be monitored and controlled by the PACS via card reader 

and fixed camera that utilizes a wide angle lens. A 1 in. (2.5 cm) 
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deadbolt shall be utilized as a mechanical override for the door in 

the event of electrical failure of the PACS, card reader, or locking 

mechanism. 

14. There shall only be one point of ingress and egress to and from the 

Security Control Room. The door shall be made of solid core wood or 

better. If a window is required for the door, then the window shall 

be ballistic resistant with a Millar covering. 

15. A two-way intercom shall be placed at the point of entry into the 

Security Control Room for access-communication control purposes. 

16. A remote push-button door unlocking device shall not be installed for 

the electronic PACS locking mechanism providing access control into 

the Security Control Room. 

17. All controlling equipment and power supplies that must be wall 

mounted shall be mounted in a manner that maximizes usability of the 

Security Control Room wall space. All equipment shall be mounted to 

three quarter inch fire retardant plywood. The plywood shall be 

fastened to the wall from slab to slab and fixed to the existing 

walls supports.  

D. Security Control Room Ventilation 

1. Shall meet or exceed all requirements laid out in VA Master 

Specification listed in Division 23, HEATING, VENTILATION, AND AIR 

CONDITIONING. 

2. Controls shall be via a separate air handling system that provides an 

isolated supply and return system. The Security Control Room shall 

have a dedicated thermostat control unit and cut-off switch to be 

able to shut off ventilation to the control room in the event of a 

chemical, biological, or radiological (CBR) event or other related 

emergency.   

3. There shall be a louver installed in the control room door to assist 

with ventilation of the room. The louver shall be exactly 12 x 12 

inches (30 x 30 cm) and closeable. 

E. Security Control Room and Security Console Lighting: 

1. The following factors shall be taken into consideration for lighting 

of the Security Control Room and console area: 

a. Shadows: To reduce eye strain and fatigue, shadows shall be 

avoided. 

b. Glare: The readability of all display panels, labels, and 

equipment shall not be interfered with or create visibility 

problems. 

2. The following table shall provide guidance on the amount of 

footcandles required per work area and type of task performed: 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 05 00 - 52 

 

Work Area/Type of Task Footcandles 

Main Operating Panels 50 

Secondary Display Panels 50 

Seated Workstations 100 

Reading Handwriting 100 

Typed Documents 50 

Visual Display 

Units 

10 

Logbook Recording 100 

Maintenance Area 50 

Emergency/Back-up Lighting 10 

 

F. Remote security console access: For facilities that have a remote, 

secondary back-up control console or workstation shall apply the 

following requirements: 

1. The secondary stations shall the requirements outlined in Sections 

2.2.A-G. 

2. Installation of an intercom station or telephone line shall be 

installed and provide direct one touch call-up for communications 

between the primary Security Control Console and secondary Security 

Control Console. 

3. Secondary stations shall not have priority over a primary Security 

Control Console. 

4. The primary Access Control System and Database Management shall have 

the ability to shut off power and a signal to a secondary control 

station in the event the area has been compromised. 

G. Wires and Cables: 

1. Shall meet or exceed the manufactures recommendation for power and 

signals. 

2. Shall be carried in an enclosed conduit system, utilizing 

electromagnetic tubing (EMT) to include the equivalent in flexible 

metal, rigid galvanized steel (RGS) to include the equivalent of 

liquid tight, polyvinylchloride (PVC) schedule 40 or 80.  

3. All conduits will be sized and installed per the NEC. All security 

system signal and power cables that traverse or originate in a high 

security office space will contained in either EMT or RGS conduit.  

4. All conduit, pull boxes, and junction boxes shall be marked with 

colored permanent tape or paint that will allow it to be 

distinguished from all other infrastructure conduit.  

5. Conduit fills shall not exceed 50 percent unless otherwise 

documented.  

6. A pull string shall be pulled along and provided with signal and 

power cables to assist in future installations.  
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7. At all locations where there is a wall penetration or core drilling 

is conducted to allow for conduit to be installed, fire stopping 

materials shall be applied to that area. 

8. High voltage and signal cables shall not share the same conduit and 

shall be kept separate up to the point of connection. High voltage 

for the security subsystems shall be any cable or sets of cables 

carrying 30 VDC/VAC or higher. 

9. For all equipment that is carrying digital data between the Security 

Control Room, Security Equipment Room, Security Console, or at a 

remote monitoring station, it shall not be less that 20 AWG and 

stranded copper wire for each conductor. The cable or each individual 

conductor within the cable shall have a shield that provides 100% 

coverage. Cables with a single overall shield shall have a tinned 

copper shield drain wire. 

2.3 FIBER OPTIC EQUIPMENT 

A. 8 Channel Fiber Optic Transcievers (Video&PTZ Control) 

1. The field-located and central-located fiber optic transceivers shall 

utilize wave division multiplexing to transmit and receive video and 

data pan-tilt-zoom control signals over two standard 62.5/125 

multimode fibers.  

2. The units shall be capable of operating over a range of 2 km. 

3. The units shall be NTSC color compatible. 

4. The units shall support data rates up to 64 Kbps. 

5. The units shall be surface or rack mountable. 

6. The units shall be UL listed. 

7. The units shall meet or exceed the following specifications: 

a. Video 

1) Input/Output:  1 volt pk-pk (75 ohms) 

2) Input/Output Channels: 8 

3) Bandwidth: 10 Hz  - 6.5 MHZ per channel 

4) Differential Gain: <2% 

5) Differential Phase: <0.7° 

6) Tilt: <1% 

7) Signal to Noise Ratio: 60 dB 

b. Data (Control)   

1) Data Channels:  2 

2) Data Format:  RS-232, RS-422, 2 wire or 4 wire RS-485 with 

Tri-State Manchester Bi-Phase and Sensornet 

3) Data Rate:  DC - 100 kbps (NRZ) 

4) Bit Error Rate:  < 1 in 10-9 @ Maximum Optical Loss Budget 

5) Operating Mode:  Simplex or Full-Duplex  
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6) Wavelength: 1310/1550 nm, Multimode or Singlemode 

7) Optical Emitter: Laser Diode 

8) Number of Fibers: 1  

c. Connectors 

1) Optical:  ST 

2) Power and Data:  Terminal Block with Screw Clamps 

3) Video:  BNC (Gold Plated Center-Pin) 

d. Electrical and Mechanical 

1) Power:  12 VDC @ 500 mA (stand-alone) 

3) Current Protection:  Automatic Resettable Solid-State Current 

Limiters 

e. Environmental 

1) MTBF:  > 100,000 hours 

2) Operating Temp: -40 to 74 deg C (-40 to 165 deg F) 

3) Storage Temp: -40 to 85 deg C (-40 to 185 deg F) 

4) Relative Humidity:  0% to 95% (non-condensing) 

B. Fiber Optic Transmitters:  The central-located fiber optic transmitters 

shall utilize wave division multiplexing to transmit video and signals 

over standard 62.5/125 multimode fibers. 

1. The units shall be capable of operating over a range of 4.8 km. 

2. The units shall be NTSC color compatible. 

3. The units shall support data rates up to 64 Kbps. 

4. The units shall be surface or rack mountable. 

5. The units shall be UL listed. 

6. The units shall meet or exceed the following specifications: 

a. Video  

1) Input: 1 volt pk-pk (75 ohms) 

2) Bandwidth:  5H2 - 10 MHZ 

3) Differential Gain: <5% 

4) Tilt: <1% 

5) Signal-Noise: 60db 

6) Wavelength: 850nm 

7) Number of Fibers: 1 

8) Operating Temp: -20 to 70 deg C (-4 to 158 deg F) 

9) Connectors:  

a) Power: Female plug with screw clamps 

b) Video: BNC 

c) Optical: ST 

10) Power: 12 VDC 
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C. Fiber Optic Receivers:  The field-located fiber optic receivers shall 

utilize wave division multiplexing to receive video signals over 

standard 62.5/125 multimode fiber. 

1. The units shall be capable of operating over a range of 4.8 km. 

2. The units shall be NTSC color compatible. 

3. The units shall support data rates up to 64 Kbps. 

4. The units shall be surface or rack mountable. 

5. The units shall be UL listed. 

6. The units shall meet or exceed the following specifications: 

a. Video 

1) Output: 1 volt pk-pk (75 ohms) 

2) Bandwidth: 5H2 - 10 MHZ 

3) Differential Gain: <5% 

4) Tilt: <1% 

5) Signal-Noise: 60dB 

6) Wavelength: 850nm 

7) Number of Fibers: 1 

8) Surface Mount: 106.7 x 88.9 x 25.4 mm (4.2 x 3.5 x 1 in) 

9) Operating Temp: -20 to 70 deg C (-4 to 158 deg F) 

10) Connectors:  

11) Power: Female plug block with screw clamps 

12) Video: BNC 

13) Optical: ST 

14) Power: 12 VAC8 Channel Fiber Optic Transcievers (Video&PTZ 

Control) 

D. Fiber Optic Sub Rack with Power Supply 

1. The Card Cage Rack shall provide high-density racking for fiber-optic 

modules.  The unit shall be designed to mount in standard 483 mm (19 

in) instrument racks and to accommodate the equivalent of 15 1-inch 

modules.    

a. Specifications 

1) Card Orientation: Vertical  

2) Construction: Aluminum  

3) Current Consumption: 0.99 A  

4) Humidity: 95.0 % RH  

5) Input Power: 100-240 VAC, 60/50 Hz  

6) Mounting: Mounts in standard 483 mm (19 in) rack using 

four (4) screws (optional wall brackets purchased separately)  

7) Number of Outputs: 1.0   

8) Number of Slots 15.0   
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9) Operating Temperature: -40 to +75 deg C (-40.0 to 167.0 deg 

F) 

10) Ouput Voltage: 13.5 V  

11) Output Current 6.0 A  

12) Power Dissipation: 28.0 W  

13) Power Factor: 48.0   

14) Power Supply: (built-in)  

15) Rack Units: 3RU  

16) Redundant Capability: Yes  

17) Weight:  2.43 kg (5.35 lb) 

18) Width: 483 mm (19.0 in) 

2.4 TRANSIENT VOLTAGE SURGE SUPPRESSION DEVICES (TVSS) AND SURGE SUPPRESION 

A. Transient Voltage Surge Suppression 

1. All cables and conductors extending beyond building perimeter, except 

fiber optic cables, which serve as communication, control, or signal 

lines shall be protected against Transient Voltage surges and have 

Transient Voltage surge suppression protection (TVSS) UL listed in 

accordance with Standard 497B installed at each end.  Lighting and 

surge suppression shall be a multi-strike variety and include a fault 

indicator.  Protection shall be furnished at the equipment and 

additional triple solid state surge protectors rated for the 

application on each wire line circuit shall be installed within 915 

mm (36 in) of the building cable entrance.  Fuses shall not be used 

for surge protection.  The inputs and outputs shall be tested in both 

normal mode and common mode using the following waveforms: 

a. A 10-microsecond rise time by 1000 microsecond pulse width 

waveform with a peak voltage of 1500 volts and a peak current of 

60 amperes. 

b. An 8-microsecond rise time by 20-microsecond pulse width waveform 

with a peak voltage of 1000 volts and a peak current of 500 

amperes. 

c. Maximum series current:  2 AMPS.  Provide units manufactured by 

Advanced Protection Technologies, model # TE/FA 10B or TE/FA 20B 

or approved equivalent. 

d. Operating Temperature and Humidity:  -40 to + 85 deg C (-40 to 185 

deg F), and 0 to 95 percent relative humidity, non-condensing. 

B. Physical Access Control Systems 

1. Suppressors shall be installed on AC power at the point of service 

and shall meet the following criteria: 

a. UL1449 2nd Edition, 2007, listed 

b. UL1449 S.V.R. of 400 Volts or lower 
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c. Status Indicator Light(s) 

d. Minimum Surge Current Capacity:  40,000 Amps (8 x 20 µsec) 

e. Maximum Continuous Current:  15 Amps 

f. MCOV:  125 VAC 

g. Service Voltage:  110-120 VAC 

2. Suppressors shall be installed on the Low Voltage circuit at both the 

point of entrance and exit of the building.  Suppressors shall meet 

the following criteria: 

a. UL 497B 

b. Minimum Surge Current Capacity:  2,000 Amps per pair 

c. Maximum Continuous Current:  5 Amps 

d. MCOV:  33 Volts 

e. Service Voltage:  24Volts 

3. Suppressors shall be installed on the communication circuit between 

the access controller and card reader at both the entrance and exit 

of the building.  Suppressors shall meet the following criteria: 

a. Conforms with UL497B standards (where applicable) 

b. Clamp level for 12 and 24V power:  18VDC / 38VDC 

c. Clamp level for Data/LED:  6.8VDC 

d. Service Voltage for Power:  12VDC/24VDC 

e. Service Voltage for Data/LED:  <5VDC  

f. Clamp level – PoE Access Power:  72V 

g. Clamp level – PoE Access Data:  7.9V 

h. Service Voltage – PoE Access:  48VAC – 54VAC 

i. Service Voltage – PoE Data:  <5VDC 

C. Intercom Systems 

1. Suppressors shall be installed on the AC power at the point of 

service and shall meet the following criteria: 

a. UL 1449 Listed 

b. UL 1449 S.V.R. of 400 Volts or lower 

c. Diagnostic Indicator Light(s) 

d. Integrated ground terminating post (where case/chassis ground 

exists) 

e. Minimum Surge Current Capacity of 13,000 Amps (8 x 20 µSec) 

2. Suppressors shall be installed on incoming central office lines and 

shall meet the following criteria: 

a. UL 497A Listed 

b. Multi Stage protection design 

c. Auto-reset current protection not to exceed 2 Amps per pair 

d. Minimum Surge Current of 500 Amps per pair (8 x 20 µSec) 
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3. Suppressors shall be installed on all telephone/intercom circuits 

that enter or leave separate buildings and shall meet the following 

criteria: 

a. UL 497A Listed (where applicable) 

b. UL 497B Listed (horns, strobes, speakers or communication circuits 

over 300 feet) 

c. Multi Stage protection design 

d. Auto-reset over-current protection not to exceed 5 Amps per pair 

e. Minimum Surge Current of 1000 Amps per pair (8 x 20 µSec) 

D. Intrusion Detection Systems 

1. Suppressors shall be installed on AC at the point of service and 

shall meet  the following criteria: 

a. UL 1449, 2nd Edition 2007, listed 

b. UL 1449 S.V.R. of 400 Volts or lower 

c. Status Indicator Lights 

d. Center screw for terminating Class II transformers 

e. Minimum Surge Current Capacity of 32,000 Amps (8 x 20 µSec) 

2. Suppressors shall be installed on all Telephone Communication 

Interface   circuits and shall meet the following criteria: 

a. UL 497A Listed 

b. Multi Stage protection design 

c. Surge Current Capacity:  9,000 Amps (8x20 µSec) 

d. Clamp Voltage:  130Vrms 

e. Auto reset current protection not to exceed 150 milliAmps 

3. Suppressors shall be installed on all burglar alarm initiating and 

signaling loops and addressable circuits which enter or leave 

separate buildings.  The following criteria shall be met: 

a. UL 497B for data communications or annunciation   (powered 

loops) 

b. Fail-short/fail-safe mode. 

c. Surge Current Capacity:  9,000 Amps (8x20 µSec) 

d. Clamp Voltage:  15 Vrms 

e. Joule Rating:  76 Joules per pair (10x1000 µSec) 

f. Auto-reset current protection not to exceed 150 milliAmps for UL 

497A devices. 

E. Video Surveillance System 

1. Protectors shall be installed on coaxial cable systems on points of 

entry and exit from separate buildings.  Suppressors shall be 

installed at each exterior camera location and include protection for 

12 and/or 24 volt power, data signal and motor controls (for Pan, 

Tilt and Zoom systems).  SPDs shall protect all modes herein 
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mentioned and contain all modes in a single unit system.  Protection 

for all systems mentioned above shall be incorporated at the head end 

equipment.  Additionally a minimum 450VA battery back up shall be 

used to protect the DVR or VCR and monitor.  Protectors shall meet 

the following criteria: 

a. Head-End Power 

1) UL 1778, cUL (Battery Back Up) 

2) Minimum Surge Current Capacity:  65,000 Amps (8x20µsec) 

3) Minimum of two (2) NEMA 5-15R Receptacles (one (1) AC power 

only, one (1) with UPS) 

4) All modes protected (L-N, L-G, N-G) 

5) EMI/RFI Filtering 

6) Maximum Continuous Current:  12 Amps 

b. Camera Power 

1) Minimum Surge Current Capacity:  1,000 Amps (8X20µsec); 240 

Amps for IP Video/PoE cameras 

2) Screw Terminal Connection 

3) All protection modes L-G (all Lines) 

4) MCOV <40VAC 

c. Video And Data 

1) Surge Current Capacity 1,000 Amps per conductor 

2) “BNC” Connection (Coax) 

3) Protection modes:  L-G (Data), Center Pin-G, Shield-G (Coax)  

4) Band Pass 0-2GHz 

5) Insertion Loss <0.3dB 

F. Grounding and Surge Suppression 

1. The Security Contractor shall provide grounding and surge suppression 

to stabilize the voltage under normal operating conditions.  This is 

to ensure the operation of over current devices, such as fuses, 

circuit breakers, and relays, underground-fault conditions. 

2. The Contractor shall engineer, provide, ad install proper grounding 

and surge suppression as required by local jurisdiction and 

prevailing codes and standards, referenced in this document.  

3. Principal grounding components and features shall include:  main 

grounding buses, grounding, and bonding connections to service 

equipment. 

4. The Contractor shall provide detail drawings of interconnection with 

other grounding systems including lightning protection systems. 

5. The Contractor shall provide details of locations and sizes of 

grounding conductors and grounding buses in electrical, data, and 

communication equipment rooms and closets. 
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6. AC power receptacles are not to be used as a ground reference point. 

7. Any cable that is shielded shall require a ground in accordance with 

applicable codes, the best practices of the trade, and all 

manufactures’ installation instructions. 

G. 120 VAC Surge Suppression 

1. Continuous Current:  Unlimited (parallel connection) 

2. Max Surge Current:  13,500 Amps 

3. Protection Modes:  L - N, L - G, N - G 

4. Warranty:  Ten Year Limited Warranty 

5. Dimension:  73.7 x 41.1 x 52.1 mm (2.90 x 1.62 x 2.05 in) 

6. Weight:  2.88 g (0.18 lbs) 

7. Housing:  ABS 

2.5 INSTALLATION KIT  

A. General: 

1. The kit shall be provided that, at a minimum, includes all connectors 

and terminals, labeling systems, audio spade lugs, barrier strips, 

punch blocks or wire wrap terminals, heat shrink tubing, cable ties, 

solder, hangers, clamps, bolts, conduit, cable duct, and/or cable 

tray, etc., required to accomplish a neat and secure installation. 

All wires shall terminate in a spade lug and barrier strip, wire wrap 

terminal or punch block. Unfinished or unlabeled wire connections 

shall not be allowed. All unused and partially opened installation 

kit boxes, coaxial, fiber-optic, and twisted pair cable reels, 

conduit, cable tray, and/or cable duct bundles, wire rolls, physical 

installation hardware shall be turned over to the Contracting 

Officer. The following sections outline the minimum required 

installation sub-kits to be used: 

2. System Grounding: 

a. The grounding kit shall include all cable and installation 

hardware required.  All head end equipment and power supplies 

shall be connected to earth ground via internal building wiring, 

according to the NEC. 

b. This includes, but is not limited to: 

1) Coaxial Cable Shields 

2) Control Cable Shields 

3) Data Cable Shields 

4) Equipment Racks 

5) Equipment Cabinets 

6) Conduits 

7) Cable Duct blocks 

8) Cable Trays 
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9) Power Panels 

10) Grounding 

11) Connector Panels 

3. Coaxial Cable: The coaxial cable kit shall include all coaxial 

connectors, cable tying straps, heat shrink tabbing, hangers, clamps, 

etc., required to accomplish a neat and secure installation. 

4. Wire and Cable: The wire and cable kit shall include all connectors 

and terminals, audio spade lugs, barrier straps, punch blocks, wire 

wrap strips, heat shrink tubing, tie wraps, solder, hangers, clamps, 

labels etc., required to accomplish a neat and orderly installation. 

5. Conduit, Cable Duct, and Cable Tray: The kit shall include all 

conduit, duct, trays, junction boxes, back boxes, cover plates, feed 

through nipples, hangers, clamps, other hardware required to 

accomplish a neat and secure conduit, cable duct, and/or cable tray 

installation in accordance with the NEC and this document. 

6. Equipment Interface: The equipment kit shall include any item or 

quantity of equipment, cable, mounting hardware and materials needed 

to interface the systems with the identified sub-system(s) according 

to the OEM requirements and this document. 

7. Labels: The labeling kit shall include any item or quantity of 

labels, tools, stencils, and materials needed to label each subsystem 

according to the OEM requirements, as-installed drawings, and this 

document. 

8. Documentation: The documentation kit shall include any item or 

quantity of items, computer discs, as installed drawings, equipment, 

maintenance, and operation manuals, and OEM materials needed to 

provide the system documentation as required by this document and 

explained herein. 

 

 

PART 3 – EXECUTION 

3.1 COMMON REQUIREMENTS FOR ELECTRONIC SAFETY AND SECURITY INSTALLATION 

A. Comply with NECA 1. 

B. Measure indicated mounting heights to bottom of unit for suspended items 

and to center of unit for wall-mounting items. 

C. Headroom Maintenance:  If mounting heights or other location criteria 

are not indicated, arrange and install components and equipment to 

provide maximum possible headroom consistent with these requirements. 

D. Equipment:  Install to facilitate service, maintenance, and repair or 

replacement of components of both electronic safety and security 

equipment and other nearby installations.  Connect in such a way as to 
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facilitate future disconnecting with minimum interference with other 

items in the vicinity. 

E. Right of Way:  Give to piping systems installed at a required slope. 

F. Equipment location shall be as close as practical to locations shown on 

the drawings. 

G. Inaccessible Equipment: 

1. Where the Government determines that the Contractor has installed 

equipment not conveniently accessible for operation and maintenance, 

the equipment shall be removed and reinstalled as directed at no 

additional cost to the Government. 

2. "Conveniently accessible" is defined as being capable of being 

reached without the use of ladders, or without climbing or crawling 

under or over obstacles such as, but not limited to, motors, pumps, 

belt guards, transformers, piping, ductwork, conduit and raceways. 

3.2 FIRESTOPPING 

A. Apply firestopping to penetrations of fire-rated floor and wall 

assemblies for electronic safety and security installations to restore 

original fire-resistance rating of assembly.  Firestopping materials and 

installation requirements are specified in Division 07 Section 07 84 00 

"Firestopping." 

3.3 COMMISIONING 

A. Provide commissioning documentation in accordance with the requirements 

of Section 28 08 00 – COMMISIONIN OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS for all inspection, start up, and contractor testing required 

above and required by the System Readiness Checklist provided by the 

Commissioning Agent. 

B. Components provided under this section of the specification will be 

tested as part of a larger system.  Refer to section 28 08 00 – 

COMMISIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS and related 

sections for contractor responsibilities for system commissioning.  

3.4 DEMONSTRATION AND TRAINING 

A. Training shall be provided in accordance with Article, INSTRUCTIONS, of 

Section 01 00 00, GENERAL REQUIREMENTS. 

B. Training shall be provided for the particular equipment or system as 

required in each associated specification. 

C. A training schedule shall be developed and submitted by the contractor 

and approved by the Resident Engineer at least 30 days prior to the 

planned training. 

D. Provide services of manufacturer’s technical representative for <insert 

hours> hours to instruct VA personnel in operation and maintenance of 

units. 
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E. Submit training plans and instructor qualifications in accordance with 

the requirements of Section 28 08 00 – COMMISIONING OF ELECTRONIC SAFETY 

AND SECURITY SYSTEMS. 

3.5 WORK PERFORMANCE 

A. Job site safety and worker safety is the responsibility of the 

contractor. 

B. For work on existing stations, arrange, phase and perform work to assure 

electronic safety and security service for other buildings at all times. 

Refer to Article OPERATIONS AND STORAGE AREAS under Section 01 00 00, 

GENERAL REQUIREMENTS. 

C. New work shall be installed and connected to existing work neatly and 

carefully. Disturbed or damaged work shall be replaced or repaired to 

its prior conditions, as required by Section 01 00 00, GENERAL 

REQUIREMENTS. 

D. Coordinate location of equipment and conduit with other trades to 

minimize interferences. See the GENERAL CONDITIONS. 

3.6 SYSTEM PROGRAMMING 

A. General Programming Requirements 

1. This following section shall be used by the contractor to identify 

the anticipated level of effort (LOE) required setup, program, and 

configure the Electronic Security System (ESS).  The contractor shall 

be responsible for providing all setup, configuration, and 

programming to include data entry for the Security Management System 

(SMS) and subsystems [(e.g., video matrix switch, intercoms, digital 

video recorders, intrusion devices, including integration of 

subsystems to the SMS (e.g., camera call up, time synchronization, 

intercoms)]. System programming for existing or new SMS servers shall 

not be conducted at the project site.     

B. Level of Effort for Programming 

1. The Contractor shall perform and complete system programming 

(including all data entry) at an offsite location using the 

Contractor’s own copy of the SMS software.  The Contractor’s copy of 

the SMS software shall be of the Owners current version.  Once system 

programming has been completed, the Contractor shall deliver the data 

to the Resident Engineer on data entry forms and an approved 

electronic medium, utilizing data from the contract documents.  The 

completed forms shall be delivered to the Resident Engineer for 

review and approval at least 90 calendar days prior to the scheduled 

date the Contractor requires it.  The Contractor shall not upload 

system programming until the Resident Engineer has provided written 

approval.  The Contractor is responsible for backing up the system 
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prior to uploading new programming data.  Additional programming 

requirements are provided as follows: 

a. Programming for New SMS Server:  The contractor shall provide all 

other system related programming. The contractor will be 

responsible for uploading personnel information (e.g., ID Cards 

backgrounds, names, access privileges, personnel photos, access 

schedules, personnel groupings) along with coordinating with 

Resident Engineer for device configurations, standards, and 

groupings.  VA shall provide database to support Contractor’s data 

entry tasks.  The contractor shall anticipate a weekly 

coordination meeting and working with Resident Engineer to ensure 

data uploading is performed without incident of loss of function 

or data loss. 

b. Programming for Existing SMS Servers:  The contractor shall 

perform all related system programming except for personnel data 

as noted.  The contractor will not be responsible for uploading 

personnel information (e.g., ID Cards backgrounds, names, access 

privileges, access schedules, personnel groupings). The contractor 

shall anticipate a weekly coordination meeting and working 

alongside of Resident Engineer to ensure data uploading is 

performed without incident of loss of function or data loss.  

System programming for SMS servers shall be performed by using the 

Contractor’s own server and software.  These servers shall not be 

connected to existing devices or systems at any time.     

2. The Contractor shall identify and request from the Resident Engineer, 

any additional data needed to provide a complete and operational 

system as described in the contract documents.   

3. Contractor and Resident Engineer coordination on programming requires 

a high level of coordination to ensure programming is performed in 

accordance with VA requirements and programming uploads do not 

disrupt existing systems functionality.  The contractor shall 

anticipate a minimum a weekly coordination meeting.  Contractor shall 

ensure data uploading is performed without incident of loss of 

function or data loss.  The following Level of Effort Chart is 

provided to communicate the expected level of effort required by 

contractors on VA ESS projects.  Calculations to determine actual 

levels of effort shall be confirmed by the contractor before project 

award. 

 

  Description of Tasks 
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Note:  Programming tasks are supported through the 

contractor’s development of the Technical Data Package 

Submittals.   

 

Table 1 Contractor Level of Effort 
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3.7 TESTING AND ACCEPTANCE 

A. Performance Requirements 

1. General:   

a. The Contractor shall perform contract field, performance 

verification, and endurance testing and make adjustments of the 

completed security system when permitted.  The Contractor shall 

provide all personnel, equipment, instrumentation, and supplies 

necessary to perform all testing.  Written notification of planned 

testing shall be given to the Resident Engineer at least 60 

calendar days prior to the test and after the Contractor has 

received written approval of the specific test procedures.      

b. The COTR shall witness all testing and system adjustments during 

testing.  Written permission shall be obtained from the Resident 

Engineer before proceeding with the next phase of testing.  

Original copies of all data produced during performance 

verification and endurance testing shall be turned over to the 

Resident Engineer at the conclusion of each phase of testing and 

prior to Resident Engineer approval of the test. 

2. Test Procedures and Reports:  The test procedures, compliant w/ VA 

standard test procedures, shall explain in detail, step-by-step 

actions and expected results demonstrating compliance with the 

requirements of the specification.  The test reports shall be used to 

document results of the tests.  The reports shall be delivered to the 

Resident Engineer within seven (7) calendar days after completion of 

each test. 

B. Pre-Delivery Testing  

1. The purpose of the pre-delivery test is to establish that a system is 

suitable for installation.  As such, pre-delivery test shall be a 

mock-up of the system as planned in the contract documents.  The 

Contractor shall assemble the Security Test System at the Contractors 

local project within 50-miles of the project site, and perform tests 

to demonstrate the performance of the system complies with the 

contract requirements in accordance with the approved pre-delivery 

test procedures.  The tests shall take place during regular daytime 

working hours on weekdays.  Model numbers of equipment tested shall 

be identical to those to be delivered to the site.  Original copies 

of all data produced during pre-delivery testing, including results 

of each test procedure, shall be documented and delivered to the 

Resident Engineer at the conclusion of pre-delivery testing and prior 

to Resident Engineer’s approval of the test.  The test report shall 
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be arranged so all commands, stimuli, and responses are correlated to 

allow logical interpretation.  For Existing System modifications, the 

contractor shall provide their own server with loaded applicable 

software to support PDT.   

2. Test Setup:  The pre-delivery test setup shall include the following: 

a. All console equipment. 

1) At least one of each type of data transmission media (DTM) and 

associated equipment to provide a fully integrated PACS. 

2) The number of local processors shall equal the amount required 

by the site design. 

3) Enough sensor simulators to provide alarm signal inputs to the 

system equal to the number of sensors required by the design.  

The alarm signals shall be manually or software generated. 

4) Contractor to prove to owner all systems are appropriately 

sized and configured as sized.   

5) Integration of VASS, intercom systems, other subsystems. 

3. During the bidding process the contractor shall submit a request for 

information to the Owner to determine if a pre-delivery test will be 

required.  If a pre-delivery test is not required, the contractor 

shall provide a written notification that the Pre-delivery Test is 

not required in their shop drawings submission.   

D. The inspection and test will be conducted by a factory-certified 

contractor representative and witnessed by a Government Representative. 

 The results of the inspection will be officially recorded by a 

designated Government Representative and maintained on file by the 

Resident Engineer (RE), until completion of the entire project.  The 

results will be compared to the Acceptance Test results. 

E. Contractor’s Field Testing (CFT) 

1. The Contractor shall calibrate and test all equipment, verify DTM 

operation, place the integrated system in service, and test the 

integrated system.  Ground rods installed by this Contractor within 

the base of camera poles shall be tested as specified in IEEE STD 

142.  The Contractor shall test all security systems and equipment, 

and provide written proof of a 100% operational system before a date 

is established for the system acceptance test.  Documentation package 

for CFT shall include completed (fully annotated details of test 

details) for each device and system tested, and annotated loading 

sheets documenting complete testing to Resident Engineer approval.  

CFT test documentation package shall conform to submittal 

requirements outlined in this Section.  The Contractor’s field 

testing procedures shall be identical to the Resident Engineer’s 
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acceptance testing procedures.  The Contractor shall provide the 

Resident Engineer with a written listing of all equipment and 

software indicating all equipment and components have been tested and 

passed.  The Contractor shall deliver a written report to the 

Resident Engineer stating the installed complete system has been 

calibrated, tested, and is ready to begin performance verification 

testing; describing the results of the functional tests, diagnostics, 

and calibrations; and the report shall also include a copy of the 

approved acceptance test procedure.  Performance verification testing 

shall not take place until written notice by contractor is received 

certifying that a contractors field test was successful. 

F. Performance Verification Test (PVT) 

1. Test team: 

a. After the system has been pretested and the Contractor has 

submitted the pretest results and certification to the Resident 

Engineer, then the Contractor shall schedule an acceptance test to 

date and give the Resident Engineer written, notice as described 

herein, prior to the date the acceptance test is expected to 

begin.  The system shall be tested in the presence of a Government 

Representative, an OEM certified representative, representative of 

the Contractor and other approved by the Resident Engineer.  The 

system shall be tested utilizing the approved test equipment to 

certify proof of performance, FCC, UL and Emergency Service 

compliance. The test shall verify that the total system meets all 

the requirements of this specification. The notification of the 

acceptance test shall include the expected length (in time) of the 

test.  

2. The Contractor shall demonstrate the completed Physical Access 

Control System PACS complies with the contract requirements.  In 

addition, the Contractor shall provide written certification that the 

system is 100% operational prior to establishing a date for starting 

PVT.  Using approved test procedures, all physical and functional 

requirements of the project shall be demonstrated and shown.  The PVT 

will be stopped and aborted as soon as 10 technical deficiencies are 

found requiring correction.  The Contractor shall be responsible for 

all travel and lodging expenses incurred for out-of-town personnel 

required to be present for resumption of the PVT.  If the acceptance 

test is aborted, the re-test will commence from the beginning with a 

retest of components previously tested and accepted.   

3. The PVT, as specified, shall not begin until receipt of written 

certification that the Contractors Field Testing was successful.  
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This shall include certification of successful completion of testing 

as specified in paragraph “Contractor’s Field Testing”, and upon 

successful completion of testing at any time when the system fails to 

perform as specified.  Upon termination of testing by the Resident 

Engineer or Contractor, the Contractor shall commence an assessment 

period as described for Endurance Testing Phase II.   

4. Upon successful completion of the acceptance test, the Contractor 

shall deliver test reports and other documentation, as specified, to 

the Resident Engineer prior to commencing the endurance test. 

5. Additional Components of the PVT shall include:  

a. System Inventory 

1) All Device equipment 

2) All Software 

3) All Logon and Passwords 

4) All Cabling System Matrices 

5) All Cable Testing Documents 

6) All System and Cabinet Keys 

b. Inspection 

1) Contractor shall record an inspection punch list noting all 

system deficiencies.  The contractor shall prepare an 

inspection punch list format for Resident Engineers approval. 

2) As a minimum the punch list shall include a listing of punch 

list items, punch list item location, description of item 

problem, date noted, date corrected, and details of how item 

was corrected.  

6. Partial PVT - At the discretion of Resident engineer, the Performance 

Verification Test may be performed in part should a 100% compliant 

CFT be performed.  In the event that a partial PVT will be performed 

instead of a complete PVT; the partial PVT shall be performed by 

testing 10% of the system.  The contractor shall perform a test of 

each procedure on select devices or equipment.   

G. Endurance Test 

1. The Contractor shall demonstrate the specified probability of 

detection and false alarm rate requirements of the completed system. 

The endurance test shall be conducted in phases as specified below. 

The endurance test shall not be started until the Resident Engineer 

notifies the Contractor, in writing, that the performance 

verification test is satisfactorily completed, training as specified 

has been completed, and correction of all outstanding deficiencies 

has been satisfactorily completed.  VA shall operate the system 24 

hours per day, including weekends and holidays, during Phase I and 
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Phase III endurance testing.  VA will maintain a log of all system 

deficiencies.  The Resident Engineer may terminate testing at any 

time the system fails to perform as specified.  Upon termination of 

testing, the Contractor shall commence an assessment period as 

described for Phase II.  During the last day of the test, the 

Contractor shall verify the appropriate operation of the system.  

Upon successful completion of the endurance test, the Contractor 

shall deliver test reports and other documentation as specified to 

the Resident Engineer prior to acceptance of the system.  

2. Phase I (Testing):  The test shall be conducted 24 hours per day for 

15 consecutive calendar days, including holidays, and the system 

shall operate as specified.  The Contractor shall make no repairs 

during this phase of testing unless authorized in writing by the 

Resident Engineer. If the system experiences no failures, the 

Contractor may proceed directly to Phase III testing after receiving 

written permission from the Resident Engineer. 

3. Phase II (Assessment):   

a. After the conclusion of Phase I, the Contractor shall identify all 

failures, determine causes of all failures, repair all failures, 

and deliver a written report to the Resident Engineer.  The report 

shall explain in detail the nature of each failure, corrective 

action taken, results of tests performed, and recommend the point 

at which testing should be resumed.   

b. After delivering the written report, the Contractor shall convene 

a test review meeting at the job site to present the results and 

recommendations to the Resident Engineer.  The meeting shall not 

be scheduled earlier than five (5) business days after the 

Resident Engineer receives the report.  As part of this test 

review meeting, the Contractor shall demonstrate all failures have 

been corrected by performing appropriate portions of the 

performance verification test.  Based on the Contractor’s report 

and the test review meeting, the Resident Engineer will provide a 

written determine of either the restart date or require Phase I be 

repeated.   

4. Phase III (Testing):  The test shall be conducted 24 hours per day 

for 15 consecutive calendar days, including holidays, and the system 

shall operate as specified.  The Contractor shall make no repairs 

during this phase of testing unless authorized in writing by the 

COTR. 

5. Phase IV (Assessment):   
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1. After the conclusion of Phase III, the Contractor shall identify 

all failures, determine causes of all failures, repair all 

failures, and deliver a written report to the COTR. The report 

shall explain in detail the nature of each failure, corrective 

action taken, results of tests performed, and recommend the point 

at which testing should be resumed.  

2. After delivering the written report, the Contractor shall convene 

a test review meeting at the job site to present the results and 

recommendations to the COTR.  The meeting shall not be scheduled 

earlier than five (5) business days after receipt of the report by 

the COTR.  As a part of this test review meeting, the Contractor 

shall demonstrate that all failures have been corrected by 

repeating appropriate portions for the performance verification 

test.  Based on the review meeting the test should not be 

scheduled earlier than five (5) business days after the Resident 

Engineer receives the report.  As a part of this test review 

meeting, the Contractor shall demonstrate all failures have been 

corrected by repeating appropriate portions of the performance 

verification test.  Based on the Contractor’s report and the test 

review meeting, the Resident Engineer will provide a written 

determine of either the restart date or require Phase III be 

repeated.  After the conclusion of any re-testing which the 

Resident Engineer may require, the Phase IV assessment shall be 

repeated as if Phase III had just been completed.  

H. Exclusions 

1. The Contractor will not be held responsible for failures in system 

performance resulting from the following: 

a. An outage of the main power in excess of the capability of any 

backup power source provided the automatic initiation of all 

backup sources was accomplished and that automatic shutdown and 

restart of the PACS performed as specified. 

b. Failure of an Owner furnished equipment or communications link, 

provided the failure was not due to Contractor furnished 

equipment, installation, or software. 

c. Failure of existing Owner owned equipment, provided the failure 

was not due to Contractor furnished equipment, installation, or 

software.  

 

- - - E N D - - - 
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SECTION 28 05 13 

CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY 

 

PART 1 - GENERAL 

1.1 DESCRIPTION 

A. This section specifies the finishing, installation, connection, testing 

and certification the conductors and cables required for a fully 

functional for electronic safety and security (ESS) system. 

1.2 RELATED WORK 

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.   

B. Section 07 84 00 - FIRESTOPPING. Requirements for firestopping 

application and use.   

C. Section 28 05 00 – COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for general requirements that are common to more 

than one section in Division 28. 

D. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for personnel safety and to provide a low 

impedance path for possible ground fault currents.   

E. Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SECURITY AND 

SAFETY. Requirements for infrastructure.   

F. Section 28 08 00 - COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. Requirements for commissioning.   

G. Section 31 20 00 - EARTH MOVING. For excavation and backfill for cables 

that are installed in conduit.   

1.3 DEFINITIONS 

A. BICSI:  Building Industry Consulting Service International. 

B. EMI:  Electromagnetic interference. 

C. IDC:  Insulation displacement connector. 

D. Ladder Cable Tray:  A fabricated structure consisting of two 

longitudinal side rails connected by individual transverse members 

(rungs). 

E. Low Voltage:  As defined in NFPA 70 for circuits and equipment operating 

at less than 50 V or for remote-control and signaling power-limited 

circuits. 

F. Open Cabling:  Passing telecommunications cabling through open space 

(e.g., between the studs of a wall cavity). 

G. RCDD:  Registered Communications Distribution Designer. 

H. Solid-Bottom or Nonventilated Cable Tray:  A fabricated structure 

consisting of integral or separate longitudinal side rails, and a bottom 

without ventilation openings. 
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I. Trough or Ventilated Cable Tray:  A fabricated structure consisting of 

integral or separate longitudinal rails and a bottom having openings 

sufficient for the passage of air and using 75 percent or less of the 

plan area of the surface to support cables. 

J. UTP:  Unshielded twisted pair. 

1.4 QUALITY ASSURANCE 

A. See section 28 05 00, Paragraph 1.4. 

1.5 SUBMITTALS 

A. In accordance with Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND 

SAMPLES, furnish the following: 

1. Manufacturer's Literature and Data: Showing each cable type and 

rating. 

2. Certificates: Two weeks prior to final inspection, deliver to the 

Resident Engineer/COTR four copies of the certification that the 

material is in accordance with the drawings and specifications and 

diagrams for cable management system. 

3. Shop Drawings:  Cable tray layout, showing cable tray route to scale, 

with relationship between the tray and adjacent structural, 

electrical, and mechanical elements.  Include the following: 

a. Vertical and horizontal offsets and transitions. 

b. Clearances for access above and to side of cable trays. 

c. Vertical elevation of cable trays above the floor or bottom of 

ceiling structure. 

d. Load calculations to show dead and live loads as not exceeding 

manufacturer's rating for tray and its support elements. 

e. System labeling schedules, including electronic copy of labeling 

schedules that are part of the cable and asset identification 

system of the software specified in Parts 2 and 3. 

4. Wiring Diagrams.  Show typical wiring schematics including the 

following: 

a. Workstation outlets, jacks, and jack assemblies. 

b. Patch cords. 

c. Patch panels. 

5. Cable Administration Drawings:  As specified in Part 3 

"Identification" Article. 

6. Project planning documents as specified in Part 3. 

7. Maintenance Data:  For wire and cable to include in maintenance 

manuals. 

1.6 APPLICABLE PUBLICATIONS 

A. Publications listed below (including amendments, addenda, revisions, 

supplements and errata) form a part of this specification to the extent 
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referenced. Publications are reference in the text by the basic 

designation only. 

B. American Society of Testing Material (ASTM): 

D2301-04................Standard Specification for Vinyl Chloride 

Plastic Pressure Sensitive Electrical Insulating 

Tape  

C. Federal Specifications (Fed. Spec.): 

A-A-59544-08............Cable and Wire, Electrical (Power, Fixed 

Installation) 

D. National Fire Protection Association (NFPA): 

70-11...................National Electrical Code (NEC) 

E. Underwriters Laboratories, Inc. (UL): 

44-05...................Thermoset-Insulated Wires and Cables 

83-08...................Thermoplastic-Insulated Wires and Cables 

467-07..................Electrical Grounding and Bonding Equipment 

486A-03.................Wire Connectors and Soldering Lugs for Use with 

Copper Conductors 

486C-04.................Splicing Wire Connectors 

486D-05.................Insulated Wire Connector Systems for Underground 

Use or in Damp or Wet Locations 

486E-00.................Equipment Wiring Terminals for Use with Aluminum 

and/or Copper Conductors 

493-07..................Thermoplastic-Insulated Underground Feeder and 

Branch Circuit Cable 

514B-04.................Fittings for Cable and Conduit 

1479-03.................Fire Tests of Through-Penetration Fire Stops 

1.7 DELIVERY, STORAGE, AND HANDLING 

A. Test cables upon receipt at Project site. 

1. Test optical fiber cable to determine the continuity of the strand 

end to end.  Use [optical-fiber flashlight] [or] [optical loss test 

set] <Insert test>. 

2. Test optical fiber cable on reels.  Use an optical time domain 

reflectometer to verify the cable length and locate cable defects, 

splices, and connector; include the loss value of each.  Retain test 

data and include the record in maintenance data. 

3. Test each pair of UTP cable for open and short circuits. 

1.8 PROJECT CONDITIONS 

A. Environmental Limitations:  Do not deliver or install UTP, optical 

fiber, and coaxial cables and connecting materials until wet work in 

spaces is complete and dry, and temporary HVAC system is operating and 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 05 13 - 4 

maintaining ambient temperature and humidity conditions at occupancy 

levels during the remainder of the construction period. 

 

PART 2 - PRODUCTS  

2.1 GENERAL 

A. Support of Open Cabling:  NRTL labeled for support of [Category 5e] 

[Category 6] cabling, designed to prevent degradation of cable 

performance and pinch points that could damage cable. 

1. Support brackets with cable tie slots for fastening cable ties to 

brackets. 

2. Lacing bars, spools, J-hooks, and D-rings. 

3. Straps and other devices. 

B. Cable Trays: 

1. Cable Tray Materials:  Metal, suitable for indoors, and protected 

against corrosion by [electroplated zinc galvanizing, complying with 

ASTM B 633, Type 1, not less than 0.000472 inch (0.012 mm) thick] 

[hot-dip galvanizing, complying with ASTM A 123/A 123M Grade 0.55, 

not less than 0.002165 inch (0.055 mm) thick]. 

2. Basket Cable Trays:  [6 inches (150 mm) wide and 2 inches (50 mm) 

deep] <Insert dimensions>.  Wire mesh spacing shall not exceed 2 by 4 

inches (50 by 100 mm). 

3. Trough Cable Trays:  [Nominally 6 inches (150 mm)] <Insert dimension> 

wide. 

4. Ladder Cable Trays:  [Nominally 18 inches (455 mm)] <Insert 

dimension> wide, and a rung spacing of [12 inches (305 mm)] <Insert 

spacing>. 

5. Channel Cable Trays:  One-piece construction, [nominally 4 inches 

(100 mm)] <Insert dimension> wide.  Slot spacing shall not exceed 4-

1/2 inches (115 mm) o.c. 

6. Solid-Bottom Cable Trays:  One-piece construction, [nominally 12 

inches (305 mm)] <Insert dimension> wide.  Provide [with] [without] 

solid covers. 

C. Conduit and Boxes:  Comply with requirements in Division 28 Section 

"Conduits and Backboxes for Electrical Systems."[Flexible metal conduit 

shall not be used.] 

1. Outlet boxes shall be no smaller than 2 inches (50 mm) wide, 3 inches 

(75 mm) high, and 2-1/2 inches (64 mm) deep. 

2.2 BACKBOARDS 

A. Backboards:  Plywood, [fire-retardant treated,] 3/4 by 48 by 96 inches 

(19 by 1220 by 2440 mm).  Comply with requirements for plywood backing 

panels in Division 06 Section "Rough Carpentry". 
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2.3 UTP CABLE 

A. Description:  100-ohm, 4-pair UTP, formed into 25-pair binder groups 

covered with a blue thermoplastic jacket. 

1. Comply with ICEA S-90-661 for mechanical properties. 

2. Comply with TIA/EIA-568-B.1 for performance specifications. 

3. Comply with TIA/EIA-568-B.2, [Category 5e] [Category 6]. 

4. Listed and labeled by an NRTL acceptable to authorities having 

jurisdiction as complying with UL 444 and NFPA 70 for the following 

types: 

a. Communications, General Purpose: Type CM or CMG [; or MPP, CMP, 

MPR, CMR, MP, or MPG]. 

b. Communications, Plenum Rated:  Type CMP [; or MPP], complying with 

NFPA 262. 

c. Communications, Riser Rated:  Type CMR [; or MPP, CMP, or MPR], 

complying with UL 1666. 

d. Communications, Limited Purpose:  Type CMX[; or MPP, CMP, MPR, 

CMR, MP, MPG, CM, or CMG]. 

e. Multipurpose:  Type MP or MPG [; or MPP or MPR]. 

f. Multipurpose, Plenum Rated:  Type MPP, complying with NFPA 262. 

g. Multipurpose, Riser Rated:  Type MPR [or MPP], complying with UL 

1666. 

2.4 UTP CABLE HARDWARE 

A. UTP Cable Connecting Hardware:  IDC type, using modules designed for 

punch-down caps or tools.  Cables shall be terminated with connecting 

hardware of the same category or higher. 

B. Connecting Blocks:  [110-style for Category 5e] [110-style for Category 

6] [66-style for Category 5e].  Provide blocks for the number of cables 

terminated on the block, plus [25] <Insert percentage> percent spare.  

Integral with connector bodies, including plugs and jacks where 

indicated. 

2.5 OPTICAL FIBER CABLE 

A. Description:  Multimode, [50/125] [62.5/125]-micrometer, [24] <Insert 

number>-fiber, [nonconductive,] tight buffer, optical fiber cable. 

1. Comply with ICEA S-83-596 for mechanical properties. 

2. Comply with TIA/EIA-568-B.3 for performance specifications. 

3. Comply with [TIA/EIA-492AAAA-B] [TIA/EIA-492AAAA-A] for detailed 

specifications. 

4. Listed and labeled by an NRTL acceptable to authorities having 

jurisdiction as complying with UL 444, UL 1651, and NFPA 70 for the 

following types: 
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a. General Purpose, Nonconductive:  Type OFN or OFNG [, or OFNR, 

OFNP]. 

b. Plenum Rated, Nonconductive:  Type OFNP, complying with NFPA 262. 

c. Riser Rated, Nonconductive:  Type OFNR [or OFNP], complying with 

UL 1666. 

d. General Purpose, Conductive:  Type OFC or OFCG [; or OFNG, OFN, 

OFCR, OFNR, OFCP, or OFNP]. 

e. Plenum Rated, Conductive:  Type OFCP [ or OFNP], complying with 

NFPA 262. 

f. Riser Rated, Conductive:  Type OFCR [; or OFNR, OFCP, or OFNP], 

complying with UL 1666. 

5. Conductive cable shall be [steel] [aluminum] armored type. 

6. Maximum Attenuation:  [3.50] <Insert number> dB/km at 850 nm; [1.5] 

<Insert number> dB/km at 1300 nm. 

7. Minimum Modal Bandwidth:  160 MHz-km at 850 nm; 500 MHz-km at 1300 

nm. 

B. Jacket: 

1. Jacket Color:  [Aqua for 50/125-micrometer cable] [Orange for 

62.5/125-micrometer cable]. 

2. Cable cordage jacket, fiber, unit, and group color shall be according 

to TIA/EIA-598-B. 

3. Imprinted with fiber count, fiber type, and aggregate length at 

regular intervals not to exceed 40 inches (1000 mm). 

2.6 OPTICAL FIBER CABLE HARDWARE 

A. Cable Connecting Hardware:  Meet the Optical Fiber Connector 

Intermateability Standards (FOCIS) specifications of TIA/EIA-604-2, 

TIA/EIA-604-3-A, and TIA/EIA-604-12.  Comply with TIA/EIA-568-B.3. 

1. Quick-connect, simplex and duplex, [Type SC] [Type ST] [Type LC] 

[Type MT-RJ] connectors.  Insertion loss shall be not more than 0.75 

dB. 

2. Type SFF connectors may be used in termination racks, panels, and 

equipment packages. 

2.7 COAXIAL CABLE 

A. General Coaxial Cable Requirements:  Broadband type, recommended by 

cable manufacturer specifically for broadband data transmission 

applications.  Coaxial cable and accessories shall have 75-ohm nominal 

impedance with a return loss of 20 dB maximum from 7 to 806 MHz. 

B. RG-11/U:  NFPA 70, Type CATV. 

1. No. [14] <Insert size> AWG, solid, copper-covered steel conductor. 

2. Gas-injected, foam-PE insulation. 
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3. Double shielded with 100 percent aluminum polyester tape and 60 

percent aluminum braid. 

4. Jacketed with sunlight-resistant, black PVC or PE. 

5. Suitable for outdoor installations in ambient temperatures ranging 

from minus 40 to plus 85 deg C. 

C. RG59/U:  NFPA 70, Type CATVR. 

1. No. [20] <Insert size> AWG, solid, silver-plated, copper-covered 

steel conductor. 

2. Gas-injected, foam-PE insulation. 

3. Triple shielded with 100 percent aluminum polyester tape and 95 

percent aluminum braid; covered by aluminum foil with grounding 

strip. 

4. Color-coded PVC jacket. 

D. RG-6/U:  NFPA 70, Type CATV or CM. 

1. No. [16] <Insert size> AWG, solid, copper-covered steel conductor; 

gas-injected, foam-PE insulation. 

2. Double shielded with 100 percent aluminum-foil shield and 60 percent 

aluminum braid. 

3. Jacketed with black PVC or PE. 

4. Suitable for indoor installations. 

E. RG59/U:  NFPA 70, Type CATV. 

1. No. [20] <Insert size> AWG, solid, copper-covered steel conductor; 

gas-injected, foam-PE insulation. 

2. Double shielded with 100 percent aluminum polyester tape and 40 

percent aluminum braid. 

3. PVC jacket. 

F. RG59/U (Plenum Rated):  NFPA 70, Type CMP. 

1. No. [20] <Insert size> AWG, solid, copper-covered steel conductor; 

foam fluorinated ethylene propylene insulation. 

2. Double shielded with 100 percent aluminum-foil shield and 65 percent 

aluminum braid. 

3. Copolymer jacket. 

G. NFPA and UL compliance, listed and labeled by an NRTL acceptable to 

authorities having jurisdiction as complying with UL 1655, and with NFPA 

70 "Radio and Television Equipment" and "Community Antenna Television 

and Radio Distribution" Articles.  Types are as follows: 

1. CATV Cable:  Type CATV[, or CATVP or CATVR]. 

2. CATV Plenum Rated:  Type CATVP, complying with NFPA 262. 

3. CATV Riser Rated:  Type CATVR[; or CATVP, CATVR, or CATV], complying 

with UL 1666. 

4. CATV Limited Rating: Type CATVX. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 05 13 - 8 

2.8 COAXIAL CABLE HARDWARE 

A. Coaxial-Cable Connectors:  Type BNC, 75 ohms. 

2.9 RS-232 CABLE 

A. Standard Cable:  NFPA 70, Type CM. 

1. Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper 

conductors. 

2. Polypropylene insulation. 

3. Individual aluminum foil-polyester tape shielded pairs with 100 

percent shield coverage. 

4. PVC jacket. 

5. Pairs are cabled on common axis with No. 24 AWG, stranded (7x32) 

tinned copper drain wire. 

6. Flame Resistance:  Comply with UL 1581. 

B. Plenum-Rated Cable:  NFPA 70, Type CMP. 

1. Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper 

conductors. 

2. Plastic insulation. 

3. Individual aluminum foil-polyester tape shielded pairs with 100 

percent shield coverage. 

4. Plastic jacket. 

5. Pairs are cabled on common axis with No. 24 AWG, stranded (7x32) 

tinned copper drain wire. 

6. Flame Resistance:  Comply with NFPA 262. 

2.10 RS-485 CABLE 

A. Standard Cable:  NFPA 70, Type CM[ or CMG]. 

1. Paired, 2 pairs, twisted, No. 22 AWG, stranded (7x30) tinned copper 

conductors. 

2. PVC insulation. 

3. Unshielded. 

4. PVC jacket. 

5. Flame Resistance:  Comply with UL 1581. 

B. Plenum-Rated Cable:  NFPA 70, Type CMP. 

1. Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper 

conductors. 

2. Fluorinated ethylene propylene insulation. 

3. Unshielded. 

4. Fluorinated ethylene propylene jacket. 

5. Flame Resistance:  NFPA 262, Flame Test. 

2.11 LOW-VOLTAGE CONTROL CABLE 

A. Paired Lock Cable:  NFPA 70, Type CMG. 
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1. 1 pair, twisted, No. 16 AWG, stranded (19x29) tinned copper 

conductors. 

2. PVC insulation. 

3. Unshielded. 

4. PVC jacket. 

5. Flame Resistance:  Comply with UL 1581. 

B. Plenum-Rated, Paired Lock Cable:  NFPA 70, Type CMP. 

1. 1 pair, twisted, No. 16 AWG, stranded (19x29) tinned copper 

conductors. 

2. PVC insulation. 

3. Unshielded. 

4. PVC jacket. 

5. Flame Resistance:  Comply with NFPA 262. 

C. Paired Lock Cable:  NFPA 70, Type CMG. 

1. 1 pair, twisted, No. 18 AWG, stranded (19x30) tinned copper 

conductors. 

2. PVC insulation. 

3. Unshielded. 

4. PVC jacket. 

5. Flame Resistance:  Comply with UL 1581. 

D. Plenum-Rated, Paired Lock Cable:  NFPA 70, Type CMP. 

1. 1 pair, twisted, No. 18 AWG, stranded (19x30) tinned copper 

conductors. 

2. Fluorinated ethylene propylene insulation. 

3. Unshielded. 

4. Plastic jacket. 

5. Flame Resistance:  NFPA 262, Flame Test. 

2.12 CONTROL-CIRCUIT CONDUCTORS 

A. Class 1 Control Circuits:  Stranded copper, Type THHN-THWN, in raceway 

complying with UL 83. 

B. Class 2 Control Circuits:  Stranded copper, [Type THHN-THWN, in raceway] 

[power-limited cable, concealed in building finishes] [power-limited 

tray cable, in cable tray] complying with UL 83. 

C. Class 3 Remote-Control and Signal Circuits:  Stranded copper, Type TW or 

TF, complying with UL 83. 

2.13 FIRE ALARM WIRE AND CABLE 

A. General Wire and Cable Requirements:  NRTL listed and labeled as 

complying with NFPA 70, Article 760. 

B. Signaling Line Circuits:  Twisted, shielded pair, [not less than] [No. 

18 AWG] [<Insert wire size> AWG] [size as recommended by system 

manufacturer]. 
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1. Circuit Integrity Cable:  Twisted shielded pair, NFPA 70, Article 

760, Classification CI, for power-limited fire alarm signal service 

Type FPL.  NRTL listed and labeled as complying with UL 1424 and UL 

2196 for a 2-hour rating. 

C. Non-Power-Limited Circuits:  Solid-copper conductors with 600-V rated, 

75 deg C, color-coded insulation. 

1. Low-Voltage Circuits:  No. 16 AWG, minimum. 

2. Line-Voltage Circuits:  No. 12 AWG, minimum. 

3. Multiconductor Armored Cable:  NFPA 70, Type MC, copper conductors, 

Type TFN/THHN conductor insulation, copper drain wire, copper armor[ 

with outer jacket] with red identifier stripe, NTRL listed for fire 

alarm and cable tray installation, plenum rated, and complying with 

requirements in UL 2196 for a 2-hour rating. 

2.14 IDENTIFICATION PRODUCTS 

A. Comply with UL 969 for a system of labeling materials, including label 

stocks, laminating adhesives, and inks used by label printers. 

2.15 SOURCE QUALITY CONTROL 

A. Testing Agency:  Engage a qualified testing agency to evaluate cables. 

B. Factory test UTP and optical fiber cables on reels according to TIA/EIA-

568-B.1. 

C. Factory test UTP cables according to TIA/EIA-568-B.2. 

D. Factory test multimode optical fiber cables according to TIA/EIA-526-14-

A and TIA/EIA-568-B.3. 

E. Factory sweep test coaxial cables at frequencies from 5 MHz to 1 GHz.  

Sweep test shall test the frequency response, or attenuation over 

frequency, of a cable by generating a voltage whose frequency is varied 

through the specified frequency range and graphing the results. 

F. Cable will be considered defective if it does not pass tests and 

inspections. 

G. Prepare test and inspection reports. 

2.16 WIRE LUBRICATING COMPOUND 

A. Suitable for the wire insulation and conduit it is used with, and shall 

not harden or become adhesive. 

B. Shall not be used on wire for isolated type electrical power systems. 

2.17 FIREPROOFING TAPE 

A. The tape shall consist of a flexible, conformable fabric of organic 

composition coated one side with flame-retardant elastomer. 

B. The tape shall be self-extinguishing and shall not support combustion. 

It shall be arc-proof and fireproof. 
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C. The tape shall not deteriorate when subjected to water, gases, salt 

water, sewage, or fungus and be resistant to sunlight and ultraviolet 

light. 

D. The finished application shall withstand a 200-ampere arc for not less 

than 30 seconds. 

E. Securing tape: Glass cloth electrical tape not less than 0.18 mm 

(7 mils) thick, and 19 mm (3/4 inch) wide. 

 

PART 3 - EXECUTION  

3.1 INSTALLATION OF CONDUCTORS AND CABLES 

A. Comply with NECA 1. 

B. General Requirements for Cabling: 

1. Comply with TIA/EIA-568-B.1. 

2. Comply with BICSI ITSIM, Ch. 6, "Cable Termination Practices." 

3. Install 110-style IDC termination hardware unless otherwise 

indicated. 

4. Terminate all conductors; no cable shall contain un-terminated 

elements.  Make terminations only at indicated outlets, terminals, 

and cross-connect and patch panels. 

5. Cables may not be spliced.  Secure and support cables at intervals 

not exceeding 30 inches (760 mm) and not more than 6 inches (150 mm) 

from cabinets, boxes, fittings, outlets, racks, frames, and 

terminals. 

6. Bundle, lace, and train conductors to terminal points without 

exceeding manufacturer's limitations on bending radii, but not less 

than radii specified in BICSI ITSIM, "Cabling Termination Practices" 

Chapter.  Install lacing bars and distribution spools. 

7. Do not install bruised, kinked, scored, deformed, or abraded cable.  

Do not splice cable between termination, tap, or junction points.  

Remove and discard cable if damaged during installation and replace 

it with new cable. 

8. Cold-Weather Installation:  Bring cable to room temperature before 

dereeling.  Heat lamps shall not be used for heating. 

9. Pulling Cable:   

a. Comply with BICSI ITSIM, Ch. 4, "Pulling Cable."  Monitor cable 

pull tensions.  

b. Provide installation equipment that will prevent the cutting or 

abrasion of insulation during pulling of cables. 

c. Use ropes made of nonmetallic material for pulling feeders. 
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d. Attach pulling lines for feeders by means of either woven basket 

grips or pulling eyes attached directly to the conductors, as 

approved by the Resident Engineer/COTR. 

e. Pull in multiple cables together in a single conduit. 

C. Splice cables and wires where necessary only in outlet boxes, junction 

boxes, or pull boxes.  

1. Splices and terminations shall be mechanically and electrically 

secure.  

2. Where the Government determines that unsatisfactory splices or 

terminations have been installed, remove the devices and install 

approved devices at no additional cost to the Government. 

D. Seal cable and wire entering a building from underground, between the 

wire and conduit where the cable exits the conduit, with a non-hardening 

approved compound. 

E. Unless otherwise specified in other sections install wiring and connect 

to equipment/devices to perform the required functions as shown and 

specified.  

F. Except where otherwise required, install a separate power supply circuit 

for each system so that malfunctions in any system will not affect other 

systems. 

G. Where separate power supply circuits are not shown, connect the systems 

to the nearest panel boards of suitable voltages, which are intended to 

supply such systems and have suitable spare circuit breakers or space 

for installation. 

H. Install a red warning indicator on the handle of the branch circuit 

breaker for the power supply circuit for each system to prevent 

accidental de-energizing of the systems. 

I. System voltages shall be 120 volts or lower where shown on the drawings 

or as required by the NEC. 

J. UTP Cable Installation: 

1. Comply with TIA/EIA-568-B.2. 

2. Do not untwist UTP cables more than 1/2 inch (12 mm) from the point 

of termination to maintain cable geometry. 

K. Optical Fiber Cable Installation: 

1. Comply with TIA/EIA-568-B.3. 

2. Cable shall be terminated on connecting hardware that is rack or 

cabinet mounted. 

L. Open-Cable Installation: 

1. Install cabling with horizontal and vertical cable guides in 

telecommunications spaces with terminating hardware and 

interconnection equipment. 
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2. Suspend copper cable not in a wireway or pathway a minimum of 8 

inches (200 mm) above ceilings by cable supports not more than [60 

inches (1525 mm)] <Insert dimension> apart. 

3. Cable shall not be run through structural members or in contact with 

pipes, ducts, or other potentially damaging items. 

M. Installation of Cable Routed Exposed under Raised Floors: 

1. Install plenum-rated cable only. 

2. Install cabling after the flooring system has been installed in 

raised floor areas. 

3. Coil cable [72 inches (1830 mm)] <Insert size> long shall be neatly 

coiled not less than [12 inches (300 mm)] <Insert size> in diameter 

below each feed point. 

N. Outdoor Coaxial Cable Installation: 

1. Install outdoor connections in enclosures complying with NEMA 250, 

Type 4X.  Install corrosion-resistant connectors with properly 

designed O-rings to keep out moisture. 

2. Attach antenna lead-in cable to support structure at intervals not 

exceeding 36 inches (915 mm). 

O. Separation from EMI Sources: 

1. Comply with BICSI TDMM and TIA/EIA-569-A recommendations for 

separating unshielded copper voice and data communication cable from 

potential EMI sources, including electrical power lines and 

equipment. 

2. Separation between open communications cables or cables in 

nonmetallic raceways and unshielded power conductors and electrical 

equipment shall be as follows: 

a. Electrical Equipment Rating Less Than 2 kVA:  A minimum of 5 

inches (127 mm). 

b. Electrical Equipment Rating between 2 and 5 kVA:  A minimum of 12 

inches (300 mm). 

c. Electrical Equipment Rating More Than 5 kVA:  A minimum of 24 

inches (600 mm). 

3. Separation between communications cables in grounded metallic 

raceways and unshielded power lines or electrical equipment shall be 

as follows: 

a. Electrical Equipment Rating Less Than 2 kVA:  A minimum of 2-1/2 

inches (64 mm). 

b. Electrical Equipment Rating between 2 and 5 kVA:  A minimum of 6 

inches (150 mm). 

c. Electrical Equipment Rating More Than 5 kVA:  A minimum of 12 

inches (300 mm). 
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4. Separation between communications cables in grounded metallic 

raceways and power lines and electrical equipment located in grounded 

metallic conduits or enclosures shall be as follows: 

a. Electrical Equipment Rating Less Than 2 kVA:  No requirement. 

b. Electrical Equipment Rating between 2 and 5 kVA:  A minimum of 3 

inches (75 mm). 

c. Electrical Equipment Rating More Than 5 kVA:  A minimum of 6 

inches (150 mm). 

5. Separation between Cables and Electrical Motors and Transformers, 5 

kVA or HP and Larger:  A minimum of 48 inches (1200 mm). 

6. Separation between Cables and Fluorescent Fixtures:  A minimum of 5 

inches (127 mm). 

3.2 FIRE ALARM WIRING INSTALLATION 

A. Comply with NECA 1 and NFPA 72. 

B. Wiring Method:  Install wiring in metal raceway according to Division 28 

Section CONDUITS AND BACKBOXES FOR ELECTRICAL SYSTEMS." 

1. Install plenum cable in environmental air spaces, including plenum 

ceilings. 

2. Fire alarm circuits and equipment control wiring associated with the 

fire alarm system shall be installed in a dedicated raceway system.  

This system shall not be used for any other wire or cable. 

C. Wiring Method: 

1. Cables and raceways used for fire alarm circuits, and equipment 

control wiring associated with the fire alarm system, may not contain 

any other wire or cable. 

2. Fire-Rated Cables:  Use of 2-hour, fire-rated fire alarm cables, NFPA 

70, Types MI and CI, is[ not] permitted. 

3. Signaling Line Circuits:  Power-limited fire alarm cables [may] 

[shall not] be installed in the same cable or raceway as signaling 

line circuits. 

D. Wiring within Enclosures:  Separate power-limited and non-power-limited 

conductors as recommended by manufacturer.  Install conductors parallel 

with or at right angles to sides and back of the enclosure.  Bundle, 

lace, and train conductors to terminal points with no excess.  Connect 

conductors that are terminated, spliced, or interrupted in any enclosure 

associated with the fire alarm system to terminal blocks.  Mark each 

terminal according to the system's wiring diagrams.  Make all 

connections with approved crimp-on terminal spade lugs, pressure-type 

terminal blocks, or plug connectors. 
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E. Cable Taps:  Use numbered terminal strips in junction, pull, and outlet 

boxes, cabinets, or equipment enclosures where circuit connections are 

made. 

F. Color-Coding:  Color-code fire alarm conductors differently from the 

normal building power wiring.  Use one color-code for alarm circuit 

wiring and another for supervisory circuits.  Color-code audible alarm-

indicating circuits differently from alarm-initiating circuits.  Use 

different colors for visible alarm-indicating devices.  Paint fire alarm 

system junction boxes and covers red. 

G. Risers:  Install at least two vertical cable risers to serve the fire 

alarm system.  Separate risers in close proximity to each other with a 

minimum one-hour-rated wall, so the loss of one riser does not prevent 

the receipt or transmission of signals from other floors or zones. 

H. Wiring to Remote Alarm Transmitting Device:  1-inch (25-mm) conduit 

between the fire alarm control panel and the transmitter.  Install 

number of conductors and electrical supervision for connecting wiring as 

needed to suit monitoring function. 

3.3 CONTROL CIRCUIT CONDUCTORS 

A. Minimum Conductor Sizes: 

1. Class 1 remote-control and signal circuits, No. 14 AWG. 

2. Class 2 low-energy, remote-control and signal circuits, No. 16 AWG. 

3. Class 3 low-energy, remote-control, alarm and signal circuits, No. 12 

AWG. 

3.4 CONNECTIONS 

A. Comply with requirements in Division 28 Section, PHYSICAL ACCESS CONTROL 

for connecting, terminating, and identifying wires and cables. 

B. Comply with requirements in Division 28 Section "INTRUSION DETECTION" 

for connecting, terminating, and identifying wires and cables. 

C. Comply with requirements in Division 28 Section "VIDEO SURVEILLANCE" for 

connecting, terminating, and identifying wires and cables. 

D. Comply with requirements in Division 28 Section "ELECTRONIC PERSONAL 

PROTECTION SYSTEMS" for connecting, terminating, and identifying wires 

and cables. 

E. Comply with requirements in Division 28 Section "FIRE DETECTION AND 

ALARM" for connecting, terminating, and identifying wires and cables. 

3.5 FIRESTOPPING 

A. Comply with requirements in Division 07 Section "PENETRATION 

FIRESTOPPING." 

B. Comply with TIA/EIA-569-A, "Firestopping" Annex A. 

C. Comply with BICSI TDMM, "Firestopping Systems" Article. 
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3.6 GROUNDING 

A. For communications wiring, comply with ANSI-J-STD-607-A and with BICSI 

TDMM, "Grounding, Bonding, and Electrical Protection" Chapter. 

B. For low-voltage wiring and cabling, comply with requirements in Division 

28 Section "GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND SECURITY." 

3.7 IDENTIFICATION 

A. Identify system components, wiring, and cabling complying with TIA/EIA-

606-A.   

B. Install a permanent wire marker on each wire at each termination. 

C. Identifying numbers and letters on the wire markers shall correspond to 

those on the wiring diagrams used for installing the systems. 

D. Wire markers shall retain their markings after cleaning. 

E. In each handhole, install embossed brass tags to identify the system 

served and function. 

3.8 FIELD QUALITY CONTROL 

A. Testing Agency:  Engage a qualified testing agency to perform tests and 

inspections. 

B. Perform tests and inspections. 

C. Tests and Inspections: 

1. Visually inspect UTP and optical fiber cable jacket materials for UL 

or third-party certification markings.  Inspect cabling terminations 

to confirm color-coding for pin assignments, and inspect cabling 

connections to confirm compliance with TIA/EIA-568-B.1. 

2. Visually inspect cable placement, cable termination, grounding and 

bonding, equipment and patch cords, and labeling of all components. 

3. Test UTP cabling for DC loop resistance, shorts, opens, intermittent 

faults, and polarity between conductors.  Test operation of shorting 

bars in connection blocks.  Test cables after termination but not 

cross connection. 

a. Test instruments shall meet or exceed applicable requirements in 

TIA/EIA-568-B.2.  Perform tests with a tester that complies with 

performance requirements in "Test Instruments (Normative)" Annex, 

complying with measurement accuracy specified in "Measurement 

Accuracy (Informative)" Annex.  Use only test cords and adapters 

that are qualified by test equipment manufacturer for channel or 

link test configuration. 

4. Optical Fiber Cable Tests: 

a. Test instruments shall meet or exceed applicable requirements in 

TIA/EIA-568-B.1.  Use only test cords and adapters that are 

qualified by test equipment manufacturer for channel or link test 

configuration. 
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b. Link End-to-End Attenuation Tests: 

1) Multimode Link Measurements:  Test at 850 or 1300 nm in 1 

direction according to TIA/EIA-526-14-A, Method B, One 

Reference Jumper. 

2) Attenuation test results for links shall be less than 2.0 dB.  

Attenuation test results shall be less than that calculated 

according to equation in TIA/EIA-568-B.1. 

5. Coaxial Cable Tests:  Comply with requirements in Division 27 Section 

"Master Antenna Television System." 

D. Document data for each measurement.  Print data for submittals in a 

summary report that is formatted using Table 10.1 in BICSI TDMM as a 

guide, or transfer the data from the instrument to the computer, save as 

text files, print, and submit. 

E. End-to-end cabling will be considered defective if it does not pass 

tests and inspections. 

F. Prepare test and inspection reports. 

3.9 EXISITNG WIRING 

A. Unless specifically indicated on the plans, existing wiring shall not be 

reused for the new installation. Only wiring that conforms to the 

specifications and applicable codes may be reused. If existing wiring 

does not meet these requirements, existing wiring may not be reused and 

new wires shall be installed. 

- - - E N D - - - 
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SECTION 28 05 26 

GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND SECURITY 

PART 1 - GENERAL 

1.1 DESCRIPTION  

A. This section specifies the finishing, installation, connection, testing 

and certification of the grounding and bonding required for a fully 

functional Electronic Safety and Security (ESS) system.  

B. “Grounding electrode system” refers to all electrodes required by NEC, 

as well as including made, supplementary, grounding electrodes. 

C. The terms “connect” and “bond” are used interchangeably in this 

specification and have the same meaning 

1.2 RELATED WORK  

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements. 

B. Section 26 41 00 - FACILITY LIGHTNING PROTECTION. Requirements for a 

lightning protection system.   

C. Section 28 05 00 - REQUIREMENTS FOR ELECTRONIC SAFETY AND SECURITY 

INSTALLATIONS. For general electrical requirements, quality assurance, 

coordination, and project conditions that are common to more than one 

section in Division 28.    

D. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for low voltage power and lighting wiring.   

E. Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. Requirements for commissioning.   

1.3 SUBMITTALS 

A. Submit in accordance with Section 28 05 00, COMMON WORK RESULTS FOR 

ELECTRONIC SAFETY AND SECURITY.  

B. Shop Drawings:  

1. Clearly present enough information to determine compliance with 

drawings and specifications. 

2. Include the location of system grounding electrode connections and 

the routing of aboveground and underground grounding electrode 

conductors.  

C. Test Reports: Provide certified test reports of ground resistance.  

D. Certifications: Two weeks prior to final inspection, submit four copies 

of the following to the Resident Engineer: 

1. Certification that the materials and installation are in accordance 

with the drawings and specifications. 
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2. Certification by the contractor that the complete installation has 

been properly installed and tested.  

1.4 APPLICABLE PUBLICATIONS 

A. Publications listed below (including amendments, addenda, revisions, 

supplements, and errata) form a part of this specification to the 

extent referenced. Publications are referenced in the text by 

designation only.  

B. American Society for Testing and Materials (ASTM): 

B1-07...................Standard Specification for Hard-Drawn Copper 

Wire 

B3-07...................Standard Specification for Soft or Annealed 

Copper Wire 

B8-04...................Standard Specification for Concentric-Lay-

Stranded Copper Conductors, Hard, Medium-Hard, 

or Soft 

C. Institute of Electrical and Electronics Engineers, Inc. (IEEE): 

81-1983.................IEEE Guide for Measuring Earth Resistivity, 

Ground Impedance, and Earth Surface Potentials 

of a Ground System 

C2-07...................National Electrical Safety Code 

D. National Fire Protection Association (NFPA):  

70-11...................National Electrical Code (NEC)  

99-2005.................Health Care Facilities 

E. Underwriters Laboratories, Inc. (UL):  

44-05 ..................Thermoset-Insulated Wires and Cables 

83-08 ..................Thermoplastic-Insulated Wires and Cables 

467-07 .................Grounding and Bonding Equipment  

486A-486B-03 ...........Wire Connectors  

PART 2 - PRODUCTS  

2.1 GROUNDING AND BONDING CONDUCTORS  

A. Equipment grounding conductors shall be UL 83 insulated stranded 

copper, except that sizes 6 mm² (10 AWG) and smaller shall be solid 

copper. Insulation color shall be continuous green for all equipment 

grounding conductors, except that wire sizes 25 mm² (4 AWG) and larger 

shall be permitted to be identified per NEC. 

B. Bonding conductors shall be ASTM B8 bare stranded copper, except that 

sizes 6 mm² (10 AWG) and smaller shall be ASTM B1 solid bare copper 

wire.  
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2.2 GROUND RODS 

A. Copper clad steel, 19 mm (3/4-inch) diameter by 3000 mm (10 feet) long, 

conforming to UL 467. 

B. Quantity of rods shall be as required to obtain the specified ground 

resistance.  

2.3 SPLICES AND TERMINATION COMPONENTS 

A. Components shall meet or exceed UL 467 and be clearly marked with the 

manufacturer, catalog number, and permitted conductor size(s).2.4 

ground connections 

B. Listed and labeled by an NRTL acceptable to authorities having 

jurisdiction for applications in which used and for specific types, 

sizes, and combinations of conductors and other items connected.  

C. Below Grade: Exothermic-welded type connectors.  

D. Above Grade: 

1. Bonding Jumpers: Compression-type connectors, using zinc-plated 

fasteners and external tooth lockwashers. 

2. Connection to Building Steel: Exothermic-welded type connectors. 

3. Ground Busbars: Two-hole compression type lugs, using tin-plated 

copper or copper alloy bolts and nuts. 

4. Rack and Cabinet Ground Bars: One-hole compression-type lugs, using 

zinc-plated or copper alloy fasteners. 

5. Bolted Connectors for Conductors and Pipes:  Copper or copper alloy, 

pressure type with at least two bolts. 

a) Pipe Connectors:  Clamp type, sized for pipe. 

6. Welded Connectors:  Exothermic-welding kits of types recommended by 

kit manufacturer for materials being joined and installation 

conditions. 

2.4 EQUIPMENT RACK AND CABINET GROUND BARS 

A. Provide solid copper ground bars designed for mounting on the framework 

of open or cabinet-enclosed equipment racks with minimum dimensions of 

4 mm thick by 19 mm wide (3/8 inch x ¾ inch). 

2.5 GROUND TERMINAL BLOCKS 

A. At any equipment mounting location (e.g., backboards and hinged cover 

enclosures) where rack-type ground bars cannot be mounted, provide 

screw lug-type terminal blocks. 
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2.6 SPLICE CASE GROUND ACCESSORIES 

A. Splice case grounding and bonding accessories shall be supplied by the 

splice case manufacturer when available. Otherwise, use 16 mm² (6 AWG) 

insulated ground wire with shield bonding connectors. 

2.7 COMPUTER ROOM GROUND 

A. Provide 50mm2 (1/0 AWG) bare copper grounding conductors bolted at mesh 

intersections to form an equipotential grounding grid. The 

equipotential grounding grid shall form a 600mm (24 inch) mesh pattern. 

The grid shall be bonded to each of the access floor pedestals.  

2.8 SECURITY CONTROL ROOM GROUND 

A. Provide 50mm2 (1/0 AWG) stranded copper grounding conductor(s) color 

coded with a green jacket, bolted at the Room’s Communications System 

Grounding Electrode Cooper Plate and circulate to each equipment rack 

ground buss bar through the wire management system.  Connect each 

equipment rack, wire management system’s cable tray, ladder, etc. to 

the circulating ground wire with a minimum 25mm2 (4AWG) stranded Cooper 

Wire, color coded with a green jacket. 

1. Connect each equipment rack ground buss bar to the circulating 

ground wire a indicated in 2.9.A, and 

2. Connect each additional room item to the circulating ground wire as 

indicated in 2.9.A. 

 

PART 3 - EXECUTION  

3.1 GENERAL  

A. Ground in accordance with the NEC, as shown on drawings, and as 

specified herein.  

B. System Grounding:  

1. Secondary service neutrals: Ground at the supply side of the 

secondary disconnecting means and at the related transformers.  

2. Separately derived systems (transformers downstream from the service 

entrance): Ground the secondary neutral.  

C. Equipment Grounding: Metallic structures, including ductwork and 

building steel, enclosures, raceways, junction boxes, outlet boxes, 

cabinets, machine frames, and other conductive items in close proximity 

with electrical circuits, shall be bonded and grounded.  
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3.2 INACCESSIBLE GROUNDING CONNECTIONS 

A. Make grounding connections, which are buried or otherwise normally 

inaccessible (except connections for which periodic testing access is 

required) by exothermic weld. 

3.3 CORROSION INHIBITORS 

A. When making ground and ground bonding connections, apply a corrosion 

inhibitor to all contact surfaces.  Use corrosion inhibitor appropriate 

for protecting a connection between the metals used. 

3.4 CONDUCTIVE PIPING  

A. Bond all conductive piping systems, interior and exterior, to the 

building to the grounding electrode system. Bonding connections shall 

be made as close as practical to the equipment ground bus.  

3.5 COMPUTER ROOM/SECURITY EQUIPMENT ROOM GROUNDING 

A. Conduit: Ground and bond metallic conduit systems as follows: 

1. Ground metallic service conduit and any pipes entering or being 

routed within the computer room at each end using 16 mm² (6AWG) 

bonding jumpers. 

2. Bond at all intermediate metallic enclosures and across all joints 

using 16 mm² (6 AWG) bonding jumpers.  

3.6 WIREWAY GROUNDING 

A. Ground and Bond Metallic Wireway Systems as follows: 

1. Bond the metallic structures of wireway to provide 100 percent 

electrical continuity throughout the wireway system by connecting a 

16 mm² (6 AWG) bonding jumper at all intermediate metallic 

enclosures and across all section junctions. 

2. Install insulated 16 mm² (6 AWG) bonding jumpers between the wireway 

system bonded as required in paragraph 1 above, and the closest 

building ground at each end and approximately every 16 meters (50 

feet). 

3. Use insulated 16 mm² (6 AWG) bonding jumpers to ground or bond 

metallic wireway at each end at all intermediate metallic enclosures 

and cross all section junctions. 

4. Use insulated 16 mm² (6 AWG) bonding jumpers to ground cable tray to 

column-mounted building ground plates (pads) at each end and 

approximately every 15 meters. 

3.7 LIGHTNING PROTECTION SYSTEM 

A. Bond the lightning protection system to earth ground externally to the 

building.  Under no condition shall the electrical system’s third of 
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fourth ground electrode system, or the telecommunications system 

circulating ground system be connected to the lightning protection 

system.  The Facility’s structural steel may be used to connected the 

lightning protection system at the direction of the Resident Engineer 

certified by an independent certified grounding contractor. 

3.8 EXTERIOR LIGHT/CAMERA POLES 

A. Provide 20 ft [6.1 M] of No. 4 bare copper coiled at bottom of pole 

base excavation prior to pour, plus additional unspliced length in and 

above foundation as required to reach pole ground stud. 

3.9 GROUND RESISTANCE  

A. Grounding system resistance to ground shall not exceed 5 ohms. Make any 

modifications or additions to the grounding electrode system necessary 

for compliance without additional cost to the Government. Final tests 

shall ensure that this requirement is met. 

B. Resistance of the grounding electrode system shall be measured using a 

four-terminal fall-of-potential method as defined in IEEE 81. Ground 

resistance measurements shall be made before the electrical 

distribution system is energized and shall be made in normally dry 

conditions not fewer than 48 hours after the last rainfall. Resistance 

measurements of separate grounding electrode systems shall be made 

before the systems are bonded together below grade. The combined 

resistance of separate systems may be used to meet the required 

resistance, but the specified number of electrodes must still be 

provided. 

C. Services at power company interface points shall comply with the power 

company ground resistance requirements.  

D. Below-grade connections shall be visually inspected by the Resident 

Engineer prior to backfilling. The contractor shall notify the Resident 

Engineer 24 hours before the connections are ready for inspection. 

3.10 GROUND ROD INSTALLATION  

A. Drive each rod vertically in the earth, not less than 3000 mm (10 feet) 

in depth. 

B. Where permanently concealed ground connections are required, make the 

connections by the exothermic process to form solid metal joints. Make 

accessible ground connections with mechanical pressure type ground 

connectors.  
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C. Where rock prevents the driving of vertical ground rods, install angled 

ground rods or grounding electrodes in horizontal trenches to achieve 

the specified resistance.  

3.11 GROUNDING FOR RF/EMI CONTROL 

A. Install bonding jumpers to bond all conduit, cable trays, sleeves and 

equipment for low voltage signaling and data communications circuits. 

Bonding jumpers shall consist of 100 mm (4 inches) wide copper strip or 

two 6 mm² (10 AWG) copper conductors spaced minimum 100 mm (4 inches) 

apart. Use 16 mm² (6 AWG) copper where exposed and subject to damage. 

B. Comply with the following when shielded cable is used for data 

circuits. 

1. Shields shall be continuous throughout each circuit. 

2. Connect shield drain wires together at each circuit connection point 

and insulate from ground. Do not ground the shield. 

3. Do not connect shields from different circuits together. 

4. Shield shall be connected at one end only. Connect shield to signal 

reference at the origin of the circuit. Consult with equipment 

manufacturer to determine signal reference. 

3.12 LABELING 

A. Comply with requirements in Division 26 Section "ELECTRICAL 

IDENTIFICATION" Article for instruction signs.  The label or its text 

shall be green. 

B. Install labels at the telecommunications bonding conductor and 

grounding equalizer and at the grounding electrode conductor where 

exposed. 

1. Label Text:  "If this connector or cable is loose or if it must be 

removed for any reason, notify the facility manager."  

3.13 FIELD QUALITY CONTROL 

A. Perform tests and inspections. 

B. Tests and Inspections: 

1. After installing grounding system but before permanent electrical 

circuits have been energized, test for compliance with requirements. 

2. Inspect physical and mechanical condition.  Verify tightness of 

accessible, bolted, electrical connections with a calibrated torque 

wrench according to manufacturer's written instructions. 

3. Test completed grounding system at each location where a maximum 

ground-resistance level is specified, at service disconnect 
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enclosure grounding terminal at individual ground rods.  Make tests 

at ground rods before any conductors are connected. 

a. Measure ground resistance no fewer than two full days after last 

trace of precipitation and without soil being moistened by any 

means other than natural drainage or seepage and without chemical 

treatment or other artificial means of reducing natural ground 

resistance. 

b. Perform tests by fall-of-potential method according to IEEE 81. 

C. Grounding system will be considered defective if it does not pass tests 

and inspections. 

D. Prepare test and inspection reports. 

E. Report measured ground resistances that exceed the following values: 

1. Power Distribution Units or Panel boards Serving Electronic 

Equipment:  3 ohm(s). 

2. Manhole Grounds:  10 ohms. 

F. Excessive Ground Resistance:  If resistance to ground exceeds specified 

values, notify Architect promptly and include recommendations to reduce 

ground resistance. 

- - - E N D - - - 
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SECTION 28 05 28.33 

CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND SECURITY 

 

PART 1 - GENERAL 

1.1 DESCRIPTION  

A. This section specifies the finishing, installation, connection, testing 

certification of the conduit, fittings, and boxes to form a complete, 

coordinated, raceway system(s).  Conduits and when approved separate UL 

Certified and Listed partitioned telecommunications raceways are 

required for a fully functional Electronic Safety and Security (ESS) 

system. Raceways are required for all electronic safety and security 

cabling unless shown or specified otherwise. 

B. Definitions: The term conduit, as used in this specification, shall mean 

any or all of the raceway types specified. 

1.2 RELATED WORK 

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.   

B. Section 06 10 00 - ROUGH CARPENTRY. Requirements for mounting board for 

communication closets.   

C. Section 07 84 00 - FIRESTOPPING. Requirements for sealing around 

penetrations to maintain the integrity of fire rated construction.   

D. Section 07 60 00 - FLASHING AND SHEET METAL. Requirements for 

fabrications for the deflection of water away from the building envelope 

at penetrations.   

E. Section 07 92 00 - JOINT SEALANTS. Requirements for sealing around 

conduit penetrations through the building envelope to prevent moisture 

migration into the building.   

F. Section 09 91 00 - PAINTING. Requirements for identification and 

painting of conduit and other devices.   

G. Section 28 05 00 - COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY.  For general electrical requirements, general arrangement of 

the contract documents, coordination, quality assurance, project 

conditions, equipment and materials, and items that is common to more 

than one section of Division 28.   

H. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for personnel safety and to provide a low 

impedance path for possible ground fault currents.   

I. Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. Requirements for commissioning - systems readiness checklists, 

and training.  

J. Section 31 20 00 - EARTH MOVING. For bedding of conduits. 
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1.3 DEFINITIONS 

A. EMT: Electrical metallic tubing. 

B. ENT: Electrical nonmetallic tubing. 

C. EPDM: Ethylene-propylene-diene terpolymer rubber. 

D. FMC: Flexible metal conduit. 

E. IMC: Intermediate metal conduit. 

F. LFMC: Liquidtight flexible metal conduit. 

G. LFNC: Liquidtight flexible nonmetallic conduit. 

H. NBR: Acrylonitrile-butadiene rubber. 

I. RNC: Rigid nonmetallic conduit. 

1.4 QUALITY ASSURANCE 

A. Refer to Paragraph 1.4 Quality Assurance, in Section 28 05 00, COMMON 

WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY. 

1.5 SUBMITTALS 

A. Submit in accordance with Section 28 05 00, COMMON WORK RESULTS FOR 

ELECTRONIC SAFETY AND SECURITY and Section 01 33 23, SHOP DRAWINGS, 

PRODUCT DATA, AND SAMPLES. Furnish the following: 

B. Shop Drawings: 

1. Size and location of main feeders;  

2. Size and location of panels and pull boxes 

3. Layout of required conduit penetrations through structural elements. 

4. The specific item proposed and its area of application shall be 

identified on the catalog cuts.  

C. Certification: Prior to final inspection, deliver to the Resident 

Engineer/COTR four copies of the certification that the material is in 

accordance with the drawings and specifications and has been properly 

installed. 

D. Completed System Readiness Checklists provided by the Commissioning 

Agent and completed by the contractor, signed by a qualified technician 

and dated on the date of completion, in accordance with the requirements 

of Section 28 08 00 COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. 

E. Product Data:  For surface raceways, wireways and fittings, floor boxes, 

hinged-cover enclosures, and cabinets. 

F. Shop Drawings:  For the following raceway components.  Include plans, 

elevations, sections, details, and attachments to other work. 

1. Custom enclosures and cabinets. 

2. Handholes and boxes for underground wiring, including the following: 

a. Duct entry provisions, including locations and duct sizes. 

b. Frame and cover design. 
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c. Grounding details. 

d. Dimensioned locations of cable rack inserts, and pulling-in and 

lifting irons. 

e. Joint details. 

G. Coordination Drawings:  Conduit routing plans, drawn to scale, on which 

the following items are shown and coordinated with each other, based on 

input from installers of the items involved: 

1. Structural members in the paths of conduit groups with common 

supports. 

2. HVAC and plumbing items and architectural features in the paths of 

conduit groups with common supports. 

H. Manufacturer Seismic Qualification Certification:  Submit certification 

that enclosures and cabinets and their mounting provisions, including 

those for internal components, will withstand seismic forces defined in 

Division 16 Section "Electrical Supports and Seismic Restraints." 

Include the following: 

1. Basis for Certification:  Indicate whether withstand certification is 

based on actual test of assembled components or on calculation. 

a. The term "withstand" means "the cabinet or enclosure will remain 

in place without separation of any parts when subjected to the 

seismic forces specified [and the unit will retain its enclosure 

characteristics, including its interior accessibility, after the 

seismic event]." 

2. Dimensioned Outline Drawings of Equipment Unit:  Identify center of 

gravity and locate and describe mounting and anchorage provisions. 

3. Detailed description of equipment anchorage devices on which the 

certification is based and their installation requirements. 

I. Source quality-control test reports. 

1.6 APPLICABLE PUBLICATIONS 

A. Publications listed below (including amendments, addenda, revisions, 

supplements and errata) form a part of this specification to the extent 

referenced. Publications are referenced in the text by the basic 

designation only. 

B. National Electrical Manufacturers Association (NEMA): 

TC-3-04.................PVC Fittings for Use with Rigid PVC Conduit and 

Tubing 

FB1-07..................Fittings, Cast Metal Boxes and Conduit Bodies 

for Conduit, Electrical Metallic Tubing and 

Cable 

C. National Fire Protection Association (NFPA): 

70-11...................National Electrical Code (NEC) 
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D. Underwriters Laboratories, Inc. (UL): 

1-05....................Flexible Metal Conduit  

5-04....................Surface Metal Raceway and Fittings 

6-07....................Rigid Metal Conduit 

50-07...................Enclosures for Electrical Equipment 

360-09..................Liquid-Tight Flexible Steel Conduit 

467-07..................Grounding and Bonding Equipment 

514A-04.................Metallic Outlet Boxes 

514B-04.................Fittings for Cable and Conduit 

514C-02.................Nonmetallic Outlet Boxes, Flush-Device Boxes and 

Covers  

651-05..................Schedule 40 and 80 Rigid PVC Conduit 

651A-07.................Type EB and A Rigid PVC Conduit and HDPE Conduit 

797-07..................Electrical Metallic Tubing 

1242-06.................Intermediate Metal Conduit 

 

PART 2 - PRODUCTS 

2.1 GENERAL 

A. Conduit Size: In accordance with the NEC, but not less than 20 mm (3/4 

inch) unless otherwise shown.  

2.2.CONDUIT  

A. Rigid galvanized steel: Shall Conform to UL 6, ANSI C80.1. 

B. Rigid aluminum: Shall Conform to UL 6A, ANSI C80.5.  

C. Rigid intermediate steel conduit (IMC): Shall Conform to UL 1242, ANSI 

C80.6. 

D. Electrical metallic tubing (EMT): Shall Conform to UL 797, ANSI C80.3. 

Maximum size not to exceed 105 mm (4 inches) and shall be permitted only 

with cable rated 600 volts or less. 

E. Flexible galvanized steel conduit: Shall Conform to UL 1. 

F. Liquid-tight flexible metal conduit: Shall Conform to UL 360. 

G. Direct burial plastic conduit: Shall conform to UL 651 and UL 651A, 

heavy wall PVC or high density polyethylene (PE). 

2.3.WIREWAYS AND RACEWAYS 

A. Surface metal raceway: Shall Conform to UL 5. 

2.4.CONDUIT FITTINGS  

A. Rigid steel and IMC conduit fittings:  

1. Fittings shall meet the requirements of UL 514B and ANSI/ NEMA FB1. 

2. Standard threaded couplings, locknuts, bushings, and elbows: Only 

steel or malleable iron materials are acceptable. Integral 

retractable type IMC couplings are also acceptable. 
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3. Locknuts: Bonding type with sharp edges for digging into the metal 

wall of an enclosure. 

4. Bushings: Metallic insulating type, consisting of an insulating 

insert molded or locked into the metallic body of the fitting. 

Bushings made entirely of metal or nonmetallic material are not 

permitted. 

5. Erickson (union-type) and set screw type couplings: Approved for use 

in concrete are permitted for use to complete a conduit run where 

conduit is installed in concrete. Use set screws of case hardened 

steel with hex head and cup point to firmly seat in conduit wall for 

positive ground. Tightening of set screws with pliers is prohibited. 

6. Sealing fittings: Threaded cast iron type. Use continuous drain type 

sealing fittings to prevent passage of water vapor. In concealed 

work, install fittings in flush steel boxes with blank cover plates 

having the same finishes as that of other electrical plates in the 

room. 

B. Rigid aluminum conduit fittings: 

1. Standard threaded couplings, locknuts, bushings, and elbows: 

Malleable iron, steel or aluminum alloy materials; Zinc or cadmium 

plate iron or steel fittings. Aluminum fittings containing more than 

0.4 percent copper are prohibited. 

2. Locknuts and bushings: As specified for rigid steel and IMC conduit. 

3. Set screw fittings: Not permitted for use with aluminum conduit. 

C. Electrical metallic tubing fittings:  

1. Fittings shall meet the requirements of UL 514B and ANSI/ NEMA FB1. 

2. Only steel or malleable iron materials are acceptable. 

3. Couplings and connectors: Concrete tight and rain tight, with 

connectors having insulated throats. Use gland and ring compression 

type couplings and connectors for conduit sizes 50 mm (2 inches) and 

smaller. Use set screw type couplings with four set screws each for 

conduit sizes over 50 mm (2 inches). Use set screws of case-hardened 

steel with hex head and cup point to firmly seat in wall of conduit 

for positive grounding. 

4. Indent type connectors or couplings are prohibited. 

5. Die-cast or pressure-cast zinc-alloy fittings or fittings made of 

"pot metal" are prohibited. 

D. Flexible steel conduit fittings: 

1. Conform to UL 514B. Only steel or malleable iron materials are 

acceptable. 

2. Clamp type, with insulated throat. 

E. Liquid-tight flexible metal conduit fittings: 
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1. Fittings shall meet the requirements of UL 514B and ANSI/ NEMA FB1. 

2. Only steel or malleable iron materials are acceptable. 

3. Fittings must incorporate a threaded grounding cone, a steel or 

plastic compression ring, and a gland for tightening. Connectors 

shall have insulated throats. 

F. Direct burial plastic conduit fittings:  

1. Fittings shall meet the requirements of UL 514C and NEMA TC3. 

2. As recommended by the conduit manufacturer. 

G. Surface metal raceway fittings: As recommended by the raceway 

manufacturer. 

H. Expansion and deflection couplings: 

1. Conform to UL 467 and UL 514B. 

2. Accommodate, 19 mm (0.75 inch) deflection, expansion, or contraction 

in any direction, and allow 30 degree angular deflections. 

3. Include internal flexible metal braid sized to guarantee conduit 

ground continuity and fault currents in accordance with UL 467, and 

the NEC code tables for ground conductors. 

4. Jacket: Flexible, corrosion-resistant, watertight, moisture and heat 

resistant molded rubber material with stainless steel jacket clamps. 

2.5 CONDUIT SUPPORTS 

A. Parts and hardware: Zinc-coat or provide equivalent corrosion 

protection. 

B. Individual Conduit Hangers: Designed for the purpose, having a 

pre-assembled closure bolt and nut, and provisions for receiving a 

hanger rod. 

C. Multiple conduit (trapeze) hangers: Not less than 38 mm by 38 mm (1-1/2 

by 1-1/2 inch), 12 gage steel, cold formed, lipped channels; with not 

less than 9 mm (3/8 inch) diameter steel hanger rods. 

D. Solid Masonry and Concrete Anchors: Self-drilling expansion shields, or 

machine bolt expansion. 

2.6 OUTLET, JUNCTION, AND PULL BOXES 

A. UL-50 and UL-514A. 

B. Cast metal where required by the NEC or shown, and equipped with 

rustproof boxes. 

C. Nonmetallic Outlet and Device Boxes:  NEMA OS 2. 

D. Metal Floor Boxes:  Cast or sheet metal, semi-adjustable, rectangular. 

E. Sheet metal boxes: Galvanized steel, except where otherwise shown. 

F. Flush mounted wall or ceiling boxes shall be installed with raised 

covers so that front face of raised cover is flush with the wall. 

Surface mounted wall or ceiling boxes shall be installed with surface 

style flat or raised covers. 
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2.7 CABINETS 

A. NEMA 250, Type 1, galvanized-steel box with removable interior panel and 

removable front, finished inside and out with manufacturer's standard 

enamel. 

B. Hinged door in front cover with flush latch and concealed hinge. 

C. Key latch to match panelboards. 

D. Metal barriers to separate wiring of different systems and voltage. 

E. Accessory feet where required for freestanding equipment. 

2.8 WIREWAYS  

A. Equip with hinged covers, except where removable covers are shown. 

2.9 WARNING TAPE 

A. Standard, 4-Mil polyethylene 76 mm (3 inches) wide tape non-detectable 

type, red with black letters, and imprinted with “CAUTION BURIED 

ELECTRONIC SAFETY AND SECURITY CABLE BELOW”. 

2.10 HANDHOLES AND BOXES FOR EXTERIOR UNDERGROUND WIRING 

A. Description:  Comply with SCTE 77.  

1. Color of Frame and Cover:  Gray. 

2. Configuration:  Units shall be designed for flush burial and have 

closed bottom, unless otherwise indicated. 

3. Cover:  Weatherproof, secured by tamper-resistant locking devices and 

having structural load rating consistent with enclosure. 

4. Cover Finish:  Nonskid finish shall have a minimum coefficient of 

friction of 0.50. 

5. Cover Legend:  Molded lettering, as indicated for each service. 

<Insert legend.> 

6. Conduit Entrance Provisions:  Conduit-terminating fittings shall mate 

with entering ducts for secure, fixed installation in enclosure wall. 

7. Handholes 300 mm wide by 600 mm long (2 inches wide by 24 inches 

long) <Insert dimensions> and larger shall have inserts for cable 

racks and pulling-in irons installed before concrete is poured. 

B. Polymer-Concrete Handholes and Boxes with Polymer-Concrete Cover:  

Molded of sand and aggregate, bound together with polymer resin, and 

reinforced with steel or fiberglass or a combination of the two. 

C. Fiberglass Handholes and Boxes with Polymer-Concrete Frame and Cover:  

Sheet-molded, fiberglass-reinforced, polyester-resin enclosure joined to 

polymer-concrete top ring or frame. 

D. Fiberglass Handholes and Boxes:  Molded of fiberglass-reinforced 

polyester resin, with covers of [polymer concrete] [reinforced concrete] 

[cast iron] [hot-dip galvanized-steel diamond plate] [fiberglass]. 
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2.11 SLEEVES FOR RACEWAYS 

A. Steel Pipe Sleeves:  ASTM A 53/A 53M, Type E, Grade B, Schedule 40, 

galvanized steel, plain ends. 

B. Cast-Iron Pipe Sleeves: Cast or fabricated "wall pipe," equivalent to 

ductile-iron pressure pipe, with plain ends and integral waterstop, 

unless otherwise indicated. 

C. Sleeves for Rectangular Openings:  Galvanized sheet steel with minimum 

0.052- or 0.138-inch (1.3- or 3.5-mm) thickness as indicated and of 

length to suit application. 

D. Coordinate sleeve selection and application with selection and 

application of firestopping specified in Division 07 84 00 

"FIRESTOPPING." 

2.12 SLEEVE SEALS 

A. Description:  Modular sealing device, designed for field assembly, to 

fill annular space between sleeve and cable. 

1. Sealing Elements:  interlocking links shaped to fit surface of cable 

or conduit.  Include type and number required for material and size 

of raceway or cable. 

2. Pressure Plates:  Stainless steel.  Include two for each sealing 

element. 

3. Connecting Bolts and Nuts:  Stainless steel of length required to 

secure pressure plates to sealing elements.  Include one for each 

sealing element. 

2.13 GROUT 

A. Nonmetallic, Shrinkage-Resistant Grout:  ASTM C 1107, factory-packaged, 

nonmetallic aggregate grout, noncorrosive, nonstaining, mixed with water 

to consistency suitable for application and a 30-minute working time.  

 

PART 3 - EXECUTION 

3.1 PENETRATIONS 

A. Cutting or Holes: 

1. Locate holes in advance where they are proposed in the structural 

sections such as ribs or beams. Obtain the approval of the Resident 

Engineer/COTR prior to drilling through structural sections. 

2. Cut holes through concrete and masonry in new and existing structures 

with a diamond core drill or concrete saw. Pneumatic hammer, impact 

electric, hand or manual hammer type drills are not allowed, except 

where permitted by the Resident Engineer/COTR as required by limited 

working space. 

B. Fire Stop: Where conduits, wireways, and other electronic safety and 

security raceways pass through fire partitions, fire walls, smoke 
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partitions, or floors, install a fire stop that provides an effective 

barrier against the spread of fire, smoke and gases as specified in 

Section 07 84 00, FIRESTOPPING, with rock wool fiber or silicone foam 

sealant only. Completely fill and seal clearances between raceways and 

openings with the fire stop material. 

C. Waterproofing: At floor, exterior wall, and roof conduit penetrations, 

completely seal clearances around the conduit and make watertight as 

specified in Section 07 92 00, “JOINT SEALANTS”. 

3.2 INSTALLATION, GENERAL 

A. Install conduit as follows: 

1. In complete runs before pulling in cables or wires. 

2. Flattened, dented, or deformed conduit is not permitted. Remove and 

replace the damaged conduits with new undamaged material. 

3. Assure conduit installation does not encroach into the ceiling height 

head room, walkways, or doorways. 

4. Cut square with a hacksaw, ream, remove burrs, and draw up tight. 

5. Mechanically continuous. 

6. Independently support conduit at 2.4 m (8 foot) on center. Do not use 

other supports i.e., (suspended ceilings, suspended ceiling 

supporting members, lighting fixtures, conduits, mechanical piping, 

or mechanical ducts). 

7. Support within 300 mm (12 inches) of changes of direction, and within 

300 mm (12 inches) of each enclosure to which connected. 

8. Close ends of empty conduit with plugs or caps at the rough-in stage 

to prevent entry of debris, until wires are pulled in. 

9. Conduit installations under fume and vent hoods are prohibited. 

10. Secure conduits to cabinets, junction boxes, pull boxes and outlet 

boxes with bonding type locknuts. For rigid and IMC conduit 

installations, provide a locknut on the inside of the enclosure, made 

up wrench tight. Do not make conduit connections to junction box 

covers. 

11. Flashing of penetrations of the roof membrane is specified in Section 

07 60 00, “FLASHING AND SHEET METAL”. 

12. Do not use aluminum conduits in wet locations. 

13. Unless otherwise indicated on the drawings or specified herein, all 

conduits shall be installed concealed within finished walls, floors 

and ceilings.  

B. Conduit Bends: 

1. Make bends with standard conduit bending machines. 

2. Conduit hickey may be used for slight offsets, and for straightening 

stubbed out conduits. 
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3. Bending of conduits with a pipe tee or vise is prohibited. 

C. Layout and Homeruns: 

1. Install conduit with wiring, including homeruns, as shown. 

2. Deviations: Make only where necessary to avoid interferences and only 

after drawings showing the proposed deviations have been submitted 

approved by the Resident Engineer/COTR. 

D. Fire Alarm: 

1. Fire alarm conduit shall be painted red (a red “top-coated” conduit 

from the conduit manufacturer may be used in lieu of painted conduit) 

in accordance with the requirements of Section 28 31 00, “FIRE 

DETECTION AND ALARM”.  

3.3 CONCEALED WORK INSTALLATION  

A. In Concrete: 

1. Conduit: Rigid steel, IMC or EMT. Do not install EMT in concrete 

slabs that are in contact with soil, gravel or vapor barriers. 

2. Align and run conduit in direct lines. 

3. Install conduit through concrete beams only when the following 

occurs: 

a. Where shown on the structural drawings. 

b. As approved by the Resident Engineer/COTR prior to construction, 

and after submittal of drawing showing location, size, and 

position of each penetration. 

4. Installation of conduit in concrete that is less than 75 mm (3 inch) 

thick is prohibited. 

a. Conduit outside diameter larger than 1/3 of the slab thickness is 

prohibited. 

b. Space between conduits in slabs: Approximately six conduit 

diameters apart, except one conduit diameter at conduit crossings.  

c. Install conduits approximately in the center of the slab so that 

there will be a minimum of 19 mm (3/4 inch) of concrete around the 

conduits. 

5. Make couplings and connections watertight. Use thread compounds that 

are UL approved conductive type to insure low resistance ground 

continuity through the conduits. Tightening set screws with pliers is 

prohibited. 

B. Furred or Suspended Ceilings and in Walls: 

1. Conduit for conductors above 600 volts: 

a. Rigid steel or rigid aluminum. 

b. Aluminum conduit mixed indiscriminately with other types in the 

same system is prohibited. 

2. Conduit for conductors 600 volts and below: 
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a. Rigid steel, IMC, rigid aluminum, or EMT. Different type conduits 

mixed indiscriminately in the same system is prohibited. 

3. Align and run conduit parallel or perpendicular to the building 

lines. 

4. Connect recessed lighting fixtures to conduit runs with maximum 1800 

mm (6 feet) of flexible metal conduit extending from a junction box 

to the fixture. 

5. Tightening set screws with pliers is prohibited. 

3.4 EXPOSED WORK INSTALLATION 

A. Unless otherwise indicated on the drawings, exposed conduit is only 

permitted in mechanical and electrical rooms. 

B. Conduit for Conductors 600 volts and below: 

1. Rigid steel, IMC, rigid aluminum, or EMT. Different type of conduits 

mixed indiscriminately in the system is prohibited. 

C. Align and run conduit parallel or perpendicular to the building lines. 

D. Install horizontal runs close to the ceiling or beams and secure with 

conduit straps. 

E. Support horizontal or vertical runs at not over 2400 mm (eight foot) 

intervals. 

F. Surface metal raceways: Use only where shown. 

G. Painting: 

1. Paint exposed conduit as specified in Section09 91 00, “PAINTING”. 

2. Paint all conduits containing cables rated over 600 volts safety 

orange. Refer to Section 09 91 00, “PAINTING” for preparation, paint 

type, and exact color. In addition, paint legends, using 50 mm (two 

inch) high black numerals and letters, showing the cable voltage 

rating. Provide legends where conduits pass through walls and floors 

and at maximum 6000 mm (20 foot) intervals in between. 

3.5 EXPANSION JOINTS 

A. Conduits 75 mm (3 inches) and larger, that are secured to the building 

structure on opposite sides of a building expansion joint, require 

expansion and deflection couplings. Install the couplings in accordance 

with the manufacturer's recommendations. 

B. Provide conduits smaller than 75 mm (3 inches) with junction boxes on 

both sides of the expansion joint. Connect conduits to junction boxes 

with sufficient slack of flexible conduit to produce 125 mm (5 inch) 

vertical drop midway between the ends. Flexible conduit shall have a 

copper green ground bonding jumper installed. In lieu of this flexible 

conduit, expansion and deflection couplings as specified above for 375 

mm (15 inches) and larger conduits are acceptable. 

C. Install expansion and deflection couplings where shown. 
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3.6 CONDUIT SUPPORTS, INSTALLATION  

A. Safe working load shall not exceed 1/4 of proof test load of fastening 

devices. 

B. Use pipe straps or individual conduit hangers for supporting individual 

conduits. Maximum distance between supports is 2.5 m (8 foot) on center. 

C. Support multiple conduit runs with trapeze hangers. Use trapeze hangers 

that are designed to support a load equal to or greater than the sum of 

the weights of the conduits, wires, hanger itself, and 90 kg (200 

pounds). Attach each conduit with U-bolts or other approved fasteners. 

D. Support conduit independently of junction boxes, pull boxes, fixtures, 

suspended ceiling T-bars, angle supports, and similar items. 

E. Fasteners and Supports in Solid Masonry and Concrete: 

1. New Construction: Use steel or malleable iron concrete inserts set in 

place prior to placing the concrete. 

2. Existing Construction: 

a. Steel expansion anchors not less than 6 mm (1/4 inch) bolt size 

and not less than 28 mm (1-1/8 inch) embedment. 

b. Power set fasteners not less than 6 mm (1/4 inch) diameter with 

depth of penetration not less than 75 mm (3 inches). 

c. Use vibration and shock resistant anchors and fasteners for 

attaching to concrete ceilings. 

F. Hollow Masonry: Toggle bolts are permitted.  

G. Bolts supported only by plaster or gypsum wallboard are not acceptable. 

H. Metal Structures: Use machine screw fasteners or other devices 

specifically designed and approved for the application. 

I. Attachment by wood plugs, rawl plug, plastic, lead or soft metal 

anchors, or wood blocking and bolts supported only by plaster is 

prohibited. 

J. Chain, wire, or perforated strap shall not be used to support or fasten 

conduit. 

K. Spring steel type supports or fasteners are prohibited for all uses 

except: Horizontal and vertical supports/fasteners within walls. 

L. Vertical Supports: Vertical conduit runs shall have riser clamps and 

supports in accordance with the NEC and as shown. Provide supports for 

cable and wire with fittings that include internal wedges and retaining 

collars. 

3.7 BOX INSTALLATION  

A. Boxes for Concealed Conduits: 

1. Flush mounted. 

2. Provide raised covers for boxes to suit the wall or ceiling, 

construction and finish. 
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B. In addition to boxes shown, install additional boxes where needed to 

prevent damage to cables and wires during pulling in operations.  

C. Remove only knockouts as required and plug unused openings.  Use 

threaded plugs for cast metal boxes and snap-in metal covers for sheet 

metal boxes. 

D. Outlet boxes in the same wall mounted back-to-back are prohibited. A 

minimum 600 mm (24 inch), center-to-center lateral spacing shall be 

maintained between boxes).  

E. Minimum size of outlet boxes for ground fault interrupter (GFI) 

receptacles is 100 mm (4 inches) square by 55 mm (2-1/8 inches) deep, 

with device covers for the wall material and thickness involved. 

F. Stencil or install phenolic nameplates on covers of the boxes identified 

on riser diagrams; for example "SIG-FA JB No. 1".  

G. On all Branch Circuit junction box covers, identify the circuits with 

black marker. 

3.8 ELECTRONIC SAFETY AND SECURITY CONDUIT 

A. Install the electronic safety and security raceway system as shown on 

drawings. 

B. Minimum conduit size of 19 mm (3/4 inch), but not less than the size 

shown on the drawings. 

C. All conduit ends shall be equipped with insulated bushings. 

D. All 100 mm (four inch) conduits within buildings shall include pull 

boxes after every two 90 degree bends. Size boxes per the NEC. 

E. Vertical conduits/sleeves through closets floors shall terminate not 

less than 75 mm (3 inches) below the floor and not less than 75 mm (3 

inches) below the ceiling of the floor below. 

F. Terminate conduit runs to/from a backboard in a closet or interstitial 

space at the top or bottom of the backboard. Conduits shall enter 

communication closets next to the wall and be flush with the backboard. 

G. Where drilling is necessary for vertical conduits, locate holes so as 

not to affect structural sections such as ribs or beams. 

H. All empty conduits located in communications closets or on backboards 

shall be sealed with a standard non-hardening duct seal compound to 

prevent the entrance of moisture and gases and to meet fire resistance 

requirements. 

I. Conduit runs shall contain no more than four quarter turns (90 degree 

bends) between pull boxes/backboards. Minimum radius of communication 

conduit bends shall be as follows (special long radius): 
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Sizes of Conduit 

Trade Size 

Radius of Conduit Bends 

mm, Inches 

¾ 150 (6) 

1 230 (9) 

1-1/4 350 (14) 

1-1/2 430 (17) 

2 525 (21) 

2-1/2 635 (25) 

3 775 (31) 

3-1/2 900 (36) 

4 1125 (45) 

 

J. Furnish and install 19 mm (3/4 inch) thick fire retardant plywood 

specified in  on the wall of communication closets where shown on 

drawings . Mount the plywood with the bottom edge 300 mm (one foot) 

above the finished floor. 

K. Furnish and pull wire in all empty conduits. (Sleeves through floor are 

exceptions). 

3.9 COMMISSIONING 

A. Provide commissioning documentation in accordance with the requirements 

of Section 28 08 00 – “COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS” for all inspection, start up, and contractor testing required 

above and required by the System Readiness Checklist provided by the 

Commissioning Agent.   

B. Components provided under this section of the specification will be 

tested as part of a larger system.  Refer to Section 28 08 00, 

“COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS” and related 

sections for contractor responsibilities for system commissioning. 

 

- - - E N D - - - 
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SECTION 28 13 00 

PHYSICAL ACCESS CONTROL SYSTEM 

PART 1 – GENERAL 

1.1 DESCRIPTION  

A. This section specifies the finishing, installation, connection, testing 

and certification of a complete and fully operating Physical Access 

Control System, hereinafter referred to as the PACS. 

B. This Section includes a Physical Access Control System consisting of a 

system server, [one or more networked workstation computers,] operating 

system and application software, and field-installed Controllers 

connected by a high-speed electronic data transmission network.  The 

PACS shall have the following: 

1. Physical Access Control:  

a. Regulating access through doors , gates, traffic-control bollards  

b. Anti-passback 

c. Visitor assignment 

d. Surge and tamper protection 

e. Secondary alarm annunciator  

f. Credential cards and readers  

g. Biometric identity verification equipment  

h. Push-button switches  

i. RS-232 ASCII interface  

j. Credential creation and credential holder database and management  

k. Monitoring of field-installed devices 

l. Interface with elevator control systems. 

m. Reporting 

2. Security: 

a. Real-time guard tour. 

b. Time and attendance. 

c. Key tracking. 

d. Video and camera control. 

e. Time and attendance 

C. System Architecture: 

1. Criticality, operational requirements, and/or limiting points of 

failure may dictate the development of an enterprise and regional 

server architecture as opposed to system capacity. Provide server 

and workstation configurations with all necessary connectors, 

interfaces and accessories as shown. 
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D. PACS shall provide secure and reliable identification of Federal 

employees and contractors by utilizing credential authentication per 

FIPS-201.  

E. Physical Access Control System (PACS) shall consist of: 

1. Head-End equipment server,  

2. One or more networked PC-based workstations, 

3. Physical Access Control System and Database Management Software, 

4. Credential validation software/hardware, 

5. Field installed controllers, 

6. PIV Middelware, 

7. Card readers, 

8. Biometric identification devices, 

9. PIV  cards, 

10. Supportive information system, 

11. Door locks and sensors, 

12. Power supplies, 

13. Interfaces with: 

a. Video Surveillance and Assessment System,  

b. Gate, turnstile, and traffic arm controls, 

c. Automatic door operators, 

d. Intrusion Detection System, 

e. Intercommunication System 

f. Fire Protection System,  

g. HVAC,  

h. Building Management System, 

i. Elevator Controls, 

F. Head-End equipment server, workstations and controllers shall be 

connected by a high-speed electronic data transmission network.  

G. Information system supporting PACS , Head-End equipment server, 

workstations, network switches, routers and controllers shall comply 

with FIPS 200 requirements (Minimum Security Requirements for Federal 

Information and Information Systems)and NIST Special Publication 800-53 

(Recommended Security Controls for Federal Information Systems).  

H. PACS system shall support: 

1. Multiple credential authentication modes, 

2. Bidirectional communication with the reader, 

3. Incident response policy implementation capability; system shall 

have capability to automatically change access privileges for 
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certain user groups to high security areas in case of 

incident/emergency. 

4. Visitor management, 

I. All security relevant decisions shall be made on “secure side of the 

door”. Secure side processing shall include; 

1. Challenge/response management, 

2. PKI path discovery and validation, 

3. Credential identifier processing, 

4. Authorization decisions. 

J. For locations where secure side processing is not applicable the tamper 

switches and certified cryptographic processing shall be provided per 

FIPS-140-2.    

K. System Software:  Based on <Insert name of operating system> central-

station, workstation operating system, server operating system, and 

application software.   

L. Software and controllers shall be capable of matching full 56 bit FASC-

N plus minimum of 32 bits of public key certificate data. 

M. Software shall have the following capabilities: 

1. Multiuser multitasking to allow for independent activities and 

monitoring to occur simultaneously at different workstations. 

2. Support authentication and enrolment; 

a. PIV verification,  

b. Expiration date check, 

c. Biometric check, 

d. Digital photo display/check,  

e. Validate digital signatures of data objects (Objects are signed 

by the Trusted Authority 

f. Private key challenge (CAK & PAK to verify private key public key 

pairs exist and card is not a clone) 

3. Support CRL validation via OCSP or SCVP on a scheduled basis and 

automatically deny access to any revoked credential in the system. 

4. Graphical user interface to show pull-down menus and a menu tree 

format that complies with interface guidelines of Microsoft Windows 

operating system. 

5. System license shall be for the entire system and shall include 

capability for future additions that are within the indicated system 

size limits specified in this Section. 
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6. System shall have open architecture that allows importing and 

exporting of data and interfacing with other systems that are 

compatible with <insert operating system> operating system. 

7. Operator login and access shall be utilized via integrated smart 

card reader and password protection. 

N. Systems Networks: 

1. A standalone system network shall interconnect all components of the 

system.  This network shall include communications between a central 

station and any peer or subordinate workstations, enrollment 

stations, local annunciation stations, portal control stations or 

redundant central stations. 

O. Security Management System Server Redundancy: 

1. The SMS shall support multiple levels of fault tolerance and SMS 

redundancy listed and described below: 

a. Hot Standby Servers 

b. Clustering 

c. Disk Mirroring 

d. RAID Level 10 

e. Distributed Intelligence 

P. Number of points:  

1. PACS shall support multiple autonomous regional servers that can 

connect to a master command and controller server.  

2. Unlimited number of access control readers, unlimited number of 

inputs or outputs, unlimited number of client workstations, 

unlimited number of cardholders. 

3. Total system solution to enable enterprise-wide, networked, multi-

user access to all system resources via a wide range of options for 

connectivity with the customer’s existing LAN and WAN. 

Q. Console Network: 

1. Console network, if required, shall provide communication between a 

central station and any subordinate or separate stations of the 

system. Where redundant central or parallel stations are required, 

the console network shall allow the configuration of stations as 

master and slave. The console network may be a part of the field 

device network or may be separate depending upon the manufacturer's 

system configuration. 
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R. Network(s) connecting PCs and Controllers shall comply with NIST 

Special Publication 800-53 (Recommended Security Controls for Federal 

Information Systems) and consist of one or more of the following: 

1. Local area, IEEE 802.3 Fast Ethernet [10 BASE-T] [100 BASE-TX], star 

topology network based on TCP/IP. 

2. Direct-connected, RS-232 cable from the COM port of the Central 

Station to the first Controller, then RS-485 to interconnect the 

remainder of the Controllers at that Location. 

 

1.2 RELATED WORK 

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.   

B. Section 07 84 00 - FIRESTOPPING. Requirements for firestopping 

application and use.   

C. Section 08 11 73 - SLIDING METAL FIRE DOORS. Requirements for door 

installation.   

D. Section 08 34 59 - VAULT DOORS AND DAY GATES. Requirements for door and 

gate installation.   

E. Section 08 35 13.13 - ACCORDIAN FOLDING DOORS.  Requirements for door 

installation. 

F. Section 08 71 00 - DOOR HARDWARE. Requirements for door installation.   

G. Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.   

H. Section 14 21 00 ELECTRIC TRACTION ELEVATORS. Requirements for 

elevators.   

I. Section 14 24 00 - HYDRAULIC ELEVATORS. Requirements for elevators.   

J. Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. 

Requirements for connection of high voltage.   

K. Section 26 05 21 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES 

(600 VOLTS AND BELOW). Requirements for power cables.   

L. Section 26 05 33 – RACEWAYS AND BOXES FOR ELECTRICAL SYSTEMS. 

Requirements for infrastructure.    

M. Section 26 05 41 - UNDERGROUND ELECTRICAL CONSTRUCTION.  Requirements 

for underground installation of wiring.   

N. Section 26 56 00 - EXTERIOR LIGHTING. Requirements for perimeter 

lighting.   

O. Section 28 05 00 - COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY. For general requirements that are common to more than one 

section in Division 28.   
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P. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for conductors and cables.   

Q. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for grounding of equipment.   

R. Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for infrastructure.   

S. Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY. For 

requirements for commissioning, systems readiness checklists, and 

training.   

T. Section 28 13 16 - ACCESS CONTROL SYSTEM AND DATABASE MANAGEMENT. 

Requirements for control and operation of all security systems.   

U. Section 28 13 53 - SECURITY ACCESS DETECTION. Requirements for 

screening of personnel and shipments.   

V. Section 28 16 00 - INTRUSION DETECTION SYSTEM (IDS). Requirements for 

alarm systems.   

W. Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera 

systems.   

X. Section 28 26 00 - ELECTRONIC PERSONAL PROTECTION SYSTEM (EPPS).  

Requirements for emergency and interior communications.   

Y. Section 28 31 00 - FIRE DETECTION AND ALARM. Requirements for 

integration with fire detection and alarm system.   

1.3 QUALITY ASSURANCE 

A. The Contractor shall be responsible for providing, installing, and the 

operation of the PACS as shown. The Contractor shall also provide 

certification as required.  

B. The security system will be installed and tested to ensure all 

components are fully compatible as a system and can be integrated with 

all associated security subsystems, whether the security system is 

stand-alone or a part of a complete Information Technology (IT) 

computer network. 

C. Manufacturers Qualifications: The manufacturer shall regularly and 

presently produce, as one of the manufacturer's principal products, the 

equipment and material specified for this project, and shall have 

manufactured the item for at least three years. 

D. Product Qualifications: 

1. Manufacturer's product shall have been in satisfactory operation, on 

three installations of similar size and type as this project, for 

approximately three years. 
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2. The Government reserves the right to require the Contractor to 

submit a list of installations where the products have been in 

operation before approval. 

E. Contractor Qualifications: 

1. The Contractor or security sub-contractor shall be a licensed 

security Contractor with a minimum of three (3) years experience 

installing and servicing systems of similar scope and complexity.  

The Contractor shall be an authorized regional representative of the 

Security Management System’s (PACS) manufacturer.  The Contractor 

shall provide four (4) current references from clients with systems 

of similar scope and complexity which became operational in the past 

three (3) years.  At least three (3) of the references shall be 

utilizing the same system components, in a similar configuration as 

the proposed system.  The references must include a current point of 

contact, company or agency name, address, telephone number, complete 

system description, date of completion, and approximate cost of the 

project.  The owner reserves the option to visit the reference 

sites, with the site owner’s permission and representative, to 

verify the quality of installation and the references’ level of 

satisfaction with the system.  The Contractor shall provide copies 

of system manufacturer certification for all technicians.  The 

Contractor shall only utilize factory-trained technicians to 

install, program, and service the PACS.  The Contractor shall only 

utilize factory-trained technicians to install, terminate and 

service controller/field panels and reader modules.  The technicians 

shall have a minimum of three (3) continuous years of technical 

experience in electronic security systems.  The Contractor shall 

have a local service facility.  The facility shall be located within 

60 miles of the project site.  The local facility shall include 

sufficient spare parts inventory to support the service requirements 

associated with this contract.  The facility shall also include 

appropriate diagnostic equipment to perform diagnostic procedures.  

The Resident Engineer reserves the option of surveying the company’s 

facility to verify the service inventory and presence of a local 

service organization. 

a. The Contractor shall provide proof project superintendent with 

BICSI Certified Commercial Installer Level 1, Level 2, or 

Technician to provide oversight of the project. 
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b. Cable installer must have on staff a Registered Communication 

Distribution Designer (RCDD) certified by Building Industry 

Consulting Service International.  The staff member shall provide 

consistent oversight of the project cabling throughout design, 

layout, installation, termination and testing. 

F. Service Qualifications: There shall be a permanent service organization 

maintained or trained by the manufacturer which will render 

satisfactory service to this installation within eight hours of receipt 

of notification that service is needed. Submit name and address of 

service organizations. 

1.4 SUBMITTALS 

A. Submit below items in conjunction with Master Specification Sections 01 

33 23, SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES, Section 02 41 00, 

DEMOLITION, and Section 28 05 00 COMMON WORK RESULTS FOR ELECTRONIC 

SAFETY AND SECURITY. 

B. Provide certificates of compliance with Section 1.3, Quality Assurance. 

C. Provide a complete and thorough pre-installation and as-built design 

package in both electronic format and on paper, minimum size 48 x 48 

inches (1220 x 1220 millimeters); drawing submittals shall be per the 

established project schedule. 

D. Shop drawing and as-built packages shall include, but not be limited 

to: 

1. Index Sheet that shall: 

a. Define each page of the design package to include facility name, 

building name, floor, and sheet number. 

b. Provide a complete list of all security abbreviations and 

symbols.  

c. Reference all general notes that are utilized within the design 

package. 

d. Specification and scope of work pages for all individual security 

systems that are applicable to the design package that will:  

1) Outline all general and job specific work required within the 

design package. 

2) Provide a detailed device identification table outlining 

device Identification (ID) and use for all security systems 

equipment utilized in the design package. 

2. Drawing sheets that will be plotted on the individual floor plans or 

site plans shall: 
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a. Include a title block as defined above.  

b. Clearly define the drawings scale in both standard and metric 

measurements.  

c. Provide device identification and location.  

d. Address all signal and power conduit runs and sizes that are 

associated with the design of the electronic security system and 

other security elements (e.g., barriers, etc.).  

e. Identify all pull box and conduit locations, sizes, and fill 

capacities. 

f. Address all general and drawing specific notes for a particular 

drawing sheet. 

3. A detailed riser drawing for each applicable security subsystem 

shall:  

a. Indicate the sequence of operation.  

b. Relationship of integrated components on one diagram.  

c. Include the number, size, identification, and maximum lengths of 

interconnecting wires.  

d. Wire/cable types shall be defined by a wire and cable schedule. 

The schedule shall utilize a lettering system that will 

correspond to the wire/cable it represents (example: A = 18 AWG/1 

Pair Twisted, Unshielded). This schedule shall also provide the 

manufacturer’s name and part number for the wire/cable being 

installed. 

4. A detailed system drawing for each applicable security system  

shall:  

a. Clearly identify how all equipment within the system, from main 

panel to device, shall be laid out and connected.  

b. Provide full detail of all system components wiring from point-

to-point.   

c. Identify wire types utilized for connection, interconnection with 

associate security subsystems.   

d. Show device locations that correspond to the floor plans.  

e. All general and drawing specific notes shall be included with the 

system drawings.  

5. A detailed schedule for all of the applicable security subsystems 

shall be included. All schedules shall provide the following 

information: 

a. Device ID. 
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b. Device Location (e.g. site, building, floor, room number, 

location, and description). 

c. Mounting type (e.g. flush, wall, surface, etc.). 

d. Power supply or circuit breaker and power panel number. 

e. In addition, for the PACS, provide the door ID, door type (e.g. 

wood or metal), locking mechanism (e.g. strike or electromagnetic 

lock) and control device (e.g. card reader or biometrics). 

6. Detail and elevation drawings for all devices that define how they 

were installed and mounted. 

E. Pre-installation design packages shall go through a full review process 

conducted by the Contractor along with a VA representative to ensure 

all work has been clearly defined and completed. All reviews shall be 

conducted in accordance with the project schedule. There shall be four 

(4) stages to the review process: 

1. 35 percent 

2. 65 percent 

3. 90 percent 

4. 100 percent 

F. Provide manufacturer security system product cut-sheets. Submit for 

approval at least 30 days prior to commencement of formal testing, a 

Security System Operational Test Plan. Include procedures for 

operational testing of each component and security subsystem, to 

include performance of an integrated system test. 

G. Submit manufacture’s certification of Underwriters Laboratories, Inc. 

(UL) listing as specified. Provide all maintenance and operating 

manuals per Section 01 00 00, GENERAL REQUIREMENTS, and Section 28 05 

00 COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY.  

H. Completed System Readiness Checklists provided by the Commissioning 

Agent and completed by the contractor, signed by a qualified technician 

and dated on the date of completion, in accordance with the 

requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC SAFETY AND 

SECURITY SYSTEMS. 

I. General: Submittals shall be in full compliance of the Contract 

Documents. All submittals shall be provided in accordance with this 

section. Submittals lacking the breath or depth these requirements will 

be considered incomplete and rejected.  Submissions are considered 

multidisciplinary and shall require coordination with applicable 
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divisions to provide a complete and comprehensive submission package. 

Additional general provisions are as follows:   

1. The Contractor shall schedule submittals in order to maintain the 

project schedule.  For coordination drawings refer to Specification 

Section 01 33 10 - DESIGN SUBMITTAL PROCEDURES, which outline basic 

submittal requirements and coordination. Section 01 33 10 shall be 

used in conjunction with this section.  

2. The Contractor shall identify variations from requirements of 

Contract Documents and state product and system limitations, which 

may be detrimental to successful performance of the completed work 

or system.   

3. Each package shall be submitted at one (1) time for each review and 

include components from applicable disciplines (e.g., electrical 

work, architectural finishes, door hardware, etc.) which are 

required to produce an accurate and detailed depiction of the 

project.   

4. Manufacturer’s information used for submittal shall have pages with 

items for approval tagged, items on pages shall be identified, and 

capacities and performance parameters for review shall be clearly 

marked through use of an arrow or highlighting.  Provide space for 

Resident Engineer and Contractor review stamps.  

5. Technical Data Drawings shall be in the latest version of AutoCAD®, 

drawn accurately, and in accordance with VA CAD Standards.  FREEHAND 

SKETCHES OR COPIED VERSIONS OF THE CONSTRUCTION DOCUMENTS WILL NOT 

BE ACCEPTED.  The Contractor shall not reproduce Contract Documents 

or copy standard information as the basis of the Technical Data 

Drawings.  If departures from the technical data drawings are 

subsequently deemed necessary by the Contractor, details of such 

departures and the reasons thereof shall be submitted in writing to 

the Resident Engineer for approval before the initiation of work. 

6. Packaging:  The Contractor shall organize the submissions according 

to the following packaging requirements.   

a. Binders:  For each manual, provide heavy duty, commercial 

quality, durable three (3) ring vinyl covered loose leaf binders, 

sized to receive 8.5 x 11 in paper, and appropriate capacity to 

accommodate the contents.  Provide a clear plastic sleeve on the 

spine to hold labels describing the contents.  Provide pockets in 

the covers to receive folded sheets. 
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1) Where two (2) or more binders are necessary to accommodate 

data, correlate data in each binder into related groupings 

according to the Project Manual table of contents. Cross-

referencing other binders where necessary to provide essential 

information for communication of proper operation and or 

maintenance of the component or system. 

2) Identify each binder on the front and spine with printed 

binder title, Project title or name, and subject matter 

covered.  Indicate the volume number if applicable. 

b. Dividers:  Provide heavy paper dividers with celluloid tabs for 

each Section.  Mark each tab to indicate contents. 

c. Protective Plastic Jackets:  Provide protective transparent 

plastic jackets designed to enclose diagnostic software for 

computerized electronic equipment. 

d. Text Material:  Where written material is required as part of the 

manual use the manufacturer's standard printed material, or if 

not available, specially prepared data, neatly typewritten on 8.5 

inches by 11 inches 20 pound white bond paper. 

e. Drawings:  Where drawings and/or diagrams are required as part of 

the manual, provide reinforced punched binder tabs on the 

drawings and bind them with the text. 

1) Where oversized drawings are necessary, fold the drawings to 

the same size as the text pages and use as a foldout. 

2) If drawings are too large to be used practically as a foldout, 

place the drawing, neatly folded, in the front or rear pocket 

of the binder.  Insert a type written page indicating the 

drawing title, description of contents and drawing location at 

the appropriate location of the manual. 

3) Drawings shall be sized to ensure details and text is of 

legible size.  Text shall be no less than 1/16” tall. 

f. Manual Content:  In each manual include information specified in 

the individual Specification section, and the following 

information for each major component of building equipment and 

controls: 

1) General system or equipment description. 

2) Design factors and assumptions. 

3) Copies of applicable Shop Drawings and Product Data. 
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4) System or equipment identification including:  manufacturer, 

model and serial numbers of each component, operating 

instructions, emergency instructions, wiring diagrams, 

inspection and test procedures, maintenance procedures and 

schedules, precautions against improper use and maintenance, 

repair instructions, sources of required maintenance materials 

and related services, and a manual index. 

g. Binder Organization:  Organize each manual into separate sections 

for each piece of related equipment.  At a minimum, each manual 

shall contain a title page, table of contents, copies of Product 

Data supplemented by drawings and written text, and copies of 

each warranty, bond, certifications, and service Contract issued. 

Refer to Group I through V Technical Data Package Submittal 

requirements for required section content.   

h. Title Page: Provide a title page as the first sheet of each 

manual to include the following information; project name and 

address, subject matter covered by the manual, name and address 

of the Project, date of the submittal, name, address, and 

telephone number of the Contractor, and cross references to 

related systems in other operating and/or maintenance manuals. 

i. Table of Contents: After the title page, include a type written 

table of contents for each volume, arranged systematically 

according to the Project Manual format.  Provide a list of each 

product included, identified by product name or other appropriate 

identifying symbols and indexed to the content of the volume.  

Where more than one (1) volume is required to hold data for a 

particular system, provide a comprehensive table of contents for 

all volumes in each volume of the set. 

j. General Information Section: Provide a general information 

section immediately following the table of contents, listing each 

product included in the manual, identified by product name.  

Under each product, list the name, address, and telephone number 

of the installer and maintenance Contractor.  In addition, list a 

local source for replacement parts and equipment. 

k. Drawings: Provide specially prepared drawings where necessary to 

supplement the manufacturers printed data to illustrate the 

relationship between components of equipment or systems, or 

provide control or flow diagrams.  Coordinate these drawings with 
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information contained in Project Record Drawings to assure 

correct illustration of the completed installation.  

l. Manufacturer’s Data:  Where manufacturer's standard printed data 

is included in the manuals, include only those sheets that are 

pertinent to the part or product installed.  Mark each sheet to 

identify each part or product included in the installation.  

Where more than one (1) item in tabular format is included, 

identify each item, using appropriate references from the 

Contract Documents.  Identify data that is applicable to the 

installation and delete references to information which is not 

applicable. 

m. Where manufacturer's standard printed data is not available and 

the information is necessary for proper operation and maintenance 

of equipment or systems, or it is necessary to provide additional 

information to supplement the data included in the manual, 

prepare written text to provide the necessary information.  

Organize the text in a consistent format under a separate heading 

for different procedures.  Where necessary, provide a logical 

sequence of instruction for each operating or maintenance 

procedure.  Where similar or more than one product is listed on 

the submittal the Contractor shall differentiate by highlighting 

the specific product to be utilized. 

n. Calculations: Provide a section for circuit and panel 

calculations. 

o. Loading Sheets: Provide a section for DGP Loading Sheets. 

p. Certifications: Provide section for Contractor’s manufacturer 

certifications. 

7. Contractor Review: Review submittals prior to transmittal.  

Determine and verify field measurements and field construction 

criteria.  Verify manufacturer’s catalog numbers and conformance of 

submittal with requirements of contract documents.  Return non-

conforming or incomplete submittals with requirements of the work 

and contract documents. Apply Contractor’s stamp with signature 

certifying the review and verification of products occurred, and the 

field dimensions, adjacent construction, and coordination of 

information is in accordance with the requirements of the contract 

documents. 
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8. Resubmission:  Revise and resubmit submittals as required within 15 

calendar days of return of submittal.  Make resubmissions under 

procedures specified for initial submittals.  Identify all changes 

made since previous submittal. 

9. Product Data:  Within 15 calendar days after execution of the 

contract, the Contractor shall submit for approval a complete list 

of all of major products proposed for use.  The data shall include 

name of manufacturer, trade name, model number, the associated 

contract document section number, paragraph number, and the 

referenced standards for each listed product.  

J. Group 1 Technical Data Package:  Group I Technical Data Package shall 

be one submittal consisting of the following content and organization.  

Refer to VA Special Conditions Document for drawing format and content 

requirements.  The data package shall include the following: 

1. Section I - Drawings:   

a. General – Drawings shall conform to VA Special Conditions and CAD 

Standards Documents.  All text associated with security details 

shall be 1/8” tall and meet VA text standard for AutoCAD™ 

drawings. 

b. Cover Sheet – Cover sheet shall consist of Project Title and 

Address, Project Number, Area and Vicinity Maps.  

c. General Information Sheets – General Information Sheets shall 

consist of General Notes, Abbreviations, Symbols, Wire and Cable 

Schedule, Project Phasing, and Sheet Index. 

d. Floor Plans – Floor plans shall be produced from the 

Architectural backgrounds issued in the Construction Documents.  

The contractor shall receive floor plans from the prime A/E to 

develop these drawing sets.  Security devices shall be placed on 

drawings in scale.  All text associated with security details 

shall be 1/8” tall and meet VA text standard for AutoCAD™ 

drawings.  Floor plans shall identify the following: 

1) security devices by symbol, 

2) the associated device point number (derived from the loading 

sheets),  

3) wire & cable types and counts  

4) conduit sizing and routing  

5) conduit riser systems  

6) device and area detail call outs 
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e. Architectural details – Architectural details shall be produced 

for each device mounting type (door details for doors with 

physical access control, reader pedestals and mounts, security 

panel and power supply details). 

f. Riser Diagrams – Contractor shall provide a riser diagram 

indicating riser architecture and distribution of the physical 

access control system throughout the facility (or area in scope). 

g. Block Diagrams – Contractor shall provide a block diagram for the 

entire system architecture and interconnections with SMS 

subsystems.  Block diagram shall identify SMS subsystem (e.g., 

physical access control, intrusion detection, closed circuit 

television, intercom, and other associated subsystems) 

integration; and data transmission and media conversion 

methodologies. 

h. Interconnection Diagrams – Contractor shall provide 

interconnection diagram for each sensor, and device component.  

Interconnection diagram shall identify termination locations, 

standard wire detail to include termination schedule.  Diagram 

shall also identify interfaces to other systems such as elevator 

control, fire alarm systems, and security management systems.     

i. Security Details:  

1) Panel Assembly Detail – For each panel assembly, a panel 

assembly details shall be provided identifying individual 

panel component size and content.  

2) Panel Details – Provide security panel details identify 

general arrangement of the security system components, 

backboard size, wire through size and location, and power 

circuit requirements.  

3) Device Mounting Details – Provide mounting detailed drawing 

for each security device (physical access control system, 

intrusion detection, video surveillance and assessment, and 

intercom systems) for each type of wall and ceiling 

configuration in project.  Device details shall include 

device, mounting detail, wiring and conduit routing.  

4) Details of connections to power supplies and grounding 

5) Details of surge protection device installation 

6) Sensor detection patterns – Each system sensor shall have 

associated detection patterns.   
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7) Equipment Rack Detail – For each equipment rack, provide a 

scaled detail of the equipment rack location and rack space 

utilization.  Use of BISCI wire management standards shall be 

employed to identify wire management methodology.  Transitions 

between equipment racks shall be shown to include use vertical 

and horizontal latter rack system.    

8) Security Control Room – The contractor shall provide a layout 

plan for the Security Control Room.  The layout plan shall 

identify all equipment and details associated with the 

installation. 

9) Operator Console – The contractor shall provide a layout plan 

for the Operator Console.  The layout plan shall identify all 

equipment and details associated with the installation.  

Equipment room - the contractor shall provide a layout plan 

for the equipment room.  The layout plan shall identify all 

equipment and details associated with the installation.   

10) Equipment Room – Equipment room details shall provide 

architectural, electrical, mechanical, plumbing, IT/Data and 

associated equipment and device placements both vertical and 

horizontally.     

j. Electrical Panel Schedule – Electrical Panel Details shall be 

provided for all SMS systems electrical power circuits.  Panel 

details shall be provided identifying panel type (Standard, 

Emergency Power, Emergency/Uninterrupted Power Source, and 

Uninterrupted Power Source Only), panel location, circuit number, 

and circuit amperage rating. 

k. Door Schedule – A door schedule shall be developed for each door 

equipped with electronic security components.  At a minimum, the 

door schedule shall be coordinated with Division 08 work and 

include the following information:  

1) Item Number 

2) Door Number (Derived from A/E Drawings) 

3) Floor Plan Sheet Number 

4) Standard Detail Number 

5) Door Description (Derived from Loading Sheets) 

6) Data Gathering Panel Input Number 

7) Door Position or Monitoring Device Type & Model Number 

8) Lock Type, Model Number & Power Input/Draw (standby/active) 
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9) Card Reader Type & Model Number 

10) Shunting Device Type & Model Number 

11) Sounder Type & Model Number 

12) Manufacturer 

13) Misc. devices as required 

a) Delayed Egress Type & Model Number 

b) Intercom 

c) Camera  

d) Electric Transfer Hinge 

e) Electric Pass-through device 

14) Remarks column indicating special notes or door configurations  

2. Camera Schedule - A camera schedule shall be developed for each 

camera.  Contractors shall coordinate with the Resident Engineer to 

determine camera starting numbers and naming conventions.  All 

drawings shall identify wire and cable standardization methodology.  

Color coding of all wiring conductors and jackets is required and 

shall be communicated consistently throughout the drawings package 

submittal.  At a minimum, the camera schedule shall include the 

following information:  

a. Item Number 

b. Camera Number 

c. Naming Conventions 

d. Description of Camera Coverage 

e. Camera Location  

f. Floor Plan Sheet Number 

g. Camera Type 

h. Mounting Type   

i. Standard Detail Reference 

j. Power Input & Draw 

k. Power Panel Location 

l. Remarks Column for Camera 

3. Section II – Data Gathering Panel Documentation Package 

a. Contractor shall provide Data Gathering Panel (DGP) input and 

output documentation packages for review at the Shop Drawing 

submittal stage and also with the as-built documentation package.  

The documentation packages shall be provided in both printed and 

magnetic form at both review stages. 
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b. The Contractor shall provide loading sheet documentation package 

for the associated DGP, including input and output boards for all 

field panels associated with the project.  Documentation shall be 

provided in current version Microsoft Excel spreadsheets 

following the format currently utilized by VA.  A separate 

spreadsheet file shall be generated for each DGP and associated 

field panels.   

c. The spreadsheet names shall follow a sequence that shall display 

the spreadsheets in numerical order according to the DGP system 

number.  The spreadsheet shall include the prefix in the file 

name that uniquely identifies the project site.  The spreadsheet 

shall detail all connected items such as card readers, alarm 

inputs, and relay output connections.  The spreadsheet shall 

include an individual section (row) for each panel input, output 

and card reader.  The spreadsheet shall automatically calculate 

the system numbers for card readers, inputs, and outputs based 

upon data entered in initialization fields. 

d. All entries must be verified against the field devices.  Copies 

of the floor plans shall be forwarded under separate cover. 

e. The DGP spreadsheet shall include an entry section for the 

following information: 

1) DGP number 

2) First Reader Number  

3) First Monitor Point Number  

4) First Relay Number  

5) DGP, input or output Location 

6) DGP Chain Number 

7) DGP Cabinet Tamper Input Number  

8) DGP Power Fail Input Number   

9) Number of Monitor Points Reserved For Expansion Boards   

10) Number of Control Points (Relays) Reserved For Expansion 

Boards 

f. The DGP, input module and output module spreadsheets shall 

automatically calculate the following information based upon the 

associated entries in the above fields: 

1) System Numbers for Card Readers   

2) System Numbers for Monitor Point Inputs 

3) System Numbers for Control Points (Relays) 
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4) Next DGP or input module First Monitor Point Number 

5) Next DGP or output module First Control Point Number 

g. The DGP spreadsheet shall provide the following information for 

each card reader: 

1) DGP Reader Number 

2) System Reader Number 

3) Cable ID Number 

4) Description Field (Room Number) 

5) Description Field (Device Type i.e.: In Reader, Out Reader, 

etc.) 

6) Description Field  

7) DGP Input Location  

8) Date Test 

9) Date Passed 

10) Cable Type 

11) Camera Numbers (of cameras viewing the reader location) 

h. The DGP and input module spreadsheet shall provide the following 

information for each monitor point (alarm input).   

1) DGP Monitor Point Input Number 

2) System Monitor Point Number 

3) Cable ID Number 

4) Description Field (Room Number) 

5) Description Field (Device Type i.e.: Door Contact, Motion 

Detector, etc.) 

6) DGP or input module Input Location  

7) Date Test 

8) Date Passed 

9) Cable Type 

10) Camera Numbers (of associated alarm event preset call-ups)  

i. The DGP and output module spreadsheet shall provide the following 

information for each control point (output relay).   

1) DGP Control Point (Relay) Number 

2) System (Control Point) Number 

3) Cable ID Number 

4) Description Field (Room Number) 

5) Description Field (Device: Lock Control, Local Sounder, etc.) 

6) Description Field   

7) DGP or OUTPUT MODULE Output Location 
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8) Date Test 

9) Date Passed Cable Type 

10) Camera Number (of associated alarm event preset call-ups) 

j. The DGP, input module and output module spreadsheet shall include 

the following information or directions in the header and footer: 

1) Header 

a) DGP Input and Output Worksheet 

b) Enter Beginning Reader, Input, and Output Starting Numbers 

and Sheet Will Automatically Calculate the Remaining System 

Numbers. 

2) Footer 

a) File Name 

b) Date Printed 

c) Page Number 

4. Section III - Construction Mock-up:  In areas with exposed 

EMT/Conduit Raceways, contractor shall conceal raceway as much as 

practical and unobtrusively.  In addition, historic significance 

must be considered to determine installation means and methods for 

approval by the owner.   

5. Section IV - Manufacturers’ Data:  The data package shall include 

manufacturers’ data for all materials and equipment, including 

sensors, local processors and console equipment provided under this 

specification.  

6. Section V - System Description and Analysis:  The data package shall 

include system descriptions, analysis, and calculations used in 

sizing equipment required by these specifications.  Descriptions and 

calculations shall show how the equipment will operate as a system 

to meet the performance requirements of this specification.  The 

data package shall include the following: 

a. Central processor memory size; communication speed and protocol 

description; rigid disk system size and configuration; flexible 

disk system size and configuration; back-up media size and 

configuration; alarm response time calculations; command response 

time calculations; start-up operations; expansion capability and 

method of implementation; sample copy of each report specified; 

and color photographs representative of typical graphics. 
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b. Software Data: The data package shall consist of descriptions of 

the operation and capability of the system, and application 

software as specified.  

c. Overall System Reliability Calculations: The data package shall 

include all manufacturers’ reliability data and calculations 

required to show compliance with the specified reliability.   

7. Section VI – Certifications & References: All specified 

manufacturer’s certifications shall be included with the data 

package.  Contractor shall provide Project references as outlined in 

Paragraph 1.4 “Quality Assurance”. 

K. Group II Technical Data Package 

1. The Contractor shall prepare a report of “Current Site Conditions” 

and submit a report to the Resident Engineer documenting changes to 

the site, particularly those conditions that affect performance of 

the system to be installed.  The Contractor shall provide 

specification sheets, or written functional requirements to support 

the findings, and a cost estimate to correct those site changes or 

conditions which affect the installation of the system or its 

performance.  The Contractor shall not correct any deficiency 

without written permission from the COTR.  

2. System Configuration and Functionality:  The contractor shall 

provide the results of the meeting with VA to develop system 

requirements and functionality including but not limited to: 

a. Baseline configuration 

b. Access levels 

c. Schedules (intrusion detection, physical access control, 

holidays, etc.) 

d. Badge database 

e. System monitoring and reporting (unit level and central control) 

f. Naming conventions and descriptors 

L. Group III Technical Data Package 

1. Development of Test Procedures:  The Contractor will prepare 

performance test procedures for the system testing.  The test 

procedures shall follow the format of the VA Testing procedures and 

be customized to the contract requirements.  The Contractor will 

deliver the test procedures to the Resident Engineer for approval at 

least 60 calendar days prior to the requested test date. 

M. Group IV Technical Data Package 
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1. Performance Verification Test 

a. Based on the successful completion of the pre-delivery test, the 

Contractor shall finalize the test procedures and report forms 

for the performance verification test (PVT) and the endurance 

test.  The PVT shall follow the format, layout and content of the 

pre-delivery test.  The Contractor shall deliver the PVT and 

endurance test procedures to the Resident Engineer for approval.  

The Contractor may schedule the PVT after receiving written 

approval of the test procedures.   The Contractor shall deliver 

the final PVT and endurance test reports within 14 calendar days 

from completion of the tests.  Refer to Part 3 of this section 

for System Testing and Acceptance requirements. 

2. Training Documentation 

a. New Facilities and Major Renovations:  Familiarization training 

shall be provided for new equipment or systems.  Training can 

include site familiarization training for VA technicians and 

administrative personnel.  Training shall include general 

information on new system layout including closet locations, 

turnover of the completed system including all documentation, 

including manuals, software, key systems, and full system 

administration rights. Lesson plans and training manuals training 

shall be oriented to type of training to be provided.  

b. New Unit Control Room:   

1) Provide the security personnel with training in the use, 

operation, and maintenance of the entire control room system 

(Unit Control and Equipment Rooms).  The training 

documentation must include the operation and maintenance. The 

first of the training sessions shall take place prior to 

system turnover and the second immediately after turnover. 

Coordinate the training sessions with the Owner. Completed 

classroom sessions will be witnessed and documented by the 

Architect/Engineer, and approved by the Resident Engineer. 

Instruction is not to begin until the system is operational as 

designed. 

2) The training documents will cover the operation and the 

maintenance manuals and the control console operators’ manuals 

and service manuals in detail, stressing all important 

operational and service diagnostic information necessary for 
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the maintenance and operations personnel to efficiently use 

and maintain all systems. 

3) Provide an illustrated control console operator's manual and 

service manual. The operator's manual shall be written in 

laymen's language and printed so as to become a permanent 

reference document for the operators, describing all control 

panel switch operations, graphic symbol definitions and all 

indicating functions and a complete explanation of all 

software.  

4) The service manual shall be written in laymen's language and 

printed so as to become a permanent reference document for 

maintenance personnel, describing how to run internal self 

diagnostic software programs, troubleshoot head end hardware 

and field devices with a complete scenario simulation of all 

possible system malfunctions and the appropriate corrective 

measures.  

5) Provide a professional color DVD instructional recording of 

all the operational procedures described in the operator's 

manual. All charts used in the training session shall be 

clearly presented on the video. Any DVD found to be inferior 

in recording or material content shall be reproduced at no 

cost until an acceptable DVD is submitted. Provide four copies 

of the training DVD, one to the architect/engineer and three 

to the owner. 

3. System Configuration and Data Entry:   

a. The contractor is responsible for providing all system 

configuration and data entry for the SMS and subsystems (e.g., 

video matrix switch, intercom, digital video recorders, network 

video recorders).  All data entry shall be performed per VA 

standards & guidelines.  The Contractor is responsible for 

participating in all meetings with the client to compile the 

information needed for data entry.  These meetings shall be 

established at the beginning of the project and incorporated in 

to the project schedule as a milestone task.  The contractor 

shall be responsible for all data collection, data entry, and 

system configuration.  The contractor shall collect, enter, & 

program and/or configure the following components:  

1) Physical Access control system components, 
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2) All intrusion detection system components,  

3) Video surveillance, control and recording systems,   

4) Intercom systems components, 

5) All other security subsystems shown in the contract documents. 

b. The Contractor is responsible for compiling the card access 

database for the VA employees, including programming reader 

configurations, access shifts, schedules, exceptions, card 

classes and card enrollment databases.   

c. Refer to Part 3 for system programming requirements and planning 

guidelines.     

4. Graphics:  Based on CAD as-built drawings developed for the 

construction project, create all map sets showing locations of all 

alarms and field devices.  Graphical maps of all alarm points 

installed under this contract including perimeter and exterior alarm 

points shall be delivered with the system.  The Contractor shall 

create and install all graphics needed to make the system 

operational.  The Contractor shall utilize data from the contract 

documents, Contractor’s field surveys, and all other pertinent 

information in the Contractor’s possession to complete the graphics.  

The Contractor shall identify and request from the COTR, any 

additional data needed to provide a complete graphics package.  

Graphics shall have sufficient level of detail for the system 

operator to assess the alarm.  The Contractor shall supply hard 

copy, color examples at least 203.2 x 254 mm (8 x 10 in) of each 

type of graphic to be used for the completed Security system.  The 

graphics examples shall be delivered to the Resident Engineer for 

review and approval at least 90 calendar days prior to the scheduled 

date the Contractor requires them. 

N. Group V Technical Data Package: Final copies of the manuals shall be 

delivered to the Resident Engineer as part of the acceptance test.  The 

draft copy used during site testing shall be updated with any changes 

required prior to final delivery of the manuals.  Each manual’s 

contents shall be identified on the cover.  The manual shall include 

names, addresses, and telephone numbers of each sub-contractor 

installing equipment or systems, as well as the nearest service 

representatives for each item of equipment for each system.  The 

manuals shall include a table of contents and tab sheets.  Tab sheets 

shall be placed at the beginning of each chapter or section and at the 
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beginning of each appendix.  The final copies delivered after 

completion of the endurance test shall include all modifications made 

during installation, checkout, and acceptance.  Six (6) hard-copies and 

one (1) soft copy on CD of each item listed below shall be delivered as 

a part of final systems acceptance. 

1. Functional Design Manual:  The functional design manual shall 

identify the operational requirements for the entire system and 

explain the theory of operation, design philosophy, and specific 

functions.  A description of hardware and software functions, 

interfaces, and requirements shall be included for all system 

operating modes. Manufacturer developed literature may be used; 

however, shall be produced to match the project requirements.  

2. Equipment Manual:  A manual describing all equipment furnished 

including: 

a. General description and specifications; installation and checkout 

procedures; equipment electrical schematics and layout drawings; 

system schematics and layout drawings; alignment and calibration 

procedures; manufacturer’s repair list indicating sources of 

supply; and interface definition. 

3. Software Manual:  The software manual shall describe the functions 

of all software and include all other information necessary to 

enable proper loading, testing, and operation.  The manual shall 

include: 

a. Definition of terms and functions; use of system and applications 

software; procedures for system initialization, start-up, and 

shutdown; alarm reports; reports generation, database format and 

data entry requirements; directory of all disk files; and 

description of all communications protocols including data 

formats, command characters, and a sample of each type of data 

transfer. 

4. Operator’s Manual:  The operator’s manual shall fully explain all 

procedures and instructions for the operation of the system, 

including: 

a. Computers and peripherals; system start-up and shutdown 

procedures; use of system, command, and applications software; 

recovery and restart procedures; graphic alarm presentation; use 

of report generator and generation of reports; data entry; 
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operator commands’ alarm messages, and printing formats; and 

system access requirements. 

5. Maintenance Manual:  The maintenance manual shall include 

descriptions of maintenance for all equipment including inspection, 

recommend schedules, periodic preventive maintenance, fault 

diagnosis, and repair or replacement of defective components. 

6. Spare Parts & Components Data:  At the conclusion of the 

Contractor's work, the Contractor shall submit to the Resident 

Engineer a complete list of the manufacturer's recommended spare 

parts and components required to satisfactorily maintain and service 

the systems, as well as unit pricing for those parts and components. 

7. Operation, Maintenance & Service Manuals:  The Contractor shall 

provide two (2) complete sets of operating and maintenance manuals 

in the form of an instructional manual for use by the VA Security 

Guard Force personnel.  The manuals shall be organized into suitable 

sets of manageable size.  Where possible, assemble instructions for 

similar equipment into a single binder.  If multiple volumes are 

required, each volume shall be fully indexed and coordinated.  

8. Equipment and Systems Maintenance Manual:  The Contractor shall 

provide the following descriptive information for each piece of 

equipment, operating system, and electronic system: 

a. Equipment and/or system function. 

b. Operating characteristics. 

c. Limiting conditions. 

d. Performance curves. 

e. Engineering data and test. 

f. Complete nomenclature and number of replacement parts. 

g. Provide operating and maintenance instructions including assembly 

drawings and diagrams required for maintenance and a list of 

items recommended to stock as spare parts. 

h. Provide information detailing essential maintenance procedures 

including the following: routine operations, trouble shooting 

guide, disassembly, repair and re-assembly, alignment, adjusting, 

and checking. 

i. Provide information on equipment and system operating procedures, 

including the following; start-up procedures, routine and normal 

operating instructions, regulation and control procedures, 

instructions on stopping, shut-down and emergency instructions, 
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required sequences for electric and electronic systems, and 

special operating instructions. 

j. Manufacturer equipment and systems maintenance manuals are 

permissible. 

9. Project Redlines:  During construction, the Contractor shall 

maintain an up-to-date set of construction redlines detailing 

current location and configuration of the project components.  The 

redline documents shall be marked with the words ‘Master Redlines’ 

on the cover sheet and be maintained by the Contractor in the 

project office.  The Contractor will provide access to redline 

documents anytime during the project for review and inspection by 

the Resident Engineer or authorized Office of Protection Services 

representative.  Master redlines shall be neatly maintained 

throughout the project and secured under lock and key in the 

contractor’s onsite project office.  Any project component or 

assembly that is not installed in strict accordance with the 

drawings shall be so noted on the drawings.  Prior to producing 

Record Construction Documents, the contractor will submit the Master 

Redline document to the Resident Engineer for review and approval of 

all changes or modifications to the documents.  Each sheet shall 

have Resident Engineer initials indicating authorization to produce 

“As Built” documents.  Field drawings shall be used for data 

gathering & field changes.  These changes shall be made to the 

master redline documents daily. Field drawings shall not be 

considered “master redlines”. 

10. Record Specifications:  The Contractor shall maintain one (1) copy 

of the Project Specifications, including addenda and modifications 

issued, for Project Record Documents.  The Contractor shall mark the 

Specifications to indicate the actual installation where the 

installation varies substantially from that indicated in the 

Contract Specifications and modifications issued.  (Note related 

Project Record Drawing information where applicable).  The 

Contractor shall pay particular attention to substitutions, 

selection of product options, and information on concealed 

installations that would be difficult to identify or measure and 

record later.  Upon completion of the mark ups, the Contractor shall 

submit record Specifications to the COTR.  As with master relines, 
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Contractor shall maintain record specifications for Resident 

Engineer review and inspection at anytime. 

11. Record Product Data:  The Contractor shall maintain one (1) copy of 

each Product Data submittal for Project Record Document purposes. 

The Data shall be marked to indicate the actual product installed 

where the installation varies substantially from that indicated in 

the Product Data submitted.  Significant changes in the product 

delivered to the site and changes in manufacturer's instructions and 

recommendations for installation shall be included.  Particular 

attention will be given to information on concealed products and 

installations that cannot be readily identified or recorded later.  

Note related Change Orders and mark up of Record Construction 

Documents, where applicable.  Upon completion of mark up, submit a 

complete set of Record Product Data to the COTR. 

12. Miscellaneous Records:  The Contractor shall maintain one (1) copy 

of miscellaneous records for Project Record Document purposes.  

Refer to other Specifications for miscellaneous record-keeping 

requirements and submittals concerning various construction 

activities.  Before substantial completion, complete miscellaneous 

records and place in good order, properly identified and bound or 

filed, ready for use and reference.  Categories of requirements 

resulting in miscellaneous records include, a minimum of the 

following: 

a. Certificates received instead of labels on bulk products. 

b. Testing and qualification of tradesmen. (“Contractor’s 

Qualifications”) 

c. Documented qualification of installation firms. 

d. Load and performance testing. 

e. Inspections and certifications. 

f. Final inspection and correction procedures. 

g. Project schedule 

13. Record Construction Documents (Record As-Built) 

a. Upon project completion, the contractor shall submit the project 

master redlines to the Resident Engineer prior to development of 

Record construction documents.  The Resident Engineer shall be 

given a minimum of a thirty (30) day review period to determine 

the adequacy of the master redlines.  If the master redlines are 

found suitable by the Resident Engineer, the Resident Engineer 
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will initial and date each sheet and turn redlines over to the 

contractor for as built development.    

b. The Contractor shall provide the Resident Engineer a complete set 

of "as-built" drawings and original master redlined marked "as-

built" blue-line in the latest version of AutoCAD drawings 

unlocked on CD or DVD.  The as-built drawing shall include 

security device number, security closet connection location, data 

gathering panel number, and input or output number as applicable.  

All corrective notations made by the Contractor shall be legible 

when submitted to the COTR.  If, in the opinion of the COTR, any 

redlined notation is not legible, it shall be returned to the 

Contractor for re-submission at no extra cost to the Owner.  The 

Contractor shall organize the Record Drawing sheets into 

manageable sets bound with durable paper cover sheets with 

suitable titles, dates, and other identifications printed on the 

cover.  The submitted as built shall be in editable formats and 

the ownership of the drawings shall be fully relinquished to the 

owner. 

c. Where feasible, the individual or entity that obtained record 

data, whether the individual or entity is the installer, sub-

contractor, or similar entity, is required to prepare the mark up 

on Record Drawings.  Accurately record the information in a 

comprehensive drawing technique.  Record the data when possible 

after it has been obtained.  For concealed installations, record 

and check the mark up before concealment.  At the time of 

substantial completion, submit the Record Construction Documents 

to the COTR.  The Contractor shall organize into bound and 

labeled sets for the COTR's continued usage.  Provide device, 

conduit, and cable lengths on the conduit drawings.  Exact in-

field conduit placement/routings shall be shown.  All conduits 

shall be illustrated in their entire length from termination in 

security closets; no arrowed conduit runs shall be shown.  Pull 

box and junction box sizes are to be shown if larger than 100mm 

(4 inch). 

O. FIPS 201 Compliance Certificates 

1. Provide Certificates for all software components and device types 

utilizing credential verification. Provide certificates for: 

a. Fingerprint Capture Station 
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b. Card Readers 

c. Facial Image Capturing Camera 

d. PIV Middelware 

e. Template Matcher 

f. Electromagnetically Opaque Sleeve 

g. Certificate Management 

1) CAK Authentication System 

2) PIV Authentication System 

3) Certificate Validator 

4) Cryptographic Module 

P. Approvals will be based on complete submission of manuals together with 

shop drawings. 

Q. Completed System Readiness Checklists provided by the Commissioning 

Agent and completed by the contractor, signed by a qualified technician 

and dated on the date of completion, in accordance with the 

requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC SAFETY AND 

SECURITY SYSTEMS.  

1.5 APPLICABLE PUBLICATIONS 

A. The publications listed below (including amendments, addenda, 

revisions, supplement, and errata) form a part of this specification to 

the extent referenced. The publications are referenced in the text by 

the basic designation only. 

B. American National Standards Institute (ANSI)/ Security Industry 

Association (SIA): 

AC-03...................Access Control: Access Control Guideline Dye 

Sublimation Printing Practices for PVC Access 

Control Cards 

TVAC-01.................CCTV to Access Control Standard - Message Set 

for System Integration 

C. American National Standards Institute (ANSI)/ International Code 

Council (ICC): 

A117.1..................Standard on Accessible and Usable Buildings and 

Facilities 

D. Department of Justice American Disability Act (ADA) 

28 CFR Part 36..........ADA Standards for Accessible Design 2010 

E. Department of Veterans Affairs (VA):  

PACS-R:  Physical Access Control System (PACS) Requirements 

VA Handbook 0730 Security and Law Enforcement 
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F. Government Accountability Office (GAO):  

 GAO-03-8-02 Security Responsibilities for Federally Owned and Leased 

Facilities 

G. National Electrical Contractors Association 

303-2005................Installing Closed Circuit Television (CCTV) 

Systems 

H. National Electrical Manufactures Association (NEMA): 

250-08..................Enclosures for Electrical Equipment (1000 Volts 

Maximum) 

I. National Fire Protection Association (NFPA): 

70-11................... National Electrical Code 

J. Underwriters Laboratories, Inc. (UL): 

294-99..................The Standard of Safety for Access Control 

System Units 

305-08..................Standard for Panic Hardware 

639-97..................Standard for Intrusion-Detection Units 

752-05..................Standard for Bullet-Resisting Equipment 

827-08..................Central Station Alarm Services 

1076-95.................Standards for Proprietary Burglar Alarm Units 

and Systems 

1981-03.................Central Station Automation System 

2058-05.................High Security Electronic Locks 

K. Homeland Security Presidential Directive (HSPD): 

HSPD-12.................Policy for a Common Identification Standard for 

Federal Employees and Contractors 

L. Federal Communications Commission (FCC): 

(47 CFR 15) Part 15 Limitations on the Use of Wireless Equipment/Systems 

M. Federal Information Processing Standards (FIPS): 

FIPS-201-1..............Personal Identity Verification (PIV) of Federal 

Employees and Contractors 

N. National Institute of Standards and Technology (NIST): 

IR 6887 V2.1............Government Smart Card Interoperability 

Specification (GSC-IS) 

Special Pub 800-63......Electronic Authentication Guideline 

Special Pub 800-96......PIV Card Reader Interoperability Guidelines 

Special Pub 800-73-3....Interfaces for Personal Identity Verification 

(4 Parts) 
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........................Pt. 1- End Point PIV Card Application 

Namespace, Data Model & Representation 

........................Pt. 2- PIV Card Application Card Command 

Interface  

........................Pt. 3- PIV Client Application Programming 

Interface  

........................Pt. 4- The PIV Transitional Interfaces & Data 

Model Specification 

Special Pub 800-76-1....Biometric Data Specification for Personal 

Identity Verification 

Special Pub 800-78-2....Cryptographic Algorithms and Key Sizes for 

Personal Identity Verification 

Special Pub 800-79-1....Guidelines for the Accreditation of Personal 

Identity Verification Card Issuers 

Special Pub 800-85B-1...DRAFTPIV Data Model Test Guidelines 

Special Pub 800-85A-2...PIV Card Application and Middleware Interface 

Test Guidelines (SP 800-73-3 compliance) 

Special Pub 800-96......PIV Card Reader Interoperability Guidelines 

Special Pub 800-37......Guide for Applying the Risk Management 

Framework to Federal Information Systems 

Special Pub 800-96......PIV Card Reader Interoperability Guidelines 

Special Pub 800-96......PIV Card Reader Interoperability Guidelines 

Special Pub 800-104A....Scheme for PIV Visual Card Topography  

Special Pub 800-116.....Recommendation for the Use of PIV Credentials 

in Physical Access Control Systems (PACS) 

O. Institute of Electrical and Electronics Engineers (IEEE): 

C62.41..................IEEE Recommended Practice on Surge Voltages in 

Low-Voltage AC Power Circuits 

P. International Organization for Standardization (ISO): 

7810....................Identification cards – Physical characteristics 

7811....................Physical Characteristics for Magnetic Stripe 

Cards 

7816-1..................Identification cards - Integrated circuit(s) 

cards with contacts - Part 1: Physical 

characteristics  

7816-2..................Identification cards - Integrated circuit cards 

- Part 2: Cards with contacts -Dimensions and 

location of the contacts 
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7816-3..................Identification cards - Integrated circuit cards 

- Part 3: Cards with contacts - Electrical 

interface and transmission protocols 

7816-4..................Identification cards - Integrated circuit cards 

- Part 11: Personal verification through 

biometric methods 

7816-10.................Identification cards - Integrated circuit cards 

- Part 4: Organization, security and commands 

for interchange 

14443...................Identification cards - Contactless integrated 

circuit cards; Contactless Proximity Cards 

Operating at 13.56 MHz in up to 5 inches 

distance  

15693...................Identification cards -- Contactless integrated 

circuit cards - Vicinity cards; Contactless 

Vicinity Cards Operating at 13.56 MHz in up to 

50 inches distance 

19794...................Information technology - Biometric data 

interchange formats  

Q. Uniform Federal Accessibility Standards (UFAS) 1984 

R. ADA Standards for Accessible Design 2010 

S. Section 508 of the Rehabilitation Act of 1973  

1.6 DEFINITIONS 

A. ABA Track:  Magnetic stripe that is encoded on track 2, at 75-bpi 

density in binary-coded decimal format; for example, 5-bit, 16-

character set. 

B. Access Control List: A list of (identifier, permissions) pairs 

associated with a resource or an asset. As an expression of security 

policy, a person may perform an operation on a resource or asset if and 

only if the person’s identifier is present in the access control list 

(explicitly or implicitly), and the permissions in the (identifier, 

permissions) pair include the permission to perform the requested 

operation. 

C. Access Control: A function or a system that restricts access to 

authorized persons only. 

D. API Application Programming Interface 

E. Assurance Level (or E-Authentication Assurance Level): A measure of 

trust or confidence in an authentication mechanism defined in OMB 
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Memorandum M-04-04 and NIST Special Publication (SP) 800-63, in terms 

of four levels: [M-04-04] 

1. Level 1: LITTLE OR NO confidence 

2. Level 2: SOME confidence 

3. Level 3: HIGH confidence 

4. Level 4: VERY HIGH confidence 

F. Authentication: A process that establishes the origin of information, 

or determines an entity’s identity. In this publication, authentication 

often means the performance of a PIV authentication mechanism. 

G. Authenticator: A memory, possession, or quality of a person that can 

serve as proof of identity, when presented to a verifier of the 

appropriate kind. For example, passwords, cryptographic keys, and 

fingerprints are authenticators. 

H. Authorization: A process that associates permission to access a 

resource or asset with a person and the person’s identifier(s). 

I. BIO or BIO-A: A FIPS 201 authentication mechanism that is implemented 

by using a Fingerprint data object sent from the PIV Card to the PACS. 

Note that the short-hand “BIO (-A)” is used throughout the document to 

represent both BIO and BIO-A authentication mechanisms. 

J. Biometric: An authenticator produced from measurable qualities of a 

living person. 

K. CAC EP – CAC End Point with end point PIV applet 

L. CAC NG – CAC Next Generation with transitional PIV applet 

M. Card Authentication Key (CAK): A PIV authentication mechanism (or the 

PIV Card key of the same name) that is implemented by an asymmetric or 

symmetric key challenge/response protocol. The CAK is an optional 

mechanism defined in NIST SP 800-73. [SP800-73] NIST strongly 

recommends that every PIV Card contain an asymmetric CAK and 

corresponding certificate, and that agencies use the asymmetric CAK 

protocol, rather than a symmetric CAK protocol, whenever the CAK 

authentication mechanism is used with PACS.  

N. CCTV:  Closed-circuit television. 

O. Central Station:  A PC with software designated as the main controlling 

PC of the PACS.  Where this term is presented with initial capital 

letters, this definition applies. 

P. Controller:  An intelligent peripheral control unit that uses a 

computer for controlling its operation.  Where this term is presented 

with an initial capital letter, this definition applies. 
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Q. CPU:  Central processing unit. 

R. Credential:  Data assigned to an entity and used to identify that 

entity. 

S. File Server:  A PC in a network that stores the programs and data files 

shared by users. 

T. FIPS Federal Information Processing Standards 

U. FRAC – First Responder Authentication Credential 

V. HSPD Homeland Security Presidential Directive 

W. I/O:  Input/Output. 

X. Identifier:  A credential card, keypad personal identification number 

or code, biometric characteristic, or other unique identification 

entered as data into the entry-control database for the purpose of 

identifying an individual.  Where this term is presented with an 

initial capital letter, this definition applies. 

Y. IEC International Electrotechnical Commission 

Z. ISO International Organization for Standardization 

AA. KB Kilobyte 

BB. kbit/s Kilobits / second 

CC. LAN:  Local area network. 

DD. LED:  Light-emitting diode. 

EE. Legacy CAC – Contact only Common Access Card with v1 and v2 applets 

FF. Location:  A Location on the network having a PC-to-Controller 

communications link, with additional Controllers at the Location 

connected to the PC-to-Controller link with RS-485 communications loop.  

Where this term is presented with an initial capital letter, this 

definition applies. 

GG. NIST: National Institute of Standards and Technology 

HH. PACS: Physical Access Control System 

II. PC/SC: Personal Computer / Smart Card 

JJ. PC:  Personal computer.  This acronym applies to the Central Station, 

workstations, and file servers. 

KK. PCI Bus:  Peripheral component interconnect; a peripheral bus providing 

a high-speed data path between the CPU and peripheral devices (such as 

monitor, disk drive, or network). 

LL. PDF:  (Portable Document Format.) The file format used by the Acrobat 

document exchange system software from Adobe. 

MM. PIV: Personal Identification Verification 

NN. PIV-I – PIV Interoperable credential 
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OO. PPS: Protocol and Parameters Selection 

PP. RF:  Radio frequency. 

QQ. ROM:  Read-only memory.  ROM data are maintained through losses of 

power. 

RR. RS-232:  An TIA/EIA standard for asynchronous serial data 

communications between terminal devices.  This standard defines a 25-

pin connector and certain signal characteristics for interfacing 

computer equipment. 

SS. RS-485:  An TIA/EIA standard for multipoint communications. 

TT. TCP/IP:  Transport control protocol/Internet protocol incorporated into 

Microsoft Windows. 

UU. TPDU: Transport Protocol Data Unit 

VV. TWIC – Transportation Worker Identification Credential 

WW. UPS:  Uninterruptible power supply. 

XX. Vcc: Voltage at the Common Collector 

YY. WAN:  Wide area network. 

ZZ. WAV:  The digital audio format used in Microsoft Windows. 

AAA. Wiegand:  Patented magnetic principle that uses specially treated wires 

embedded in the credential card. 

BBB. Windows:  Operating system by Microsoft Corporation. 

CCC. Workstation:  A PC with software that is configured for specific 

limited security system functions. 

1.7 COORDINATION 

A. Coordinate arrangement, mounting, and support of electronic safety and 

security equipment: 

1. To allow maximum possible headroom unless specific mounting heights 

that reduce headroom are indicated. 

2. To provide for ease of disconnecting the equipment with minimum 

interference to other installations. 

3. To allow right of way for piping and conduit installed at required 

slope. 

4. So connecting raceways, cables, wireways, cable trays, and busways 

will be clear of obstructions and of the working and access space of 

other equipment. 

B. Coordinate installation of required supporting devices and set sleeves 

in cast-in-place concrete, masonry walls, and other structural 

components as they are constructed. 
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C. Coordinate location of access panels and doors for electronic safety 

and security items that are behind finished surfaces or otherwise 

concealed. 

1.8 MAINTENANCE & SERVICE 

A. General Requirements 

1. The Contractor shall provide all services required and equipment 

necessary to maintain the entire integrated electronic security 

system in an operational state as specified for a period of one (1) 

year after formal written acceptance of the system.  The Contractor 

shall provide all necessary material required for performing 

scheduled adjustments or other non-scheduled work.  Impacts on 

facility operations shall be minimized when performing scheduled 

adjustments or other non-scheduled work.  See also General Project 

Requirements. 

B. Description of Work 

1. The adjustment and repair of the security system includes all 

software updates, panel firmware, and the following new items 

computers equipment, communications transmission equipment and data 

transmission media (DTM), local processors, security system sensors, 

physical access control equipment, facility interface, signal 

transmission equipment, and video equipment. 

C. Personnel 

1. Service personnel shall be certified in the maintenance and repair 

of the selected type of equipment and qualified to accomplish all 

work promptly and satisfactorily.  The Resident Engineer shall be 

advised in writing of the name of the designated service 

representative, and of any change in personnel.  The Resident 

Engineer shall be provided copies of system manufacturer 

certification for the designated service representative. 

D. Schedule of Work 

1. The work shall be performed during regular working ours, Monday 

through Friday, excluding federal holidays.  These inspections shall 

include: 

a) The Contractor shall perform two (2) minor inspections at six (6) 

month intervals or more if required by the manufacturer, and two 

(2) major inspections offset equally between the minor 

inspections to effect quarterly inspection of alternating 

magnitude. 
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1) Minor Inspections shall include visual checks and operational 

tests of all console equipment, peripheral equipment, local 

processors, sensors, electrical and mechanical controls, and 

adjustments on printers. 

2) Major Inspections shall include all work described for Minor 

Inspections and the following: clean all system equipment and 

local processors including interior and exterior surfaces; 

perform diagnostics on all equipment; operational tests of the 

CPU, switcher, peripheral equipment, recording devices, 

monitors, picture quality from each camera; check, walk test, 

and calibrate each sensor; run all system software diagnostics 

and correct all problems; and resolve any previous outstanding 

problems. 

E. Emergency Service 

1. The owner shall initiate service calls whenever the system is not 

functioning properly.  The Contractor shall provide the Owner with 

an emergency service center telephone number.  The emergency service 

center shall be staffed 24 hours a day 365 days a year.  The Owner 

shall have sole authority for determining catastrophic and non-

catastrophic system failures within parameters stated in General 

Project Requirements. 

a. For catastrophic system failures, the Contractor shall provide 

same day four (4) hour service response with a defect correction 

time not to exceed eight (8) hours from [notification] [arrival 

on site].  Catastrophic system failures are defined as any system 

failure that the Owner determines will place the facility(s) at 

increased risk.   

b. For non-catastrophic failures, the Contractor within eight (8) 

hours with a defect correction time not to exceed 24 hours from 

notification.  

F. Operation 

1. Performance of scheduled adjustments and repair shall verify 

operation of the system as demonstrated by the applicable portions 

of the performance verification test. 

G. Records & Logs 

1. The Contractor shall maintain records and logs of each task and 

organize cumulative records for each component and for the complete 

system chronologically.  A continuous log shall be submitted for all 
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devices.  The log shall contain all initial settings, calibration, 

repair, and programming data.  Complete logs shall be maintained and 

available for inspection on site, demonstrating planned and 

systematic adjustments and repairs have been accomplished for the 

system. 

H. Work Request 

1. The Contractor shall separately record each service call request, as 

received.  The record shall include the serial number identifying 

the component involved, its location, date and time the call was 

received, specific nature of trouble, names of service personnel 

assigned to the task, instructions describing the action taken, the 

amount and nature of the materials used, and the date and time of 

commencement and completion.  The Contractor shall deliver a record 

of the work performed within five (5) working days after the work 

was completed. 

I. System Modifications 

1. The Contractor shall make any recommendations for system 

modification in writing to the COTR.  No system modifications, 

including operating parameters and control settings, shall be made 

without prior written approval from the COTR.  Any modifications 

made to the system shall be incorporated into the operation and 

maintenance manuals and other documentation affected. 

J. Software 

1. The Contractor shall provide all software updates when approved by 

the Owner from the manufacturer during the installation and 12-month 

warranty period and verify operation of the system.  These updates 

shall be accomplished in a timely manner, fully coordinated with the 

system operators, and incorporated into the operations and 

maintenance manuals and software documentation.  There shall be at 

least one (1) scheduled update near the end of the first year’s 

warranty period, at which time the Contractor shall install and 

validate the latest released version of the Manufacturer’s software.  

All software changes shall be recorded in a log maintained in the 

unit control room.  An electronic copy of the software update shall 

be maintained within the log.  At a minimum, the contractor shall 

provide a description of the modification, when the modification 

occurred, and name and contact information of the individual 
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performing the modification.  The log shall be maintained in a white 

3 ring binder and the cover marked “SOFTWARE CHANGE LOG”. 

1.9 PERFORMANCE REQUIREMENTS 

A. PACS shall provide support for multiple authentication modes and 

bidirectional communication with the reader.  PACS shall provide 

implementation capability for enterprise security policy and incident 

response. 

B. All processing of authentication information must occur on the “safe 

side” of a door 

C. Physical Access Control System shall provide access to following 

Security Areas: 

1. Controlled 

2. Limited 

3. Exclusion  

D. PACS shall provide: 

1. One authentication factor for access to Controlled security areas 

2. Two authentication factors for access to Limited security areas 

3. Three authentication factors for access to Exclusion security areas  

E. PACS shall provide Credential Validation and Path Validation per NIST 

800-116. 

F. The PACS System shall have an Enterprise Path Validation Module (PVM) 

component that processes X.509 certification paths composed of X.509 v3 

certificates and X.509 v2 CRLs. The PVM component MUST support the 

following features: 

1. Name chaining; 

2. Signature chaining; 

3. Certificate validity; 

4. Key usage, basic constraints, and certificate policies certificate 

extensions; 

5. Full CRLs; and 

6. CRLs segmented on names. 

G. Distributed Processing:  System shall be a fully distributed processing 

system so that information, including time, date, valid codes, access 

levels, and similar data, is downloaded to Controllers so that each 

Controller makes access-control decisions for that Location.  Do not 

use intermediate Controllers for physical access control.  If 

communications to Central Station are lost, all Controllers shall 

automatically buffer event transactions until communications are 
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restored, at which time buffered events shall be uploaded to the 

Central Station. 

H. Number of Locations:  Support unlimited number of separate Locations 

using a single PC with combinations of direct-connect, dial-up, or 

TCP/IP LAN connections to each Location. 

1. Each Location shall have its own database and history in the Central 

Station.  Locations may be combined to share a common database. 

I. Data Capacity: 

1. [130] different card-reader formats. 

2. [999] comments. 

3. [16] graphic file types for importing maps. 

J. Location Capacity: 

1. [128] reader-controlled doors. 

2. [50,000] total access credentials. 

3. [2048] supervised alarm inputs. 

4. [2048] programmable outputs. 

5. [32,000] custom action messages per Location to instruct operator on 

action required when alarm is received. 

K. System Network Requirements: 

1. Interconnect system components and provide automatic communication 

of status changes, commands, field-initiated interrupts, and other 

communications required for proper system operation. 

2. Communication shall not require operator initiation or response, and 

shall return to normal after partial or total network interruption 

such as power loss or transient upset. 

3. System shall automatically annunciate communication failures to the 

operator and identify the communication link that has experienced a 

partial or total failure. 

4. Communications Controller may be used as an interface between the 

Central Station display systems and the field device network.  

Communications Controller shall provide functions required to attain 

the specified network communications performance. 

L. Central Station shall provide operator interface, interaction, display, 

control, and dynamic and real-time monitoring.  Central Station shall 

control system networks to interconnect all system components, 

including workstations and field-installed Controllers. 

M. Field equipment shall include Controllers, sensors, and controls.  

Controllers shall serve as an interface between the Central Station and 
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sensors and controls.  Data exchange between the Central Station and 

the Controllers shall include down-line transmission of commands, 

software, and databases to Controllers.  The up-line data exchange from 

the Controller to the Central Station shall include status data such as 

intrusion alarms, status reports, and entry-control records.  

Controllers are classified as alarm-annunciation or entry-control type. 

N. System Response to Alarms:  Field device network shall provide a system 

end-to-end response time of [1] <Insert number> second(s) or less for 

every device connected to the system.  Alarms shall be annunciated at 

the Central Station within 1 second of the alarm occurring at a 

Controller or device controlled by a local Controller, and within 100 

ms if the alarm occurs at the Central Station.  Alarm and status 

changes shall be displayed within 100 ms after receipt of data by the 

Central Station.  All graphics shall be displayed, including graphics-

generated map displays, on the console monitor within 5 seconds of 

alarm receipt at the security console.[ This response time shall be 

maintained during system heavy load.] 

O. False Alarm Reduction:  The design of Central Station and Controllers 

shall contain features to reduce false alarms.  Equipment and software 

shall comply with SIA CP-01. 

P. Error Detection:  A cyclic code error detection method shall be used 

between Controllers and the Central Station, which shall detect single- 

and double-bit errors, burst errors of eight bits or less, and at least 

99 percent of all other multibit and burst error conditions.  

Interactive or product error detection codes alone will not be 

acceptable.  A message shall be in error if one bit is received 

incorrectly.  System shall retransmit messages with detected errors.  A 

two-digit decimal number shall be operator assignable to each 

communication link representing the number of retransmission attempts.  

When the number of consecutive retransmission attempts equals the 

assigned quantity, the Central Station shall print a communication 

failure alarm message.  System shall monitor the frequency of data 

transmission failure for display and logging. 

Q. Data Line Supervision:  System shall initiate an alarm in response to 

opening, closing, shorting, or grounding of data transmission lines. 

R. Door Hardware Interface:  Coordinate with Division 08 Sections that 

specify door hardware required to be monitored or controlled by the 

PACS.  The Controllers in this Section shall have electrical 
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characteristics that match the signal and power requirements of door 

hardware.  Integrate door hardware specified in Division 08 Sections to 

function with the controls and PC-based software and hardware in this 

Section. 

S. References to industry and trade association standards and codes are 

minimum installation requirement standards. 

T. Drawings and other specification sections shall govern in those 

instances where requirements are greater than those specified in the 

above standards. 

1.10 EQUIPMENT AND MATERIALS 

A. Materials and equipment furnished shall be of current production by 

manufacturers regularly engaged in the manufacture of such items, for 

which replacement parts shall be available. 

B. When more than one unit of the same class of equipment is required, 

such units shall be the product of a single manufacturer. 

C. Equipment Assemblies and Components: 

1. Components of an assembled unit need not be products of the same 

manufacturer. 

2. Manufacturers of equipment assemblies, which include components made 

by others, shall assume complete responsibility for the final 

assembled unit. 

3. Components shall be compatible with each other and with the total 

assembly for the intended service. 

4. Constituent parts which are similar shall be the product of a single 

manufacturer. 

D. Factory wiring shall be identified on the equipment being furnished and 

on all wiring diagrams. 

E. When Factory Testing Is Specified: 

1. The Government shall have the option of witnessing factory tests. 

The contractor shall notify the VA through the Resident Engineer a 

minimum of 15 working days prior to the manufacturers making the 

factory tests. 

2. Four copies of certified test reports containing all test data shall 

be furnished to the Resident Engineer prior to final inspection and 

not more than 90 days after completion of the tests. 

3. When equipment fails to meet factory test and re-inspection is 

required, the contractor shall be liable for all additional 

expenses, including expenses of the Government. 
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1.11 WARRANTY OF CONSTRUCTION. 

A. Warrant PACS work subject to the Article “Warranty of Construction” of 

FAR clause 52.246-21.  

B. Demonstration and training shall be performed prior to system 

acceptance.   

1.12 GENERAL REQUIREMENTS 

A. For general requirements that are common to more than one section in 

Division 28 refer to Section 28 05 00, REQUIREMENTS FOR ELECTRONIC 

SAFETY AND SECURITY INSTALLATIONS.  

B. General requirements applicable to this section include: 

1. General Arrangement Of Contract Documents, 

2. Delivery, Handling and Storage, 

3. Project Conditions, 

4. Electrical Power, 

5. Lightning, Power Surge Suppression, and Grounding, 

6. Electronic Components, 

7. Substitute Materials and Equipment, and 

8. Like Items. 

 

PART 2 – PRODUCTS 

2.1 GENERAL 

A. All equipment and materials for the system will be compatible to ensure 

correct operation as outlined in FIPS 201, March 2006 and HSPD-12. 

B. The security system characteristics listed in this section will serve 

as a guide in selection of equipment and materials for the PACS. If 

updated or more suitable versions are available then the Contracting 

Officer will approve the acceptance of prior to an installation. 

C. PACS equipment shall meet or exceed all requirements listed below. 

D. A PACS shall be comprised of, but not limited to, the following 

components: 

1. Physical Access Control System 

2. Application Software 

3. System Database 

4. Surge and Tamper Protection 

5. Standard Workstation Hardware 

6. Communications Workstation 

7. Controllers (Data Gathering Panel) 

8. Secondary Alarm Annunciator 
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9. Keypads 

10. Card Readers 

11. Credential Cards 

12. Biometric Identity Verification Equipment 

13. Enrolment Center (To be provided in accordance with the VA PIV 

enrollment and issuance system.) 

14. System Sensors and Related Equipment 

15. Push Button Switches 

16. Interfaces 

17. Door and Gate Hardware interface 

18. RS-232 ASCII Interface 

19. Floor Select Elevator Control 

20. After-Hours HVAC Control 

21. Real Time Guard Tour 

22. Video and Camera Control 

23. Cables 

24. Transformers 

 

2.2 SECURITY MANAGEMENT SYSTEM (SMS) 

A. Shall allow the configuration of an enrollment and badging, alarm 

monitoring, administrative, asset management, digital video management, 

intrusion detection, visitor enrollment, remote access level 

management, and integrated client workstations or any combination of 

all or some.  

B. Shall be expandable to support an unlimited number of individual module 

or integrated client workstations. All access control field hardware, 

including Data Gathering Panels(DGP), shall be connected to all 

physical access control system workstation on the network. 

C. Shall have the ability to compose, file, maintain, update, and print 

reports for either individuals or the system as follows. 

1. Individual reports that consist of an employee’s name, office 

location, phone number or direct extension, and normal hours of 

operation. The report shall provide a detail listing of the 

employee’s daily events in relation to accessing points within a 

facility. 

2. System reports shall be able to produce information on a 

daily/weekly/monthly basis for all events, alarms, and any other   

activity associated with a system user. 
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D. All reports shall be in a date/time format and all information shall be 

clearly presented. Shall be designed to allow it to work with any 

industry standard network protocol and topology listed below: 

1. Transmission Control Protocol (TCP)/IP 

2. Novell Netware (IPX/SPX) 

3. Banyan VINES 

4. IBM LAN Server (NetBEUI) 

5. Microsoft LAN Manager (NetBEUI) 

6. Network File System (NFS) Networks 

7. Remote Access Service (RAS) via ISDN, x.25, and standard phone 

lines. 

E. Shall provide full interface and control of the PACS to include the 

following subsystems within the PACS: 

1. Public Key Infrastructure 

2. Card Management 

3. Identity and Access Management 

4. Personal Identity Verification 

F. Shall have the following features or compatibilities: 

1. The ability to be operated locally or remotely via a LAN, WAN, 

internet, or intranet. 

2. Event and Alarm Monitoring 

3. Database Partitioning 

4. Ability to fully integrate with all other security subsystems  

5. Enhanced Monitoring Station with Split Screen Views 

6. Alternate and Extended Shunt by Door 

7. Escort Management 

8. Enhanced IT-based Password Protection 

10. N-man Rule and Occupancy Restrictions 

11. Open Journal Data Format for Enhanced Reporting 

12. Automated Personnel Import 

13. ODBC Support 

14. Windows 2000 Professional, Windows Server 2003, Windows XP 

Professionals for Servers, Windows 7 

15. Field-Level Audit Trail 

16. Cardholder Access Events 

2.3 APPLICATION SOFTWARE 

A. System Software:  Based on [32] <Insert number>-bit, [Microsoft 

Windows] <Insert name of operating system> central-station and 
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workstation operating system and application software.  Software shall 

have the following features: 

1. Multiuser multitasking to allow independent activities and 

monitoring to occur simultaneously at different workstations. 

2. Graphical user interface to show pull-down menus and a menu tree 

format. 

3. Capability for future additions within the indicated system size 

limits. 

4. Open architecture that allows importing and exporting of data and 

interfacing with other systems that are compatible with operating 

system. 

5. Password-protected operator and smart card login and access. 

B. Peer Computer Control Software:  Shall detect a failure of a central 

computer, and shall cause the other central computer to assume control 

of all system functions without interruption of operation.  Drivers 

shall be provided in both central computers to support this mode of 

operation. 

C. Application Software:  Interface between the alarm annunciation and 

entry-control Controllers, to monitor sensors[ and DTS links], operate 

displays, report alarms, generate reports, and help train system 

operators.  Software shall have the following functions: 

1. Resides at the Central Station, workstations, and Controllers as 

required to perform specified functions. 

2. Operate and manage peripheral devices. 

3. Manage files for disk I/O, including creating, deleting, and copying 

files; and automatically maintain a directory of all files, 

including size and location of each sequential and random-ordered 

record. 

4. Import custom icons into graphics views to represent alarms and I/O 

devices. 

5. Globally link I/O so that any I/O can link to any other I/O within 

the same Location, without requiring interaction with the host PC.  

This operation shall be at the Controller. 

6. Globally code I/O links so that any access-granted event can link to 

any I/O with the same Location without requiring interaction with 

the host PC.  This operation shall be at the Controller. 

7. Messages from PC to Controllers and Controllers to Controllers shall 

be on a polled network that utilizes check summing and 
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acknowledgment of each message.  Communication shall be 

automatically verified, buffered, and retransmitted if message is 

not acknowledged. 

8. Selectable poll frequency and message time-out settings shall handle 

bandwidth and latency issues for TCP/IP, RF, and other PC-to-

Controller communications methods by changing the polling frequency 

and the amount of time the system waits for a response. 

9. Automatic and encrypted backups for database and history backups 

shall be automatically stored at [the central control PC] [a 

selected workstation] and encrypted with a nine-character 

alphanumeric password, which must be used to restore or read data 

contained in backup. 

10. Operator audit trail for recording and reporting all changes made to 

database and system software. 

D. Workstation Software: 

1. Password levels shall be individually customized at each workstation 

to allow or disallow operator access to program functions for each 

Location. 

2. Workstation event filtering shall allow user to define events and 

alarms that will be displayed at each workstation.  If an alarm is 

unacknowledged (not handled by another workstation) for a preset 

amount of time, the alarm will automatically appear on the filtered 

workstation. 

E. Controller Software: 

1. Controllers shall operate as an autonomous intelligent processing 

unit.  Controllers shall make decisions about physical access 

control, alarm monitoring, linking functions, and door locking 

schedules for its operation, independent of other system components.  

Controllers shall be part of a fully distributed processing control 

network.  The portion of the database associated with a Controller 

and consisting of parameters, constraints, and the latest value or 

status of points connected to that Controller, shall be maintained 

in the Controller. 

2. Functions:  The following functions shall be fully implemented and 

operational within each Controller: 

a. Monitoring inputs. 

b. Controlling outputs. 

c. Automatically reporting alarms to the Central Station. 
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d. Reporting of sensor and output status to Central Station on 

request. 

e. Maintaining real time, automatically updated by the Central 

Station at least once a day. 

f. Communicating with the Central Station. 

g. Executing Controller resident programs. 

h. Diagnosing. 

i. Downloading and uploading data to and from the Central Station. 

3. Controller Operations at a Location: 

a. Location:  Up to [64] <Insert number> Controllers connected to 

RS-485 communications loop.  Globally operating I/O linking and 

anti-passback functions between Controllers within the same 

Location without central-station or workstation intervention.  

Linking and anti-passback shall remain fully functional within 

the same Location even when the Central Station or workstations 

are off line. 

b. In the event of communications failure between the Central 

Station and a Location, there shall be no degradation in 

operations at the Controllers at that Location.  The Controllers 

at each Location shall be connected to a memory buffer with a 

capacity to store up to 10,000 events; there shall be no loss of 

transactions in system history files until the buffer overflows. 

c. Buffered events shall be handled in a first-in-first-out mode of 

operation. 

4. Individual Controller Operation: 

a. Controllers shall transmit alarms, status changes, and other data 

to the Central Station when communications circuits are operable.  

If communications are not available, Controllers shall function 

in a stand-alone mode and operational data, including the status 

and alarm data normally transmitted to the Central Station, shall 

be stored for later transmission to the Central Station.  Storage 

capacity for the latest 1024 events shall be provided at each 

Controller. 

b. Card-reader ports of a Controller shall be custom configurable 

for at least [120] <Insert number> different card-reader or 

keypad formats.  Multiple reader or keypad formats may be used 

simultaneously at different Controllers or within the same 

Controller. 
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c. Controllers shall provide a response to card-readers or keypad 

entries in less than 0.25 seconds, regardless of system size. 

d. Controllers that are reset, or powered up from a nonpowered 

state, shall automatically request a parameter download and 

reboot to its proper working state.  This shall happen without 

any operator intervention. 

e. Initial Startup:  When Controllers are brought on-line, database 

parameters shall be automatically downloaded to them.  After 

initial download is completed, only database changes shall be 

downloaded to each Controller. 

f. Failure Mode:  On failure for any reason, Controllers shall 

perform an orderly shutdown and force Controller outputs to a 

predetermined failure mode state, consistent with the failure 

modes shown and the associated control device. 

g. Startup After Power Failure:  After power is restored, startup 

software shall initiate self-test diagnostic routines, after 

which Controllers shall resume normal operation. 

h. Startup After Controller Failure:  On failure, if the database 

and application software are no longer resident, Controllers 

shall not restart, but shall remain in the failure mode until 

repaired.  If database and application programs are resident, 

Controllers shall immediately resume operation.  If not, software 

shall be restored automatically from the Central Station. 

5. Communications Monitoring: 

a. System shall monitor and report status of RS-485 communications 

loop [TCP/IP communication status] of each Location. 

b. Communication status window shall display which Controllers are 

currently communicating, a total count of missed polls since 

midnight, and which Controller last missed a poll. 

c. Communication status window shall show the type of CPU, the type 

of I/O board, and the amount of RAM memory for each Controller. 

6. Operating systems shall include a real-time clock function that 

maintains seconds, minutes, hours, day, date, and month.  The real-

time clock shall be automatically synchronized with the Central 

Station at least once a day to plus or minus 10 seconds.  The time 

synchronization shall be automatic, without operator action and 

without requiring system shutdown. 

F. PC-to-Controller Communications: 
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1. Central-station or workstation communications shall use the 

following: 

a. Direct connection using serial ports of the PC. 

b. TCP/IP LAN network interface cards. 

c. Dial-up modems for connections to Locations. 

2. Serial Port Configuration:  Each serial port used for communications 

shall be individually configurable for "direct communications," 

"modem communications incoming and outgoing," or "modem 

communications incoming only"; or as an ASCII output port. 

3. Multiport Communications Board:  Use if more than two serial ports 

are needed. 

a. Expandable and modular design.  Use a 4-, 8-, or 16-serial port 

configuration that is expandable to 32 or 64 serial ports. 

b. Connect the first board to an internal PCI bus adapter card. 

4. Direct serial, TCP/IP, and dial-up communications shall be alike in 

the monitoring or control of system, except for the connection that 

must first be made to a dial-up Location. 

5. TCP/IP network interface card shall have an option to set the poll 

frequency and message response time-out settings. 

6. PC-to-Controller and Controller-to-Controller communications 

(direct, dial-up, or TCP/IP) shall use a polled-communication 

protocol that checks sum and acknowledges each message.  All 

communications shall be verified and buffered and retransmitted if 

not acknowledged. 

G. Direct Serial or TCP/IP PC-to-Controller Communications: 

1. Communication software on the PC shall supervise the PC-to-

Controller communications link. 

2. Loss of communications to any Controller shall result in an alarm at 

all PCs running the communications software. 

3. When communications are restored, all buffered events shall 

automatically upload to the PC, and any database changes shall be 

automatically sent to the Controller. 

H. Dial-up Modem PC-to-Controller Communications: 

1. Communication software on the PC shall supervise the PC-to-

Controller communications link during dial-up modem connect times. 

2. Communication software shall be programmable to routinely poll each 

of the remote dial-up modem Locations, collecting event logs and 
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verifying phone lines at time intervals that are operator selectable 

for each Location. 

3. System shall be programmable for dialing and connecting to all dial-

up modem Locations and for retrieving the accrued history 

transactions on an automatic basis as often as once every [10] 

<Insert number> minutes and up to once every [9999] <Insert number> 

minutes. 

4. Failure to communicate to a dial-up Location three times in a row 

shall result in an alarm at the PC. 

5. Time offset capabilities shall be present so that Locations in a 

different geographical time zone than the host PC will be set to, 

and maintained at, the proper local time.  This feature shall allow 

for geographical time zones that are ahead of or behind the host PC. 

6. The Controller connected to a dial-up modem shall automatically 

buffer all normal transactions until its buffer reaches 80 percent 

of capacity.  When the transaction buffer reaches 80 percent, the 

Controller shall automatically initiate a call to the Central 

Station and upload all transactions. 

7. Alarms shall be reported immediately. 

8. Dial-up modems shall be provided by manufacturer of the system.  

Modems used at the Controller shall be powered by the Controller.  

Power to the modem shall include battery backup if the Controller is 

so equipped. 

I. Controller-to-Controller Communications: 

1. Controller-to-Controller Communications:  RS-485, 4-wire, point-to-

point, regenerative (repeater) communications network methodology. 

2. RS-485 communications signal shall be regenerated at each 

Controller. 

J. Database Downloads: 

1. All data transmissions from PCs to a Location, and between 

Controllers at a Location, shall include a complete database 

checksum to check the integrity of the transmission.  If the data 

checksum does not match, a full data download shall be automatically 

retransmitted. 

2. If a Controller is reset for any reason, it shall automatically 

request and receive a database download from the PC.  The download 

shall restore data stored at the Controller to their normal working 

state and shall take place with no operator intervention. 
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3. Software shall provide for setting downloads via dial-up connection 

to once per 24-hour period, with time selected by the operator. 

4. Software shall provide for setting delays of database downloads for 

dial-up connections.  Delays change the download from immediately to 

a delay ranging from 1 to 999 minutes. 

K. Operator Interface: 

1. Inputs in system shall have two icon representations, one for the 

normal state and one for the abnormal state. 

2. When viewing and controlling inputs, displayed icons shall 

automatically change to the proper icon to display the current 

system state in real time.  Icons shall also display the input's 

state, whether armed or bypassed, and if the input is in the armed 

or bypassed state due to a time zone or a manual command. 

3. Outputs in system shall have two icon representations, one for the 

secure (locked) state and one for the open (unlocked) state. 

4. Icons displaying status of the I/O points shall be constantly 

updated to show their current real-time condition without prompting 

by the operator. 

5. The operator shall be able to scroll the list of I/Os and press the 

appropriate toolbar button, or right click, to command the system to 

perform the desired function. 

6. Graphic maps or drawings containing inputs, outputs, and override 

groups shall include the following: 

a. Database to import and store full-color maps or drawings and 

allow for input, output, and override group icons to be placed on 

maps. 

b. Maps to provide real-time display animation and allow for control 

of points assigned to them. 

c. System to allow inputs, outputs, and override groups to be placed 

on different maps. 

d. Software to allow changing the order or priority in which maps 

will be displayed. 

7. Override Groups Containing I/Os: 

a. System shall incorporate override groups that provide the 

operator with the status and control over user-defined "sets" of 

I/Os with a single icon. 

b. Icon shall change automatically to show the live summary status 

of points in that group. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 55 

c. Override group icon shall provide a method to manually control or 

set to time zone points in the group. 

d. Override group icon shall allow the expanding of the group to 

show icons representing the live status for each point in the 

group, individual control over each point, and the ability to 

compress the individual icons back into one summary icon. 

8. Schedule Overrides of I/Os and Override Groups: 

a. To accommodate temporary schedule changes that do not fall within 

the holiday parameters, the operator shall have the ability to 

override schedules individually for each input, output, or 

override group. 

b. Each schedule shall be composed of a minimum of two dates with 

separate times for each date. 

c. The first time and date shall be assigned the override state that 

the point shall advance to, when the time and date become 

current. 

d. The second time and date shall be assigned the state that the 

point shall return to, when the time and date become current. 

9. Copy command in database shall allow for like data to be copied and 

then edited for specific requirements, to reduce redundant data 

entry. 

L. Operator Access Control: 

1. Control operator access to system controls through [three] <Insert 

number> password-protected operator levels.  System operators and 

managers with appropriate password clearances shall be able to 

change operator levels for operators. 

2. Three successive attempts by an operator to execute functions beyond 

their defined level during a 24-hour period shall initiate a 

software tamper alarm. 

3. A minimum of [32] <Insert number> passwords shall be available with 

the system software.  System shall display the operator's name or 

initials in the console's first field.  System shall print the 

operator's name or initials, action, date, and time on the system 

printer at login and logoff. 

4. The password shall not be displayed or printed. 

5. Each password shall be definable and assignable for the following: 

a. Commands usable. 

b. Access to system software. 
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c. Access to application software. 

d. Individual zones that are to be accessed. 

e. Access to database. 

M. Operator Commands: 

1. Command Input:  Plain-language words and acronyms shall allow 

operators to use the system without extensive training or data-

processing backgrounds.  System prompts shall be a word, a phrase, 

or an acronym. 

2. Command inputs shall be acknowledged and processing shall start in 

not less than [1] <Insert number> second(s). 

3. Tasks that are executed by operator's commands shall include the 

following: 

a. Acknowledge Alarms:  Used to acknowledge that the operator has 

observed the alarm message. 

b. Place Zone in Access:  Used to remotely disable intrusion alarm 

circuits emanating from a specific zone.  System shall be 

structured so that console operator cannot disable tamper 

circuits. 

c. Place Zone in Secure:  Used to remotely activate intrusion alarm 

circuits emanating from a specific zone. 

d. System Test:  Allows the operator to initiate a system-wide 

operational test. 

e. Zone Test:  Allows the operator to initiate an operational test 

for a specific zone. 

f. Print reports. 

g. Change Operator:  Used for changing operators. 

h. Security Lighting Controls:  Allows the operator to remotely turn 

on/off security lights. 

i. Display Graphics:  Used to display any graphic displays 

implemented in the system.  Graphic displays shall be completed 

within 20 seconds from time of operator command. 

j. Run system tests. 

k. Generate and format reports. 

l. Request help with the system operation. 

1) Include in main menus. 

2) Provide unique, descriptive, context-sensitive help for 

selections and functions with the press of one function key. 
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3) Provide navigation to specific topic from within the first 

help window. 

4) Help shall be accessible outside the applications program. 

m. Entry-Control Commands: 

1) Lock (secure) or unlock (open) each controlled entry and exit 

up to four times a day through time-zone programming. 

2) Arm or disarm each monitored input up to four times a day 

through time-zone programming. 

3) Enable or disable readers or keypads up to twice a day through 

time-zone programming. 

4) Enable or disable cards or codes up to four times per day per 

entry point through access-level programming. 

4. Command Input Errors:  Show operator input assistance when a command 

cannot be executed because of operator input errors.  Assistance 

screen shall use plain-language words and phrases to explain why the 

command cannot be executed.  Error responses that require an 

operator to look up a code in a manual or other document are not 

acceptable.  Conditions causing operator assistance messages include 

the following: 

a. Command entered is incorrect or incomplete. 

b. Operator is restricted from using that command. 

c. Command addresses a point that is disabled or out of service. 

d. Command addresses a point that does not exist. 

e. Command is outside the system's capacity. 

N. Alarms: 

1. System Setup: 

a. Assign manual and automatic responses to incoming point status 

change or alarms. 

b. Automatically respond to input with a link to other inputs, 

outputs, operator-response plans, unique sound with use of WAV 

files, and maps or images that graphically represent the point 

location. 

c. 60-character message field for each alarm. 

d. Operator-response-action messages shall allow message length of 

at least 65,000 characters, with database storage capacity of up 

to 32,000 messages.  Setup shall assign messages to access point. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 58 

e. Secondary messages shall be assignable by the operator for 

printing to provide further information and shall be editable by 

the operator. 

f. Allow 25 secondary messages with a field of 4 lines of 60 

characters each. 

g. Store the most recent 1000 alarms for recall by the operator 

using the report generator. 

2. Software Tamper: 

a. Annunciate a tamper alarm when unauthorized changes to system 

database files are attempted.  Three consecutive unsuccessful 

attempts to log onto system shall generate a software tamper 

alarm. 

b. Annunciate a software tamper alarm when an operator or other 

individual makes three consecutive unsuccessful attempts to 

invoke functions beyond their authorization level. 

c. Maintain a transcript file of the last 5000 commands entered at 

the each Central Station to serve as an audit trail.  System 

shall not allow write access to system transcript files by any 

person, regardless of their authorization level. 

d. Allow only acknowledgment of software tamper alarms. 

3. Read access to system transcript files shall be reserved for 

operators with the highest password authorization level available in 

system. 

4. Animated Response Graphics:  Highlight alarms with flashing icons on 

graphic maps; display and constantly update the current status of 

alarm inputs and outputs in real time through animated icons. 

5. Multimedia Alarm Annunciation:  WAV files to be associated with 

alarm events for audio annunciation or instructions. 

6. Alarm Handling:  Each input may be configured so that an alarm 

cannot be cleared unless it has returned to normal, with options of 

requiring the operator to enter a comment about disposition of 

alarm.  Allow operator to silence alarm sound when alarm is 

acknowledged. 

7. Alarm Automation Interface:  High-level interface to Central Station 

alarm automation software systems.  Allows input alarms to be passed 

to and handled by automation systems in same manner as burglar 

alarms, using an RS-232 ASCII interface. 
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8. CCTV Alarm Interface:  Allow commands to be sent to CCTV systems 

during alarms (or input change of state) through serial ports. 

9. Camera Control:  Provides operator ability to select and control 

cameras from graphic maps. 

O. Alarm Monitoring:  Monitor sensors, Controllers, and DTS circuits and 

notify operators of an alarm condition.  Display higher-priority alarms 

first and, within alarm priorities, display the oldest unacknowledged 

alarm first.  Operator acknowledgment of one alarm shall not be 

considered acknowledgment of other alarms nor shall it inhibit 

reporting of subsequent alarms. 

1. Displayed alarm data shall include type of alarm, location of alarm, 

and secondary alarm messages. 

2. Printed alarm data shall include type of alarm, location of alarm, 

date and time (to nearest second) of occurrence, and operator 

responses. 

3. Maps shall automatically display the alarm condition for each input 

assigned to that map, if that option is selected for that input 

location. 

4. Alarms initiate a status of "pending" and require the following two 

handling steps by operators: 

a. First Operator Step:  "Acknowledged."  This action shall silence 

sounds associated with the alarm.  The alarm remains in the 

system "Acknowledged" but "Un-Resolved." 

b. Second Operator Step:  Operators enter the resolution or operator 

comment, giving the disposition of the alarm event.  The alarm 

shall then clear. 

5. Each workstation shall display the total pending alarms and total 

unresolved alarms. 

6. Each alarm point shall be programmable to disallow the resolution of 

alarms until the alarm point has returned to its normal state. 

7. Alarms shall transmit to Central Station in real time, except for 

allowing connection time for dial-up locations. 

8. Alarms shall be displayed and managed from a minimum of four 

different windows. 

a. Input Status Window:  Overlay status icon with a large red 

blinking icon.  Selecting the icon will acknowledge the alarm. 

b. History Log Transaction Window:  Display name, time, and date in 

red text.  Selecting red text will acknowledge the alarm. 
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c. Alarm Log Transaction Window:  Display name, time, and date in 

red.  Selecting red text will acknowledge the alarm. 

d. Graphic Map Display:  Display a steady colored icon representing 

each alarm input location.  Change icon to flashing red when the 

alarm occurs.  Change icon from flashing red to steady red when 

the alarm is acknowledged. 

9. Once an alarm is acknowledged, the operator shall be prompted to 

enter comments about the nature of the alarm and actions taken.  

Operator's comments may be manually entered or selected from a 

programmed predefined list, or a combination of both. 

10. For locations where there are regular alarm occurrences, provide 

programmed comments.  Selecting that comment shall clear the alarm. 

11. The time and name of the operator who acknowledged and resolved the 

alarm shall be recorded in the database. 

12. Identical alarms from same alarm point shall be acknowledged at same 

time the operator acknowledges the first alarm.  Identical alarms 

shall be resolved when the first alarm is resolved. 

13. Alarm functions shall have priority over downloading, retrieving, 

and updating database from workstations and Controllers. 

14. When a reader-controlled output (relay) is opened, the corresponding 

alarm point shall be automatically bypassed. 

P. Monitor Display:  Display text and graphic maps that include zone 

status integrated into the display.  Colors are used for the various 

components and current data.  Colors shall be uniform throughout the 

system. 

1. Color Code: 

a. FLASHING RED:  Alerts operator that a zone has gone into an alarm 

or that primary power has failed. 

b. STEADY RED:  Alerts operator that a zone is in alarm and alarm 

has been acknowledged. 

c. YELLOW:  Advises operator that a zone is in access. 

d. GREEN:  Indicates that a zone is secure and that power is on. 

2. Graphics: 

a. Support 32,000 graphic display maps and allow import of maps from 

a minimum of 16 standard formats from another drawing or graphics 

program. 

b. Allow I/O to be placed on graphic maps by the drag-and-drop 

method. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 61 

c. Operators shall be able to view the inputs, outputs, and the 

point's name by moving the mouse cursor over the point on graphic 

map. 

d. Inputs or outputs may be placed on multiple graphic maps.  The 

operator shall be able to toggle to view graphic map associated 

with inputs or outputs. 

e. Each graphic map shall have a display-order sequence number 

associated with it to provide a predetermined order when toggled 

to different views. 

f. Camera icons shall have the ability to be placed on graphic maps 

that, when selected by an operator, will open a video window, 

display the camera associated with that icon, and provide pan-

tilt-zoom control. 

g. Input, output, or camera placed on a map shall allow the ability 

to arm or bypass an input, open or secure an output, or control 

the pan-tilt-zoom function of the selected camera. 

Q. System test software enables operators to initiate a test of the entire 

system or of a particular portion of the system. 

1. Test Report:  The results of each test shall be stored for future 

display or printout.  The report shall document the operational 

status of system components. 

R. Report Generator Software: Include commands to generate reports for 

displaying, printing, and storing on disk and tape.  Reports shall be 

stored by type, date, and time.  Report printing shall be the lowest 

priority activity.  Report generation mode shall be operator selectable 

but set up initially as periodic, automatic, or on request.  Include 

time and date printed and the name of operator generating the report.  

Report formats may be configured by operators. 

1. Automatic Printing:  Setup shall specify, modify, or inhibit the 

report to be generated; the time the initial report is to be 

generated; the time interval between reports; the end of period; and 

the default printer. 

2. Printing on Requests: An operator may request a printout of any 

report. 

3. Alarm Reports: Reporting shall be automatic as initially set up.  

Include alarms recorded by system over the selected time and 

information about the type of alarm [(such as door alarm, intrusion 
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alarm, tamper alarm, etc.)] <Insert alarm types>, the type of 

sensor, the location, the time, and the action taken. 

4. Access and Secure Reports:  Document zones placed in access, the 

time placed in access, and the time placed in secure mode. 

5. Custom Reports:  Reports tailored to exact requirements of who, 

what, when, and where.  As an option, custom report formats may be 

stored for future printing. 

6. Automatic History Reports:  Named, saved, and scheduled for 

automatic generation. 

7. Cardholder Reports:  Include data, or selected parts of the data, as 

well as the ability to be sorted by name, card number, imprinted 

number, or by any of the user-defined fields. 

8. Cardholder by Reader Reports:  Based on who has access to a specific 

reader or group of readers by selecting the readers from a list. 

9. Cardholder by Access-Level Reports:  Display everyone that has been 

assigned to the specified access level. 

10. Who Is In (Muster) Report: 

a. Emergency Muster Report:  One click operation on toolbar launches 

report. 

b. Cardholder Report.  Contain a count of persons that are "In" at a 

selected Location and a count with detailed listing of name, 

date, and time of last use, sorted by the last reader used or by 

the group assignment. 

11. Panel Labels Reports: Printout of control-panel field documentation 

including the actual location of equipment, programming parameters, 

and wiring identification.  Maintain system installation data within 

system database so that they are available on-site at all times. 

12. Activity and Alarm On-Line Printing:  Activity printers for use at 

workstations; prints all events or alarms only. 

13. History Reports:  Custom reports that allows the operator to select 

any date, time, event type, device, output, input, operator, 

Location, name, or cardholder to be included or excluded from the 

report. 

a. Initially store history on the hard disk of the host PC. 

b. Permit viewing of the history on workstations or print history to 

any system printer. 
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c. The report shall be definable by a range of dates and times with 

the ability to have a daily start and stop time over a given date 

range. 

d. Each report shall depict the date, time, event type, event 

description, device, or I/O name, cardholder group assignment, 

and cardholder name or code number. 

e. Each line of a printed report shall be numbered to ensure that 

the integrity of the report has not been compromised. 

f. Total number of lines of the report shall be given at the end of 

the report.  If the report is run for a single event such as 

"Alarms," the total shall reflect how many alarms occurred during 

that period. 

14. Reports shall have the following four options: 

a. View on screen. 

b. Print to system printer.  Include automatic print spooling and 

"Print To" options if more than one printer is connected to 

system. 

c. "Save to File" with full path statement. 

d. System shall have the ability to produce a report indicating 

status of system inputs and outputs or of inputs and outputs that 

are abnormal, out of time zone, manually overridden, not 

reporting, or in alarm. 

15. Custom Code List Subroutine:  Allow the access codes of system to be 

sorted and printed according to the following criteria: 

a. Active, inactive, or future activate or deactivate. 

b. Code number, name, or imprinted card number. 

c. Group, Location, access levels. 

d. Start and stop code range. 

e. Codes that have not been used since a selectable number of days. 

f. In, out, or either status. 

g. Codes with trace designation. 

16. The reports of system database shall allow options so that every 

data field may be printed. 

17. The reports of system database shall be constructed so that the 

actual position of the printed data shall closely match the position 

of the data on the data-entry windows. 

S. Anti-Passback: 
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1. System shall have global and local anti-passback features, 

selectable by Location.  System shall support hard and soft anti-

passback. 

2. Hard Anti-Passback:  Once a credential holder is granted access 

through a reader with one type of designation (IN or OUT), the 

credential holder may not pass through that type of reader 

designation until the credential holder passes though a reader of 

opposite designation. 

3. Soft Anti-Passback:  Should a violation of the proper IN or OUT 

sequence occur, access shall be granted, but a unique alarm shall be 

transmitted to the control station, reporting the credential holder 

and the door involved in the violation.  A separate report may be 

run on this event. 

4. Timed Anti-Passback:  A Controller capability that prevents an 

access code from being used twice at the same device (door) within a 

user-defined amount of time. 

5. Provide four separate zones per Location that can operate without 

requiring interaction with the host PC (done at Controller).  Each 

reader shall be assignable to one or all four anti-passback zones.  

In addition, each anti-passback reader can be further designated as 

"Hard," "Soft," or "Timed" in each of the four anti-passback zones.  

The four anti-passback zones shall operate independently. 

6. The anti-passback schemes shall be definable for each individual 

door. 

7. The Master Access Level shall override anti-passback. 

8. System shall have the ability to forgive (or reset) an individual 

credential holder or the entire credential holder population anti-

passback status to a neutral status. 

T. Visitor Assignment: 

1. Provide for and allow an operator to be restricted to only working 

with visitors.  The visitor badging subsystem shall assign 

credentials and enroll visitors.  Allow only access levels that have 

been designated as approved for visitors. 

2. Provide an automated log of visitor name, time and doors accessed, 

and whom visitor contacted. 

3. Allow a visitor designation to be assigned to a credential holder. 

4. PACS shall be able to restrict the access levels that may be 

assigned to credentials that are issued to visitors. 
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5. Allow operator to recall visitors' credential holder file, once a 

visitor is enrolled in the system. 

6. The operator may designate any reader as one that deactivates the 

credential after use at that reader.  The history log shall show the 

return of the credential. 

7. System shall have the ability to use the visitor designation in 

searches and reports.  Reports shall be able to print all or any 

visitor activity. 

U. Time and Attendance: 

1. Time and attendance reporting shall be provided to match IN and OUT 

reads and display cumulative time in for each day and cumulative 

time in for length of the report. 

2. Shall be provided to match IN and OUT reads and display cumulative 

time in for each day and cumulative time in for length of the 

report. 

3. System software setup shall allow designation of selected access-

control readers as time and attendance hardware to gather the clock-

in and clock-out times of the users at these readers. 

a. Reports shall show in and out times for each day, total in time 

for each day, and a total in time for period specified by the 

user. 

b. Allow the operator to view and print the reports, or save the 

report to a file. 

c. Alphabetically sort reports on the person's last name, by 

Location or location group.  Include all credential holders or 

optionally select individual credential holders for the report. 

V. Training Software:  Enables operators to practice system operation 

including alarm acknowledgment, alarm assessment, response force 

deployment, and response force communications.  System shall continue 

normal operation during training exercises and shall terminate 

exercises when an alarm signal is received at the console. 

W. Entry-Control Enrollment Software:  Database management functions that 

allow operators to add, delete, and modify access data as needed. 

1. The enrollment station shall not have alarm response or 

acknowledgment functions. 

2. Provide multiple, password-protected access levels.  Database 

management and modification functions shall require a higher 

operator access level than personnel enrollment functions. 
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3. The program shall provide means to disable the enrollment station 

when it is unattended to prevent unauthorized use. 

4. The program shall provide a method to enter personnel identifying 

information into the entry-control database files through enrollment 

stations.  In the case of personnel identity verification 

subsystems, this shall include biometric data.  Allow entry of 

personnel identifying information into the system database using 

menu selections and data fields.  The data field names shall be 

customized during setup to suit user and site needs.  Personnel 

identity verification subsystems selected for use with the system 

shall fully support the enrollment function and shall be compatible 

with the entry-control database files. 

5. Cardholder Data:  Provide 99 user-defined fields.  System shall have 

the ability to run searches and reports using any combination of 

these fields.  Each user-defined field shall be configurable, using 

any combination of the following features: 

a. MASK:  Determines a specific format that data must comply with. 

b. REQUIRED:  Operator is required to enter data into field before 

saving. 

c. UNIQUE:  Data entered must be unique. 

d. DEACTIVATE DATE:  Data entered will be evaluated as an additional 

deactivate date for all cards assigned to this cardholder. 

e. NAME ID:  Data entered will be considered a unique ID for the 

cardholder. 

6. Personnel Search Engine:  A report generator with capabilities such 

as search by last name, first name, group, or any predetermined 

user-defined data field; by codes not used in definable number of 

days; by skills; or by seven other methods. 

7. Multiple Deactivate Dates for Cards:  User-defined fields to be 

configured as additional stop dates to deactivate any cards assigned 

to the cardholder. 

8. Batch card printing. 

9. Default card data can be programmed to speed data entry for sites 

where most card data are similar. 

10. Enhanced ACSII File Import Utility:  Allows the importing of 

cardholder data and images. 

11. Card Expire Function:  Allows readers to be configured to deactivate 

cards when a card is used at selected devices. 
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X. System Redundancy & High Availability: The system shall provide 

multiple levels of communications redundancy and failover for all PACS 

hosted controllers, digital video recorders, and client workstations. 

The PACS shall be capable of automatically re-routing communications to 

alternate computers across the system without operator intervention. 

 

1. PACS system configuration with a single application/ database server 

shall provide at a minimum the following redundancy and failover 

capability: 

a. The PACS shall provide communications redundancy and failover for 

network-attached devices.  Each network attached device shall 

have one or more alternative communication sever(s) that can 

provide hosting in case of primary communications server failure.  

b. In case of primary communications server failure, the system 

shall automatically re-route network-attached devices to their 

designated backup communications servers to allow continuous 

system operations without loss of alarm and event transaction 

processing during failover. 

c. Network-attached devices which transition to backup 

communications servers, shall be able to be redirected back to 

their default primary servers, once the primary communications 

servers have been restored. 

2. PACS system configuration with multiple regional application/ 

database servers shall provide at a minimum the following redundancy 

and failover capability: 

a) The PACS shall support the same level of communications 

redundancy and failover for network-attached devices per regional 

application/database server, allowable to span across regional 

application/database servers in the event of a regional 

application/database server failure. 

b) In case of a regional application/database server failure, client 

workstations shall be able to failover to their designated backup 

regional application/database server to allow continuous system 

operations. 

c) In case of a regional application/database server failure, upon 

server restoration, the ISMS shall automatically update and 

synchronize the regional application/database server. 
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d) Client workstations which transition to a backup regional 

application/database server, shall be able to be redirected back 

to their default regional application/database server, once the 

regional application/database server functions have been 

restored. 

2.4 SURGE AND TAMPER PROTECTION 

A. Surge Protection:  Protect components from voltage surges originating 

external to equipment housing and entering through power, 

communication, signal, control, or sensing leads.  Include surge 

protection for external wiring of each conductor-entry connection to 

components. 

1. Minimum Protection for Power Connections 120 V and More:  Auxiliary 

panel suppressors complying with requirements in Division 26 Section 

"Transient-Voltage Suppression for Low-Voltage Electrical Power 

Circuits." 

2. Minimum Protection for Communication, Signal, Control, and Low-

Voltage Power Connections:  Comply with requirements in Division 26 

Section "Transient-Voltage Suppression for Low-Voltage Electrical 

Power Circuits" as recommended by manufacturer for type of line 

being protected. 

B. Tamper Protection:  Tamper switches on enclosures, control units, pull 

boxes, junction boxes, cabinets, and other system components shall 

initiate a tamper-alarm signal when unit is opened or partially 

disassembled.  Control-station control-unit alarm display shall 

identify tamper alarms and indicate locations. 

 

2.5 PACS SERVER HARDWARE 

A. SMS Server Computer:  Standard unmodified PC of modular design.  The 

CPU word size shall be [64] <Insert number> bytes or larger; the CPU 

operating speed shall be at least [3.4] <Insert number> [GHz]. 

1. Processor family: [Intel® Xeon® E5640 (4 core, 2.66 GHz, 12MB L3, 

80W)] <Insert text>.  

2. Number of processors: 2 

3. Memory: [12] GB RAM , expandable to a minimum of [192] GB without 

additional chassis or power supplies. Memory protection Mirrored 

Memory,  

4. Input/Output: 2 expansions slots, Network Controller (2) 1GbE NC382i 

Multifunction 4 Ports.  
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5. Power Supply: Dual - minimum capacity of [460] <Insert number> W hot 

plug. 

6. Real-Time Clock: 

a. Accuracy:  Plus or minus 1 minute per month. 

b. Time Keeping Format:  24-hour time format including seconds, 

minutes, hours, date, day, and month; resettable by software. 

c. Clock shall function for 1 year without power. 

d. Provide automatic time correction once every 24 hours by 

synchronizing clock with the Time Service Department of the U.S. 

Naval Observatory. 

7. Serial Ports:  Provide two RS-232-F serial ports for general use, 

with additional ports as required.  Data transmission rates shall be 

selectable under program control. 

8. Parallel Port:  An enhanced parallel port. 

9. The server shall have a 1 GB NIC or greater network card, rated at 

100/1000 MB/sec. 

10. The server shall have dual 100 GB hard disk drives at 7200 RPM. 

11. The server shall have a CD / DVD combo drive. 

12. The server operating system shall be either:  

  a. Windows Server 2012  

13. The Web Server shall be [IIS 7.0] or better. 

14. The Database shall be [SQL Server 2005 (Express, Standard, Data 

Center, or Enterprise)]  

15. Sound Card:  For playback and recording of digital WAV sound files 

that are associated with audible warning and alarm functions. 

16. Color Monitor:  [17”] or larger SVGA (1024 x 768) monitor with true 

color support.  The server shall have a dedicated 256 MB SVGA 

accelerated video card with at least 64 MB onboard RAM. 

17. Keyboard:  With a minimum of 64 characters, standard ASCII character 

set based on ANSI X3.154. 

18. Mouse:  Standard, compatible with the installed software. 

19. Special function keyboard attachments or special function keys to 

facilitate data input of the following operator tasks: 

a. Help. 

b. Alarm Acknowledge. 

c. Place Zone in Access. 

d. Place Zone in Secure. 

e. System Test. 
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f. Print Reports. 

g. Change Operator. 

20. CD-ROM Drive: 

a. Nominal storage capacity of 650 MB. 

b. Data Transfer Rate:  1.2 Mbps. 

c. Average Access Time:  150 ms. 

d. Cache Memory:  256 KB. 

e. Data Throughput:  1 MB/second, minimum. 

21. Dot Matrix Alarm Printer: 

a. Connected to the Central Station. 

b. Minimum of 96 characters, standard ASCII character set based on 

ANSI X3.154, and with graphics capability and programmable 

control of top-of-form. 

c. Prints in both red and black without ribbon change. 

d. Adjustable sprockets for paper width up to 11 inches. 

e. 80 columns per line, minimum speed of 200 characters per second. 

f. Character Spacing:  Selectable at 10, 12, or 17 characters per 

inch. 

g. Paper:  Sprocket-fed fan fold paper. 

22. Report Printer: 

a. Connected to the Central Station and designated workstations. 

b. Laser printer with minimum resolution of [1200] <Insert number> 

dpi. 

c. RAM:  2  MB, minimum. 

d. Printing Speed:  Minimum 12 pages per minute. 

e. Paper Handling:  Automatic sheet feeder with 250 sheet paper 

cassette and with automatic feed. 

f. Interface:  Bidirectional parallel and universal serial bus. 

B. Redundant Central Computer:  One identical redundant central computer, 

connected in a hot standby, peer configuration.  This computer shall 

automatically maintain its own copies of system software, application 

software, and data files.  System transactions and other activities 

that alter system data files shall be updated to system files of 

redundant computer in near real-time.  If central computer fails, 

redundant computer shall assume control immediately and automatically. 

C. PACS controllers clustering shall support the following features: 

1. Assignment of Master and alternate master controllers for cluster 

communication to the SMS server 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 71 

2. Primary and backup communication paths to the SMS server 

3. Encrypted communications  

4. Up to [16] controllers per cluster 

5. Logical event linking between controllers in a cluster independent 

of SMS server communication 

6. Asynchronous communication via TCP/IP (Polled devices shall not be 

acceptable) 

D. UPS: Self-contained; complying with requirements in Division 26 Section 

"Static Uninterruptible Power Supply." 

1. Size:  Provide a minimum of 15 hours of operation of the central-

station equipment, including 2 hours of alarm printer operation. 

2. Batteries:  Sealed, valve regulated, recombinant, lead calcium. 

3. Accessories: 

a. Transient voltage suppression. 

b. Input-harmonics reduction. 

c. Rectifier/charger. 

d. Battery disconnect device. 

e. Static bypass transfer switch. 

f. Internal maintenance bypass/isolation switch. 

g. External maintenance bypass/isolation switch. 

h. Output isolation transformer. 

i. Remote UPS monitoring. 

j. Battery monitoring. 

k. Remote battery monitoring. 

 

2.6 STANDARD WORKSTATION HARDWARE 

A. Workstation shall consist of a standard unmodified PC, with accessories 

and peripherals that configure the workstation for a specific duty. 

B. Workstation Computer:  Standard unmodified PC of modular design.  The 

CPU word size shall be 32 bytes or larger; the CPU operating speed 

shall be at least 66 MHz. 

1. Memory:  256  MB of usable installed memory, expandable to a minimum 

of 1024  MB without additional chassis or power supplies. 

2. Power Supply:  Minimum capacity of 250W. 

3. Real-Time Clock: 

a. Accuracy:  Plus or minus 1 minute per month. 

b. Time Keeping Format:  24-hour time format including seconds, 

minutes, hours, date, day, and month; resettable by software. 
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c. Provide automatic time correction once every 24 hours  by 

synchronizing clock with the Central Station. 

4. Serial Ports:  Provide two RS-232-F serial ports for general use, 

with additional ports as required.  Data transmission rates shall be 

selectable under program control. 

5. Parallel Port:  An enhanced parallel port. 

6. LAN Adapter Card:  10/100  Mbps PCI bus, internal network interface 

card. 

7. Sound Card:  For playback and recording of digital WAV sound files 

that are associated with audible warning and alarm functions. 

8. Color Monitor:  Not less than 17 inches, with a minimum resolution 

of 1280 by 1024 pixels, noninterlaced, and a maximum dot pitch of 

0.28 mm.  The video card shall support at least 256 colors at a 

resolution of 1280 by 1024  at a minimum refresh rate of 70 Hz. 

9. Keyboard:  With a minimum of 64 characters, standard ASCII character 

set based on ANSI X3.154. 

10. Mouse:  Standard, compatible with the installed software. 

11. Disk storage shall include the following, each with appropriate 

controller: 

a. Minimum 10 GB hard disk, maximum average access time of 10 ms. 

b. Floppy Disk Drive:  High density, 3-1/2-inch (90-mm) size. 

12. CD-ROM Drive: 

a. Nominal storage capacity of [650]MB. 

b. Data Transfer Rate:  [1.2]Mbps. 

c. Average Access Time:  [150]ms. 

d. Cache Memory:  [256]KB. 

e. Data Throughput:  [1]MB/second, minimum. 

13. Printer: 

a. Connected to the Central Station and designated workstations. 

b. Laser printer with minimum resolution of [600] dpi. 

c. RAM:  [2] MB, minimum. 

d. Printing Speed:  Minimum [12] pages per minute. 

e. Paper Handling:  Automatic sheet feeder with [250] sheet paper 

cassette and with automatic feed. 

14. Interface:  Bidirectional parallel, and universal serial bus. 

15. LAN Adapter Card:  [10/100 Mbps internal network interface card. 

C. Redundant Workstation:  One identical redundant workstation, connected 

in a hot standby, peer configuration.  This workstation shall 
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automatically maintain its own copies of system software, application 

software, and data files.  System transactions and other activities 

that alter system data files shall be updated to system files of 

redundant workstation in near real time.  If its associated workstation 

fails, redundant workstation shall assume control immediately and 

automatically. 

D. UPS: Self-contained, complying with requirements in Division 26 Section 

"Static Uninterruptible Power Supply." 

1. Size:  Provide a minimum of [6] hours of operation of the central-

station equipment, including 2 hours of alarm printer operation. 

2. Batteries:  Sealed, valve regulated, recombinant, lead calcium. 

3. Accessories: 

a. Transient voltage suppression. 

b. Input-harmonics reduction. 

c. Rectifier/charger. 

d. Battery disconnect device. 

e. Static bypass transfer switch. 

f. Internal maintenance bypass/isolation switch. 

g. External maintenance bypass/isolation switch. 

h. Output isolation transformer. 

i. Remote UPS monitoring. 

j. Battery monitoring. 

k. Remote battery monitoring. 

2.7 COMMUNICATIONS WORKSTATION 

A. Standard workstation. 

2.8 CONTROLLERS 

A. Controllers:  Intelligent peripheral control unit, complying with UL 

294, that stores time, date, valid codes, access levels, and similar 

data downloaded from the Central Station or workstation for controlling 

its operation. 

B. Subject to compliance with requirements in this Article, manufacturers 

may use multipurpose Controllers. 

C. Battery Backup:  Sealed, lead acid; sized to provide run time during a 

power outage of 90 minutes, complying with UL 924. 

D. Alarm Annunciation Controller: 

1. The Controller shall automatically restore communication within 10 

seconds after an interruption with the field device network[ with dc 

line supervision on each of its alarm inputs]. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 74 

a. Inputs:  Monitor dry contacts for changes of state that reflect 

alarm conditions.  Provides at least eight alarm inputs, which 

are suitable for wiring as normally open or normally closed 

contacts for alarm conditions. 

b. Alarm-Line Supervision: 

1) Supervise the alarm lines by monitoring each circuit for 

changes or disturbances in the signal[, and for conditions as 

described in UL 1076 for line security equipment] [by 

monitoring for abnormal open, grounded, or shorted conditions] 

using dc change measurements.  System shall initiate an alarm 

in response to an abnormal current, which is a dc change of 

[5] [10] percent or more for longer than 500 ms. 

2) Transmit alarm-line-supervision alarm to the Central Station 

during the next interrogation cycle after the abnormal current 

condition. 

c. Outputs:  Managed by Central Station software. 

2. Auxiliary Equipment Power:  A GFI service outlet inside the 

Controller enclosure. 

E. Entry-Control Controller: 

1. Function:  Provide local entry-control functions including one- and 

two-way communications with access-control devices such as card 

readers, keypads, biometric personal identity verification devices, 

door strikes, magnetic latches, gate and door operators, and exit 

push-buttons. 

a. Operate as a stand-alone portal Controller using the downloaded 

database during periods of communication loss between the 

Controller and the field-device network. 

b. Accept information generated by the entry-control devices; 

automatically process this information to determine valid 

identification of the individual present at the portal: 

1) On authentication of the credentials or information presented, 

check privileges of the identified individual, allowing only 

those actions granted as privileges. 

2) Privileges shall include, but not be limited to, time of day 

control, day of week control, group control, and visitor 

escort control. 

c. Maintain a date-, time-, and Location-stamped record of each 

transaction.  A transaction is defined as any successful or 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 75 

unsuccessful attempt to gain access through a controlled portal 

by the presentation of credentials or other identifying 

information. 

2. Inputs: 

a. Data from entry-control devices; use this input to change modes 

between access and secure. 

b. Database downloads and updates from the Central Station that 

include enrollment and privilege information. 

3. Outputs: 

a. Indicate success or failure of attempts to use entry-control 

devices and make comparisons of presented information with stored 

identification information. 

b. Grant or deny entry by sending control signals to portal-control 

devices[ and mask intrusion alarm annunciation from sensors 

stimulated by authorized entries]. 

c. Maintain a date-, time-, and Location-stamped record of each 

transaction and transmit transaction records to the Central 

Station. 

d. Door Prop Alarm:  If a portal is held open for longer than [20 

seconds] [time listed in a schedule], alarm sounds. 

4. With power supplies sufficient to power at voltage and frequency 

required for field devices and portal-control devices. 

5. Data Line Problems:  For periods of loss of communications with 

Central Station, or when data transmission is degraded and 

generating continuous checksum errors, the Controller shall continue 

to control entry by accepting identifying information, making 

authentication decisions, checking privileges, and controlling 

portal-control devices. 

a. Store up to [1000] transactions during periods of communication 

loss between the Controller and access-control devices for 

subsequent upload to the Central Station on restoration of 

communication. 

6. Controller Power:  NFPA 70, Class II power supply transformer, with 

12- or 24-V ac secondary, backup battery and charger. 

a. Backup Battery:  Premium, valve-regulated, recombinant-sealed, 

lead-calcium battery; spill proof; with a full 1-year warranty 

and a pro rata 19-year warranty.  With single-stage, constant-

voltage-current, limited battery charger, comply with battery 
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manufacturer's written instructions for battery terminal voltage 

and charging current recommendations for maximum battery life. 

b. Backup Battery:  Valve-regulated, recombinant-sealed, lead-acid 

battery; spill proof.  With single-stage, constant-voltage-

current, limited battery charger, comply with battery 

manufacturer's written instructions for battery terminal voltage 

and charging current recommendations for maximum battery life. 

c. Backup Power Supply Capacity:  [90] minutes of battery supply.  

Submit battery and charger calculations. 

d. Power Monitoring:  Provide manual dynamic battery load test, 

initiated and monitored at the control center; with automatic 

disconnection of the Controller when battery voltage drops below 

Controller limits.  Report by using local Controller-mounted LEDs 

and by communicating status to Central Station.  Indicate normal 

power on and battery charger on trickle charge.  Indicate and 

report the following: 

1) Trouble Alarm:  Normal power off load assumed by battery. 

2) Trouble Alarm:  Low battery. 

3) Alarm:  Power off. 

2.9 PIV MIDDLEWARE 

A. PIV Middleware shall provide three-factor authentication, including 

biometric matching using a fingerprint capture device capable of single 

fingerprint capture. Unit shall enable digital certificates can to be 

verified by security personnel using the issuer's certificate 

authority, SCVP, OCSP responder/repeater, orthe TSA hot list for TWIC 

cardholders. All cards shall be validated using FIPS-201 challenge-

response protocol in order to identify forged or cloned cards. PIV 

Middleware solution shall validate all PIV, TWIC, NG CAC, and FRAC 

cards. TWIC card FASC-Ns shall also be  verified against a live or 

cached TSA hot list.  

B. PIV Middleware shall have ability to : 

1. Verify cardholder identity and validates FIPS 201-compliant PIV-II, 

next-generation (NG) CAC, TWIC, or FRAC credentials in real-time  

2. Perform three-factor authentication of cardholder using PIN, 

biometrics, and certificate (or serial numbers) detecting forged or 

cloned cards 

3. Enroll FASC-N, photo, and pertinent cardholder information into PACS 

software 
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4. Automatically suspend a cardholder’s badge if his or her PIV, TWIC, 

or CAC card certificate serial number is on the Certificate 

Revocation List (CRL) 

5. Upload a cardholder transaction audit trail to central database or 

exports it to a .csv file for centralized transaction management  

6. Be compatible with biometric mobile terminal for off-site 

verification and enrollment  

7. Re-validate imported cardholder certificates on a periodic basis via 

the Internet 

8. Operate with commercial, off-the-shelf (COTS) FIPS 201 PIV-II and 

ANSI INCITS 378-compliant fingerprint capture devices 

9. Revalidate imported cardholder certificates at regular intervals, 

ensuring that the credentials used in PACS system are backed by a 

valid set of digital certificates. Digital certificates are verified 

against local OCSP repeater/validation authority using the issuer's 

validation authority, or Microsoft Crypto Application Programming 

Interface (API) on Windows XP SP3 or Vista.  

10. Certificate Manager shall fully support SCVP and OCSP for fast, 

online validation.  

11. Provide verification of TWIC credentials against a live TSA hot 

list. 

12. Support uploading local transactions to a central database for 

consolidated activity reporting. This application shall support a 

variety of ODBC- or ADO-compliant databases, including Oracle, SQL 

Server 2005, Informix, DB2, and Firebird.  

13. Provide user with ability to produce canned transaction log queries 

as well as creating queries directly from the SQL database.  

C. PIV Middleware PC requirements: 

1. PIV Middleware software shall operate on  Intel-based PC with 

minimum 1.8 GHz CPU, 1 GB RAM, 40 GB hard disk, and Microsoft 

Windows XP SP2 with Microsoft .NET Framework 2.0  

2. Unit shall fingerprint capture devices and smart card reader. 

D. PIV Middleware shall be FIPS 201 approved product. 

2.10 CARD READERS 

A. Power:  Card reader shall be powered from its associated Controller, 

including its standby power source. 

B. Response Time:  Card reader shall respond to passage requests by 

generating a signal that is sent to the Controller.  Response time 
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shall be [800]<insert number>ms or less, from the time the card reader 

finishes reading the credential card until a response signal is 

generated. 

C. Enclosure:  Suitable for surface, semiflush, or pedestal mounting.  

Mounting types shall additionally be suitable for installation in the 

following locations: 

1. Indoors, controlled environment. 

2. Indoors, uncontrolled environment. 

3. Outdoors, with built-in heaters or other cold-weather equipment to 

extend the operating temperature range as needed for operation at 

the site. 

D. Display:  LED or other type of visual indicator display shall provide 

visual[ and audible] status indications and user prompts.  Indicate 

power on/off, whether user passage requests have been accepted or 

rejected, and whether the door is locked or unlocked. 

E. Shall be utilized for controlling the locking hardware on a door and 

allows for reporting back to the main control panel with the time/date 

the door was accessed, the name of the person accessing the point of 

entry, and its location. 

F. Will be fully programmable and addressable, locally and remotely, and 

hardwired to the system. 

G. Shall be individually home run to the main panel.  

H. Shall be installed in a manner that they comply with: 

1. The Uniform Federal Accessibility Standards (UFAS) 

2. The Americans with Disabilities Act (ADA) 

3. The ADA Standards for Accessible Design 

I. Shall support a variety of card readers that must encompass a wide 

functional range. The PACS may combine any of the card readers 

described below for installations requiring multiple types of card 

reader capability (i.e., card only, card and/or PIN, card and/or 

biometrics, card and/or pin and/or biometrics, supervised inputs, 

etc.). These card readers shall be available in the approved technology 

to meet FIPS 201, and is ISO 14443 A or B, ISO/IEC 7816 compliant. The 

reader output can be Wiegand, RS-22, 485 or TCP/IP.  

J. Shall be housed in an aluminum bezel with a wide lead-in for easy card 

entry.  

K. Shall contain read head electronics, and a sender to encode digital 

door control signals.  
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L. LED’s shall be utilized to indicate card reader status and access 

status. 

M. Shall be able to support a user defined downloadable off-line mode of 

operation (e.g. locked, unlocked), which will go in effect during loss 

of communication with the main control panel. 

N. Shall provide audible feedback to indicate access granted/denied 

decisions. Upon a card swipe, two audible tones or beeps shall indicate 

access granted and three tones or beeps shall indicate access denied. 

All keypad buttons shall provide tactile audible feedback. 

O. Shall have a minimum of two programmable inputs and two programmable 

outputs. 

P. All card readers that utilize keypad controls along with a reader and 

shall meet the following specifications: 

1. Entry control keypads shall use a unique combination of alphanumeric 

and other symbols as an identifier. Keypads shall contain an 

integral alphanumeric/special symbols keyboard with symbols arranged 

in ascending ASCII code ordinal sequence. Communications protocol 

shall be compatible with the local processor. 

Q. Shall include a Light Emitting Diode (LED) or other type of visual 

indicator display and provide visual or visual and audible status 

indications and user prompts. The display shall indicate power on/off, 

and whether user passage requests have been accepted or rejected. The 

design of the keypad display or keypad enclosure shall limit the 

maximum horizontal and vertical viewing angles of the keypad. The 

maximum horizontal viewing angle shall be plus and minus five (5) 

degrees or less off a vertical plane perpendicular to the plane of the 

face of the keypad display. The maximum vertical viewing angle shall be 

plus and minus 15 degrees or less off a horizontal plane perpendicular 

to the plane of the face of the keypad display. 

1. Shall respond to passage requests by generating a signal to the 

local processor. The response time shall be 800 milliseconds or less 

from the time the last alphanumeric symbol is entered until a 

response signal is generated. 

2. Shall be powered from the source as designed and shall not dissipate 

more than 150 Watts. 

3. Shall be suitable for surface, semi-flush, pedestal, or weatherproof 

mounting as required. 
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4. Shall provide a means for users to indicate a duress situation by 

entering a special code. 

R. PIV Contact Card Reader 

1. Application Protocol Data Unit (APDU) Support: At a minimum, the 

contact interface shall support all card commands for contact based 

access specified in Section 7, End-point PIV Card Application Card 

Command Interface of SP 800-73-1, Interfaces for Personal Identity 

Verification. 

2. Buffer Size: The reader must contain a buffer large enough to 

receive the maximum size frame permitted by International 

Organization for Standardization International Electrotechnical 

Commission (ISO/IEC) 7816-3:1997, Section 9.4. 

3. Programming Voltage: PIV Readers shall not generate a Programming 

Voltage. 

4. Support for Operating Class: PIV Readers shall support cards with 

Class A Vccs as defined in ISO/IEC 7816-3:1997 and ISO/IEC 7816-

3:1997/Amd 1:2002. 

5. Retrieval Time: Retrieval time1 for 12.5 kilobytes (KB) of data 

through the contact interface of the reader shall not exceed 2.0 

seconds. 

6. Transmission Protocol: The PIV Reader shall support both the 

character-based T=0 protocol and block-based T=1 protocol as defined 

in ISO/IEC 7816-3:1997.  

7. Support for PPS Procedure: The reader shall support Protocol and 

Parameters Selection (PPS) procedure by having the ability to read 

character TA1 of the Answer to Reset (ATR) sent by the card as 

defined in ISO/IEC 7816-3:1997.  

S. Contactless Smart Cards and Readers  

1. Smart card readers shall read credential cards whose characteristics 

of size and technology meet those defined by ISO/IEC 7816, 14443, 

15693.  

2. The readers shall have "flash" download capability to accommodate 

card format changes.  

3. The card reader shall have the capability of reading the card data 

and transmitting the data to the main monitoring panel. 
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4. The card reader shall be contactless and meet or exceed the 

following technical characteristics: 

a. Data Output Formats: FIPS 201 low outputs the FASC-N in an 

assortment of Wiegand bit formats from 40 – 200 bits. FIPS 201 

medium outputs a combination FASC-N and HMAC in an assortment of 

Wiegand bit formats from 32 – 232 bits. All Wiegand formats or 

the upgradeability from Low to Medium Levels can be field 

configured with the use of a command card.  

b. FIPS 201 readers shall be able to read, but not be limited to, 

DESfire and iCLASS cards.  

c. Reader range shall comply with ISO standards 7816, 14443, and 

15693, and also take into consideration conditions, are at a 

minimum 1” to 2” (2.5 – 5 cm). 

d. APDU Support: At a minimum, the contactless interface shall 

support all card commands for contactless based access specified 

in Section 7, End-point PIV Card Application Card Command 

Interface of SP 800-73-1, Interfaces for Personal Identity 

Verification. 

e. Buffer Size: The reader shall contain a buffer large enough to 

receive the maximum size frame permitted by ISO/IEC 7816-3, 

Section 9.4. 

f. ISO 14443 Support: The PIV Reader shall support parts (1 through 

4) of ISO/IEC 14443 as amended in the References of this 

publication. 

g. Type A and B Communication Signal Interfaces: The contactless 

interface of the reader shall support both the Type A and Type B 

communication signal interfaces as defined in ISO/IEC 14443-

2:2001. 

h. Type A and B Initialization and Anti-Collision The contactless 

interface of the reader shall support both Type A and Type B 

initialization and anti-collision methods as defined in ISO/IEC 

14443-3:2001. 

i. Type A and B Transmission Protocols: The contactless interface of 

the reader shall support both Type A and Type B transmission 

protocols as defined in ISO/IEC 14443-4:2001. 

j. Retrieval Time: Retrieval time for 4 KB of data through the 

contactless interface of the reader shall not exceed 2.0 seconds. 
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k. Transmission Speeds: The contactless interface of the reader 

shall support bit rates of fc/128 (~106 kbits/s), fc/64(~212 

kbits/s), and configurable to allow activation/deactivation. 

l. Readibility Range: The reader shall not be able to read PIV card 

more than 10cm(4inch) from the reader 

2.11 BIOMETRIC IDENTITY VERIFICATION EQUIPMENT 

A. Shall be FIPS 201 and NIST SP 800-76 compliant. 

B. Shall utilize hand/palm, fingerprint, retinal, facial image, or voice 

verification and could be utilized as secondary authentication in 

conjunction with card readers in high security area as defined by the 

VA. (Note: VA policy requires that the use of biometric measurements is 

limited to secondary authentication in high or medium security 

applications). 

C. Shall be programmable, addressable, and hardwired directly to the main 

control panel and individually home run to the main control panel. 

D. Shall be installed in a manner that they comply with: 

1. The Uniform Federal Accessibility Standards (UFAS) 

2. The Americans with Disabilities Act (ADA) 

3. The ADA Standards for Accessible Design 

E. Shall include a means to construct individual templates or profiles 

based upon measurements taken from the person to be enrolled. This 

template shall be stored as part of the System Reference Database 

Files. The stored template shall be used as a comparative base by the 

personnel identity verification equipment to generate appropriate 

signals to the associated local processors. 

F. Shall interface with PACS and SMS and provide the employee’s name, 

contact information, and point of access. 

G. Shall allow for surface, flush, or pedestal mounting. 

H. Shall have communications protocol in place that shall allow for 

communications with the SMS. 

I. Shall determine when multiple attempts were made for verification, and 

shall automatically prompt the user for additional attempts up to a 

maximum of three tries. After a third failed attempt the unit shall 

generate an entry control alarm. This alarm will report to the SMS and 

the CCTV system. The camera viewpoint for where the alarm was generated 

shall automatically be called up onto a monitor and be recorded via the 

recording equipment. An alarm within the SMS shall also be generated 

recording, at a minimum, the date, time, and attempted point of entry. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 83 

J. Hand/Palm Geometry Verification: 

1. Shall utilize unique human hand measurements to identify authorized, 

enrolled personnel.  

2. During the scan process the hand geometry device, which shall allow 

the user’s hand to remain in full view during the scanning process, 

shall a three (3) dimensional measurement of the user’s hand 

identifying its size and shape. 

3. This scan process shall start automatically once the user's hand is 

positioned. The hand geometry device shall be able to use either 

left or right hands for enrollment and verification.  

4. Shall include an LED or other type of visual indicator display and 

provide visual or visual and audible status indications and user 

prompts. The display shall indicate power on/off, and whether user 

passage requests have been accepted or rejected. 

5. Shall only be updated at the unit itself and automatic updates via 

the SMS shall not be allowed. 

6. Any significant change to the user’s hand, scars, loss of digit, or 

any other change that will alter the three dimension view of the 

hand shall require an update to the unit and SMS. 

7. Shall provide an enrollment, recognition, and code/credential 

verification mode. The enrollment mode shall create a hand template 

for new personnel and enter the template into the entry control 

database file created for that person. Template information shall be 

compatible with the system application software. The operating mode 

shall be selectable by the system manager/operator from the central 

processor. When operating in recognition mode, the hand geometry 

device shall allow passage when the hand scan data from the 

verification attempt matches a hand geometry template stored in the 

database files. When operating in code/credential verification mode, 

the hand geometry device shall allow passage when the hand scan data 

from the verification attempt matches the hand geometry template 

associated with the identification code entered into a keypad; or 

matches the hand geometry template associated with credential card 

data read by a card reader. 

K. Fingerprint Verification: 

1. Shall use a unique human fingerprint pattern to identify authorized, 

enrolled personnel.  
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2. Shall allow the user’s hand to remain in full view during the 

scanning process, shall incorporate positive measures to establish 

that the hand or fingers being scanned by the device belong to a 

living human being.  

3. Shall provide an optical or other type of scan of the user’s 

fingers. The fingerprint verification scanner shall automatically 

initiate the scan process provided the user’s fingers are 

positioned.  

4. LED or other type of visual indicator displays shall provide a 

visual or visual and audible status indication and enrollee prompts. 

The display shall indicate power on/off, and whether user passage 

requests have been accepted or rejected. 

5. Any significant change to the user’s finger such as scars, loss of 

digit, or any other change that will alter the finger print shall 

require an update to the unit and SMS. 

6. Shall provide an adjustable acceptance tolerance or template match 

criteria under system manager/operator control.  

7. Shall respond to passage requests by generating signals to the local 

processor. The verification time shall be 2.0 seconds or less from 

the moment the finger print analysis scanner initiates the scan 

process until the fingerprint analysis scanner generates a response 

signal. 

8. Shall: 

a. Provide an enrollment mode, recognition mode, and code/credential 

verification mode. The enrollment mode shall create a fingerprint 

template for new personnel and enter the template into the system 

database file created for that person.  

b. Template information shall be compatible with the system 

application software.  

c. The operating mode shall be selectable by the system 

manager/operator from the central station.  

9. When operating in recognition mode, the fingerprint analysis scanner 

shall allow passage when the fingerprint data from the verification 

attempt matches a fingerprint template stored in the database files.  

10. When operating in code/credential verification mode, the fingerprint 

analysis scanner shall allow passage when the fingerprint data from 

the verification attempt matches a fingerprint template associated 

with the identification code. When entered into a keypad or it 
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matches the fingerprint template associated with credential, the 

card data will then be recognized by the card reader. 

11. Shall store template transactions involving fingerprint scans. The 

template match scores shall be stored in the matching personnel data 

file in a format compatible with the system application software, 

and shall be used for report generation. 

12. Shall be unit listed as FIPS 201 Approved product.  

L. Iris Verification: 

1. Shall utilize unique patterns within the human eye to identify 

authorized, enrolled personnel.  

2. Shall use ambient light to capture an image of the iris of the 

person presenting themselves for identification. The resulting video 

image shall be compared against a stored template that was captured 

during the enrollment process.  

3. Shall utilize a threshold for identification. The efficiency and 

accuracy of the device shall not be adversely affected by enrollees 

who wear contact lenses or eye glasses.  

4. Shall provide a means for enrollees to align their eye for 

identification that does not require facial contact with the device. 

5. Initiation for the scan should be automatic, but push-button could 

be provided to initiate the scan process. The device shall include 

adjustments to accommodate differences in enrollee height and 

mounting height shall be UFAS compliant. 

6. The LED or other type of visual indicator displays shall provide a 

visual or visual and audible status indication and enrollee prompts. 

The display shall indicate power on/off, and whether user passage 

requests have been accepted or rejected. 

7. Verification time for the retinal verification unit shall be no 

greater that 1.5 seconds from the moment the action is initiated 

until a response signal has been generated. 

8. Shall provide an enrollment mode, recognition mode, and 

code/credential verification mode: 

a. The enrollment mode shall create an iris template for new 

personnel and enter the template into the system database file 

created for that person. Template information shall be compatible 

with the system application software.  

b. When operating in recognition mode, the retinal verification unit 

shall allow passage when the retinal verification data from the 
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verification attempt matches an iris template stored in the 

database files.  

c. When operating in code/credential verification mode, the iris 

scanner shall allow passage when the retinal verification data 

from the verification attempt matches the retinal verification 

template. This will occur when the associated information matches 

the identification code entered into a keypad or matches the 

retinal verification template associated with the credential card 

data when recognized by a card reader. 

9. Shall store template transactions involving retinal verifications. 

The template match scores shall be stored in the matching personnel 

data file in a file format compatible with the system application 

software, and shall be used for report generation. 

M. Voice Verification: 

1. Shall utilize unique patterns within the human speech pattern to 

identify authorized, enrolled personnel.  

2. Shall digitize a profile of a person's speech to produce a stored 

model voice print, or template. Users shall record their full names 

utilizing their natural voice tendencies. This process shall be 

initiated by a push to talk button on the voice verification device. 

3. Shall utilize a threshold for identification. The efficiency and 

accuracy of the device shall not be adversely affected by enrollees 

who have a speech impediment.  

4. Shall provide a means for enrollees to align their voice for 

identification that does not require contact with the device.  

5. The LED or other type of visual indicator displays shall provide a 

visual or visual and audible status indication and enrollee prompts. 

The display shall indicate power on/off, and whether user passage 

requests have been accepted or rejected. 

6. Verification time for the voice verification unit shall be no 

greater that 1.5 seconds from the moment the action is initiated 

until a response signal has been generated. 

7. Shall provide an enrollment mode, recognition mode, and 

code/credential verification mode: 

a. The enrollment mode shall create a voice template for new 

personnel and enter the template into the system database file 

created for that person. Template information shall be compatible 

with the system application software.  
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b. When operating in recognition mode, the voice verification unit 

shall allow passage when the voice verification data from the 

verification attempt matches a voice template stored in the 

database files.  

c. When operating in code/credential verification mode, the voice 

verifier shall allow passage when the voice verification data 

from the verification attempt matches the voice verification 

template. This will occur when the associated information of the 

identification code entered into a keypad matches the voice 

verification template associated with a credential card data is 

recognized by a card reader. 

8. Shall store template transactions involving voice verifications. The 

template match scores shall be stored in the matching personnel data 

file in a file format compatible with the system application 

software, MPEG or equivalent, and shall be used for report 

generation. 

2.11 KEYPADS 

A. Designed for use with unique combinations of alphanumeric and other 

symbols as an Identifier.  Keys of keypads shall contain an integral 

alphanumeric/special symbol keyboard with symbols arranged in 

[ascending ASCII-code ordinal sequence] [random scrambled order].  

Communications protocol shall be compatible with Controller. 

1. Keypad display or enclosure shall limit viewing angles of the keypad 

as follows: 

a. Maximum Horizontal Viewing Angle:  5 degrees or less off in 

either direction of a vertical plane perpendicular to the plane 

of the face of the keypad display. 

b. Maximum Vertical Viewing Angle:  15 degrees or less off in either 

direction of a horizontal plane perpendicular to the plane of the 

face of the keypad display. 

2. Duress Codes:  Provide duress situation indication by entering a 

special code. 

2.12 CREDENTIAL CARDS 

A. Personal Identity Verification (PIV) credential cards shall comply to 

Federal Information Processing Standards Publication (FIPS) 201. 

B. Visual Card Topography shall be compliant with NIST 800-104.  

C. PIV logical credentials shall contain multiple data elements for the 

purpose of verifying the cardholder's identity at graduated assurance 
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levels. These mandatory data elements shall collectively comprise the 

data model for PIV logical credentials, and include the following: 

1. CHUID 

2. PIN 

D. The credential card (PIV) shall be an ISO 14443 type smart card with 

contactless interface that operates at 13.56 MHZ. 

2.13 SYSTEM SENSORS AND RELATED EQUIPMENT 

A. The PACS (Physical Access Control System) and related Equipment 

provided by the Contractor shall meet or exceed the following performer 

specifications: 

B. Request to Exit Detectors:  

1. Passive Infrared Request to Exit Motion Detector (REX PIR) (1) The 

Contractor shall provide a surface mounted motion detector to signal 

the physical access control system request to exit input.  The 

motion detector shall be a passive infrared sensor designed for wall 

or ceiling mounting 2134 to 4572 mm (7 to 15 ft) height.  The 

detector shall provide two (2) form “C” (SPDT) relays rated one (1) 

Amp. @ 30 VDC for DC resistive loads.  The detectors relays shall be 

user adjustable with a latch time from 1-60 seconds.  The detector 

shall also include a selectable relay reset mode to follow the timer 

or absence of motion.  The detection pattern shall be adjustable 

plus or minus fourteen (± 14) degrees.  The detector shall operate 

on 12 VDC with approximately 26 mA continuous current draw.  The 

detector shall have an externally visible activation LED.  The 

motion detector shall measure approximately 38 mm H x 158 mm W x 38 

mm D (1.5 x 6.25 x 1.5 in).  The detector shall be immune to radio 

frequency interference.  The detector shall not activate or set-up 

on critical frequencies in the range 26 to 950 Megahertz using a 50 

watt transmitter located 30.5 cm (1 ft) from the unit or attached 

wiring.  The detector shall be available on gray or black 

enclosures.  The color of the housing shall be coordinated with the 

surrounding surface.   

C. Guard tour stations:   

1. The guard tour station shall be single gang brushed steel plate 

flush mounted in a single gang box.  The switch shall be a normally 

open momentary keyed switch. 

D. Delayed Egress (DE) 

1. General:   
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a. The delay egress locking hardware shall provide a method to 

secure emergency exits and provide an approved delayed emergency 

exit method.  The package shall be Underwriters Laboratories 

listed as a delay egress-locking device.  The delay egress device 

shall be available to support configurations with both rated and 

non-rated fire doors.  The delay egress device shall comply with 

Life Safety Codes (NFPA-101, BOCA) as it applies to special 

locking arrangements for delay egress locks.  Unless specifically 

identified as a non-fire rated opening, all doors shall be 

equipped with fire rated door hardware.  The Contractor shall be 

responsible for providing all equipment and installation to 

provide a fully functioning system. Need to amend to use 

crashbars type mechanical release switches.  

2. The delay-locking device shall include all of the following 

features: 

a. Delay Egress Mode 

1) The delayed egress device shall be a SDC 101V Series Exit 

Check with wall mounted control module.  Upon activation of an 

approved panic bar the delay locking device shall begin a 

delay sequence of 30 seconds; a flush mounted wall LED panel 

adjacent to the door will indicate initiation of the countdown 

time.  During the 30 second delay period, a local sounding 

device shall annunciate a tone activation of the delay cycle 

and verbal exit instructions.  At the end of the delay cycle 

the locking device shall unlock and allow free egress.  The 

reset of the local sounding device shall be user definable and 

include options to select either local sound until silenced by 

reset or local sounder silenced upon opening of the door.  

Unless otherwise indicated the local delay sounder shall be 

silenced upon opening of the door.  The SDC’s device trigger 

output shall be connected to the SMS DGP alarm panel for pre-

activation warning.  The contractor shall specify the bond 

sensor option when ordering the delayed egress hardware; this 

output shall be wired to the SMS DGP to activate an alarm if 

the door does not lock.  Use of reset panel not top mounted 

device. 

2) Delayed egress doors will have bond sensors.  

3) Delayed egress activation shall also trigger CCTV call –up.   
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b. Fire Alarm Mode 

1) Upon activation of the facility’s fire evacuation and water 

flow alarm signal the delay locking devices shall immediately 

unlock and provide free egress.  The Contractor shall provide 

any required fire alarm relays or interface devices.   

c. Reset Mode  

1) The delay egress device shall be manually reset by the Delayed 

Egress controller located at the door via key switch.  

2) The delay egress device shall automatically reset upon fire 

alarm system reset.   

3) The delayed egress shall be resettable through the SMS.   

d. The Contractor shall provide a Master Open Switch for all the 

facility’s delayed egress hardware, with protective cover and 

permanent labeling in the Unit Control Room.  The switch shall be 

wired into the fire alarm system to activate the evacuation 

alarms.  When the switch is pressed all delayed egress or 

evacuation doors shall unlock and generate an alarm at the 

security console monitor showing and recording time and date of 

when the switch was pressed.  The contractor is responsible for 

coordinating the wiring and connection with the fire alarm 

contactor.  The Master Open Switch shall be linked to the fire 

alarm panel for the release of doors locks. 

e. Each individual delayed egress door shall have the ability to 

unlock through a manual action on the SMS.  

f. Unless otherwise indicated the Contractor shall provide all of 

the above reset methods for each door.  All signs will meet the 

latest ADA requirements. 

g. Signs 

1) The delay egress package shall be provided with a warning sign 

complying with local code requirements.  The warning sign 

shall be attached to the interior side of the controlled door.  

The sign shall be located on the interior side of the door 

above and within 304 mm (12 in) of the panic bar.  The sign 

shall read: 

EMERGENCY EXIT. 

PUSH UNTIL 

ALARM SOUNDS 

DOOR CAN BE OPENED, 
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IN 30 SECONDS. 

2) Signs shall be coordinated and comply with the building’s 

existing sign specifications.  Signs shall include grade 2 

Braille.  

3) Signs shall meet the current ADA requirements. 

4) In instances of code and specification conflicts, the life 

safety code requirement shall prevail. 

5) The Division 10 Contractor shall provide samples for approval 

with their submittal package. 

3. Physical Access Control Interface 

a. The delay egress device shall be capable of interface with card 

access control systems. 

b. The system shall include a bypass feature that is activated via a 

dry contact relay output from the physical access control system.  

This bypass shall allow authorized personnel to pass through the 

controlled portal without creating an alarm condition or 

activating the delay egress cycle.  The bypass shall include 

internal electronic shunts or door switches to prevent activation 

(re-arming) until the door returns to the closed position.  An 

unused access event shall not cause a false alarm and shall 

automatically rearm the delay egress lock upon expiration of the 

programmed shunt time.  The delay egress physical access control 

interface shall support extended periods of automated and/or 

manual lock and unlock cycles. 

E. Crash Bar: 

1. Emergency Exit with Alarm (Panic): 

a. Entry control portals shall include panic bar emergency exit 

hardware as designed.  

b. Panic bar emergency exit hardware shall provide an alarm shunt 

signal to the PACS and SMS.  

c. The panic bar shall include a conspicuous warning sign with one 

(1) inch (2.5 cm) high, red lettering notifying personnel that an 

alarm will be annunciated if the panic bar is operated.  

d. Operation of the panic bar hardware shall generate an intrusion 

alarm that reports to both the SMS and Intrusion Detection 

System. The use of a micro switch installed within the panic bar 

shall be utilized for this.  



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 92 

e. The panic bar shall utilize a fully mechanical connection only 

and shall not depend upon electric power for operation.  

f. The panic bar shall be compatible with mortise or rim mount door 

hardware and shall operate by retracting the bolt manually by 

either pressing the panic bar or with a key by-pass. Refer to 

Section 2.2.I.9 for key-bypass specifications. 

g. Normal Exit: 

1) Entry control portals shall include panic bar non-emergency 

exit hardware as designed. 

2) Panic bar non-emergency exit hardware shall be monitored by 

and report to the SMS.  

3) Operation of the panic bar hardware shall not generate a 

locally audible or an intrusion alarm within the IDS.  

4) When exiting, the panic bar shall depend upon a mechanical 

connection only. The exterior, non-secure side of the door 

shall be provided with an electrified thumb latch or lever to 

provide access after the credential I.D. authentication by the 

SMS.  

5) The panic bar shall be compatible with mortise or rim mount 

door hardware and shall operate by retracting the bolt 

manually by either pressing the panic bar or with a key by-

pass. Refer to Section 2.2.I.9 for key-bypass specifications. 

The strikes/bolts shall include a micro switch to indicate to 

the system when the bolt is not engaged or the strike 

mechanism is unlocked. The signal switches shall report a 

forced entry to the system in the event the door is left open 

or accessed without the identification credentials.  

F. Key Bypass: 

1. Shall be utilized for all doors that have a mortise or rim mounted 

door hardware. 

2. Each door shall be individually keyed with one master key per 

secured area. 

3. Cylinders shall be six (6)-pin and made of brass or equivalent. Keys 

for the cylinders shall be constructed of solid material and 

produced and cut by the same distributor. Keys shall not be 

purchased, cut, and supplied by multiple dealers. 

4. All keys shall have a serial number cut into the key. No two serial 

numbers shall be the same. 
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5. All keys and cylinders shall be stored in a secure area that is 

monitored by the Intrusion Detection System. 

G. Automatic Door Opener and Closer: 

1. Shall be low energy operators.  

2. Door closing force shall be adjustable to ensure adequate closing 

control.  

3. Shall have an adjustable back-check feature to cushion the door 

opening speed if opened violently.  

4. Motor assist shall be adjustable from 0 to 30 seconds in five (5) 

second increments. Motor assist shall restart the time cycle with 

each new activation of the initiating device.  

5. Unit shall have a three-position selector mode switch that shall 

permit unit to be switched “ON” to monitor for function activation, 

switched to “H/O” for indefinite hold open function or switched to 

“OFF,” which shall deactivate all control functions but will allow 

standard door operation by means of the internal mechanical closer.  

6. Door control shall be adjustable to provide compliance with the 

requirements of the Americans with Disabilities Act (ADA) and ANSI 

standards A117.1. 

7. All automatic door openers and closers shall: 

a. Meet UL standards.  

b. Be fire rated. 

c. Have push and go function to activate power operator or power 

assist function.  

d. Have push button controls for setting door close and door open 

positions.  

e. Have open obstruction detection and close obstruction detection 

built into the unit.  

f. Have door closer assembly with adjustable spring size, back-check 

valve, sweep valve, latch valve, speed control valve and pressure 

adjustment valve to control door closing.  

g. Have motor start-up delay, vestibule interface delay; electric 

lock delay and door hold open delay up to 30 seconds. All 

operators shall close door under full spring power when power is 

removed.  

h. Are to be hard wired with power input of 120 VAC, 60Hz and 

connected to a dedicated circuit breaker located on a power panel 

reserved for security equipment. 
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H. Door Status Indicators: 

1. Shall monitor and report door status to the SMS. 

2. Door Position Sensor: 

a. Shall provide an open or closed indication for all doors operated 

on the PACS and report directly to the SMS. 

b. Shall also provide alarm input to the Intrusion Detection System 

for all doors operated by the PACS and all other doors that 

require monitoring by the intrusion detection system. 

c. Switches for doors operated by the PACS shall be double pole 

double throw (DPDT). One side of the switch shall monitor door 

position and the other side if the switch shall report to the 

intrusion detection system. For doors with electromagnetic locks 

a magnetic bonding sensor (MBS) can be used in place of one side 

of a DPDT switch, in turn allowing for the use of a single pole 

double throw (SPDT) switch in it place of a DPDT switch. 

d. Switches for doors not operated by the PACS shall be SPDT and 

report directly to the IDS. 

e. Shall be surface or flush mounted and wide gap with the ability 

to operate at a maximum distance of up to 2” (5 cm). 

2.14 PUSH BUTTON SWITCHES 

A. Push-Button Switches:  Momentary-contact back-lighted push buttons, 

with stainless-steel switch enclosures. 

1. Electrical Ratings: 

a. Minimum continuous current rating of [10] A at 120 V ac or [5] A 

at 240-V ac. 

b. Contacts that will make 720 VA at [60] A and that will break at 

720 VA at [10] A. 

2. Enclosures:  Flush or surface mounting.  Push buttons shall be 

suitable for flush mounting in the switch enclosures. 

3. Enclosures shall additionally be suitable for installation in the 

following locations: 

a. Indoors, controlled environment. 

b. Indoors, uncontrolled environment. 

c. Outdoors. 

4. Power:  Push-button switches shall be powered from their associated 

Controller, using dc control. 

2.15 PORTAL CONTROL DEVICES 

A. Shall be used to assist the PACS. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 95 

B. Such devices shall:  

1. Provide a means of monitoring the doors status. 

2. Allow for exiting a space via either a push button, request to exit, 

or panic/crash bar. 

3. Provide a means of override to the PACS via a keypad or key bypass. 

4. Assist door operations utilizing automatic openers and closures. 

5. Provide a secondary means of access to a space via a keypad. 

C. Shall be connected to and monitored by the main PACS panel. 

D. Shall be installed in a manner that they comply with: 

1. The Uniform Federal Accessibility Standards (UFAS) 

2. The Americans with Disabilities Act (ADA) 

3. The ADA Standards for Accessible Design 

E. Shall provide a secondary means of physical access control within a 

secure area. 

F. Push-Button Switches: 

1. Shall be momentary contact, back lighted push buttons, and stainless 

steel switch enclosures for each push button as shown. Buttons are 

to be utilized for secondary means of releasing a locking mechanism. 

a. In an area where a push button is being utilized for remote 

access of the locking device then no more than two (2) buttons 

shall operate one door from within one secure space. Buttons will 

not be wired in series with one other. 

b. In an area where locally stationed guards control entry to 

multiple secure points via remote switches. An interface board 

shall be designed and constructed for only the amount of buttons 

it shall house. These buttons shall be flush mounted and clearly 

labeled for ease of use. All buttons shall be connected to the 

PACS and SMS system for monitoring purposes. 

c. Shall have double-break silver contacts that will make 720 VA at 

60 amperes and break 720 VA at 10 amperes. 

G. Entry Control Devices: 

1. Shall be hardwired to the PACS main control panel and operated by 

either a card reader or a biometric device via a relay on the main 

control panel. 

2. Shall be fail-safe in the event of power failure to the PACS system.  

3. Shall operate at 24 VCD, with the exception of turnstiles and be 

powered by a separate power supply dedicated to the door control 

system. Each power supply shall be rated to operate a minimum of two 
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doors simultaneously without error to the system or overload the 

power supply unit. 

4. Shall have a diode or metal-oxide veristor (MOV) to protect the 

controller and power supply from reverse current surges or back-

check. 

5. Electric Strikes/Bolts: Shall be: 

a. Made of heavy-duty construction and tamper resistant design. 

b. Tested to over one million cycles. 

c. Rated for a minimum of 1000 lbs. holding strength. 

d. Utilize an actuating solenoid for the strike/bolt. The solenoid 

shall move from fully open to fully closed position and back in 

not more than 500 milliseconds and be rated for continuous duty. 

e. Utilize a signal switch that will indicate to the system if the 

strike/bolt is not engaged or is unlocked when it should be 

secured. 

f. Flush mounted within the door frame. 

6. Electric Mortise Locks: Shall be installed within the door and an 

electric transfer hinge shall be utilized to allow the wires to be 

transferred from the door frame to the lock. If utilized with a 

double door then the lock shall be installed inside the active leaf. 

Electric Mortise Locks shall: 

a. These locks shall be provided and installed by the Division 8 

“DOOR HARDWARE” Contractor.  

  b. Have integrated Request to Exit switch for doors receiving 

physical access control devices. 

b. Provide integration of the Electric Mortise Locks with the PACS 

for: 

1) Lock Power 

  2) Request to Exit switch. 

7. Electromagnetic Locks: 

a. These locks shall be without mechanical linkage utilizing no 

moving parts, and securing the door to its frame solely on 

electromagnetic force. 

b. Shall be comprised of two pieces, the mag-lock and the door 

plate. The electromagnetic locks shall be surface mounted to the 

door frame and the door plate shall be surface mounted to the 

door. 
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c. Ensure a diode is installed in line with the DC voltage supplying 

power to the unit in order to prevent back-check on the system 

when the electromagnetic lock is powered. 

e. Electromagnetic locks shall meet the following minimum technical 

characteristics: 

Operating Voltage 24 VDC 

Current Draw .5A 

Holding Force Swing Doors 675 kg (1500 lbs)  

Sliding Doors 225 kg (500 lbs)  

8. Turnstiles: 

a. Shall operate at 110 VAC, 60 Hz or 220 VAC, 50 Hz supplied from a 

dedicated circuit breaker on a security power panel. This device 

does not require a back-up power source. 

b. Shall be utilized as a means of monitoring and controlling access 

in a lobby. 

c. Shall meet the following minimum requirements: 

1) Be UFAS compliant. 

2) Provide either an audible or visual confirmation that access 

has been granted to a cleared individual. 

3) Provide an audible alarm in the event a non-cleared individual 

is attempting to gain access. 

4) Interface with the SMS and utilize a card reader for accessing 

and exiting a facility, and provide a recorded event of 

personnel accessing these points. 

5) Have a built-in step-down transformer to provide power to a 

card reader unit. 

6) Have built-in signal wiring chassis to allow for plug and play 

capabilities with the PACS. 

7) Have the ability to detect tailgating within one quarter on an 

inch to prevent unauthorized access to a facility.  

9. Vehicle Gate Operator:  Interface electrical operation of gate with 

controls of this Section.  Vehicle gate operators shall be 

connected, monitored, and controlled, by the security access 

Controllers.  Vehicle gate and accessories are specified in Division 

32 Section "Chain Link Fences and Gates." 

2.16 SECONDARY ALARM ANNUNCIATOR 

A. Secondary Alarm Annunciation Site:  A workstation with limited I/O 

capacity, consisting of a secondary alarm annunciation workstation [to 
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allow the operator to duplicate functions of the main operator 

interface, and to show system status changes] [to display alarms or 

system status changes only]. 

 

2.17 INTERFACES 

A. CCTV System Interface 

1. An RS232 [Ethernet] interface associated driver, and controller 

shall be provided for connection of the SMS Central Computer to the 

CCTV Alarm interface and switcher.  The interface shall provide 

alarm data to the CCTV Alarm interface for automatic camera call-up.  

If required the Security Contractor shall be responsible for 

programming the command strings into the SMS Server. 

B. Intercom System Interface 

1. The CCTV call-up from intercom stations shall be through the 

intercom unit via RS232 [Ethernet] communications interface to the 

SMS system, then through the matrix switcher. 

a. Application Software 

1) Provides the interface between the Alarm Annunciation System 

and Operator; all sensors, local processors and data links, 

drive displays, report alarms, and report generation. 

2) Software is categorized as System Software and Application 

Software.  System Software must consist of software to support 

set-up, operation, hard drive back-ups and maintenance 

processor.  Application Software must consist of software to 

provide the completion of Physical Access Control System. 

C. Power Supplies: 

1. Shall be UL rated and able to adequately power (enter number) entry 

control devices on a continuous base without failure. 

2. Shall meet the following minimum technical characteristics: 

INPUT POWER  110 VAC 60 HZ (enter amperage)A  

OUTPUT VOLTAGE  12 VDC Nominal (13.8 VDC) 

24 VDC Nominal (27.6 VDC) 

Filtered and Regulated 

BATTERY Dependant on Output Voltage shall 

provide up to <__>  Ah 

OUTPUT CURRENT  [10] amp max. [@ 13.8] VDC 

[5] amp max. [@ 27.6] VDC 

PRIMARY FUSE SIZE  6.3 amp (non-removable) 
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BATTERY FUSE SIZE  12 amp, 3AG 

CHARGING CIRCUIT  Built-in standard 

  

2.18 FLOOR SELECT ELEVATOR CONTROL 

A. Elevator access control shall be integral to security access. 

1. System shall be capable of providing full elevator security and 

control through dedicated Controllers without relying on the 

control-station host PC for elevator control decisions. 

2. Access-control system shall enable and disable car calls on each 

floor and floor select buttons in each elevator car, restricting 

passengers' access to the floors where they have been given access. 

3. System setup shall, through programming, automatically secure and 

unsecure each floor select button of a car individually by time and 

day.  Each floor select button within a car shall be separately 

controlled so that some floors may be secure while others remain 

unsecure. 

4. When a floor select button is secure, it shall require the passenger 

to use his/her access code and have access to that floor before the 

floor select button will operate.  The passenger's credential shall 

determine which car call and floor select buttons are to be enabled, 

restricting access to floors unless authorized by system's access 

code database.  Floor select button shall be enabled only in the car 

where the credential holder is the passenger. 

B. PACS shall record which call button is pressed, along with credential 

and time information. 

1. System Controller shall record elevator access data. 

2. The Controller shall reset all additional call buttons that may have 

been enabled by the user's credential. 

3. The floor select elevator control shall allow for manual override 

either individually by floor or by cab as a group from a workstation 

PC. 

2.19 AFTER-HOURS HVAC CONTROL 

A. After-Hours HVAC Control:  Provide for any credential read to activate 

or control individual HVAC zones based on access level.  This control 

module shall control and record the after-hours use of the heating and 

cooling system in zones or tenant space. 

1. This control shall give the administrator the ability to determine 

how much extra energy consumption each tenant is responsible for.  
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This information can be used in billing tenants for the extra after-

hour usage. 

2. At the specified time every day, the HVAC shall automatically go 

into its after-hours mode.  It shall then revert into its normal 

business hours mode by a tenant using an access code or card at a 

designated keypad or reader. 

3. Once enabled, the tenant's HVAC zone shall be under thermostat 

control for a preset amount of time.  When the preset amount of time 

elapses, the HVAC for that zone shall revert back to after-hours 

mode unless a tenant uses his/her code or card again.  This shall 

continue until the unit automatically returns to its normal business 

hours operation. 

B. Control module activates the HVAC system after a valid access by any of 

three methods; however, the HVAC control shall always allow for manual 

override from the PC. 

1. By time expiration after access of an adjustable period from 1 

second to 546 minutes (9.1 hours). 

2. By use of the card or code again at the same or different reader or 

keypad. 

3. By system returning to its normal business hours operation. 

C. After-hours HVAC control shall operate with all other features running 

simultaneously and use the central-station PC that controls access for 

the building but shall not rely on the host PC for any HVAC control 

decisions. 

2.20 REAL TIME GUARD TOUR 

A. Guard tour module shall provide the ability to plan, track, and route 

tours.  Module shall input an alarm during tour if guard fails to make 

a station.  Tours can be programmed for sequential or random tour-

station order. 

1. Guard tour setup shall define specific routes or tours for the guard 

to take, with time restrictions in which to reach every predefined 

tour station. 

2. Guard tour activity shall be automatically logged to the central-

station PC's hard drive. 

3. If the guard is early or late to a tour station, a unique alarm per 

station shall appear at the Central Station to indicate the time and 

station. 
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4. Guard tour setup shall allow the tours to be executed sequentially 

or in a random order with an overall time limit set for the entire 

tour instead of individual times for each tour station. 

5. Setup shall allow recording of predefined responses that will 

display for the operator at the control station should a "Failed to 

Check-in" alarm occur. 

B. A tour station is a physical location a guard shall reach and perform 

an action indicating that the guard has arrived.  This action, 

performed at the tour station, shall be 1 of 13 different events with 

any combination of station types within the same tour.  A tour station 

shall be one of the following event types: 

1. Access Granted. 

2. Access Denied Code. 

3. Access Denied Card plus PIN. 

4. Access Denied Time Zone. 

5. Access Denied Level. 

6. Access Denied Facility. 

7. Access Denied Code Timer. 

8. Access Denied Anti-Passback. 

9. Access Granted Passback Violation. 

10. Alarm. 

11. Restored. 

12. Input Normal. 

13. Input Abnormal. 

C. Guard tour and other system features shall operate simultaneously with 

no interference. 

D. Guard Tour Module Capacity:  999 possible guard tour definitions with 

each tour having up to 99 tour stations.  System shall allow all 999 

tours to be running at same time. 

2.21 VIDEO AND CAMERA CONTROL 

A. Control station or designated workstation displays live video from a 

CCTV source. 

1. Control Buttons:  On the display window, with separate control 

buttons to represent Left, Right, Up, Down, Zoom In, Zoom Out, Scan, 

and a minimum of two custom command auxiliary controls. 

2. Provide at least seven icons to represent different types of 

cameras, with ability to import custom icons.  Provide option for 
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display of icons on graphic maps to represent their physical 

location. 

3. Provide the alarm-handling window with a command button that will 

display the camera associated with the alarm point. 

B. Display mouse-selectable icons representing each camera source, to 

select source to be displayed.  For CCTV sources that are connected to 

a video switcher, control station shall automatically send control 

commands through a COM port to display the requested camera when the 

camera icon is selected. 

C. Allow cameras with preset positioning to be defined by displaying a 

different icon for each of the presets.  Provide control with Next and 

Previous buttons to allow operator to cycle quickly through the preset 

positions. 

2.22 WIRES AND CABLES 

A. Comply with Division 28 Section "CONDUCTORS AND CABLES FOR ELECTRONIC 

SAFETY AND SECURITY." 

B. PVC-Jacketed, RS-232 Cable:  Paired, 2 pairs, No. 22 AWG, stranded 

(7x30) tinned copper conductors, polypropylene insulation, and 

individual aluminum foil-polyester tape shielded pairs with 100 percent 

shield coverage; PVC jacket.  Pairs are cabled on common axis with No. 

24 AWG, stranded (7x32) tinned copper drain wire. 

1. NFPA 70, Type CM. 

2. Flame Resistance:  UL 1581 Vertical Tray. 

C. Plenum-Type, RS-232 Cable:  Paired, 2 pairs, No. 22 AWG, stranded 

(7x30) tinned copper conductors, plastic insulation, and individual 

aluminum foil-polyester tape shielded pairs with 100 percent shield 

coverage; plastic jacket.  Pairs are cabled on common axis with No. 24 

AWG, stranded (7x32) tinned copper drain wire. 

1. NFPA 70, Type CMP. 

2. Flame Resistance:  NFPA 262 Flame Test. 

D. RS-485 communications require 2 twisted pairs, with a distance 

limitation of 4000 feet (1220 m). 

E. PVC-Jacketed, RS-485 Cable:  Paired, 2 pairs, twisted, No. 22 AWG, 

stranded (7x30) tinned copper conductors, PVC insulation, unshielded, 

PVC jacket, and NFPA 70, Type CMG. 

F. Plenum-Type, RS-485 Cable:  Paired, 2 pairs, No. 22 AWG, stranded 

(7x30) tinned copper conductors, fluorinated-ethylene-propylene 

insulation, unshielded, and fluorinated-ethylene-propylene jacket. 
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1. NFPA 70, Type CMP. 

2. Flame Resistance:  NFPA 262 Flame Test. 

G. Multiconductor, Readers and Wiegand Keypads Cables:  No. 22 AWG, paired 

and twisted multiple conductors, stranded (7x30) tinned copper 

conductors, semirigid PVC insulation, overall aluminum foil-polyester 

tape shield with 100 percent shield coverage, plus tinned copper braid 

shield with 65 percent shield coverage, and PVC jacket. 

1. NFPA 70, Type CMG. 

2. Flame Resistance:  UL 1581 Vertical Tray. 

3. For TIA/EIA-RS-232 applications. 

H. Paired Readers and Wiegand Keypads Cables:  Paired, 3 pairs, twisted, 

No. 22 AWG, stranded (7x30) tinned copper conductors, polypropylene 

insulation, individual aluminum foil-polyester tape shielded pairs each 

with No. 22 AWG, stranded tinned copper drain wire, 100 percent shield 

coverage, and PVC jacket. 

1. NFPA 70, Type CM. 

2. Flame Resistance:  UL 1581 Vertical Tray. 

I. Paired Readers and Wiegand Keypads Cable:  Paired, 3 pairs, twisted, 

No. 20 AWG, stranded (7x28) tinned copper conductors, polyethylene 

(polyolefin) insulation, individual aluminum foil-polyester tape 

shielded pairs each with No. 22 AWG, stranded (19x34) tinned copper 

drain wire, 100 percent shield coverage, and PVC jacket. 

1. NFPA 70, Type CM. 

2. Flame Resistance:  UL 1581 Vertical Tray. 

J. Plenum-Type, Paired, Readers and Wiegand Keypads Cable:  Paired, 3 

pairs, No. 22 AWG, stranded (7x30) tinned copper conductors, plastic 

insulation, individual aluminum foil-polypropylene tape shielded pairs 

each with No. 22 AWG, stranded tinned copper drain wire, 100 percent 

shield coverage, and fluorinated-ethylene-propylene jacket. 

1. NFPA 70, Type CMP. 

2. Flame Resistance:  NFPA 262 Flame Test. 

K. Plenum-Type, Multiconductor, Readers and Keypads Cable:  6 conductors, 

No. 20 AWG, stranded (7x28) tinned copper conductors, fluorinated-

ethylene-propylene insulation, overall aluminum foil-polyester tape 

shield with 100 percent shield coverage plus tinned copper braid shield 

with 85 percent shield coverage, and fluorinated-ethylene-propylene 

jacket. 

1. NFPA 70, Type CMP. 
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2. Flame Resistance:  NFPA 262 Flame Test. 

L. Paired Lock Cable:  1 pair, twisted, No. 16 AWG, stranded (19x29) 

tinned copper conductors, PVC insulation, unshielded, and PVC jacket. 

1. NFPA 70, Type CMG. 

2. Flame Resistance:  UL 1581 Vertical Tray. 

M. Plenum-Type, Paired Lock Cable:  1 pair, twisted, No. 16 AWG, stranded 

(19x29) tinned copper conductors, PVC insulation, unshielded, and PVC 

jacket. 

1. NFPA 70, Type CMP. 

2. Flame Resistance:  NFPA 262 Flame Test. 

N. Paired Lock Cable:  1 pair, twisted, No. 18 AWG, stranded (19x30) 

tinned copper conductors, PVC insulation, unshielded, and PVC jacket. 

1. NFPA 70, Type CMG. 

2. Flame Resistance:  UL 1581 Vertical Tray. 

O. Plenum-Type, Paired Lock Cable:  1 pair, twisted, No. 18 AWG, stranded 

(19x30) tinned copper conductors, fluorinated-ethylene-propylene 

insulation, unshielded, and plastic jacket. 

1. NFPA 70, Type CMP. 

2. Flame Resistance:  NFPA 262 Flame Test. 

P. Paired Input Cable:  1 pair, twisted, No. 22 AWG, stranded (7x30) 

tinned copper conductors, polypropylene insulation, overall aluminum 

foil-polyester tape shield with No. 22 AWG, stranded (7x30) tinned 

copper drain wire, 100 percent shield coverage, and PVC jacket. 

1. NFPA 70, Type CMR. 

2. Flame Resistance:  UL 1666 Riser Flame Test. 

Q. Plenum-Type, Paired Input Cable:  1 pair, twisted, No. 22 AWG, stranded 

(7x30) tinned copper conductors, fluorinated-ethylene-propylene 

insulation, aluminum foil-polyester tape shield (foil side out), with 

No. 22 AWG drain wire, 100 percent shield coverage, and plastic jacket. 

1. NFPA 70, Type CMP. 

2. Flame Resistance:  NFPA 262 Flame Test. 

R. Paired AC Transformer Cable:  1 pair, twisted, No. 18 AWG, stranded 

(7x26) tinned copper conductors, PVC insulation, unshielded, and PVC 

jacket. 

1. NFPA 70, Type CMG. 

S. Plenum-Type, Paired AC Transformer Cable:  1 pair, twisted, No. 18 AWG, 

stranded (19x30) tinned copper conductors, fluorinated-ethylene-

propylene insulation, unshielded, and plastic jacket. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 105 

1. NFPA 70, Type CMP. 

2. Flame Resistance:  NFPA 262 Flame Test. 

T. Elevator Travel Cable:  Steel center core, with shielded, twisted 

pairs, No. 20 AWG conductor size. 

1. Steel Center Core Support:  Preformed, flexible, low-torsion, zinc-

coated, steel wire rope; insulated with 60 deg C flame-resistant PVC 

and covered with a nylon or cotton braid. 

2. Shielded Pairs:  Insulated copper conductors; color-coded, insulated 

with 60 deg C flame-resistant PVC; each pair shielded with bare 

copper braid for 85 percent coverage. 

3. Jute Filler:  Electrical grade, dry. 

4. Binder:  Helically wound synthetic fiber. 

5. Braid:  Rayon or cotton braid applied with 95 percent coverage. 

6. Jacket:  60 deg C PVC specifically compounded for flexibility and 

abrasion resistance.  UL VW-1 and CSA FT1 flame rated. 

U. LAN (Ethernet) Cabling:  Comply with Division 28 Section "Conductors 

and Cables for Electronic Safety and Security." 

 

PART 3 - EXECUTION 

3.1 GENERAL 

A. The Contractor shall install all system components and appurtenances in 

accordance with the manufacturers’ instructions, ANSI C2, and shall 

furnish all necessary interconnections, services, and adjustments 

required for a complete and operable system as specified.  Control 

signals, communications, and data transmission lines grounding shall be 

installed as necessary to preclude ground loops, noise, and surges from 

affecting system operation.  Equipment, materials, installation, 

workmanship, inspection, and testing shall be in accordance with 

manufacturers’ recommendations and as modified herein. 

B. Consult the manufacturers’ installation manuals for all wiring 

diagrams, schematics, physical equipment sizes, etc., before beginning 

system installation.  Refer to the Riser/Connection diagram for all 

schematic system installation/termination/wiring data.  

C. All equipment shall be attached to walls and ceiling/floor assemblies 

and shall be held firmly in place (e.g., sensors shall not be supported 

solely by suspended ceilings).  Fasteners and supports shall be 

adequate to support the required load. 
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3.2 CURRENT SITE CONDITIONS 

A. The Contractor shall visit the site and verify that site conditions are 

in agreement with the design package.  The Contractor shall report all 

changes to the site or conditions which will affect performance of the 

system to the Owner in a report as defined in paragraph Group II 

Technical Data Package.  The Contractor shall not take any corrective 

action without written permission from the Owner. 

3.3 EXAMINATION 

A. Examine pathway elements intended for cables.  Check raceways, cable 

trays, and other elements for compliance with space allocations, 

installation tolerances, hazards to cable installation, and other 

conditions affecting installation. 

B. Examine roughing-in for LAN and control cable conduit systems to PCs, 

Controllers, card readers, and other cable-connected devices to verify 

actual locations of conduit and back boxes before device installation. 

C. Proceed with installation only after unsatisfactory conditions have 

been corrected. 

3.4 PREPARATION 

A. Comply with recommendations in SIA CP-01. 

B. Comply with EIA/TIA-606, "Administration Standard for the 

Telecommunications Infrastructure of Commercial Buildings." 

C. Obtain detailed Project planning forms from manufacturer of access-

control system; develop custom forms to suit Project.  Fill in all data 

available from Project plans and specifications and publish as Project 

planning documents for review and approval. 

1. Record setup data for control station and workstations. 

2. For each Location, record setup of Controller features and access 

requirements. 

3. Propose start and stop times for time zones and holidays, and match 

up access levels for doors. 

4. Set up groups, linking, and list inputs and outputs for each 

Controller. 

5. Assign action message names and compose messages. 

6. Set up alarms.  Establish interlocks between alarms, intruder 

detection, and video surveillance features. 

7. Prepare and install alarm graphic maps. 

8. Develop user-defined fields. 

9. Develop screen layout formats. 
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10. Propose setups for guard tours and key control. 

11. Discuss badge layout options; design badges. 

12. Complete system diagnostics and operation verification. 

13. Prepare a specific plan for system testing, startup, and 

demonstration. 

14. Develop acceptance test concept and, on approval, develop specifics 

of the test. 

15. Develop cable and asset management system details; input data from 

construction documents.  Include system schematics and Technical 

Drawings. 

D. In meetings with Architect and Owner, present Project planning 

documents and review, adjust, and prepare final setup documents.  Use 

final documents to set up system software. 

3.5 CABLING 

A. Comply with NECA 1, "Good Workmanship in Electrical Contracting." 

B. Install cables and wiring according to requirements in Division 28 

Section "Conductors and Cables for Electronic Safety and Security." 

C. Wiring Method:  Install wiring in raceway and cable tray except within 

consoles, cabinets, desks, and counters.  Conceal raceway and wiring 

except in unfinished spaces. 

D. Wiring Method:  Install wiring in raceway and cable tray except within 

consoles, cabinets, desks, and counters and except in accessible 

ceiling spaces and in gypsum board partitions where unenclosed wiring 

method may be used.  Use NRTL-listed plenum cable in environmental air 

spaces, including plenum ceilings.  Conceal raceway and cables except 

in unfinished spaces. 

E. Install LAN cables using techniques, practices, and methods that are 

consistent with Category 5E rating of components and that ensure 

Category 5E performance of completed and linked signal paths, end to 

end. 

F. Install cables without damaging conductors, shield, or jacket. 

G. Boxes and enclosures containing security system components or cabling, 

and which are easily accessible to employees or to the public, shall be 

provided with a lock.  Boxes above ceiling level in occupied areas of 

the building shall not be considered to be accessible.  Junction boxes 

and small device enclosures below ceiling level and easily accessible 

to employees or the public shall be covered with a suitable cover plate 

and secured with tamperproof screws. 
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H. Install end-of-line resistors at the field device location and not at 

the Controller or panel location. 

3.6 CABLE APPLICATION 

A. Comply with EIA/TIA-569, "Commercial Building Standard for 

Telecommunications Pathways and Spaces." 

B. Cable application requirements are minimum requirements and shall be 

exceeded if recommended or required by manufacturer of system hardware. 

C. RS-232 Cabling:  Install at a maximum distance of 50 feet (15 m). 

D. RS-485 Cabling:  Install at a maximum distance of 4000 feet (1220 m). 

E. Card Readers and Keypads: 

1. Install number of conductor pairs recommended by manufacturer for 

the functions specified. 

2. Unless manufacturer recommends larger conductors, install No. 22 AWG 

wire if maximum distance from Controller to the reader is 250 feet 

(75 m), and install No. 20 AWG wire if maximum distance is 500 feet 

(150 m). 

3. For greater distances, install "extender" or "repeater" modules 

recommended by manufacturer of the Controller. 

4. Install minimum No. 18 AWG shielded cable to readers and keypads 

that draw 50 mA or more. 

F. Install minimum No. 16 AWG cable from Controller to electrically 

powered locks.  Do not exceed [250 feet (75 m). 

G. Install minimum No. 18 AWG ac power wire from transformer to 

Controller, with a maximum distance of [25 feet (8 m)]. 

3.7 GROUNDING 

A. Comply with Division 26 Section "Grounding and Bonding for Electrical 

Systems." 

B. Comply with IEEE 1100, "Power and Grounding Sensitive Electronic 

Equipment." 

C. Ground cable shields, drain conductors, and equipment to eliminate 

shock hazard and to minimize ground loops, common-mode returns, noise 

pickup, cross talk, and other impairments. 

D. Signal Ground: 

1. Terminal:  Locate in each equipment room and wiring closet; isolate 

from power system and equipment grounding. 

2. Bus:  Mount on wall of main equipment room with standoff insulators. 

3. Backbone Cable:  Extend from signal ground bus to signal ground 

terminal in each equipment room and wiring closet. 
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3.8 INSTALLATION  

A. System installation shall be in accordance with UL 294, manufacturer 

and related documents and references, for each type of security 

subsystem designed, engineered and installed. 

B. Components shall be configured with appropriate “service points” to 

pinpoint system trouble in less than 30 minutes.  

C. The Contractor shall install all system components including Government 

furnished equipment, and appurtenances in accordance with the 

manufacturer's instructions, documentation listed in Sections 1.4 and 

1.5 of this document, and shall furnish all necessary connectors, 

terminators, interconnections, services, and adjustments required for a 

operable system.  

D. The PACS will be designed, engineered, installed, and tested to ensure 

all components are fully compatible as a system and can be integrated 

with all associated security subsystems, whether the system is a stand 

alone or a network. 

E. For integration purposes, the PACS shall be integrated where 

appropriate with the following associated security subsystems: 

1. CCTV: 

a. Provide 24 hour coverage of all entry points to the perimeter and 

agency buildings. As well as all emergency exits utilizing a 

fixed color camera. 

b. Be able to monitor, control and record cameras on a 24 hours 

basis. 

c. Be programmed automatically call up a camera when an access point 

is but into an alarm state.  

d. For additional PACS system requirements as they relate to the 

CCTV, refer to Section 28 23 00, VIDEO SURVEILLANCE. 

2. IDS: 

a. Be able monitor door control sensors. 

b. Be able to monitor and control the IDS on a 24 hours basis. 

c. Be programmed to go into an alarm state when an IDS device is put 

into an alarm state, and notify the operator via an audible 

alarm.  

d. For additional PACS system requirements as they relate to the 

IDS, refer to Section 28 16 11, INTRUSION DETECTION SYSTEM. 

3. Security Access Detection: 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 110 

a. Be able to monitor all objects that have been screened with an x-

ray machine and be able to monitor all data acquired by the bomb 

detection unit. 

b. For additional PACS system requirements as they relate to the 

Security Access Detection, refer to Section 28 13 53, SECURITY 

ACCESS DETECTION. 

4. EPPS: 

a. Be programmed to go into an alarm state when an emergency call 

box or duress alarm/panic device is activated, and notify the 

Physical Access Control System and Database Management of an 

alarm event. 

b. For additional PACS requirements as they relate to the EPPS, 

refer to Section 28 26 00, ELECTRONIC PERSONAL PROTECTION SYSTEM. 

F. Integration with these security subsystems shall be achieved by 

computer programming or the direct hardwiring of the systems. 

G. For programming purposes refer to the manufacturers requirements for 

correct system operations. Ensure computers being utilized for system 

integration meet or exceed the minimum system requirements outlined on 

the systems software packages. 

H. The Contractor shall visit the site and verify that site conditions are 

in agreement with the design package. The Contractor shall report all 

changes to the site or conditions that will affect performance of the 

system. The Contractor shall not take any corrective action without 

written permission from the Government. 

I. The Contractor shall visit the site and verify that site conditions are 

in agreement/compliance with the design package. The Contractor shall 

report all changes to the site or conditions that will affect 

performance of the system to the Contracting Officer in the form of a 

report. The Contractor shall not take any corrective action without 

written permission received from the Contracting Officer. 

J. Existing Equipment: 

1. The Contractor shall connect to and utilize existing door equipment, 

control signal transmission lines, and devices as outlined in the 

design package. Door equipment and signal lines that are usable in 

their original configuration without modification may be reused with 

Contracting Officer approval. 

2. The Contractor shall perform a field survey, including testing and 

inspection of all existing door equipment and signal lines intended 
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to be incorporated into the PACS, and furnish a report to the 

Contracting Officer as part of the site survey report. For those 

items considered nonfunctioning, provide (with the report) 

specification sheets, or written functional requirements to support 

the findings and the estimated cost to correct the deficiency. As 

part of the report, the Contractor shall include a schedule for 

connection to all existing equipment. 

3. The Contractor shall make written requests and obtain approval prior 

to disconnecting any signal lines and equipment, and creating 

equipment downtime. Such work shall proceed only after receiving 

Contracting Officer approval of these requests. If any device fails 

after the Contractor has commenced work on that device, signal or 

control line, the Contractor shall diagnose the failure and perform 

any necessary corrections to the equipment. 

4. The Contractor shall be held responsible for repair costs due to 

Contractor negligence, abuse, or improper installation of equipment.  

5. The Contracting Officer shall be provided a full list of all 

equipment that is to be removed or replaced by the Contractor, to 

include description and serial/manufacturer numbers where possible. 

The Contractor shall dispose of all equipment that has been removed 

or replaced based upon approval of the Contracting Officer after 

reviewing the equipment removal list. In all areas where equipment 

is removed or replaced the Contractor shall repair those areas to 

match the current existing conditions. 

K. Enclosure Penetrations: All enclosure penetrations shall be from the 

bottom of the enclosure unless the system design requires penetrations 

from other directions. Penetrations of interior enclosures involving 

transitions of conduit from interior to exterior, and all penetrations 

on exterior enclosures shall be sealed with rubber silicone sealant to 

preclude the entry of water and will comply with VA Master 

Specification 07 84 00, Firestopping. The conduit riser shall terminate 

in a hot-dipped galvanized metal cable terminator. The terminator shall 

be filled with an approved sealant as recommended by the cable 

manufacturer and in such a manner that the cable is not damaged. 

L. Cold Galvanizing: All field welds and brazing on factory galvanized 

boxes, enclosures, and conduits shall be coated with a cold galvanized 

paint containing at least 95 percent zinc by weight. 

M. Control Panels:  
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1. Connect power and signal lines to the controller. 

2. Program the panel as outlined by the design and per the 

manufacturer’s programming guidelines. 

N. SMS: 

1. Coordinate with the VA agency’s IT personnel to place the computer 

on the local LAN or Intranet and provide the security system 

protection levels required to insure only authorized VA personnel 

have access to the system. 

2. Program and set-up the SMS to ensure it is in fully operation. 

O. Card Readers:  

1. Connect all signal inputs and outputs as shown and specified.  

2. Terminate input signals as required. 

3. Program and address the reader as per the design package. 

4. Readers shall be surface or flushed mounted and all appropriate 

hardware shall be provided to ensure the unit is installed in an 

enclosed conduit system. 

P. Biometrics: 

1. Connect all signal input and output cables along with all power 

cables. 

2. Program and ensure the device is in operating order. 

Q. Portal Control Devices: 

1. Install all signal input and output cables as well as all power 

cables. 

2. Devices shall be surface or flush mounted as per the design package. 

3. Program all devices and ensure they are working. 

R. Door Status Indicators: 

1. Install all signal input and output cables as well as all power 

cables. 

2. RTE’s shall be surface mounted and angled in a manner that they 

cannot be compromised from the non-secure side of a windowed door, 

or allow for easy release of the locking device from a distance no 

greater than 6 feet from the base of the door. 

3. Door position sensors shall be surface or flush mounted and wide gap 

with the ability to operate at a maximum distance of up to 2” (5 

cm). 

S. Entry Control Devices: 

1. Install all signal input and power cables. 

2. Strikes and bolts shall be mounted within the door frame. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 13 00 - 113 

3. Mortise locks shall be mounted within the door and an electric 

transfer hinge shall be utilized to transfer the wire from within 

the door frame to the mortise lock inside the door. 

4. Electromagnetic locks shall be installed with the mag-lock mounted 

to the door frame and the metal plate mounted to the door. 

T. System Start-Up: 

1. The Contractor shall not apply power to the PACS until the following 

items have been completed: 

a. PACS equipment items and have been set up in accordance with 

manufacturer's instructions. 

b. A visual inspection of the PACS has been conducted to ensure that 

defective equipment items have not been installed and that there 

are no loose connections. 

c. System wiring has been tested and verified as correctly connected 

as indicated. 

d. All system grounding and transient protection systems have been 

verified as installed and connected as indicated. 

e. Power supplies to be connected to the PACS have been verified as 

the correct voltage, phasing, and frequency as indicated. 

2. Satisfaction of the above requirements shall not relieve the 

Contractor of responsibility for incorrect installation, defective 

equipment items, or collateral damage as a result of Contractor work 

efforts. 

3. The Commissioning Agent will observe startup and contractor testing 

of selected equipment.  Coordinate the startup and contractor 

testing schedules with the Resident Engineer and Commissioning 

Agent.  Provide a minimum of 7 days prior notice. 

U. Supplemental Contractor Quality Control: 

1. The Contractor shall provide the services of technical 

representatives who are familiar with all components and 

installation procedures of the installed PACS; and are approved by 

the Contracting Officer.  

2. The Contractor will be present on the job site during the 

preparatory and initial phases of quality control to provide 

technical assistance.  

3. The Contractor shall also be available on an as needed basis to 

provide assistance with follow-up phases of quality control.  
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4. The Contractor shall participate in the testing and validation of 

the system and shall provide certification that the system installed 

is fully operational as all construction document requirements have 

been fulfilled. 

3.9 SYSTEM SOFTWARE 

A. Install, configure, and test software and databases for the complete 

and proper operation of systems involved.  Assign software license to 

Owner. 

3.10 FIELD QUALITY CONTROL 

A. Manufacturer's Field Service:  Engage a factory-authorized service 

representative to inspect[, test, and adjust] field-assembled 

components and equipment installation, including connections[, and to 

assist in field testing].  Report results in writing. 

B. Testing Agency:  [Owner will engage] [Engage] a qualified testing and 

inspecting agency to perform field tests and inspections and prepare 

test reports: 

C. Perform the following field tests and inspections and prepare test 

reports: 

1. LAN Cable Procedures:  Inspect for physical damage and test each 

conductor signal path for continuity and shorts.  Use Class 2, 

bidirectional, Category 5 tester.  Test for faulty connectors, 

splices, and terminations.  Test according to TIA/EIA-568-1, 

"Commercial Building Telecommunications Cabling Standards - Part 1 

General Requirements."  Link performance for UTP cables must comply 

with minimum criteria in TIA/EIA-568-B. 

2. Test each circuit and component of each system.  Tests shall 

include, but are not limited to, measurements of power supply output 

under maximum load, signal loop resistance, and leakage to ground 

where applicable.  System components with battery backup shall be 

operated on battery power for a period of not less than 10 percent 

of the calculated battery operating time.  Provide special equipment 

and software if testing requires special or dedicated equipment. 

3. Operational Test:  After installation of cables and connectors, 

demonstrate product capability and compliance with requirements.  

Test each signal path for end-to-end performance from each end of 

all pairs installed.  Remove temporary connections when tests have 

been satisfactorily completed. 
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3.11 PROTECTION 

A. Maintain strict security during the installation of equipment and 

software.  Rooms housing the control station, and workstations that 

have been powered up shall be locked and secured, with an activated 

burglar alarm and access-control system reporting to a Central Station 

complying with UL 1610, "Central-Station Burglar-Alarm Units," during 

periods when a qualified operator in the employ of Contractor is not 

present. 

3.12 COMMISSIONING 

A. Provide commissioning documentation in accordance with the requirements 

of Section 28 08 00 – COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS for all inspection, start up, and contractor testing required 

above and required by the System Readiness Checklist provided by the 

Commissioning Agent.   

B. Components provided under this section of the specification will be 

tested as part of a larger system.  Refer to Section 28 08 00 – 

COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS and related 

sections for contractor responsibilities for system commissioning. 

3.13 DEMONSTRATION AND TRAINING 

A. Provide services of manufacturer’s technical representative for four 

hours to instruct VA personnel in operation and maintenance of units. 

B. Submit training plans and instructor qualifications in accordance with 

the requirements of Section 28 08 00 – COMMISSIONING OF ELECTRONIC 

SAFETY AND SECURITY SYSTEMS. 

C. Develop separate training modules for the following: 

1. Computer system administration personnel to manage and repair the 

LAN and databases and to update and maintain software. 

2. Operators who prepare and input credentials to man the control 

station and workstations and to enroll personnel. 

3. Security personnel. 

4. Hardware maintenance personnel. 

5. Corporate management. 

D. All testing and training shall be compliant with the VA General 

Requirements, Section 01 00 00, GENERAL REQUIREMENTS. 

 

-----END---- 
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SECTION 28 16 00 

INTRUSION DETECTION SYSTEM 

PART 1 – GENERAL 

1.1 DESCRIPTION  

A. Provide and install a complete Intrusion Detection System, hereinafter 

referred to as IDS, as specified in this section.  

B. This Section includes the following: 

1. Intrusion detection with [hard-wired] [multiplexed], modular, 

microprocessor-based controls, intrusion sensors and detection 

devices, and communication links to perform monitoring, alarm, and 

control functions. 

2. Responsibility for integrating electronic and electrical systems and 

equipment is specified in the following Sections, with Work 

specified in this Section: 

a. Division 08 Section "DOOR HARDWARE". 

b. Division 14 Section "ELECTRIC TRACTION ELEVATORS". 

c. Division 27 Section "INTERCOMMUNICATIONS AND PROGRAM SYSTEMS". 

d. Division 28 Section "PHYSICAL ACCESS CONTROL". 

e. Division 28 Section "FIRE DETECTION AND ALARM". 

f. Division 28 Section "VIDEO SURVEILLANCE". 

g. Division 32 Section "CHAIN LINK FENCES AND GATES". 

C. Related Sections include the following: 

1. Division 28 Section "VIDEO SURVEILLANCE" for closed-circuit 

television cameras that are used as devices for video motion 

detection. 

2. Division 28 Section "CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY" for cabling between central-station control units and 

field-mounted devices and controllers. 

1.2 RELATED WORK 

 

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.   

B. Section 07 84 00 - FIRESTOPPING. Requirements for firestopping 

application and use.   

C. Section 14 21 00 - ELECTRIC TRACTION ELEVATORS. Requirements for 

elevators.   

D. Section 14 24 00 - HYDRAULIC ELEVATORS. Requirements for elevators. 

E. Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.   
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F. Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. 

Requirements for connection of high voltage.   

G. Section 26 05 21 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES 

(600 VOLTS AND BELOW). Requirements for power cables.   

H. Section 28 05 00 – COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for general requirements that are common to more 

than one section in Division 28.   

I. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for conductors and cables.   

J. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for grounding of equipment.   

K. Section 28 05 28.33 - CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for infrastructure.   

L. Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY. 

Requirements for commissioning - systems readiness checklists, and 

training.   

M. Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEMS (PACS). Requirements 

for physical access control integration.   

N. Section 28 13 16 - ACCESS CONTROL SYSTEM AND DATABASE MANAGEMENT. 

Requirements for control and operation of all security systems.   

O. Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera 

systems.   

P. Section 28 26 00 - ELECTRONIC PERSONAL PROTECTION SYSTEM (EPPS). 

Requirements for emergency and interior communications.   

Q. Section 28 31 00 - FIRE DETECTION AND ALARM. Requirements for 

integration with fire detection and alarm system.   

1.3 QUALITY ASSURANCE 

A. The Contractor shall be responsible for providing, installing, and the 

operation of the IDS as shown. The Contractor shall also provide 

certification as required.  

B. The security system shall be installed and tested to ensure all 

components are fully compatible as a system and can be integrated with 

all associated security subsystems, whether the security system is 

stand-alone or a part of a complete Information Technology (IT) 

computer network. 

C. The Contractor or security sub-contractor shall be a licensed security 

Contractor as required within the state or jurisdiction of where the 

installation work is being conducted.  
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1.4 DEFINITIONS 

A. Controller:  An intelligent peripheral control unit that uses a 

computer for controlling its operation.  Where this term is presented 

with an initial capital letter, this definition applies. 

B. I/O:  Input/Output. 

C. Intrusion Zone:  A space or area for which an intrusion must be 

detected and uniquely identified, the sensor or group of sensors 

assigned to perform the detection, and any interface equipment between 

sensors and communication link to central-station control unit. 

D. LED:  Light-emitting diode. 

E. NEC:  National Electric Code 

F. NEMA:  National Electrical Manufacturers Association 

G. NFPA:  National Fire Protection Association 

H. NRTL:  Nationally Recognized Testing Laboratory.  

I. SMS:  Security Management System – A SMS is software that incorporates 

multiple security subsystems (e.g., physical access control, intrusion 

detection, closed circuit television, intercom) into a single platform 

and graphical user interface. 

J. PIR:  Passive infrared. 

K. RF:  Radio frequency. 

L. Standard Intruder:  A person who weighs 45 kg (100 lb.) or less and 

whose height is 1525 mm (60 in) or less; dressed in a long-sleeved 

shirt, slacks, and shoes. 

M. Standard-Intruder Movement:  Any movement, such as walking, running, 

crawling, rolling, or jumping, of a "standard intruder" in a protected 

zone. 

N. TCP/IP:  Transport control protocol/Internet protocol incorporated into 

Microsoft Windows. 

O. UPS:  Uninterruptible Power Supply 

P. UTP:  Unshielded Twisted Pair 

1.5 SUBMITTALS 

A. Submit below items in conjunction with Master Specification Sections 01 

33 23, SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES, and Section 02 41 00, 

DEMOLITION. 

B. Provide certificates of compliance with Section 1.3, Quality Assurance. 

C. Provide a shop drawing and as-built design package in both electronic 

format and on paper, minimum size 1220 x 1220 millimeters (48 x 48 
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inches); drawing submittals shall be per the established project 

schedule. 

D. Shop drawing and as-built packages shall include, but not be limited 

to: 

1. Index Sheet that shall: 

a. Define each page of the design package to include facility name, 

building name, floor, and sheet number. 

b. Provide a list of all security abbreviations and symbols.  

c. Reference all general notes that are utilized within the design 

package. 

d. Specification and scope of work pages for all security systems 

that are applicable to the design package that will:  

1) Outline all general and job specific work required within the 

design package. 

2) Provide a device identification table outlining device 

Identification (ID) and use for all security systems equipment 

utilized in the design package. 

2. Drawing sheets that will be plotted on the individual floor plans or 

site plans shall: 

a. Include a title block as defined above.  

b. Define the drawings scale in both standard and metric 

measurements.  

c. Provide device identification and location.  

d. Address all signal and power conduit runs and sizes that are 

associated with the design of the electronic security system and 

other security elements (e.g., barriers, etc.).  

e. Identify all pull box and conduit locations, sizes, and fill 

capacities. 

f. Address all general and drawing specific notes for a particular 

drawing sheet. 

3. A riser drawing for each applicable security subsystem shall:  

a. Indicate the sequence of operation.  

b. Relationship of integrated components on one diagram.  

c. Include the number, size, identification, and maximum lengths of 

interconnecting wires.  

d. Wire/cable types shall be defined by a wire and cable schedule. 

The schedule shall utilize a lettering system that will 

correspond to the wire/cable it represents (example: A = 18 AWG/1 
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Pair Twisted, Unshielded). This schedule shall also provide the 

manufacturer’s name and part number for the wire/cable being 

installed. 

4. A system drawing for each applicable security system shall:  

a. Identify how all equipment within the system, from main panel to 

device, shall be laid out and connected.  

b. Provide full detail of all system components wiring from point-

to-point.   

c. Identify wire types utilized for connection, interconnection with 

associate security subsystems.   

d. Show device locations that correspond to the floor plans.  

e. All general and drawing specific notes shall be included with the 

system drawings.  

5. A schedule for all of the applicable security subsystems shall be 

included. All schedules shall provide the following information: 

a. Device ID. 

b. Device Location (e.g. site, building, floor, room number, 

location, and description). 

c. Mounting type (e.g. flush, wall, surface, etc.). 

d. Power supply or circuit breaker and power panel number. 

e. In addition, for the IDS, provide the sensor ID, sensor type and 

housing model number. 

6. Detail and elevation drawings for all devices that define how they 

were installed and mounted. 

E. Shop drawing packages shall be reviewed by the Contractor along with a 

VA representative to ensure all work has been clearly defined and 

completed. All reviews shall be conducted in accordance with the 

project schedule. There shall be four (4) stages to the review process: 

1. 35 percent 

2. 65 percent 

3. 90 percent 

4. 100 percent 

F. Provide manufacturer security system product cut-sheets. Submit for 

approval at least 30 days prior to commencement of formal testing, a 

Security System Operational Test Plan. Include procedures for 

operational testing of each component and security subsystem, to 

include performance of an integrated system test. 
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G. Submit manufacture’s certification of Underwriters Laboratories, Inc. 

(UL) listing as specified. Provide all maintenance and operating 

manuals per the VA General Requirements, Section 01 00 00, GENERAL 

REQUIREMENTS.  

1.6 APPLICABLE PUBLICATIONS 

A. The publications listed below (including amendments, addenda, 

revisions, supplement, and errata) form a part of this specification to 

the extent referenced. The publications are referenced in the text by 

the basic designation only. 

B. American National Standards Institute (ANSI)/Security Industry 

Association (SIA): 

PIR-01-00...............Passive Infrared Motion Detector Standard - 

Features for Enhancing False Alarm Immunity 

CP-01-00................Control Panel Standard-Features for False Alarm 

Reduction 

C. Department of Justice American Disability Act (ADA) 

28 CFR Part 36..........2010 ADA Standards for Accessible Design 

D. Federal Communications Commission (FCC): 

(47 CFR 15) Part 15.....Limitations on the Use of Wireless 

Equipment/Systems 

E. National Electrical Manufactures Association (NEMA):  

250-08..................Enclosures for Electrical Equipment (1000 Volts 

Maximum) 

F. National Fire Protection Association (NFPA): 

70-11...................National Electrical Code  

731-08..................Standards for the Installation of Electric 

Premises Security Systems 

G. Underwriters Laboratories, Inc. (UL): 

464-09..................Audible Signal Appliances 

609-96..................Local Burglar Alarm Units and Systems 

634-07..................Standards for Connectors with Burglar-Alarm 

Systems 

639-07..................Standards for Intrusion Detection Units 

1037-09.................Standard for Anti-theft Alarms and Devices 

1635-10.................Digital Alarm Communicator System Units 

H. Uniform Federal Accessibility Standards (UFAS), 19841. 
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1.7 COORDINATION 

A. Coordinate arrangement, mounting, and support of intrusion detection 

system equipment: 

1. To allow maximum possible headroom unless specific mounting heights 

that reduce headroom are indicated. 

2. To provide for ease of disconnecting the equipment with minimum 

interference to other installations. 

3. To allow right of way for piping and conduit installed at required 

slope. 

4. So connecting raceways, cables, wireways, cable trays, and busways 

will be clear of obstructions and of the working and access space of 

other equipment. 

B. Coordinate installation of required supporting devices and set sleeves 

in cast-in-place concrete, masonry walls, and other structural 

components as they are constructed. 

C. Coordinate location of access panels and doors for electronic safety 

and security items that are behind finished surfaces or otherwise 

concealed. 

1.8 EQUIPMENT AND MATERIALS 

A. General 

1. All equipment associated within the IDS shall be rated for 

continuous operation. Environmental conditions (i.e. temperature, 

humidity, wind, and seismic activity) shall be taken under 

consideration at each facility and site location prior to 

installation of the equipment. 

2. All equipment shall operate on a 120 or 240 volts alternating 

current (VAC); 50 Hz or 60 Hz AC power system unless documented 

otherwise in subsequent sections listed within this specification. 

All equipment shall have a back-up source of power that will provide 

a minimum of 96 hours of run time in the event of a loss of primary 

power to the facility. 

3. The system shall be designed, installed, and programmed in a manner 

that will allow for ease of operation, programming, servicing, 

maintenance, testing, and upgrading of the system. 

4. All IDS components located in designated “HAZARDOUS ENVIRONMENT” 

areas where fire or explosion could occur due to the presence of 

natural gases or vapors, flammable liquids, combustible residue, or 

ignitable fibers or debris, shall be rated Class II, Division I, 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 16 00-8 

 

Group F, and installed in accordance with National Fire Protection 

Association (NFPA) 70 National Electric Code, Chapter 5. 

5. All equipment and materials for the system will be compatible to 

ensure functional operation in accordance with requirements. 

1.9 WARRANTY OF CONSTRUCTION. 

A. Warrant IDS work subject to the Article “Warranty of Construction” of 

FAR 52.246-21. 

B. Demonstration and training shall be performed prior to system 

acceptance.   

 

PART 2 – PRODUCTS 

2.1 FUNCTIONAL DESCRIPTION OF SYSTEM 

A. Supervision:  System components shall be continuously monitored for 

normal, alarm, supervisory, and trouble conditions.  Indicate 

deviations from normal conditions at any location in system.  

Indication includes identification of device or circuit in which 

deviation has occurred and whether deviation is an alarm or 

malfunction. 

1. Alarm Signal:  Display at central-station control unit and actuate 

audible and visual alarm devices. 

2. Trouble Condition Signal:  Distinct from other signals, indicating 

that system is not fully functional.  Trouble signal shall indicate 

system problems such as battery failure, open or shorted 

transmission line conductors, or controller failure. 

3. Supervisory Condition Signal:  Distinct from other signals, 

indicating an abnormal condition as specified for the particular 

device or controller. 

B. System Control:  Central-station control unit shall directly monitor 

intrusion detection units and connecting wiring. 

C. NOT USED 

D. System shall automatically reboot program without error or loss of 

status or alarm data after any system disturbance. 

E. Operator Commands: 

1. Help with System Operation:  Display all commands available to 

operator.  Help command, followed by a specific command, shall 

produce a short explanation of the purpose, use, and system reaction 

to that command. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 16 00-9 

 

2. Acknowledge Alarm:  To indicate that alarm message has been observed 

by operator. 

3. Place Protected Zone in Access:  Disable all intrusion-alarm 

circuits of a specific protected zone.  Tamper circuits may not be 

disabled by operator. 

4. Place Protected Zone in Secure:  Activate all intrusion-alarm 

circuits of a protected zone. 

5. Protected Zone Test:  Initiate operational test of a specific 

protected zone. 

6. System Test:  Initiate system-wide operational test. 

7. Print Reports. 

F. Timed Control at Central-Station Control Unit:  Allow automatically 

timed "secure" and "access" functions of selected protected zones. 

G. Automatic Control of Related Systems:  Alarm or supervisory signals 

from certain intrusion detection devices control the following 

functions in related systems: 

1. Switch selected lights. 

2. Shift elevator control to a different mode. 

3. Open a signal path between certain intercommunication stations. 

4. Shift sound system to "listening mode" and open a signal path to 

certain system speakers. 

5. Switch signal to selected monitor from closed-circuit television 

camera in vicinity of sensor signaling an alarm. 

H. Printed Record of Events:  Print a record of alarm, supervisory, and 

trouble events on system printer.  Sort and report by protected zone, 

device, and function.  When central-station control unit receives a 

signal, print a report of alarm, supervisory, or trouble condition.  

Report type of signal (alarm, supervisory, or trouble), protected zone 

description, date, and time of occurrence.  Differentiate alarm signals 

from other indications.  When system is reset, report reset event with 

the same information concerning device, location, date, and time.  

Commands shall initiate the reporting of a list of current alarm, 

supervisory, and trouble conditions in system or a log of past events. 

I. Response Time:  2 seconds between actuation of any alarm and its 

indication at central-station control unit. 

J. Circuit Supervision:  Supervise all signal and data transmission lines, 

links with other systems, and sensors from central-station control 

unit.  Indicate circuit and detection device faults with both protected 
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zone and trouble signals, sound a distinctive audible tone, and 

illuminate an LED.  Maximum permissible elapsed time between occurrence 

of a trouble condition and indication at central-station control unit 

is 20 seconds.  Initiate an alarm in response to opening, closing, 

shorting, or grounding of a signal or data transmission line. 

K. Programmed Secure-Access Control:  System shall be programmable to 

automatically change status of various combinations of protected zones 

between secure and access conditions at scheduled times.  Status 

changes may be preset for repetitive, daily, and weekly; specially 

scheduled operations may be preset up to a year in advance.  Manual 

secure-access control stations shall override programmed settings. 

L. Manual Secure-Access Control:  Coded entries at manual stations shall 

change status of associated protected zone between secure and access 

conditions. 

2.2 SYSTEM COMPONENT REQUIREMENTS 

A. Compatibility:  Detection devices and their communication features, 

connecting wiring, and central-station control unit shall be selected 

and configured with accessories for full compatibility with the 

following equipment: 

1. Data Gathering Panel, Output Module, Input Module, 28 13 00 PHYSICAL 

ACCESS CONTROL SYSTEM. 

B. Surge Protection:  Protect components from voltage surges originating 

external to equipment housing and entering through power, 

communication, signal, control, or sensing leads.  Include surge 

protection for external wiring of each conductor entry connection to 

components. 

1. Minimum Protection for Power Lines 120 V and More:  Auxiliary panel 

suppressors complying with requirements in Division 26 Section 

TRANSIENT-VOLTAGE SUPPRESSION FOR LOW-VOLTAGE ELECTRICAL POWER 

CIRCUITS. 

2. Minimum Protection for Communication, Signal, Control, and Low-

Voltage Power Lines:  Comply with requirements in Division 26 

Section TRANSIENT-VOLTAGE SUPPRESSION FOR LOW-VOLTAGE ELECTRICAL 

POWER CIRCUITS as recommended by manufacturer for type of line being 

protected. 

C. Interference Protection:  Components shall be unaffected by radiated 

RFI and electrical induction of 15 V/m over a frequency range of 10 to 
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10,000 MHz and conducted interference signals up to 0.25-V RMS injected 

into power supply lines at 10 to 10,000 MHz. 

D. Tamper Protection:  Tamper switches on detection devices, controllers, 

annunciators, pull boxes, junction boxes, cabinets, and other system 

components shall initiate a tamper-alarm signal when unit is opened or 

partially disassembled and when entering conductors are cut or 

disconnected.  Central-station control-unit alarm display shall 

identify tamper alarms and indicate locations. 

E. Self-Testing Devices:  Automatically test themselves periodically, but 

not less than once per hour, to verify normal device functioning and 

alarm initiation capability.  Devices transmit test failure to central-

station control unit. 

F. Antimasking Devices:  Automatically check operation continuously or at 

intervals of a minute or less, and use signal-processing logic to 

detect blocking, masking, jamming, tampering, or other operational 

dysfunction.  Devices transmit detection of operational dysfunction to 

central-station control unit as an alarm signal. 

G. Addressable Devices:  Transmitter and receivers shall communicate 

unique device identification and status reports to central-station 

control unit. 

H. Remote-Controlled Devices:  Individually and remotely adjustable for 

sensitivity and individually monitored at central-station control unit 

for calibration, sensitivity, and alarm condition. 

2.3 ENCLOSURES 

A. Interior Sensors:  Enclosures that protect against dust, falling dirt, 

and dripping noncorrosive liquids. 

B. Interior Electronics:  NEMA 250, Type 12. 

C. Exterior Electronics:  NEMA 250, Type 4X [stainless steel]. 

D. Corrosion Resistant:  NEMA 250, Type 4X [stainless steel]. 

E. Screw Covers:  Where enclosures are accessible to inmates, secure with 

security fasteners of type appropriate for enclosure. 

2.5 EQUIPMENT ITEMS 

A. General:  

1. All requirements listed below are the minimum specifications that 

need to be met in order to comply with the IDS. 

2. All IDS sensors shall conform to UL 639, Intrusion Detection 

Standard.  
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3. Ensure that IDS is fully integrated with other security subsystems 

as required to include, but not limited to, the CCTV, PACS, EPPS, 

and Physical Access Control System and Database Management. The IDS 

provided shall not limit the expansion and growth capability to a 

single manufacturer and shall allow modular expansion with minimal 

equipment modifications. 

B. IDS Components: The IDS shall consist of, but not be limited to, the 

following components:  

1. Control Panel 

2. Exterior Detection Devices (Sensors) 

3. Interior Detection Devices (Sensors) 

4. Power Supply  

5. Enclosures 

2.6 CONTROL PANEL 

A. The Control panel shall be the main point of programming, monitoring, 

accessing, securing, and troubleshooting the IDS.  Refer to American 

National Standards Institute (ANSI) CP-01 Control Panel Standard-

Features for False Alarm Reduction.  

B. The Control Panel shall provide a means of reporting alarms to an 

Physical Access Control System and Database Management via a computer 

interface or direct connection to an alarm control monitoring panel. 

C. The Control panel shall utilize a Multifunctional Keypad, Input and 

Output Modules for expansion of alarm zones, interfacing with 

additional security subsystems, programming, monitoring and controlling 

the IDS. 

D. The Control panel shall meet or exceed the following minimum functional 

requirements for programming outputs, system response, and user 

interface: 

1. Programming Outputs: 

a. 2 Amps alarm power at 12 VDC 

b. 1.4 Amps auxiliary power at 12 VDC 

c. Four alarm output patterns 

d. Programmable bell test 

e. Programmable bell shut-off timer 

2. System Response: 

a. Selectable point response time 

b. Cross point capability 

c. Alarm verification 
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d. Watch mode 

e. Scheduled events arm, disarm, bypass and un-bypass points, 

control relays, and control authority levels 

3. User Interface: 

a. Supervises up to eight command points (e.g. Up to 16 unsupervised 

keypads can be used) 

b. Provides custom keypad text 

c. Addresses full function command menu including custom functions 

d. Allows user authority by defined area and 16-character name 

e. Provides for 14 custom authority control levels allowing user’s 

authority to change, add, delete pass codes, disarm, bypass 

points, and start system tests. 

4. The Control panel shall meet or exceed the following technical 

characteristics: 

Input Voltage via 110 VAC or 220 VAC Step-down 

Transformer 

16 or 18 VAC 

Operating Voltage 12 VDC 

Output Voltage 12 VDC @ 2 A max 

Direct Hardwire Zones 7 

Partitions 8 

Multifunctional Keypads 16 (2 per partition) 

Communications Port RJ-11 

 

E. A multifunctional keypad shall be utilized as a user interface for 

arming, disarming, monitoring, troubleshooting, and programming the 

alarm control panel.  

F. Keypads shall have the following features: 

1. Multiple function keypads suitable for remote mounting, no greater 

than 1333 m (4000 ft), shall be provided from the control panel and 

have a light emitting diode (LED) readout of alarm and trouble 

conditions by zone.  

2. An alphanumeric English language display, with keypad 

programmability, and EE-PROM memory, shall also be provided. 

3. Trouble alarm indicators shall be distinguishable from intrusion 

alarms. 

4. A minimum of four (4) zones selectable as entry and exit with 

programmable time delay. 

5. Complete system test activated capability at the keypad. 
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6. Capability for opening and closing reports to a remote monitoring 

location. 

7. Adjustable entry and exit delay times. 

8. Capability for a minimum of two (2) multiple function keypads. 

9. Capability to shunt or bypass selected interior zones while arming 

perimeter protection and remaining interior zones. 

10. Capability for a minimum of seven assignable pass-codes that are 

keypad programmable from a suppressed master code. 

11. The control panel shall have a communications port that will allow 

for communications with a computer for programming, monitoring, and 

troubleshooting purposes. The communications port will be, at a 

minimum, and RJ-11 or better. 

12. The control panel will have a systems success probability of 95% or 

better, and shall include the following success considerations: 

a. False Alarm: Shall not exceed one (1) false alarm per 30 days per 

sensor zone. 

b. Nuisance Alarm: Shall not exceed a rate of one (1) alarm per 

seven (7) days per zone within the first 60 days after 

installation and acceptance. Sensor adjustments will be made and 

then shall not exceed one (1) alarm per 30 days. 

13. The Control Panel will be able to detect either a line fault or 

power loss for all supervised data cables. 

a. Line Fault Detection: Communication links of the IDS shall have 

an active mode for line fault detection. Fault isolation at the 

systems level shall have the same geographic resolutions as 

provided for intrusion detection. The line fault alarm shall be 

clearly distinguishable from other alarms.  

b. Power Loss Detection: Provide the capability to detect when 

critical components experience temporary or permanent loss of 

power and annunciate to clearly identify the component 

experiencing power loss. 

 

2.7 KEYPADS 

A. Keypads shall meet or exceed the following technical characteristics: 

Connections  4-wire flying lead for data and power 

Operating Temperature  0°C to +50°C (+32°F to +122°F) 

Display Window  8-point LED 
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Indicators: Illuminated keys Armed Status-LED 

Point Status-LED 

Command Mode-LED 

Power-LED 

Voltage  Nominal 12 VDC 

 

2.8 INPUT MODULE 

A. An input module shall be utilized to connect additional detection 

devices to the control panel. This module will meet or exceed the 

following technical characteristics: 

Operating Voltage 8.5 to 14.5 VDC Nominal 

Zone Inputs Style A (Class B) Supervised  

Operating Temperature 0 to 40 degrees C (32 to 140 degrees F) 

 

2.9 OUTPUT MODULE 

A. An output module shall be utilized to interface the control panel with 

other security subsystems. The output module shall meet or exceed the 

following technical characteristics: 

Operating Voltage 8.5 to 14.5 VDC Nominal 

Output Relays “Form C” Dry Relay Contracts 

Relay Contact Rating 4A @ 24 VDC 

4A @ 24 VAC 

1A @ 70 VAC 

Operating Temperature 0 to 40 degrees C F (32 to 140 degrees) 

 

2.10 EXTERIOR DETECTION DEVICES (SENSORS) 

A. The IDS shall consist of interior, exterior, and other detection 

devices that are capable of:  

1. Locating intrusions at individually protected asset areas or at an 

individual portal; 

2. Locating intrusions within a specific area of coverage;  

3. Locating failures or tampering of individual sensors or components. 

B. Audible annunciation shall meet UL 464 Audible Signal Appliance 

requirements as well as other stated within this specification. IDS 

shall provide and adjust for devices so that coverage is maximized in 

the space or area it is installed in. For large areas where multiple 

devices are required, ensure exterior device coverage is overlapping.  
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C. Detection sensitivity shall be set up to ensure maximum coverage of the 

secure area is obtained while at the same time limiting excessive false 

alarms due to the environment and impact of small animals. All 

detection devices shall be anti-masking with exception of video motion 

detection. 

D. Dual sensor technology shall be used when possible. Sensor technology 

shall not be of the same type that is easily defeated by a single 

method. This will reduce the amount of false alarms.  

E. Exterior sensors described in this section are intended for outdoor use 

for perimeter and fence control monitoring purposes. Some sensors 

described in the interior sensor section may be utilized that can 

provide both outdoor and indoor protection.  

F. External Sensors Environmental Characteristics:  

Temperature -25°F - 140°F (-32°C - 60°C) 

Pressure Sea Level to 15,000 ft. (4573m) above sea level 

Solar Radiation Six (6) hrs. exposure at dry bulb temp. 120°F 

(60°C) 

Rain Two (2) in. (50 mm) per hour 

Humidity 5% - 95% 

Fungus Components of non-fungus nutrient materials 

Salt/fog Atmosphere 5% salinity 

Snow loading 48 lbs per sq. ft. (234 kg per sq. meter) 

Ice accumulation Up to ½ in. (12.7 mm) radial ice 

Wind limitations 50 mph (80 km/h) 

Gusts to 66 mph (106 km/h) 

Acoustical Noise 

Suitability 

> 110 decibels (dB) 

 

G. Electromechanical Fence Sensors 

1. Electromechanical Fence Sensors: Shall sense mechanical vibrations 

or motion associated with scaling, cutting, or attempting to lift 

standard security chain link fence as follows: Note: Dead zones 

shall not exist from a monitoring and alarm coverage perspective.  

2. The sensor zone control unit shall alarm when a sufficient number of 

sensing unit activations surface within a specified time period.  

3. Individual sensing units and the alarm thresholds shall be field 

adjustable (i.e., performed by an authorized technician or trained 

maintenance personnel). Midrange sensitivity settings shall alarm a 
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sensor when an intruder attempts to scale or climb the fence in 

areas of reduced sensitivity (e.g. around poles and rigid supports, 

etc.) and attempted lifting or scaling of a fence, including using 

assisted methods (e.g. items leaned against the fence, etc.)occur. 

Sensors shall allow gradual changes in fence positioning due to 

expansion, settling, and aging, without increased numbers of 

nuisance alarms taking place.  

4. Exterior sensor components shall be housed in rugged, corrosion-

resistant enclosures, protected from environmental impact and 

degradation.  

5. Fence cable support hardware shall be weather-resistant. Interfacing 

between sensor zones and alarm enunciators, require they be 

installed in underground conduit and cables. 

6. Fencing Cable Technical Characteristics: 

Input voltage 12-30 V DC 

 

Current requirement 4 mA quiescent 

25 mA (max) in alarm 

Transient suppression On data, power input lines and on 

relay output 

Enclosure Weatherproof 

Sensor type Inertial band-pass-filter 

Transponder 4 zone controller 

Output relays for dry contacts, or 

RS-485 communication 

Inputs for weather sensor 

Sensor spacing 2.5 to 3 m (8.2 to 9.9 ft.) 

Data I/O RS 485 communications 

Data output • Vibration alarm (in either line) 

• Line alarm (in either line) 

• End of line action 

• Wind situation 

• Weather sensor line failure  

• Enclosure tamper switch 

• Program fail 

• A dry contact output with end of line 

resistor per each of 4 vibration inputs 

 

H. Strain Sensitive Cable Sensors 
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1. Strain-Sensitive Cable Sensors: These devices shall detect movement 

on a standard security chain link fence associated with an intruder 

scaling, cutting through, or attempting to lift the fence fabric. 

The entire sensor system shall be mounted directly on the fence and 

able to withstand the same environmental condition exposures. Note: 

The length of the fence shall also maintain no sensor monitoring 

dead zones.  

a. Individual sensing units and the alarm threshold shall be field 

adjustable (i.e. by authorized technicians or trained maintenance 

personnel) for compensation of winds up to 40km/h (25 mph) or by 

zone without increased nuisance alarms while maintaining 

specified sensor performance as under ambient conditions.  

b. Sensor zone control units shall provide an analog audio output 

for interface to an external audio amplifier to permit remote 

audio assessment regardless of sensor alarm status. The sensor 

zone control unit alarm output interface shall be a separately 

supervised relay contact normally open or normally closed.  

c. The length of the fence shall be divided into 100m (300 ft) 

zones.  

d. The sensing unit shall consist of transducer cable capable of 

achieving specified performance either by attachment directly to 

the fence fabric by plastic cable every 300 to 455 mm (12 to 18 

inches) or by installation inside electrical metallic tubing 

conduit mounted on the fence.  

e. The sensing unit shall have equal adjustable sensitivity 

throughout the entire fence length. Only conventional waterproof 

coaxial cable connectors shall be used for connections of the 

sensing unit to avoid electrical magnetic interference.  

f. The entire sensor system shall be tamper resistant and capable of 

detecting tampering within each portion of the system by sensor 

zone. 

g. Magnetic Sensor Cable Technical Characteristics: 

Magnetic Sensor Cable  

Type cable Four (4) conductor magnetically loaded, 

aluminum foil shield and ground wire 

Maximum zone length 300 m (1000 ft.) 

Life expectancy  10 years 

Sensitivity Uniform over length of cable 
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Audio Bandwidth Five (5) kHz 

Outer Cover Black Polyurethane, Ultraviolet resistant 

Insensitive Cable (remote 

processing) 

 

Type cable 2 twisted pair, individually sealed 

Outer Cover Black Polyurethane, Ultraviolet resistant 

Dual Channel Signal 

Processor 

 

Input Power 10.2 – 13.8 VDC 65 mA 

Alarm Output Alarm contacts SPNC 0.75 mA, 200 VDC 

Indicators Three (3):Alarm, tamper, events 

Cut processor Sensitivity - 10 settings 

Time window – 0.5 – 4.5 min 

Event Counter – nine (9) 

Climb processor Sensitivity – 10 settings 

 

I. Buried Electromagnetic Cable Sensor  

1. The system shall be able to function as a standalone system or as an 

integral component of a centralized security control system.  

2. The detection field shall be formed by radio-frequency (RF) signals 

carried by sensor cables that are buried along the perimeter.  

3. The RF signals shall form an invisible electromagnetic detection 

field around the sensor cables that can detect the presence of an 

intruder passing through the field.  

4. The system shall detect moving intruders that have a significant 

electromagnetic field (e.g. humans, vehicles, and other large 

conductive objects) while rejecting other environmental stimuli such 

as birds, small animals, weather elements. 

5. A sensor module shall contain the electronics required to: 

a. Transmit and receive the RF signal without the use of an external 

antenna. 

b. Monitor the detection fields of two (2) zones and produce an 

alarm when an intruder enters the zones. 

6. Field power modules shall be available for standalone systems and 

networked systems.   

7. As a standalone system, the primary operator interface shall be a 

local interface module that is connected directly to the sensor 

module.  
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8. As part of a network configuration, the primary operator interface 

shall be a personal computer (PC) based central controller. The 

central controller shall monitor the performance of the entire 

buried coaxial cable outdoor intrusion detection system and any 

auxiliary sensors. The central controller shall have the capability 

of acknowledging, processing and reporting alarms. A customized 

color site map that is displayed on the PC monitor shall be an 

available option for the system to monitor sensor locations. 

9. Transmission and reception shall be accomplished without the use of 

antennae. The RF signal shall be monitored and analyzed by the 

sensor module for any changes in the detection field properties that 

would indicate the presence of an intruder.  

10. Alarms generated by internal electronic processes (cables excluded) 

shall not exceed one (1) per zone per month. System generated alarms 

are averaged based on the total number of zones in the system.  

11. When the system is calibrated in accordance with the manufacturers' 

recommendations, the detection field shall be continuous and uniform 

over the protected site perimeter.  

12. When system sensitivity is calibrated according to manufacturers' 

recommendations, the detection field shall not detect a valid target 

that is a minimum of 2 m. (6.5 ft) from the nearest sensor cable. 

13. Buried Electromagnetic Cable Sensor Technical Characteristics:  

Burial Medium Clay, sand, soil, asphalt, concrete 

Snow limitation Up to 30c. (1 foot) deep 

Degradation Guaranty Minimum 10 yr. 

Detection Medium Radio Frequency (RF) 

Detection Coverage Maximum 200m (656 ft.) per zone 

Detection Capability Human: >34 kg. (75 lbs) 

Detection Speed Human walk, crawl, run, roll, jump 

2.5 cm/sec (1 in./sec.) –15 m/sec 

(50 ft./sec.) regardless of direction 

across field  

Velocity Response  Programmable 

Detection Probability Human: 99% with 95% confidence factor 

Animal: Less than 10 kg. (22 lbs.) 

Less than 5% with 90% confidence 

factor 

Terrain Detection 

Capabilities 

Even to uneven ground with maximum 

(max) grade 4 m (13 ft.) 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 16 00-21 

 

Corner bend radius 6.5m (22 ft.)  

Detection Field Cross 

Section 

Upright walking;  

Height1m: (3.2 ft.) above ground 

Width:  2m (6.5 ft.) single cable 

        3m. (9.75 ft) double cable 

Sensing Element Ported (leaky) coaxial cables 

Cable Construction Abrasion and chemical resistant, high 

density polyethylene, with flooding 

compound 

Cable Requirements Two (2):Transmit cable, receive cable 

Configurations 

Available  

Two (2):Single cable, double cable 

Cable Lengths 50 m (164 ft.), 100 m (328 ft.), 

150 m (492 ft.), 200 m (656 ft.) 

Zone Length Minimum 10 m (33 ft.) 

Antenna Requirements None 

False alarm rate Less than one (1) per day 

 

14. Sensor Module:  Each sensor module shall transmit, receive and 

process the electromagnetic detection fields independently from 

other sensor modules. Failure of one (1) sensor module shall not 

affect the remainder of the perimeter. The sensor module shall 

operate as either a standalone unit, or in a network configuration 

in conjunction with a central controller. The sensor module shall be 

mounted in a weatherproof enclosure when installed outdoors as 

follows. 

a. The sensor module shall use an adaptive filter to analyze the 

detection signal and adjust the signal processing to reduce 

nuisance alarms caused by environmental factors such as rainfall 

or slow-running water.  

b. The sensor module shall identify, by type, sensor, tamper, and 

failure alarms either locally at the sensor module, or centrally 

at a central controller. The sensor cables shall provide the data 

paths between the sensor modules, for the transmission, reception 

and display of alarm conditions.  

c. Each sensor module shall include an internal interface for the 

collection of auxiliary sensor data.  
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d. It shall be possible to supply power directly to each unit for 

applications that require either a single sensor module or 

multiple sensor modules with independent power sources.  

e. The sensor module's response shall be demonstrated by an analog 

output signal that can be displayed on a voltmeter or on an 

analog voltage-recording device. The output signal shall be 

encoded to indicate the alarm trip-point, thereby showing the 

sensor module’s degree of detection above or below the level 

required to cause an alarm.  

f. Sensor Module Technical Characteristics:  

Sensor Module Power 

Output 

12 VDC at 150 milliampere (mA) 

Sensor Module Power 

Requirements 

Stand-alone: 12 VDC 500 mA max 

Network: 48 VDC 175 mA max 

Sensor capability  Two (2) zones independent of other 

sensor modules 

Sensor coverage 400 m. (1,312 ft)  

Calibration Locally and remotely from Central 

Controller 

Self Test Via 4 relay drive points 

Detection coverage Unlimited expansion using multiple 

modules 

Nuisance avoidance Adaptive filtering 

Connectivity  RS-485 twisted pair cable 

Sensor Support Dual redundant data paths 

Transmission 

capability 

Eight (8) contact-closure signals 

 

g. The field power module shall be capable of supplying power to 

sensor modules as follows:  

1) In a network configuration where power is supplied redundantly 

via the sensor cables, the sensor modules shall operate within 

specifications when power is removed from either of the two 

(2) sensor cables. 

2) Each cable zone shall be capable of being calibrated either 

locally at the sensor module, or remotely from a central 

controller. Additional signal processing parameters, including 

high speed and low speed response, shall be capable of being 

set from a central controller. 
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3) Detection sensitivity for each zone shall be adjusted either 

locally at the sensor module with a local interface module, or 

from a central controller. Access to the local calibration 

controls shall require the removal of the enclosure’s cover 

and shall cause a tamper alarm to be generated. 

4) Power Module Technical Characteristics:  

Output support Nine (9) sensor modules max  

2,800 m (3,063 yards) 

System block 

configuration  

1,400 m (1,531 yds.) 

Power Output Stand-alone: 12 VDC 500 mA max 

Network: 48 VDC 175 mA max 

 

J. Microwave Sensors  

1. The system shall be a modular microwave outdoor intrusion detection 

sensor based on microwave radar technology. The detection field 

shall be formed by radio frequency (RF) signals, in the X-band, 

carried between a transmitter and a receiver. The RF signals shall 

form an invisible electromagnetic detection field that can detect 

the presence of an intruder who walks, crawls, rolls, jumps, or runs 

through a detection field as follows.  

a. Transmitter shall create the RF signals that form the detection 

field. A receiver shall house the necessary electronics to 

monitor the detection field and to raise an alarm when an 

intruder enters the field. The transmitter and receiver shall be 

powered individually, as a standalone unit. 

b. An electromagnetic wave is emitted by the antenna of the 

transmitter and received by the antenna of the receiver. The 

receiver shall detect changes that are caused by the presence of 

an intruder. 

c. The system shall detect moving intruders having a significant 

electromagnetic cross-section (e.g. humans, vehicles, and other 

large conductive objects) rejecting other environmental stimuli. 

d. The system shall be capable of detecting human intruders moving 

through the detection field regardless of the direction of 

motion. 

e. Processor description: The receiver shall contain the necessary 

electronics to perform the signal processing for the detection 
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zone. The transmitter and receiver shall be operated as a 

standalone unit with independent power and data. Both the 

transmitter and receiver shall be installed in weatherproof 

enclosures. 

f. Distributed processing: Transmitter-receiver pairs distributed 

along a perimeter shall provide extended range and fail-safe 

operation. The failure of one (1) pair shall not affect the 

coverage of the remainder of the perimeter.  

g. Alarms: The signal processor shall identify intrusion and 

tamper/fail alarms locally, at the transmitter or receiver. 

1) An alarm caused by opening the outer enclosure of the 

transmitter or receiver shall be identified as a tamper alarm. 

Tamper alarms shall be distinctive from intrusion alarms. 

2) Alarms caused by power failure or internal electronic failure 

are fail alarms, distinctive from intrusion alarms. 

h. Microwave Sensor System Technical Characteristics:  

Operating voltage 

Transmitter 

11 – 15 VDC 70mA max. current 

Operating voltage 

Receiver 

11 – 15 VDC 30mA max. current 

Operating Environment –30ºC (-22F) and 60ºC (140 F) 

LEDs POWER ON, WRONG CHANNEL, ALARM 

Maximum zone length 10 m (33 ft.) and a maximum of 457 m (1500 

ft.) per zone. 

Detection Success 

Probability 

34 kg (75 lbs.) 99% with a 95% confidence 

factor 

Operating frequency X Band 10.525  0.025 gigahertz (GHz) 

Type modulation Class A2 with one (1) of six (6) selectable 

crystal-controlled frequencies. 

Detection movement speed 5 cm/sec. (2.0 in. sec.) to 8 m/sec. (26 ft. 

sec.) 

Audio assessment Via 1/8 in. phone jack on receiver 

Alarms Tamper, failure, intrusion 

Tamper/fail alarm Via sealed relay rated one (1) ampere 28 VDC 

Intrusion field alarm Via sealed relay rated two (2) ampere 28 VDC.  

Intrusion alarm latch 

time 

Adjustable: 0.5 sec and 10 sec 

Processing Distributed: receiver/transmitter pairs 

Perimeter Length  Single Receiver/transmitter pair: 457 m (1500 
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ft.) 

Multiple pairs: Unlimited  

 

K. Taut-Wire Sensors 

1. These sensors shall consist of a perimeter intrusion detection 

sensor incorporated into a wire security fence. Intrusion detection 

shall be achieved by sensing the cutting of any single wire or 

deflection of the fence, such as by climbing.  

a. Sensor zone: Includes one (1) or more 61 m (200 ft.) maximum 

sections of 2.3 m (seven (7) ft.) high parallel fence. Each 

sector shall consist of 13 horizontal barbed wires attached to 

the taut-wire fence posts, and three (3) strands as outriggers, 

and an "anti-ladder" trip wire supported by rods extending from 

the outriggers for a total vertical height of approximately 2.6 m 

(eight (8) ft.).  

b. Displacement switches for each horizontal wire shall be mounted 

2within a pre-wired channel fastened to the fabric fence post at 

the midpoint of each section. Outrigger barbed wire and tripwire 

may share the same switch in these locations.  

c. Abnormal displacement of a switch lever resulting from cutting or 

deflecting its attached wire, as by climbing on or through fence 

strands, shall initiate an alarm condition. A damping mechanism 

within the sensor shall reduce alarm thresholds due to slowly 

changing environmental phenomena such as the ground shifting, 

daily and seasonal temperature variations, winds changes, etc.  

d. Sensor switches shall be provided with electrical contact 

closures as a means for initiating an alarm condition. 

e. The system shall provide relay outputs to interface alarm outputs 

with the overall IDS.  

f. Taut-wire Sensor Technical Characteristics: 

Power requirements Input: 120 – 208 VAC 

Sensor zone control 

unit capability 

Up to 10 zones 

Sensitivity 19 mm (0.75 in.)  

Environment Limits Winds up to 56 km/h (35 mph)  

 

L. Electrostatic Field Sensors 
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1. These sensors generate an electrostatic field around one (1) or more 

horizontal wires and detect intrusion of the electrostatic field as 

follows.  

a. Sensors shall initiate an alarm when an intruder attempts to 

approach or scale a fence or physical barrier. Electrostatic 

field sensors shall detect human presence by generating an 

electric field around one (1) or more horizontal wires that 

detects the induced signal in parallel sensing wires. 

b. Sensors shall monitor the induced signal for changes that result 

from the presence of a human body, which distorts coupling 

between transmitting and sensor wires.  

c. Sensor components shall consist of one (1) or more signal 

generator field wires and mounting hardware, sensing wires, an 

amplifier/signal processors, power supplies, and necessary 

circuitry hardware. Mounting and support hardware shall be 

provided by the equipment manufacturer. 

d. Wires shall be spring tension-mounted and provided with end-of-

line terminators to detect cutting, shorting, or breaking of the 

wires. 

e. Sensor configuration shall be able to detect an intruder that may 

crawl under the bottom wire, through the wires, or over the top 

wire by divided sensor zones.  

f. Signal processing circuitry shall provide filtering to 

distinguish nuisance alarms.  

g. Sensor configuration shall incorporate balanced, opposed field 

construction to eliminate distant field noise.  

h. Sensor sensitivity shall be adjustable. Adjustment controls shall 

be inaccessible to operating personnel and system sensitivity 

controls shall be set at approximately midrange.  

i. Sensors shall provide some means of indicating an alarm condition 

at the protected perimeter to facilitate installation and 

calibration.  

j. The sensor system shall include an indicator disabling device 

within a tamperproof enclosure.  

2. Electrostatic Field Sensor Technical Characteristics: 

Power 115 -120 VAC transformer 

Operating Power 

Requirements 

16-22 VAC, 225 mA single zone 

275 dual zone 
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Detection Sensitivity 77 lbs within 915 mm (3 ft.)- 

midrange setting 

Detection Velocity 30 m (0.1 ft.) - 300 m (10 ft.) per 

sec 

Supervision  AC Monitoring of fence and field 

wires – open, short, and grounded 

circuits 

Tamper Switch One (1)-pole, two (2) position  

Lightening arrestor Transistors on all relay output and 

power inputs 

Battery Charger Built-in 

Processor Enclosure Base plate, steel NEMA enclosure 

Weather resistant 

 

M. Gate Sensors 

1. They shall be provided in accordance with specific fence sensor 

manufacturer's recommendations to ensure continuous fence sensor 

zone protection for the entire protected perimeter.  

a. When gate units are not provided by the fence sensor 

manufacturer, provide separately zoned Balanced Magnetic Switch 

(BMS) gate sensors.  

b. Sensors shall perform as specified in Section 2.3-E.6 entitled 

"Balanced Magnetic Switches (BMS)."  

 

2.11 INTERIOR DETECTION DEVICES (SENSORS) 

A. The IDS shall consist of interior, exterior, and other detection 

devices that are capable of:  

1. Locating intrusions at individually protected asset areas or at an 

individual portal; 

2. Locating intrusions within a specific area of coverage;  

3. Locating failures or tampering of individual sensors or components. 

B. Provide and adjust for devices so that coverage is maximized in the 

space or area it is installed in. For large rooms where multiple 

devices are required, ensure device coverage is overlapping.  

C. Detection sensitivity shall be set up to ensure maximum coverage of the 

secure area is obtained while at the same time limiting excessive false 

alarms due to the environment and impact of small animals. All 

detection devices shall be anti-masking with exception of video motion 

detection. 
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D. Dual sensor technology shall be used when possible. Sensor technology 

shall not be of the same type that is easily defeated by a single 

method. This will reduce the amount of false alarms. 

E. Interior Environmental Conditions: Systems shall be able to operate in 

environmentally protected interior areas and shall meet operational 

performance requirements for the following ambient conditions: 

1. If components are installed in unheated areas they shall be able to 

operate in temperatures as low as -17 C (0 F); 

2. Interior Sensor Environmental Characteristics: 

Temperatures 0 to 50 C (32F to 120 F) 

 

Pressure Sea Level to 4573m (15,000 ft.) above 

sea level 

Humidity 5% - 95% 

Fungus Components of non-fungus nutrient 

materials 

Acoustical Noise Suitable for high noise environments 

above 100db 

F. Balanced Magnetic Switches (BMS) 

1. BMS switches shall be surface or recessed mounted according to 

manufacturer’s instructions. Recessed mounted is the preferred 

method to reduce tampering or defeating of the system.  Switches 

shall activate when a disturbance in the balanced magnetic field 

occurs. 

2. Switches shall have a minimum of two (2) encapsulated reed switches.  

3. Contractor shall provide each BMS with a current protective device, 

rated to limit current to 80% of the switch capacity.  

4. Surface Mounted BMS: For exterior application, components shall be 

housed in weatherproof enclosures. 

5. BMS field adjustments in the fixed space between magnet and switch 

housing shall not be possible. Attempts to adjust or disturb the 

magnetic field shall cause a tamper alarm.  

6. BMS Technical Characteristics:  

Maximum current .25 amperes 

Maximum voltage 30 VDC 

Maximum power 3.0 W (without internal terminating 

resistors). 1.0 W (with internal 

terminating resistors). 

Components Three (3) pre-adjusted reed switches 
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Three (3) pre-adjusted magnets 

Output contacts Transfer type SPDT 

Contact rating 0.5 amperes, 28 VDC 

Switch mechanism Internally adjustable 

¼ - ½ in. (6-13 mm) 

Wiring Two (2) wires #22 American Wire Gauge 

(AWG), three (3) or 11 foot attached 

cable 

Activation lifetime 1,000,000 activations 

Enclosure Nonferrous materials 

Tamper alarm 

activation 

Cover opened 3 mm (1/8 in.) and 

inaccessible until actuated 

 

G. Window Intrusion Detection 

1. These IDS devices shall detect intrusions thru inertia (shock) or by 

sound, and shall utilize either a Breakwire Sensor or Acoustic and 

Seismic Sensor. 

2. Break wire Sensors (wire trap):  

a. Detect intrusion thru shock or breakage of window glazing. Also 

used for the protection of utility openings.  

b. Sensors shall consist of fine wire embedded in or affixed to 

interior of glazing. Breakage of protected glazing shall result 

in wire breakage.  

c. Wire shall be hard-drawn copper up to #26 AWG diameter. 

d. If sensors are affixed to glazing the sensor shall be protected 

by a clear coating which shall not affect sensor functioning.  

e. Sensor shall be terminated in insulated connectors which are 

concealed and tamper resistant. 

f. Protection of inlet openings:  

1) Shall consist of up to 26 AWG hard-drawn copper wire with a 

tensile strength of 17.8 N 4 pounds maximum. 

2) Wire shall be interlaced throughout the opening such that no 

opening between wires shall be larger than 100 mm (4 in.. on 

center. 

3) Sensors shall be terminated so that attempts to cut the wire 

or otherwise enlarge openings between wires shall cause an 

alarm. 

4) Sensors shall be terminated in insulated connectors which are 

concealed and tamper resistant. 
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H. Acoustic and Seismic Glass Break Detectors  

1. Detects intrusion thru the use of audible sound and vibration 

emitted from the breaking of glass using a tuned frequency range and 

sound pattern recognition. This initiates an alarm when glass they 

protect is broken or cracked.  

2. Detectors shall be installed in strict conformance with 

manufacture’s installation instructions. 

3. The detector’s power circuit shall be switched via an output relay 

on the control panel to provide latching alarm LED reset capability. 

4. Sensors shall be contained in a fire-resistant ABS plastic housing 

and must be mounted in contact with a window.  

5. Sensing shall be accomplished through the use of a mechanical 

filtered piezoelectric element.  

6. Sensors shall have a sensitivity adjustment controlling output 

voltage from the piezoelectric element which triggers a solid-state 

latching device.  

7. Sensors shall selectively filter input to minimize false alarms and 

not initiate alarm in response to ambient seismic vibrations or 

other ambient stimuli.  

8. A manufacture’s test unit will be used to validate the sensor   by 

simulating glass breakage. 

9. The Contractor shall provide sensors for adjusting sensitivity and 

two-sided polyurethane tape with acrylic adhesive for window 

attachment.  

10. Sensor shall include exterior label to protect adhesive tape from 

direct sunlight.  

11. Window Intrusion Detection Sensor Technical Specifications: 

Power Auxiliary power supply 12 VDC @ 25 mA 

(+/-) 10% 

Power Input 10 – 15 VDC at 16mA protected against 

reverse polarity, 20 mA during relay 

closure 

Relay Output Rating Minimum of 25 VDC mA 

Coverage Audio 6,000 Square ft.  

Coverage Glass Break 7.5 m (25 ft.) wide by 7.5 m wide (25 

ft.) 

 

Minimum: 7.62 m (25 feet) from the 

detector to the furthest point on 

protected glass. 
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Audio Output 300 – 12,000 HZ 

Alarm Output Relay NO or NC selectable 

Interconnection 12 pin Panduit connector, 22 AWG 

Radio Frequency 

Interface  

No alarm or setup on between 

frequencies 26 – 100 MHz 50 v/m 

 

Immunity to mobile RF interference 

100 watts 3 m @ (9.8 Ft.) in 27-100 

MHz range 

Alarm period Two (2) to three (3) 

Mounting Ceiling, same wall, adjacent wall, 

opposite wall 

Features Test and alarm LEDs for acoustic 

seismic and alarm condition latching, 

Alarm LED and tamper switch on cover. 

Alarm verification Digital signal processing or dual 

acoustic processing technologies 

Detection ability Single and multi-pane glass, wired 

glass, tempered and laminated glass 

to 6 mm (¼ inch) or thickness 

 

I. Screening 

1. This material shall be used on windows to protect and detect 

intrusion as follows.  

a. Security screens shall be constructed from a maximum of 26 AWG 

insulated hard-drawn copper.  

b. Screens shall be connected to an alarm circuitry by means of 

flexible armored cords. Security screen circuitry shall provide 

end-of-line resistors in series or equivalent methods ensuring 

alarm activation if short-circuiting of the screen is attempted.  

c. If unable to install a break wire sensor (wire traps), then 

tamper switches will be provided. 

d. Contractor shall provide tamper switches in the frames as 

required with not less than one (1) switch on each side if 

dimensions are 610 mm two ((2) ft. square) or less, and two (2) 

switches if dimensions exceed 610 mm (2 ft. square). Tamper 

switches shall be corrosion-resistant, spring-operated, and shall 

initiate an alarm with a movement of 50 mm (two (2) in.) or less 

before access to the switch is possible. 

e. Electrical characteristics of the switch shall match the alarm 

system requirements. 
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J. Vibration Sensors 

1. These sensors shall initiate alarms upon detecting drilling, 

cutting, or blasting through walls, or other methods of forced entry 

through a structure as follows.  

2. Sensors shall detect and selectively amplify signals generated by 

forced penetration of a protective structure.  

3. Sensors shall be designed to give peak response to structurally 

conveyed vibrations associated with forcible attack on the protected 

surface.  

4. Sensors will initiate an alarm if attempts are made to remove them 

from the surface of the wall.  

5. Sensors shall be enclosed in protective mountings. 

6. Sensors shall include an adjustable alarm discriminator to prevent 

incidental vibrations which may occur from triggering the alarm 

circuit. 

7. Sensors shall be provided with a tamper switch.  

8. Sensor sensitivity shall be individually adjustable unless a sensor 

is designed to accommodate vibration ranges of specific surface type 

on which it will be mounted. Sensitivity adjustments shall not be 

accessible without removing the sensor cover. Also, a sensor shall 

not be responsive to airborne sound. 

9. Vibration Sensor Technical Characteristics: 

Power requirements External DC power source 

Eight (8)- 14.5 VDC, two (2) volt max 

peak to peak ripple 

Alarm output Form C (NO/C/NC) solid state alarm 

relay, rated 100 mA, 28 VDC 

Tamper Connection Tamper switch and external magnetic 

Current rating and 

alarm output 

No alarm state 20mA SPDT relay 

contact rating (Form C) 

Sensor range Concrete (poured) 4 m (13.2 ft.) 

Concrete block 2 m (6.6 ft.) 

Brick block 1 m (3.3 ft.) 

Frequency range 3kHz-20kHz (-15db) 

7kHz-10kHz (-10db) 

Adjustable  Sensitivity eight (8) steps 

Alarm response 0-30 sec 

 

K. Passive Infrared Motion Sensors (PIR) 
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1. These sensors shall detect an intruder presence by monitoring the 

level of infrared energy emitted by objects within a protected zone 

and meet ANSI PIR-01 Passive Infrared Motion Detector Standards 

Features for Enhancing False Alarm Immunity. An alarm shall be 

initiated when motion and temperature changes within set patterns 

are detected as follows.  

2. The detector shall provide multiple detection zones distributed at a 

variety of angles and distance. 

3. Sensors shall be passive in nature; no transmitted energy shall be 

required for detection.  

4. Sensors shall be sensitive to infrared energy emitted at wavelengths 

corresponding to human body and other objects at ambient 

temperatures.  

5. Sensors shall not alarm in response to general area thermal 

variations and shall be immune to radio frequency interference.  

6. Sensors shall not be susceptible to changes in temperature due to an 

air conditioner being turned on or off. 

7. Sensors shall be housed in a tamper-alarmed enclosure.  

8. Sensor detectors shall include motion analyzer processing, 

adjustable lens, and walk test LED’s visible from any angle.  

9. Sensors shall provide some means of indicating an alarm condition 

during installation and calibration. A means of disabling the 

indication shall be provided within the sensor enclosure.  

10. Sensor detectors shall include a motion monitoring verification 

circuit that will signal trouble or alarm if the detector fails to 

detect motion for an extended period. 

11. PIR Technical Characteristics:  

Power Six (6) – 12 VDC 

25 mA continuous current draw 

38 mA peaks 

Alarm Velocity 1500 mm (Five (5) ft.) at a velocity 

of 30 mm (0.1 ft.) per second, and 

one (1) step per second, assuming 150 

mm (6 in.) per step. 

Also, faster than 30 mm (1 foot) per 

second, up to 3000 mm (10 feet) per 

second 

Maximum detection 

range 

10.6 m (35 ft.) 

Frequency range- non 26 to 950 MHz using a 50 watt 
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activation or setup 

use 

transmitter located 1 ft. from the 

unit or attached wiring 

Infrared detection 1 1/2°C (3°F) different from the 

background temperature 

Detection Pattern 180 degrees for volumetric units, non 

PIR 360 

PIR 360°Detection 

Pattern 

Programmable 60 detection zones 

including one directly below 

Mounting Ceiling and walls 

Ceiling heights 2.4 m (Eight (8) ft.) – 5.4 m (18 ft) 

Sensitivity 

adjustments 

Three (3) levels 

 

L. Microwave-Passive Infrared Detector 

1. This sensor shall be designed to detect the motion of a human body 

within a protected area by means of a combination of microwave 

sensing technology and passive infrared (MPIR) sensing technology as 

follows.   

2. The sensor shall require both technologies to sense intrusion before 

an alarm may occur.   

3. The sensor shall be designed for wall mounting on swivel bracket. A 

high-security gimbaled bracket shall be provided. 

4. The PIR fields of view shall be focused on the pyroelectric element 

by means of an internal multi-faceted mirror.   

5. The sensor shall incorporate a look-down lens system that detects 

the passing of an intruder directly beneath the sensor.   

6. The sensor shall incorporate a microwave supervision system which 

shall activate the trouble output if the device technology fails.   

7. The sensor shall incorporate self-diagnostics which shall monitor 

the sensor systems and report a trouble to the control panel if any 

system device fails. 

8. The sensor shall have compensation against loss of sensitivity as 

the ambient temperature nears human body temperature. 

9. MPIR Technical Characteristics: 

Technology Microwave and Passive Infrared 

Power Nine (9) – 15 VDC max current 

consumption 22 mA at 12 VDC 

Operating Temperature 0° C (32°F) – 49° C (120° F) 

Detection Area 30 m (98 ft.) long by 3 m (9.8 ft.) 

wide or 21 m (69 ft.) long by 21m  
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(69 ft.) wide 

Electronics Microcontroller based 

Alarm Contact Form-C rated 125 mA, 28 VDC 

Tamper Contact 125 mA, 28 VDC 

Trouble Contact Form-B rated 25 mA, 30 VDC 

Microwave Operating 

Frequency 

10.525 GHz 

Microwave Sensitivity Adjustable on circuit board 

Detection pattern 

adjustment 

Changing of internal lens 

Sensing element  Pyro-electric 

LED Indicators PIR, microwave, alarm 

Bug and Dust 

protection 

zero-clearance, gasket bug guard 

Lens Interchangeable: standard 18x24 m 

(60x80 ft.), corner mounting, ultra-

wide, pet alley, long range, room and 

corridor combo, room and ceiling 

combo, creep zone   

 

M. Photoelectric Sensors 

1. The sensor devices shall be able to detect an intruder presence by 

sending out a series of infrared or ultraviolet beams. Intrusion is 

based on disruption of the signal beams as follows.  

a. Sensors shall consist of a modulating transmitter, focusing 

lenses, mirrors, demodulating receiver, power supply, and 

interconnecting lines.  

b. Beam transmitters shall be designed to emit light. Beams may be 

reflected by one (1) or more mirrors before being received and 

amplified.  

c. The photoelectric sensor shall initiate an alarm when the beam is 

interrupted with monitoring controls set at midrange.  

d. Transmitted beams shall be uniquely modulated to prohibit defeat 

of the IDS system by shining another light source into the 

receiver.  

e. Sensors shall provide a means of local alarm indication on the 

detector for use at the protected zone during installation and 

calibration.  

f. Sensors shall include an indicator-disabling device within the 

sensor enclosure.  
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g. Sensors shall utilize automatic gain control or be provided with 

sensitivity adjustments to allow for various beam lengths.  

h. Sensor controls shall be inaccessible to operating personnel.  

i. Sensors that use multiple beams shall be tested by attempting to 

crawl under and jump through and over beams. Each system sensor 

shall provide cutoffs of at least 90% to handle a high percentage 

of light cutoffs prior to initiating an alarm.  

j. Sensor components shall be housed in tamper-alarmed enclosure. 

2. Photoelectric Sensor Technical Characteristics: 

Power requirements Nine (9)-16 VDC, protected against 

reverse polarity 

Relay output Normally closed. 18 ohm resister in 

series with contacts. 0.5 amperes 

resistance/24 VDC 

Current Transmitter 15 mA, Receiver 15 mA 

LED Alignment, walk-test alarm, off 

Range  Indoor: 39 m (130 ft.) 

Outdoor19.5 m: (65 ft.) 

Alarm relay contacts Two (2) amperes at 120 VAC minimum 

Enclosure High impact acrylic 

Type  Dual beam 

Mounting Wall, corner, flush 

Beam width  Six (6) degrees 

Receiver field of 

view 

Six (6) degrees horizontal and 

vertical 

Adjustments Vertical +10 – 20 degrees 

Horizontal 30 degrees 

Alarm period  Two (2) – three (3) sec 

Infrared source Long-life Gallium Arsenide LED 

Infrared sensor PIN photodiode 

Transmitter Frequency One (1) kHz 10 microsecond pulse 

width 

IR Wavelength 950 nm 

 

N. CCTV Video Motion Detection Sensors: Refer to Section 28 23 00 VIDEO 

SURVEILLANCE that outlines related video motion detection requirements.  
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2.12 TAMPER ALARM SWITCHES 

A. The following IDS sensors shall be used to monitor and detect potential 

tampering of sensors, control panels and enclosures.  

1. Tamper Switches: All enclosures including cabinets, housings, boxes, 

raceways, and fittings with hinged doors or removable covers 

containing circuits and power supplies related to the IDS shall 

include corrosion-resistant tamper switches.  

2. Tamper alarms shall be annunciated to be clearly distinguishable 

from IDS alarms.  

3. Tamper switches will not be in a viewable from a direct line of 

sight perspective. The minimum amount of time the tamper switch 

becomes active and sends a signal after an enclosure is opened or 

panel removable is attempted, shall be one (1) second.  

4. Tamper switches will initiate when enclosure doors or covers is 

removed as little as 6.35 mm (1/4 inch) from the closed position 

unless otherwise indicated. Tamper switches shall be: 

a. Push/pull automatic reset type; 

b. Inaccessible until switch is activated; 

c. Spring-loaded and held in closed position by door or cover; and 

d. Wired to break a circuit when door or cover is removed with each 

sensor annunciated individually at a central reporting processor. 

5. Fail-Safe Mode: Shall provide the capability to detect and 

annunciate diminished functional capabilities and perform self-

tests. Fail-safe alarms shall be annunciated to be clearly 

distinguishable from other types of alarms.  

2.13 POWER SUPPLY 

A. A power supply shall only be utilized if the control panel is unable to 

support the load requirements of the IDS system. 

B. All power supplies shall be UL rated and able to adequately power two 

entry control devices on a continuous base without failure. 

C. Power supplies shall meet the following minimum technical 

characteristics: 

INPUT POWER  110 VAC 60 HZ 2 amp 

OUTPUT VOLTAGE  12 VDC Nominal (13.8 VDC) 

24 VDC Nominal (27.6 VDC) 

Filtered and Regulated 

BATTERY Dependant on Output Voltage shall 

provide up to [insert number ]Ah, 
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rechargeable 

OUTPUT CURRENT  4 amp max. @ 13.8 VDC 

3 amp max. @ 27.6 VDC 

BATTERY FUSE SIZE  3.5 A @ 250 VAC  

CHARGING CIRCUIT  Built-in standard 

 

2.14 AUDIBLE AND VISUAL ALARM DEVICES 

A. Bell:  Central-station control unit 10 inches (254 mm) in diameter, 

rated to produce a minimum sound output of 84 dB at 10 feet (3 m) from 

central-station control unit. 

1. Enclosure:  Weather-resistant steel box equipped with tamper 

switches on cover and on back of box. 

B. Weatherproof Motor-Driven Hooter:  UL listed, rated to produce a 

minimum sound output of 120 dB at 3 feet (1 m), plus or minus 3 dB, at 

a frequency of 470 Hz.  Rated for intermittent use: two minutes on and 

five minutes off. 

1. Designed for use in industrial areas and in high noise, severe 

weather marine environments. 

C. Siren:  30-W speaker with siren driver, rated to produce a minimum 

sound output of 103 dB at 10 feet (3 m) from central-station control 

unit. 

1. Enclosure:  Weather-resistant steel box with tamper switches on 

cover and on back of box. 

D. Strobe:  Xenon light complying with UL 1638, with a clear polycarbonate 

lens. 

1. Light Output:  115 cd, minimum. 

2. Flash Rate:  60 per minute. 

2.15 SECURITY FASTENERS 

A. Security fasteners shall be operable only by tools produced for use on 

specific type of fastener by fastener manufacturer or other licensed 

fabricator.  Drive system type, head style, material, and protective 

coating as required for assembly, installation, and strength. 

B. Drive System Types:  Pinned Torx or pinned hex (Allen). 

C. Socket Flat Countersunk Head Fasteners: 

1. Heat-treated alloy steel, ASTM F 835 (ASTM F 835M). 

2. Stainless steel, ASTM F 879 (ASTM F 879M), Group 1 CW. 

D. Socket Button Head Fasteners: 

1. Heat-treated alloy steel, ASTM F 835 (ASTM F 835M). 
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2. Stainless steel, ASTM F 879 (ASTM F 879M), Group 1 CW. 

E. Socket Head Cap Fasteners: 

1. Heat-treated alloy steel, ASTM A 574 (ASTM A 574M). 

2. Stainless steel, ASTM F 837 (ASTM F 837M), Group 1 CW. 

F. Protective Coatings for Heat-Treated Alloy Steel: 

1. Zinc chromate, ASTM F 1135, Grade 3 or 4; for exterior applications 

and interior applications where indicated. 

2. Zinc phosphate with oil, ASTM F 1137, Grade I, or black oxide. 

 

PART 3 - EXECUTION 

3.1 INSTALLATION 

A. IDS installation shall be in accordance with Underwriters Laboratories 

(UL) 639 Standards for Intrusion Detection Units and UL 634 Standards 

for Connectors with Burglar Alarm Systems, and appropriate 

manufacture’s installation manuals for each type of IDS.   

B. Components shall be configured with appropriate “service points” to 

pinpoint system trouble in less than 30 minutes.  

C. The Contractor shall install all system components including VA 

furnished equipment, and appurtenances in accordance with the 

manufacturer's instructions and shall furnish all necessary connectors, 

terminators, interconnections, services, and adjustments required for a 

complete and operable system.  

D. The IDS will be designed, engineered, installed, and tested to ensure 

all components are fully compatible as a system and can be integrated 

with all associated security subsystems, whether the system is a stand 

alone or designed as a computer network. 

E. The IDS shall be able to be integrated with other security subsystems. 

Integration with these security subsystems shall be achieved by 

computer programming and the direct hardwiring of the systems. 

Determination for methodology shall be outlined when the system(s) 

is/are being designed and engineered. For installation purposes, the 

IDS shall utilize an output module for integration with other security 

subsystems. The Contractor will ensure all connections are per the OEM 

and that any and all software upgrades required to integrate the 

systems are installed prior to system start-up. 

F. For programming purposes, the Contractor shall refer to the 

manufacturer’s requirements and Contracting Officer instructions for 

correct system operations. This includes ensuring computers being 
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utilized for system integration meet or exceeds the minimum system 

requirements outlined in the IDS software packages. 

G. Lightening and power surges to the central alarm reporting and display 

unit shall be protected at both ends against excessive voltages. This 

requirement shall apply for circuits that are routed both in 

underground conduits and overhead runs.  

H. At a minimum, the Contractor shall install primary detection devices, 

such as three electrode gas-type surge arresters, and secondary 

protectors to reduce dangerous voltages to levels that will cause no 

damage. Fuses shall not be permitted as protection devices.  

I. The Contractor shall provide fail-safe gas tube type surge arresters on 

exposed IDS data circuits. In addition, transient protection shall 

protect against spikes up to 1000 volts peak voltage with a one-

microsecond rise time and 100-microsecond decay time, without causing 

false alarms. The protective device shall be automatic and self-

restoring. Also, circuits shall be designed or selected assuming a 

maximum of 25 ohms to ground. 

J. Product Delivery, Storage and Handling: 

1. Delivery: Deliver materials to the job site in OEM's original 

unopened containers, clearly labeled with the OEM's name, equipment 

model and serial identification numbers, and UL logo. The 

Contracting Officer may inventory the IDS equipment at the time of 

delivery and reject items that do not conform to this requirement. 

2. Storage and Handling: Store and protect equipment in a manner that 

will preclude damage as directed by the Contracting Officer. 

K. Cleaning and Adjustments:  

1. Cleaning: Subsequent to installation, clean each system component of 

dust, dirt, grease, or oil incurred during installation in 

accordance to manufacture instructions. 

2. Prepare for system activation by following manufacturer’s 

recommended procedures for adjustment, alignment, or 

synchronization.  Prepare each component in accordance with 

appropriate provisions of the component’s installation, operations, 

and maintenance instructions.  

L. Tamper Switches  

1. Install tamper switches to initiate an alarm signal when a panel, 

box, or component housing door or cover is moved as little as 6.35 
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mm (1/4 inch) from the normally closed position unless otherwise 

specified.  

2. Locate tamper switches within enclosures, cabinets, housings, boxes, 

raceways, and fittings to prevent direct line of sight to any 

internal components and to prevent tampering with switch or 

circuitry.  

3. Conceal tamper switch mounting hardware so that the location of the 

switch within the enclosure cannot be determined from the exterior. 

M. Unique IDS Installation Components: 

1. BMS Surface Mounted: 

a. Surface mounted BMS housing for the switch element shall have the 

capability to receive threaded conduit. Housing covers for 

surface mounted BMS, if made of cast aluminum, shall be secured 

by stainless steel screws. Magnet housing cover shall not be 

readily removable and BMS housings shall be protected from 

unauthorized access by a cover operated, corrosion-resistant 

tamper device. 

b. Conductors running from a door to alarm circuits shall be 

contained within a flexible armored cord constructed from 

corrosion-resistant metal. Each end of the armored cord shall 

terminate in a junction box or other enclosure. Armored cord ends 

shall be mechanically secured to the junction boxes by clamps or 

bushings. Conductors within the armored cord shall be provided 

with lug terminals at each end. Conductors and the armored cord 

shall experience no mechanical strain as the door is removed from 

fully open to closed position. Switch circuits shall initiate an 

alarm if a short circuit is applied to the door cord. 

c. For exterior application on double gates, both BMS elements must 

be mounted on the gate. Flexible armored cord constructed from 

corrosion-resistant metal shall be used to provide electrical 

connection. 

2. BMS Recessed Mounted:  

a. Ball bearing door trips shall be mounted within vault door 

headers such that when the locking mechanism is secured, the door 

bolt engages an actuator, mechanically closing the switch.  

b. Door bolt locking mechanisms shall be fully engaged before the 

ball bearing door trip is activated. Also, circuit jumpers from 

the door shall be provided. 
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3. Vibration Sensors:  

a. Mount vibration sensors directly contacting the surface to be 

protected.  

b. Provide at least one (1) sensor on each monolithic slab or wall 

section, even though spacing closer than that required for 

midrange sensitivity may result.  

c. House sensors in protective mountings and fasten to surface with 

concealed mounting screws or an epoxy.  

d. Adjust discriminator on the job to precise needs of application. 

Connect sensors to an electronic control unit by means of wiring 

or fiber optics cable run in rigid steel conduit or electrical 

metallic tubing (EMT).  

4. Passive Infrared Detectors: (PIR)  

a. The protective beam shall be focused in a straight line.  

b. Installed beam distance from transmitter to receiver shall not 

exceed 80% of the manufacturer's maximum recommended rating.  

c. Mirrors may be used to extend the beam or to establish a network 

of beams. Each mirror used shall not lower the rated maximum 

system range by more than 50%.  

d. Mirrors and photoelectric sources used in outdoor applications 

shall have self-heating capability to eliminate condensation and 

shall be housed in weatherproof enclosures. 

5. Taut-Wire:  

a. Housing for switch assembly shall be covered by a neoprene cap to 

retain the center bolt (lever arm), which functions as a lever to 

translate movement of the attached horizontal wire into contact 

closure. When the neoprene cap is firmly seated on the cup-shaped 

polycarbonate housing, it shall function as the fulcrum for the 

lever (bolt).  

b. Upper exposed end of the lever shall be threaded to accommodate 

clamping to the horizontal wire. The lower end of the lever, 

which is fashioned to serve as the movable electrical contact, 

shall be held suspended in a small cup-shaped contact that floats 

in a plastic putty material.  

c. Plastic putty used shall retain a degree of elasticity under 

varying temperature conditions and provide the sensor switch with 

a self-adjusting property. This provides the switch with a built-

in compensating mechanism that ignores small, very slow changes 
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in lever alignment (i.e. which may result from environmental 

changes such as extreme temperature variations and ground seepage 

due to weather conditions) and to react to fast changes only, as 

caused by manual deflection or cutting of the wires.  

d. Contractor shall provide metal slider strips having slots through 

which the barbed wires pass. Wires shall be prevented from 

leaving the slots by rivets. A slider strip shall be used to 

translate normal forces to the barbed wire and to the horizontal 

displacement of the sensor.  

e. Install one (1) slider strip pair, upper and lower, on every 

fence post except where sensor posts or anchor strips are 

installed.  

f. Separation between slider elements along the fence shall be 3000 

mm (10 feet).  

g. Attach wires of sensor to existing, specially installed fence 

posts, called anchor posts, located equidistant on both sides of 

sensor posts and at ends of sensor zone run.  

h. Anchor strip shall be a strip of steel plate on which fastening 

plates are installed. Weld or otherwise attach the strip to 

anchor post and ends of tensed barbed wires wrapped around the 

fastening plates. Attempts to climb on fastening plates or on the 

attached barbed wires shall cause plates to break off, creating 

an alarm and making it impossible to defeat the system by 

climbing at the anchor post.  

i. The use of barbed wire as part of the IDS system shall be 

suitable for installation under a preload tension of 

approximately 392 N 88 pounds and be flexible enough for 

convenient manipulation during tensioning. Double-strand 15 1/2-

gage barbed wire shall be the minimum acceptable. 

6. Electromechanical Fence Sensors:  

a. The fence length shall be divided into 100m (300 ft). or zones.  

b. Sensors shall consist of individual electromechanical sensing 

units mounted every three-thousand and 3045mm (10 ft). on the 

fence fabric or posts and wired in series to a sensor zone 

control unit and associated power supply.  

7. Electrostatic Field Sensors: 
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a. Sensors shall be capable of following irregular contours and 

barrier bends without degrading sensitivity below the specified 

detection level.  

b.  In no case shall a single sensor zone exceed 100m (300 ft). or 

be long enough to significantly degrade sensitivity.  

c. Adjacent zones shall provide continuous coverage to avoid a dead 

zone. Adjacent zones shall be designed to prevent crosstalk 

interference. 

d. Exterior components shall be housed in rugged corrosion-resistant 

enclosures, protected from environmental degradation and include 

tamper switches.  

e. Interfacing between exterior units shall be carried in 

underground cables.  

f. Exterior support hardware shall be stainless or galvanized to 

avoid tension degradation.  

g. Sensor and field wires shall be stainless steel. Wire spacing for 

various configurations shall be maintained constant throughout 

each zone and shall be uniform with respect to the ground and 

follow manufacturer's specifications.  

h. Signal processing equipment shall be separately mounted such that 

no desensitized zones are created within the zone of detection. 

8. Microwave: Do not install microwave sensors where fluorescent lights 

may pose a problem due to radiated ionization from lights. 

3.2 WIRING INSTALLATION 

A. Wiring Method:  Install wiring in metal raceways according to Section 

28 05 28.33 "CONDUITS AND BOXES FOR ELECTRONIC SAFETY AND SECURITY."  

Conceal raceway except in unfinished spaces and as indicated.  Minimum 

conduit size shall be 3/4 inch (20 mm).  Control and data transmission 

wiring shall not share conduit with other building wiring systems. 

B. Wiring Method:  Install wiring in raceways except in accessible indoor 

ceiling spaces and in interior hollow gypsum board partitions where 

cable may be used.  Conceal raceways and wiring except in unfinished 

spaces and as indicated.  Minimum conduit size shall be 3/4 inch (20 

mm).  Control and data transmission wiring shall not share conduit with 

other building wiring systems. 

C. Wiring Method:  Cable, concealed in accessible ceilings, walls, and 

floors when possible. 
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D. Wiring within Enclosures:  Bundle, lace, and train conductors to 

terminal points.  Use lacing bars and distribution spools.  Separate 

power-limited and non-power-limited conductors as recommended in 

writing by manufacturer.  Install conductors parallel with or at right 

angles to sides and back of enclosure.  Connect conductors that are 

terminated, spliced, or interrupted in any enclosure associated with 

intrusion system to terminal blocks.  Mark each terminal according to 

system's wiring diagrams.  Make all connections with approved crimp-on 

terminal spade lugs, pressure-type terminal blocks, or plug connectors. 

E. Wires and Cables: 

1. Conductors:  Size as recommended in writing by system manufacturer, 

unless otherwise indicated. 

2. 120-V Power Wiring:  Install according to Division 26 Section "LOW-

VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES," unless otherwise 

indicated. 

3. Control and Signal Transmission Conductors:  Install unshielded, 

twisted-pair cable, unless otherwise indicated or if manufacturer 

recommends shielded cable, according to Division 28 Section 

"CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY." 

4. Computer and Data-Processing Cables:  Install according to Division 

28 Section "CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY." 

5. Television Signal Transmission Cables:  Install according to 

Division 28 Section "CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY." 

F. Splices, Taps, and Terminations:  Make connections only on numbered 

terminal strips in junction, pull, and outlet boxes; terminal cabinets; 

and equipment enclosures. 

G. Install power supplies and other auxiliary components for detection 

devices at controllers, unless otherwise indicated or required by 

manufacturer.  Do not install such items near devices they serve. 

H. Identify components with engraved, laminated-plastic or metal nameplate 

for central-station control unit and each terminal cabinet, mounted 

with corrosion-resistant screws.   

3.3 GROUNDING 

A. Ground system components and conductor and cable shields to eliminate 

shock hazard and to minimize ground loops, common-mode returns, noise 

pickup, cross talk, and other impairments. 
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B. Signal Ground Terminal:  Locate at main equipment rack or cabinet.  

Isolate from power system and equipment grounding.  Provide [5] <Insert 

selected maximum value>-ohm ground.  Measure, record, and report ground 

resistance. 

C. Install grounding electrodes of type, size, location, and quantity 

indicated.  Comply with installation requirements in Division 28 

Section "GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND SECURITY 

SYSTEMS." 

3.4 STARTUP AND TESTING 

A. The Commissioning Agent will observe startup and contractor testing of 

selected equipment.  Coordinate the startup and contractor testing 

schedules with the Resident Engineer and Commissioning Agent.  Provide 

a minimum of 7 days prior notice. 

3.5 COMMISIONING 

A. Provide commissioning documentation in accordance with the requirements 

of Section 28 08 00 – COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS for all inspection, start up, and contractor testing required 

above and required by the System Readiness Checklist provided by the 

Commissioning Agent.   

B. Components provided under this section of the specification will be 

tested as part of a larger system.  Refer to Section 28 08 00 – 

COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS and related 

sections for contractor responsibilities for system commissioning. 

3.6 TESTS AND TRAINING 

A. All testing and training shall be compliant with the VA General 

Requirements, Section 01 00 00, GENERAL REQUIREMENTS. 

B. Provide services of manufacturer’s technical representative for [insert 

number] hours to instruct VA personnel in operation and maintenance of 

units. 

C. Submit training plans and instructor qualifications in accordance with 

the requirements of Section 28 08 00 – COMMISSIONING OF ELECTRONIC 

SAFETY AND SECURITY SYSTEMS. 

 

-----END---- 
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SECTION 28 23 00  

VIDEO SURVEILLANCE 

PART 1 – GENERAL   

1.1 DESCRIPTION 

A. Provide and install a complete Video Surveillance System, which is 

identified as the Video Assessment and Surveillance System hereinafter 

referred to as the VASS System as specified in this section.  

B. This Section includes video surveillance system consisting of cameras 

data transmission wiring. 

C. Video surveillance system Video assessment & surveillance system shall 

be integrated with existing system on campus 

1.2 RELATED WORK 

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.   

B. Section 07 84 00 - FIRESTOPPING. Requirements for firestopping 

application and use.   

C. Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.   

D. Section 14 21 00 - ELECTRIC TRACTION ELEVATORS. Requirements for 

elevators.   

E. Section 14 24 00 - HYDRAULIC ELEVATORS. Requirements for elevators.   

F. Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. 

Requirements for connection of high voltage.   

G. Section 26 05 21 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES 

(600 VOLTS AND BELOW). Requirements for power cables.   

H. Section 26 05 41 - UNDERGROUND ELECTRICAL CONSTRUCTION. Requirements 

for underground installation of wiring.   

I. Section 26 56 00 - EXTERIOR LIGHTING. Requirements for perimeter 

lighting.   

J. Section 28 05 00 – COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for general requirements that are common to more 

than one section in Division 28. 

K. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for conductors and cables.   

L. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for grounding of equipment.   

M. Section 28 05 28.33 - CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for infrastructure.   
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N. Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY. 

Requirements for commissioning, systems readiness checklists, and 

training.   

O. Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEM. Requirements for 

physical access control system integration.   

P. Section 28 13 16 - PHYSICAL ACCESS CONTROL SYSTEM AND DATABASE 

MANAGEMENT. Requirements for control and operation of all security 

systems.   

Q. Section 28 13 53 - SECURITY ACCESS DETECTION. Requirements for 

screening of personnel and shipments.   

R. Section 28 16 00 - INTRUSION DETECTION SYSTEM (IDS). Requirements for 

alarm systems.   

S. Section 28 26 00 - ELECTRONIC PERSONAL PROTECTION SYSTEM (EPPS). 

Requirements for emergency and interior communications.    

1.3 DEFINITIONS 

A. AGC:  Automatic gain control. 

B. B/W:  Black and white. 

C. CCD:  Charge-coupled device. 

D. CIF:  Common Intermediate Format  CIF images are 352 pixels wide and 

88/240 (PAL/NTSC) pixels tall (352 x 288/240).  

E. 4CIF: resolution is 704 pixels wide and 576/480 (PAL/NTSC) pixels tall 

(704 x 576/480). 

F. H.264 (also known as MPEG4 Part 10): a encoding format that compresses 

video much more effectively than older (MPEG4) standards.  

G. ips: Images per second. 

H. MPEG:  Moving picture experts group.  

I. MPEG4: a video encoding and compression standard that uses inter-frame 

encoding to significantly reduce the size of the video stream being 

transmitted. 

J. NTSC:  National Television System Committee. 

K. UPS:  Uninterruptible power supply. 

L. PTZ: refers to a movable camera that has the ability to pan left and 

right, tilt up and down, and zoom or magnify a scene. 

1.4 QUALITY ASSURANCE 

A. The Contractor shall be responsible for providing, installing, and the 

operation of the VASS System as shown. The Contractor shall also 

provide certification as required.  
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B. The security system shall be installed and tested to ensure all 

components are fully compatible as a system and can be integrated with 

all associated security subsystems, whether the security system is 

stand-alone or a part of a complete Information Technology (IT) 

computer network. 

C. The Contractor or security sub-contractor shall be a licensed security 

Contractor as required within the state or jurisdiction of where the 

installation work is being conducted.  

D. Manufacturers Qualifications: The manufacturer shall regularly and 

presently produce, as one of the manufacturer's principal products, the 

equipment and material specified for this project, and shall have 

manufactured the item for at least three years. 

E. Product Qualification: 

1. Manufacturer's product shall have been in satisfactory operation, on 

three installations of similar size and type as this project, for 

approximately three years. 

2. The Government reserves the right to require the Contractor to 

submit a list of installations where the products have been in 

operation before approval. 

F. Contractor Qualification: 

1. The Contractor or security sub-contractor shall be a licensed 

security Contractor with a minimum of three (3) years experience 

installing and servicing systems of similar scope and complexity.  

The Contractor shall be an authorized regional representative of the 

Video Assessment and Surveillance System’s (VASS) manufacturer.  The 

Contractor shall provide four (4) current references from clients 

with systems of similar scope and complexity which became 

operational in the past three (3) years.  At least three (3) of the 

references shall be utilizing the same system components, in a 

similar configuration as the proposed system.  The references must 

include a current point of contact, company or agency name, address, 

telephone number, complete system description, date of completion, 

and approximate cost of the project.  The owner reserves the option 

to visit the reference sites, with the site owner’s permission and 

representative, to verify the quality of installation and the 

references’ level of satisfaction with the system.  The Contractor 

shall provide copies of system manufacturer certification for all 

technicians.  The Contractor shall only utilize factory-trained 
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technicians to install, program, and service the VASS.  The 

Contractor shall only utilize factory-trained technicians to 

install, terminate and service cameras, control, and recording 

equipment.  The technicians shall have a minimum of three (3) 

continuous years of technical experience in electronic security 

systems.  The Contractor shall have a local service facility.  The 

facility shall be located within 60 miles of the project site.  The 

local facility shall include sufficient spare parts inventory to 

support the service requirements associated with this contract.  The 

facility shall also include appropriate diagnostic equipment to 

perform diagnostic procedures.  The COTR reserves the option of 

surveying the company’s facility to verify the service inventory and 

presence of a local service organization. 

2. The Contractor shall provide proof project superintendent with BICSI 

Certified Commercial Installer Level 1, Level 2, or Technician to 

provide oversight of the project. 

3. Cable installer must have on staff a Registered Communication 

Distribution Designer (RCDD) certified by Building Industry 

Consulting Service International.  The staff member shall provide 

consistent oversight of the project cabling throughout design, 

layout, installation, termination and testing. 

G. Service Qualifications: There shall be a permanent service organization 

maintained or trained by the manufacturer which will render 

satisfactory service to this installation within eight hours of receipt 

of notification that service is needed. Submit name and address of 

service organizations. 

1.5 SUBMITTALS 

A. Submit below items in conjunction with Master Specification Sections 01 

33 23, Shop Drawings, Product Data, and Samples, and Section 02 41 00, 

Demolition Drawings. 

B. Provide certificates of compliance with Section 1.4, Quality Assurance. 

C. Provide a pre-installation and as-built design package in both 

electronic format and on paper, minimum size 1220 x 1220 millimeters 

(48 x 48 inches); drawing submittals shall be per the established 

project schedule. 

D. Pre-installation design and as-built packages shall include, but not be 

limited to: 

1. Index Sheet that shall: 
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a. Define each page of the design package to include facility name, 

building name, floor, and sheet number. 

b. Provide a list of all security abbreviations and symbols.  

c. Reference all general notes that are utilized within the design 

package. 

d. Specification and scope of work pages for all security systems 

that are applicable to the design package that will:  

1) Outline all general and job specific work required within the 

design package. 

2) Provide a device identification table outlining device 

Identification (ID) and use for all security systems equipment 

utilized in the design package. 

2. Floor plans, site plans, and enlarged plans shall: 

a. Include a title block as defined above.  

b. Define the drawings scale in both standard and metric 

measurements.  

c. Provide device identification and location.  

d. Address all signal and power conduit runs and sizes that are 

associated with the design of the electronic security system and 

other security elements (e.g., barriers, etc.).  

e. Identify all pull box and conduit locations, sizes, and fill 

capacities. 

f. Address all general and drawing specific notes for a particular 

drawing sheet. 

3. A riser drawing for each applicable security subsystem shall:  

a. Indicate the sequence of operation.  

b. Relationship of integrated components on one diagram.  

c. Include the number, size, identification, and maximum lengths of 

interconnecting wires.  

d. Wire/cable types shall be defined by a wire and cable schedule. 

The schedule shall utilize a lettering system that will 

correspond to the wire/cable it represents (example: A = 18 AWG/1 

Pair Twisted, Unshielded). This schedule shall also provide the 

manufacturer’s name and part number for the wire/cable being 

installed. 

4. A system drawing for each applicable security system shall:  

a. Identify how all equipment within the system, from main panel to 

device, shall be laid out and connected.  
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b. Provide full detail of all system components wiring from point-

to-point.   

c. Identify wire types utilized for connection, interconnection with 

associate security subsystems.   

d. Show device locations that correspond to the floor plans.  

e. All general and drawing specific notes shall be included with the 

system drawings.  

5. A schedule for all of the applicable security subsystems shall be 

included. All schedules shall provide the following information: 

a. Device ID. 

b. Device Location (e.g. site, building, floor, room number, 

location, and description). 

c. Mounting type (e.g. flush, wall, surface, etc.). 

d. Power supply or circuit breaker and power panel number. 

e. In addition, for the VASS  Systems, provide the camera ID, camera 

type (e.g. fixed or pan/tilt/zoom (P/T/Z), lens type (e.g. for 

fixed cameras only) and housing model number. 

6. Detail and elevation drawings for all devices that define how they 

were installed and mounted. 

E. Pre-installation design packages shall be reviewed by the Contractor 

along with a VA representative to ensure all work has been clearly 

defined and completed. All reviews shall be conducted in accordance 

with the project schedule. There shall be four (4) stages to the review 

process: 

1. 35 percent 

2. 65 percent 

3. 90 percent 

4. 100 percent 

F. Provide manufacturer security system product cut-sheets. Submit for 

approval at least 30 days prior to commencement of formal testing, a 

Security System Operational Test Plan. Include procedures for 

operational testing of each component and security subsystem, to 

include performance of an integrated system test. 

G. Submit manufacture’s certification of Underwriters Laboratories, Inc. 

(UL) listing as specified. Provide all maintenance and operating 

manuals per the VA General Requirements, Section 01 00 00, GENERAL 

REQUIREMENTS.  
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H. Submit completed System Readiness Checklists provided by the 

Commissioning Agent and completed by the contractor, signed by a 

qualified technician and dated on the date of completion, in accordance 

with the requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC 

SAFETY AND SECURITY SYSTEMS. 

1.6 APPLICABLE PUBLICATIONS 

A. The publications listed below (including amendments, addenda, 

revisions, supplement, and errata) form a part of this specification to 

the extent referenced. The publications are referenced in the text by 

the basic designation only. 

B. American National Standards Institute (ANSI)/Electronic Industries 

Alliance (EIA): 

330-09..................Electrical Performance Standards for CCTV 

Cameras 

375A-76.................Electrical Performance Standards for CCTV 

Monitors 

C. Institute of Electrical and Electronics Engineers (IEEE): 

C62.41-02...............IEEE Recommended Practice on Surge Voltages in 

Low-Voltage AC Power Circuits 

802.3af-08..............Power over Ethernet Standard 

D. Federal Communications Commision (FCC): 

(47 CFR 15) Part 15 Limitations on the Use of Wireless Equipment/Systems 

E. National Electrical Contractors Association (NECA): 

303-2005................Installing Closed Circuit Television (CCTV) 

Systems 

F. National Fire Protection Association (NFPA): 

70-08...................Article 780-National Electrical Code  

G. Federal Information Processing Standard (FIPS): 

140-2-02................Security Requirements for Cryptographic Modules 

H. Underwriters Laboratories, Inc. (UL): 

983-06..................Standard for Surveillance Camera Units 

3044-01.................Standard for Surveillance Closed Circuit 

Television Equipment 

1.7 COORDINATION 

A. Coordinate arrangement, mounting, and support of video surveillance 

equipment: 

1. To allow maximum possible headroom unless specific mounting heights 

that reduce headroom are indicated. 
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2. To provide for ease of disconnecting the equipment with minimum 

interference to other installations. 

3. To allow right of way for piping and conduit installed at required 

slope. 

4. So connecting raceways, cables, wireways, cable trays, and busways 

will be clear of obstructions and of the working and access space of 

other equipment. 

B. Coordinate installation of required supporting devices and set sleeves 

in cast-in-place concrete, masonry walls, and other structural 

components as they are constructed. 

C. Coordinate location of access panels and doors for video surveillance 

items that are behind finished surfaces or otherwise concealed. 

1.8 WARRANTY OF CONSTRUCTION 

A. Warrant VASS System work subject to the Article “Warranty of 

Construction” of FAR clause 52.246-21. 

B. Demonstration and training shall be performed prior to system 

acceptance.   

 

PART 2 – PRODUCTS 

2.1 GENERAL 

A. Video signal format shall comply with the NTSC standard composite 

video, interlaced.  Composite video signal termination shall be 75 

ohms. 

2.2 CAMERAS 

A. All Cameras will be EIA 330 and UL 1.Minimum Protection for Power 

Connections 120 V and more: Auxiliary panel suppressors shall comply 

with requirements in Section 28 05 00 COMMON WORK REQUIREMENTS FOR 

ELECTRONIC SAFETY AND SECURITY, Part 2. 

B. Minimum Protection for Communication, Signal, Control, and Low-Voltage 

983 compliant as well as: 

1. Will be charge coupled device (CCD cameras and shall conform to 

National Television System Committee (NTSC) formatting.  

2. Fixed cameras shall be color and the primary choice for monitoring 

following the activities described below. Pan/Tilt/Zoom (P/T/Z) 

cameras shall be color and are to be utilized to complement the 

fixed cameras. 

3. Shall be powered by either 12 volts direct current (VDC) or 24 volts 

alternate current (VAC). Power supplies shall be Class 2 and UL 
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compliant and have a back-up power source to ensure cameras are 

still operational in the event of loss of primary power to the VASS 

System. 

4. Shall be powered over Ethernet.  Network switches supporting PoE 

cameras shall have a back-up power source to ensure cameras are 

still operational in the event of loss of primary power to the VASS 

System. 

5. Shall be rated for continuous operation under the environmental 

conditions listed in Part 1, Project Conditions. 

6. Will be home run to a monitoring and recording device via a 

controlling device such as a matrix switcher or network server and 

monitored on a 24 hour basis at a designated Security Management 

System location. 

7. Each function and activity shall be addressed within the system by a 

unique user defined name, with minimum of twenty (20) characters.  

The use of codes or mnemonics identifying the VASS action shall not 

be accepted. 

8. Shall come with built-in video motion detection that shall 

automatically monitor and process information from each camera. The 

camera motion detection shall detect motion within the camera's 

field of view and provide automatic visual, remote alarms as a 

result of detected motion.  

9. Shall be programmed to digitally flip from color to black and white 

at dusk and vice versa at low light conditions.  

10. Will be fitted with AI/DC lenses to ensure the image quality under 

different light conditions. 

11. P/T/Z cameras shall be utilized in a manner that they complement 

fixed cameras and shall not be used as a primary means of monitoring 

activity. 

12. Dummy or fake cameras will not be utilized at any time.   

13. Appropriate signage shall be designed, provided, and posted that 

notifies people that an area is under camera surveillance.   

2.3 VIDEO CAMERAS  

A. The cameras shall be high-resolution color video cameras with wide 

dynamic range capturing capability.  

B. The camera shall meet or exceed the following specifications: 

1. The image capturing device shall be a 1/4-inch image sensor designed 

for capturing wide dynamic images. 
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a. The image capturing device shall have a separate analog-to-

digital converter for every pixel. 

b. The image capturing device shall sample each pixel multiple times 

per second. 

c. The dynamic range shall be 95 dB typical and 120 dB maximum. 

3. The camera shall optimize each pixel independently. 

4. The camera shall have onscreen display menus for programming of the 

camera’s settings. 

5. The signal system shall be NTSC. 

C. The camera shall have composite video output. 

D. The camera shall come with a manual varifocal lens. 

E. The video output shall be composite: 1.0 volts peak-to-peak at 75-ohm 

load. 

H. Fixed Color Camera 

1. The camera shall be a high-resolution color video camera with wide 

dynamic range capturing capability.  

2. Comply with UL 639. 

3. Pickup Device: 1/4 CCD interline transfer. 

4. Signal-to-Noise Ratio:  Not less than 50 dB, with the camera AGC 

off. 

5. With AGC, manually selectable on or off. 

6. Manually selectable modes for backlight compensation or normal 

lighting. 

7. Scanning Synchronization:  Determined by external synch over the 

coaxial cable.  Camera shall revert to internally generated 

synchronization on loss of external synch signal. 

8. White Balance:  Auto-tracing white balance, with manually selectable 

fixed balance option. 

9. Fixed Color Cameras Technical Characteristics: 

Pickup device 1/3" interline transfer CCD 

Total pixels NTSC: 811(H) x 508(V) 

Effective pixels NTSC: 768(H) x 494(V) 

Resolution 500 TV lines 

Sync. System Internal Sync 

Scanning system NTSC: 525 Lines/60 Fields 

S/N ratio More than 48 dB 

Electronic shutter Auto 1/60 (1/50) ~1/100,000 sec. 
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Min. illumination 0.2 lux F2.0 

Video output Composite 1.0 Vp-p/75 ohm 

White balance Auto 

Automatic gain control ON 

Frequency horizontal NTSC: 15.734 KHz  

Frequency vertical NTSC: 59.94Hz 

Lens type Board lens/[DC]/[AI] varifocal lens 

Focal length [3-12mm]<insert values> 

Power source DC12V/500mA or AC24/500mA 

Power consumption < 3W (Max) 

 

10. [Fixed color camera shall be enclosed in dome and have board mounted 

varifocal lens].  

11. Camera accessories shall include: 

a. Surface mount adapter 

b. Wall mount adapter 

c. Flush mount adapter 

2.7 AUTOMATIC COLOR DOME CAMERA - ANALOG 

A. The camera shall be a high-resolution color video camera with wide 

dynamic range capturing capability. 

B. Comply with UL 639. 

C. Pickup Device: 1/4 CCD interline transfer. 

D. Horizontal Resolution:  480 lines. 

E. Signal-to-Noise Ratio:  Not less than 50 dB, with the camera AGC off. 

F. With AGC, manually selectable on or off. 

G. Sensitivity:  Camera shall provide usable images in low-light 

conditions, delivering an image at a scene illumination of 20 lux at 

20' with the camera AGC off]. 

H. Sensitivity:  Camera shall deliver 1-V peak-to-peak video signal at the 

minimum specified light level.  The illumination for the test shall be 

with lamps rated at approximately 2200-K color temperature, and with 

the camera AGC off. 

I. Manually selectable modes for backlight compensation or normal 

lighting. 

J. Pan and Tilt:  Direct-drive motor, 360-degree rotation angle, and 180-

degree tilt angle.  Pan-and-tilt speed shall be variable controlled by 
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operator.  Movement from preset positions shall be not less than 300 

degrees per second. 

K. Preset positioning:  64 user-definable scenes. Controls shall include 

the following: 

1. In "sequence mode," camera shall continuously sequence through 

preset positions, with dwell time and sequencing under operator 

control. 

2. Motion detection shall be available at each camera position. 

L. Scanning Synchronization:  Determined by external synch over the 

coaxial cable.  Camera shall revert to internally generated 

synchronization on loss of external synch signal. 

M. White Balance:  Auto-tracing white balance, with manually settable 

fixed balance option. 

N. Motion Detector:  Built-in digital. 

O. Dome shall support multiplexed control communications using coaxial 

cable recommended by manufacturer. 

P. Automatic Color Dome Camera Technical Characteristics: 

Effective Pixels  768 (H) x 494 (V) 

Scanning Area  1/4-type CCD 

Synchronization  Internal/Line-lock/Multiplexed 

Vertical Drive (VD2) 

Video Output  1.0 v[p-p] NTSC composite/75 ohm 

H. Resolution  570-line at B/W, or 480-line at color 

imaging 

Signal-to-noise Ratio  50dB (AGC off, weight on) 

Super Dynamic II  64 times (36dB) (selectable on/off) 

Minimum Illumination  0.06 lx (0.006 fc) at B/W, 1 lx(0.1 

fc) 

Zoom Speed  Approx. 2.1s (TELE/WIDE) in sequence 

mode 

Focus Speed  Approx. 2s (FAR/NEAR) in sequence 

mode 

Iris  Automatic (Open/Close is 

possible)/manual 

Maximum Aperture Ratio  1:1.6 (Wide) ~ 3.0 (Tele) 

Focal Length  3.79 ~ 83.4 mm 

Angular Field of View  H 2.6° ~ 51.7°  V 2.0° ~ 39.9° 

Electronic Shutter  1/60 (off), 1/100, 1/250, 1/500, 

1/1,000, 1/2,000, 1/4,000, 1/10,000 s 
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Zoom Ratio  Optical 22x w/10x electronic zoom 

Iris Range  F1.6 ~ 64, Close 

Panning Range  360° endless 

Panning Speed  Manual: Approx. 0.1°/s ~ 120°/s 16 

steps 

Tilting Range  0 ~ 90° (Digital Flip off), 0 ~180° 

(Digital Flip on) 

Tilting Speed  Manual: Approx. 0.1°/s ~ 120°/s. 16 

steps 

Pan/Tilt  Manual/Sequential position/Auto Pan 

Controls  Pan/Tilt, Lens, 64 Preset Positions, 

Home Position 

Video Connector  BNC  

Controller I/F  Multiplex-coaxial  

Q. Camera accessories shall include: 

1. Surface mount adapter 

2. Wall mount adapter 

3. Flush mount adapter 

 

R. Indoor/Outdoor Fixed Mini Dome System (IP) 

1. The indoor/outdoor fixed mini dome system shall include a built-in 

100Base-TX network interface for live streaming to a standard Web 

browser.  

2. The network mini dome shall be integrated into the back box design 

to accept multiple camera options without modification. The network 

mini dome shall operate in open architecture connectivity for third-

party software recording solutions.  

3. The indoor/outdoor fixed mini dome system shall meet or exceed the 

following design and performance specifications. 

Imaging Device 1/3-inch imager 

Picture Elements 

 

NTSC/PAL 720 (H) x 540 (V) 720 

(H) x 540 (V) 

Dynamic Range 102 dB typical/120 dB maximum 

(DW/CW models only) 

Scanning System  2:1 interlace (progressive option 

on CW/DW models only 

Synchronization Internal 

Electronic Shutter Range Auto (1/15–1/22,000) 

Lens Type Varifocal with auto iris 
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Format Size 1/3-inch 

Focal Length  3.0 mm–9.5 mm 

9.0 mm–22.0 mm  

<list> 

Operation Iris Auto (DC-drive) 

Focus Manual 

Zoom Manual 

Minimum Illumination Color (day): 0.8 lux, SENS 8X: 0.2 

lux, B-W (night): 0.08 lux, SENS 

8X: 0.02 lux (F1.0, 40 IRE, AGC on, 

75% scene reflectance) 

Color (day): 0.15 lux, B-W (night): 

0.015 lux (F1.0, 40 IRE, AGC on, 

75% scene reflectance) 

Color (day): 0.8 lux, SENS 8X: 0.2 

lux (F1.0, 40 IRE, AGC on, 75% 

scene reflectance) 0.2 lux (F1.0, 

40 IRE, AGC on, 75% scene 

reflectance) 

Compression MPEG-4, MJPEG in Web viewing mode 

Video Streams 3, simultaneous 

Video Resolutions  NTSC   PAL  

4CIF  704 x 480  704 x 576 

2CIF  704 x 240  704 x 288 

CIF  352 x 240  352 x 288 

QCIF  176 x 120  176 x 144 

Bit Rate Configurable, 20 kbps to 2 Mpbs per 

stream 

Web User Interface  

Environment Low temperature, indoor/outdoor 

Connectors RJ-45 for 100BASE-TX, Auto MDI/MDI-

X 

Cabling CAT5 cable or better for 100BASE-TX 

Input Voltage 24 VAC (18-36) or PoE input voltage 

Power Consumption <7.5 Watts,<13 Watts with heaters  

24VAC: <0.5 Amps, <0.9 Amps with 

heaters 

Alarm Input 10 VDC maximum, 5 mA maximum 

Alarm Output 0 to 15 VDC maximum, 75 mA maximum 

Service Connector Internal to housing for 2.5 mm 

connector for NTSC/PAL video 

outputs 

Service Connector 3-conductor, 2.5 mm connector for 

video output to optional (IS-SC 
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cable) 

Pan/Tilt Adjustment Pan 360°, tilt 80° (20° to 100° 

range), and rotation 360° 

Light Attenuation smoked bubble, f/1.5 light loss; 

clear bubble, zero light loss 

CERTIFICATIONS CE, Class B 

UL Listed 

Meets NEMA Type 4X and IP66 

standards 

 

3. Accessories 

a. Pendant mount 

b. Wall mount for pendant 

c. Corner adapter for wall mount 

d. Pole adapter for wall mount 

S. Megapixel High Definition Integrated Digital Network Camera 

1. The network camera shall offer dual video streams with up to 3.1 

megapixel resolution (2048 x 1536) in progressive scan format.  

2. An alarm input and relay output shall be built in for integration 

with hard wired external sensors. 

3. The network camera shall be capable of firmware upgrades through a 

network using a software-based device utility. 

4. The network camera shall offer auto back focus (ABF) functionality 

through a push button on the camera. ABF parameters shall also be 

configurable through a standard Web browser interface. 

5. The network camera shall offer a video output port providing an 

NTSC/PAL analog video output signal for adjusting field of view and 

focus at the camera. 

6. The network camera shall provide advanced low-light capabilities for 

color and day/night models with sensitivity down to 0.12 lux in 

color and 0.03 lux in black-white (B-W).  

7. The network camera shall have removable IR cut filter mechanism for 

increased sensitivity in low-light installations.  The sensitivity 

of IR cut filter removal shall be configurable through a Web 

browser. 

8. The network camera shall support two simultaneous, configurable 

video streams. H.264 and MJPEG compression formats shall be 

available for primary and secondary streams with selectable unicast 

and multicast protocols. The streams shall be configurable in a 

variety of frame rates and bit rates. 
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9. The network camera shall support industry standard Power over 

Ethernet (PoE)  

10. IEEE 802.3af to supply power to the camera over the network. The 

network camera shall also offer a 24 VAC power input for optional 

use. 

11. The network camera shall use a standard Web browser interface for 

remote administration and configuration of camera parameters.  

12. The network camera shall have a window blanking feature to conceal 

user-defined privacy areas that cannot be viewed by an operator. The 

network camera shall support up to four blanked windows. A blanked 

area shall appear on the screen as a solid gray window. 

13. The network camera shall support standard IT protocols. 

14. The network camera shall support open architecture best practices 

with a published API available to third-party network video 

recording and management systems. 

15. Megapixel High Definition Integrated Digital Network Camera 

Technical Specifications: 

Imaging Device 1/3-inch, effective 

Imager Type CMOS,  Progressive scan 

Maximum Resolution 2048 x 1536 

Signal-to-Noise Ratio 50 dB 

Auto Iris Lens Type DC drive 

Electronic Shutter Range 1~1/100,000 sec 

Wide Dynamic Range 60 dB 

White Balance Range 2,000° to 10,000°K 

Sensitivity f/1.2; 2,850K; SNR >24dB Color 

(1x/33ms) 0.50 lux Color SENS 

(15x/500 ms) 0.12 lux  

Mono SENS (15x/500 ms) Mono 

(1x/33ms)0.25 lux 0.03 lux 

Dome Attenuation Clear Zero light loss  

Smoke f/1.0 light loss 

Compression H.264 in base profile and MJPEG 

Video Streams Up to 2 simultaneous streams, the 

second Stream variable based on the 

setup of the primary stream 

Frame Rate Up to 30, 25, 24, 15, 12.5, 12, 10, 

8, 7.5, 6.5, 4, 3, 2, and 1 

(depending upon coding, resolution, 

and stream configuration 
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Available Resolutions 3.1 MPx2048 x 1536; 4:3 aspect 

ratio; 2.0 ips max., 10.0 Mbps bit 

rate for MJPEG; 3.0 ips max., 2.6 

Mbps bit rate H.264  

2.1 MPx1920 x 1080; 16:9 aspect 

ratio: 15.0 ips max.,10.0 Mbps bit 

rate for MJPEG; 5.0 ips max., 2.7 

Mbps bit rate H.264  3.1.9 MPx1600 

x 1200; 4:3 aspect ratio; 15.0 ips 

max.,10.0 Mbps bit rate for MJPEG; 

6.0 ips max., 2.6 Mbps bit rate 

H.264  

1.3 MPx1280 x 1024; 5:4 aspect 

ratio; 15.0 ips max.,10.0 Mbps bit 

rate for MJPEG; 8.0 ips max., 2.5 

Mbps bit rate H.264  

1.2 MPx1280 x 960; 4:3 aspect 

ratio; 15.0 ips max., 9.8 Mbps bit 

rate for MJPEG; 9.8 ips max., 8.5 

Mbps bit rate H.264 6.0.9 MPx1280 x 

720; 16:9 aspect ratio; 30.0 ips 

max.,10.0 Mbps bit rate for MJPEG; 

12.5 ips max., 2.5 Mbps bit rate 

H.264  

0.5 MPx800 x 600; 4:3 aspect ratio; 

30.0 ips max., 5.8 Mbps bit rate 

for MJPEG; 25.0 ips max., 2.0 Mbps 

bit rate H.264 8.0.3 MPx640 x 480; 

4:3 aspect ratio; 30.0 ips max.,  

3.7 Mbps bit rate for MJPEG; 30.0 

ips max.,1.6 Mbps bit rate H.264  

0.1 MPx320 x 240; 4:3 aspect ratio; 

30.0 ips max., 0.9 Mbps bit rate 

for MJPEG; 30.0 ips max., 0.4 Mbps 

bit rate H.264  

Additional640 x 512, 640 x 352, 480 

x 368, 480 x 272, 320 x 256, 320 x 

176 

Supported Protocols TCP/IP, UDP/IP (Unicast, Multicast 

IGMP), UPnP, DNS, DHCP, RTP, RTSP, 

NTP,IPv4, SNMP, QoS, HTTP, HTTPS, 

LDAP(client), SSH, SSL, STMP, FTP, 

MDNS(Bonjour), and 802.1x (EAP) 

Security Access Password protected 

Software Interface Web browser view and setup, up to 

16 cameras 

Connectors  RJ-45 for 100Base-TX, Auto MDI/MDI-

X 

Cable Cat5 cable or better for 100Base-TX 

Input Voltage 24 VAC or PoE (IEEE802.3af class 3) 
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Power Consumption 6 W 

Current Consumption PoE <200 mA maximum 

24 VAC <295 mA nominal; <390 mA 

maximum 

Alarm Input 10 VDC maximum, 5 mA maximum 

Alarm Output 0 to 15 VDC maximum, 75 mA maximum 

Lens Mount CS mount, adjustable 

Pan/Tilt Adjustment Pan 368°  

Tilt 160° (10° to 170°) 

Rotate 355° 

 

16. Accessories 

a. Pendant mount 

b. Wall mount for pendant 

c. Corner adapter for wall mount 

d. Pole adapter for wall mount 

17. Recommended Lenses 

a. Megapixel lens, varifocal, 2.2~6.0 mm,  f/1.3~2.0 

b. Megapixel lens, varifocal, 2.8~8.0 mm,f/1.1~1.9 

c. Megapixel lens, varifocal, 2.8~12.0 mm, f/1.4~2.7 

d. Megapixel lens, varifocal, 15.0~50.0 mm, f/1.5~2.1 

 

T. Indoor/Outdoor Camera Dome System 

1. The indoor/outdoor camera dome system shall include a built-in 

100Base-TX network interface for live streaming to a standard Web 

browser.  

2. The indoor/outdoor camera dome system shall operate in openv 

architecture connectivity for third-party software recording 

solutions. 

3. The indoor/outdoor VASS camera dome system shall be a discreet 

camera dome system consisting of a dome drive with a variable 

speed/high speed pan/tilt drive unit with continuous 360 rotation; 

1/4-inch high resolution color, or color/black-white CCD camera; 

motorized zoom lens with optical and digital zoom; auto focus; and 

an enclosure consisting of a back box, lower dome, and a quick-

install mounting. 

4. Indoor/Outdoor fixed dome system technical specifications: 

Imaging Device 1/4-inch CCD 
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Picture Elements NTSC/PAL 768 x 494/752 x 582  

Dynamic Range 102 dB typical/120 dB maximum 

(DW/CW models only) 

Scanning System  2:1 interlace  

Synchronization Internal 

Electronic Shutter Range Auto (1/15–1/22,000) 

Lens Type Lens f/1.4 (focal length, 3.4~119 

mm; 35X optical zoom, 12X digital 

zoom) 

Focus Automatic with manual override 

Pan Speed 

continuous pan to 0.1° per second 

Vertical Tilt -  

Manual Control Speed 

in turbo mode. Tilt operation shall 

 

Automatic Preset Speed 

 

Presets 256 positions with a 20-character 

label available for each position; 

programmable camera settings, 

including selectable auto focus 

modes, iris level, LowLight™ limit, 

and backlight compensation for each 

preset; command to copy camera 

settings from one preset to 

another; and preset programming 

through control keyboard or through 

dome system on-screen menu  

128 positions with a 20-character 

label available for each position; 

programmable camera settings, 

including selectable auto focus 

modes, iris level, LowLight limit, 

and backlight compensation for each 

preset; command to copy camera 

settings from one preset to 

another; and preset programming 

through control keyboard or through 

dome system on-screen menu 

Preset Accuracy  

Zones 8 zones with up to 20-character 

labeling for each, with the ability 

to blank the video in the zone 

Limit Stops Programmable for manual panning, 

auto/random scanning, and frame 

scanning 
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Alarm Inputs 7 

Alarm Output Programming Auxiliary outputs can be 

alternately programmed to operate 

on alarm 

Alarm Action  Individually programmed for 3 

priority levels, initiating a 

stored pattern or going to a 

preassigned preset position 

Resume after Alarm After completion of alarm, dome 

returns to previously programmed 

state or its previous position 

Window Blanking 8, four-sided user-defined shapes, 

each side with different lengths; 

window blanking setting to turn off 

at user-defined zoom ratio; window 

blanking set to opaque gray or 

translucent smear; blank all video 

above user-defined tilt angle; 

blank all video below user-defined 

tilt angle 

Patterns 8 user-defined programmable 

patterns including pan/tilt/zoom 

and preset functions, and pattern 

programming through control 

keyboard or through dome system on-

screen menu 

Scheduler Internal scheduling system for 

programming presets, patterns, 

window blanks, alarms, and 

auxiliary functions based on 

internal clock settings 

Auto Flip Rotates dome 180° at bottom of tilt 

travel 

Password Protection Programmable settings with optional 

password protection 

Compass Display On-screen display of compass 

heading and user-definable compass 

setup 

Camera Title Overlay 20 user-definable characters on the 

screen camera title display 

Video Output Level User-selectable for normal or high 

output levels to compensate for 

long video wire runs 

Motion Detection  User-definable motion detection 

settings for each preset scene, can 

activate auxiliary outputs, and 

contains three sensitivity levels 

per zone 

Electronic Image Electronic compensation for 
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Stabilization external vibration sources that 

cause image blurring; user 

selectable for 2 frequency ranges, 

5 Hz (3-7 Hz) and 10 Hz (8-12 Hz) 

Wide Dynamic Range 128X 

Video Output 1 Vp-p, 75 ohms 

Minimum Illumination NTSC/EIA 0.55 lux at 1/60 sec 

shutter speed (color), 0.063 lux at 

1/4 sec shutter speed (color), 

0.00018 lux at 1/2 sec shutter 

speed (B-W) 

PAL/CCIR 0.55 lux at 1/50 sec 

shutter speed (color), 0.063 lux at 

1/3 sec shutter speed (color), 

0.00018 lux at 1/1.5 sec shutter 

speed (B-W) 

Compression MPEG-4, MJPEG  

Video Streams 3, simultaneous 

Video Resolutions  NTSC   PAL  

4CIF  704 x 480  704 x 576 

2CIF  704 x 240  704 x 288 

CIF  352 x 240  352 x 288 

QCIF  176 x 120  176 x 144 

Bit Rate Configurable, MPEG-4 30 ips, 2 Mbps 

for primary stream, MJPEG 15 

ips, 3 Mbps, MJPEG 

Web User Interface  

Environment Low temperature, indoor/outdoor 

Connectors RJ-45 for 100BASE-TX, Auto MDI/MDI-

X 

Cabling CAT5 cable or better for 100BASE-TX 

Input Voltage 18 to 32 VAC; 24 VAC nominal 

22 to 27 VDC; 24 VDC nominal 

Power Consumption 24 VAC  23 VA nominal (without 

heater);73 VA nominal (with heater) 

24 VDC 0.7 A nominal (without 

heater);3 A nominal (with heater) 

Alarm Input 7 

Alarm Output 1 

CERTIFICATIONS CE, Class B 

UL Listed 

Meets NEMA Type 4X and IP66 

standards 

 

5. Accessories 
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a. Pendant mount 

b. Wall mount for pendant 

c. Corner adapter for wall mount 

d. Pole adapter for wall mount 

U. Reinforced Fixed Dome Camera 

1. The dome camera shall be a high-resolution color video camera with 

wide dynamic range capturing capability.  

2. The camera shall meet or exceed the following specifications: 

a. The camera shall have the form factor as typical of a traditional 

VASS dome video camera. 

b. The image capturing device shall be a 1/3-inch image sensor 

designed for capturing wide dynamic images. 

3. The camera shall optimize each pixel independently. 

4. The camera shall have onscreen display menus for programming of the 

camera’s settings. 

5. The signal system shall be NTSC or PAL selectable. 

6. The resolution that the camera provides shall be [470] television 

lines horizontal and [460] television lines vertical. 

7. The camera shall have [720] horizontal and 540 vertical picture 

elements. 

8. The scanning system shall be 525/60 lines NTSC or 625/50 lines PAL. 

9. The synchronizing system shall be internal/AC line-lock. 

10. The sensitivity shall be 0.6 lux at f1.2, 30 IRE. 

11. The signal-to-noise ratio shall be 50 dB. 

12. The electronic shutter shall have automatic adjustment, and operate 

from 1/60 NTSC to 1/100,000 second, automatic. 

13. The camera shall have an automatic white balance range of 2800 to 

11000 K. 

14. The camera shall have automatic gain control. 

15. The camera shall include a shroud to conceal the camera’s position 

inside the dome. 

16. The camera shall have composite video output. 

17. The housing shall have the following specifications: 

a. Construction: Aluminum 

b. The housing shall be heavy duty and tamper resistant. 

c. Dome housing construction: 0.13-in polycarbonate. 

d. Finish: Powder coat 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 23 00 - 23 

18. The camera shall come with a manual varifocal [4 to 9]<insert range> 

mm lens. 

19. The electrical specifications for the camera shall be as follows: 

a. Input voltage shall be 24 VAC or 12 VDC. 

b. Power consumption shall be 12 VDC, 455 mA; or 24 VAC, 160 mA. 

c. Power source shall be universal 18 to 30 VAC or 10 to 30 VDC. 

d. Video output shall be composite: 1.0 volts peak-to-peak at 75-ohm 

load. 

20. The environmental specifications for the camera shall be as follows: 

Operating temperature shall be -10 to 45 degrees Celsius or 14 to 

113 degrees Fahrenheit. 

21. Accessories shall include: 

a. Surface mount adapter 

b. Wall mount adapter 

c. Flush mount adapter 

V. Indoor/Outdoor Fixed Mini Dome System 

1. The indoor/outdoor fixed mini dome system shall include a built-in 

100Base-TX network interface for live streaming to a standard Web 

browser.  

2. The network mini dome shall be integrated into the back box design 

to accept multiple camera options without modification. The network 

mini dome shall operate in open architecture connectivity for third-

party software recording solutions.  

3. The indoor/outdoor fixed mini dome system shall meet or exceed the 

following design and performance specifications. 

Imaging Device 1/3-inch imager 

Picture Elements 

 

NTSC/PAL 720 (H) x 540 (V) 720 

(H) x 540 (V) 

Dynamic Range 102 dB typical/120 dB maximum 

(DW/CW models only) 

Scanning System  2:1 interlace (progressive option 

on CW/DW models only 

Synchronization Internal 

Electronic Shutter Range Auto (1/15–1/22,000) 

Lens Type Varifocal with auto iris 

Format Size 1/3-inch 

Focal Length  3.0 mm–9.5 mm 

9.0 mm–22.0 mm  
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<list> 

Operation Iris Auto (DC-drive) 

Focus Manual 

Zoom Manual 

Minimum Illumination Color (day): 0.8 lux, SENS 8X: 0.2 

lux, B-W (night): 0.08 lux, SENS 

8X: 0.02 lux (F1.0, 40 IRE, AGC on, 

75% scene reflectance) 

Color (day): 0.15 lux, B-W (night): 

0.015 lux (F1.0, 40 IRE, AGC on, 

75% scene reflectance) 

Color (day): 0.8 lux, SENS 8X: 0.2 

lux (F1.0, 40 IRE, AGC on, 75% 

scene reflectance) 0.2 lux (F1.0, 

40 IRE, AGC on, 75% scene 

reflectance) 

Compression MPEG-4, MJPEG in Web viewing mode 

Video Streams 3, simultaneous 

Video Resolutions  NTSC   PAL  

4CIF  704 x 480  704 x 576 

2CIF  704 x 240  704 x 288 

CIF  352 x 240  352 x 288 

QCIF  176 x 120  176 x 144 

Bit Rate Configurable, 20 kbps to 2 Mpbs per 

stream 

Web User Interface  

Environment Low temperature, indoor/outdoor 

Connectors RJ-45 for 100BASE-TX, Auto MDI/MDI-

X 

Cabling CAT5 cable or better for 100BASE-TX 

Input Voltage 24 VAC (18-36) or PoE input voltage 

Power Consumption <7.5 Watts,<13 Watts with heaters  

24VAC: <0.5 Amps, <0.9 Amps with 

heaters 

Alarm Input 10 VDC maximum, 5 mA maximum 

Alarm Output 0 to 15 VDC maximum, 75 mA maximum 

Service Connector Internal to housing for 2.5 mm 

connector for NTSC/PAL video 

outputs 

Service Connector 3-conductor, 2.5 mm connector for 

video output to optional (IS-SC 

cable) 

Pan/Tilt Adjustment Pan 360°, tilt 80° (20° to 100° 

range), and rotation 360° 
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Light Attenuation smoked bubble, f/1.5 light loss; 

clear bubble, zero light loss 

CERTIFICATIONS CE, Class B 

UL Listed 

Meets NEMA Type 4X and IP66 

standards 

 

4. Accessories 

a. Pendant mount 

b. Wall mount for pendant 

c. Corner adapter for wall mount 

d. Pole adapter for wall mount 

W. Megapixel High Definition Integrated Digital Network Camera 

1. The network camera shall offer dual video streams with up to 3.1 

megapixel resolution (2048 x 1536) in progressive scan format.  

2. An alarm input and relay output shall be built in for integration 

with hard wired external sensors. 

3. The network camera shall be capable of firmware upgrades through a 

network using a software-based device utility. 

4. The network camera shall offer auto back focus (ABF) functionality 

through a push button on the camera. ABF parameters shall also be 

configurable through a standard Web browser interface. 

5. The network camera shall offer a video output port providing an 

NTSC/PAL analog video output signal for adjusting field of view and 

focus at the camera. 

6. The network camera shall provide advanced low-light capabilities for 

color and day/night models with sensitivity down to 0.12 lux in 

color and 0.03 lux in black-white (B-W).  

7. The network camera shall have removable IR cut filter mechanism for 

increased sensitivity in low-light installations.  The sensitivity 

of IR cut filter removal shall be configurable through a Web 

browser. 

8. The network camera shall support two simultaneous, configurable 

video streams. H.264 and MJPEG compression formats shall be 

available for primary and secondary streams with selectable unicast 

and multicast protocols. The streams shall be configurable in a 

variety of frame rates and bit rates. 

9. The network camera shall support industry standard Power over 

Ethernet (PoE)  
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10. IEEE 802.3af to supply power to the camera over the network. The 

network camera shall also offer a 24 VAC power input for optional 

use. 

11. The network camera shall use a standard Web browser interface for 

remote administration and configuration of camera parameters.  

12. The network camera shall have a window blanking feature to conceal 

user-defined privacy areas that cannot be viewed by an operator. The 

network camera shall support up to four blanked windows. A blanked 

area shall appear on the screen as a solid gray window. 

13. The network camera shall support standard IT protocols. 

14. The network camera shall support open architecture best practices 

with a published API available to third-party network video 

recording and management systems. 

X. Megapixel High Definition Integrated Digital Network Camera Technical 

Specifications: 

Imaging Device 1/3-inch, effective 

Imager Type CMOS,  Progressive scan 

Maximum Resolution 2048 x 1536 

Signal-to-Noise Ratio 50 dB 

Auto Iris Lens Type DC drive 

Electronic Shutter Range 1~1/100,000 sec 

Wide Dynamic Range 60 dB 

White Balance Range 2,000° to 10,000°K 

Sensitivity f/1.2; 2,850K; SNR >24dB Color 

(1x/33ms) 0.50 lux Color SENS 

(15x/500 ms) 0.12 lux  

Mono SENS (15x/500 ms) Mono 

(1x/33ms)0.25 lux 0.03 lux 

Dome Attenuation Clear Zero light loss  

Smoke f/1.0 light loss 

Compression H.264 in base profile and MJPEG 

Video Streams Up to 2 simultaneous streams, the 

second Stream variable based on the 

setup of the primary stream 

Frame Rate Up to 30, 25, 24, 15, 12.5, 12, 10, 

8, 7.5, 6.5, 4, 3, 2, and 1 

(depending upon coding, resolution, 

and stream configuration 

Available Resolutions 3.1 MPx2048 x 1536; 4:3 aspect 

ratio; 2.0 ips max., 10.0 Mbps bit 

rate for MJPEG; 3.0 ips max., 2.6 
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Mbps bit rate H.264  

2.1 MPx1920 x 1080; 16:9 aspect 

ratio: 15.0 ips max.,10.0 Mbps bit 

rate for MJPEG; 5.0 ips max., 2.7 

Mbps bit rate H.264  3.1.9 MPx1600 

x 1200; 4:3 aspect ratio; 15.0 ips 

max.,10.0 Mbps bit rate for MJPEG; 

6.0 ips max., 2.6 Mbps bit rate 

H.264  

1.3 MPx1280 x 1024; 5:4 aspect 

ratio; 15.0 ips max.,10.0 Mbps bit 

rate for MJPEG; 8.0 ips max., 2.5 

Mbps bit rate H.264  

1.2 MPx1280 x 960; 4:3 aspect 

ratio; 15.0 ips max., 9.8 Mbps bit 

rate for MJPEG; 9.8 ips max., 8.5 

Mbps bit rate H.264 6.0.9 MPx1280 x 

720; 16:9 aspect ratio; 30.0 ips 

max.,10.0 Mbps bit rate for MJPEG; 

12.5 ips max., 2.5 Mbps bit rate 

H.264  

0.5 MPx800 x 600; 4:3 aspect ratio; 

30.0 ips max., 5.8 Mbps bit rate 

for MJPEG; 25.0 ips max., 2.0 Mbps 

bit rate H.264 8.0.3 MPx640 x 480; 

4:3 aspect ratio; 30.0 ips max.,  

3.7 Mbps bit rate for MJPEG; 30.0 

ips max.,1.6 Mbps bit rate H.264  

0.1 MPx320 x 240; 4:3 aspect ratio; 

30.0 ips max., 0.9 Mbps bit rate 

for MJPEG; 30.0 ips max., 0.4 Mbps 

bit rate H.264  

Additional640 x 512, 640 x 352, 480 

x 368, 480 x 272, 320 x 256, 320 x 

176 

Supported Protocols TCP/IP, UDP/IP (Unicast, Multicast 

IGMP), UPnP, DNS, DHCP, RTP, RTSP, 

NTP,IPv4, SNMP, QoS, HTTP, HTTPS, 

LDAP(client), SSH, SSL, STMP, FTP, 

MDNS(Bonjour), and 802.1x (EAP) 

Security Access Password protected 

Software Interface Web browser view and setup, up to 

16 cameras 

Connectors  RJ-45 for 100Base-TX, Auto MDI/MDI-

X 

Cable Cat5 cable or better for 100Base-TX 

Input Voltage 24 VAC or PoE (IEEE802.3af class 3) 

Power Consumption 6 W 

Current Consumption PoE <200 mA maximum 

24 VAC <295 mA nominal; <390 mA 
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maximum 

Alarm Input 10 VDC maximum, 5 mA maximum 

Alarm Output 0 to 15 VDC maximum, 75 mA maximum 

Lens Mount CS mount, adjustable 

Pan/Tilt Adjustment Pan 368°  

Tilt 160° (10° to 170°) 

Rotate 355° 

 

1. Accessories 

a. Pendant mount 

b. Wall mount for pendant 

c. Corner adapter for wall mount 

d. Pole adapter for wall mount 

2. Recommended Lenses 

a. Megapixel lens, varifocal, 2.2~6.0 mm,  f/1.3~2.0 

b. Megapixel lens, varifocal, 2.8~8.0 mm,f/1.1~1.9 

c. Megapixel lens, varifocal, 2.8~12.0 mm, f/1.4~2.7 

d. Megapixel lens, varifocal, 15.0~50.0 mm, f/1.5~2.1 

e. <list megapixel lenses> 

Y. NETWORK CAMERAS 

1. Shall be IEEE 802.3af compliant.  

a. Shall be utilized for interior and exterior purposes. 

b. A Category 6 cable will be the primary source for carrying 

signals up to 100 m(300 ft. ) from a switch hub or network 

server. If any camera is installed greater than 100 m (300 ft. ) 

from the controlling device then the following will be required: 

1) A local or remote 12 VDC or 24 VAC power source will be 

required from a Class 2, UL compliant power supply. 

2) A signal converter will be required to convert from a Cat 6 

cable over to a fiber optic or standard signal cable. The 

signal will need to be converted back to a Cat 6cable at the 

controlling device using a signal converter card. 

c. Shall be routed to a controlling device via a network switch. 

d. Shall be of hybrid design with both an Internet Protocol (IP) 

output and a monitor video output which produces a picture 

equivalent to an analog camera, and allows simultaneous output of 

both.  
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e. Shall be a programmable IP address that allows for installation 

of multiple units in the same Local Area Network (LAN) 

environment. 

d. Incorporate a minimum of Transmission Control Protocol (TCP)/IP, 

User Datagram Protocol (UDP), Hypertext Transfer Protocol (HTTP), 

File Transfer Protocol (FTP), Internet Control Message Protocol 

(ICMP0, Address Resolution Protocol (ARP), Real-Time Transport 

Protocol (RTP), Dynamic Host Configuration Protocol (DHCP), 

Network Time Protocol (NTP), Simple Mail Transfer Protocol 

(SMTP), Internet Group Management Protocol (IGMP), and 

Differentiated Service Code Point (DSCP) protocols for various 

network applications. 

Z. Fixed Network Camera  

1. The fixed network camera shall have following technical 

characteristics: 

Video Standards  MPEG-4; M-JPEG 

Video Data Rate  9.6 Kbps - 6 Mbps Constant & 

variable 

Image Resolution  768x494 (NTSC) 

Video Resolution  704 x 576/480 (4CIF: 25/30 IPS) 

704 x 288/240 (2CIF: 25/30 IPS) 

352 x 288/240 (CIF: 25/30 IPS) 

176 x 144/120 (QCIF: 25/30 IPS)  

Select Frame Rate  1-25/30 IPS 

(PAL/NTSC);Field/frame based 

coding 

Network Protocols  RTP, Telnet, UDP, TCP, IP, HTTP, 

IGMP, ICMP 

Software Update  Flash ROM, remote programmable 

Configuration  Via web browser, built-in web 

server interfaces 

//Video Out  1x Analog composite: NTSC or PAL; 

BNC connector 75 Ohm// 

Sensitivity 1 0.65 lux (color) 0.26 lux 

(NightSense) 

Minimum Illumination  0.30 lux (color)0.12 lux 

(NightSense) 

Video Signal-to-Noise 

Ratio  

50 dB 

Video Signal Gain  21 dB, (max) Electronic Shutter 

Automatic, up to 1/150000 sec. 

(NTSC) 
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Alarm In  Automatic sensing (2500 - 9000 K) 

Input Voltage +5 V nominal, +40              

VDC max VDC: 11-36 V (700 mA)     

VAC: 12-28 V (700 mA)         

PoE: IEEE 802.3af compliant 

 

2. Camera accessories shall include: 

a. Surface mount adapter 

b. Wall mount adapter 

c. Flush mount adapter 

 

BB. LENSES 

1. Camera Field of View shall be set by the Contractor to produce full 

view of door or window opening and anyone entering or leaving 

through it.  Follow the project construction drawings for design 

intent.   

2. Camera Lenses shall be of the type supplied with the camera from the 

manufacture.  All cameras which are not supplied with lenses from 

the factory are specified in this specification.  The lens shall be 

equipped with an auto-iris mechanism unless otherwise specified.  

Lenses having auto-iris, DC iris, or motor zoom functions shall be 

supplied with connectors, wiring, receiver/drivers, and controls as 

needed to operate the lens functions.  Lenses shall have sufficient 

circle of illumination to cover the image sensor evenly.  Lenses 

shall not be used on a camera with an image format larger than the 

lens is designed to cover.  Lenses shall be provided with pre-set 

capability. 

3. Lenses shall have optical-quality coated optics, designed 

specifically for video surveillance applications, and matched to 

specified camera.  Provide color-corrected lenses with color 

cameras, megapixel lenses for megapixel cameras, and lenses with 

day/night for color/b&w cameras. 

4. Auto-Iris Lens: Electrically controlled iris with circuit set to 

maintain a constant video level in varying lighting conditions. 

5. Zoom Lenses:  Motorized, remote-controlled units, rated as "quiet 

operating."  Features include the following: 

a. Electrical Leads:  Filtered to minimize video signal 

interference. 

b. Motor Speed:  Variable. 
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c. Lens shall be available with preset positioning capability to 

recall the position of specific scenes. 

6. Lenses: Shall be utilized in a manner that provides maximum coverage 

of the area being monitored by the camera. The lenses shall: 

a. Be 1/3” to fit CCD fixed camera. 

b. Be all glass with coated optics. 

c. Have mounts that are compatible with the camera selected. 

d. Be packaged and supplied with the camera. 

e. Have a maximum f-stop of f/1.3 for fixed lenses, and a maximum f-

stop of f/1.6 for variable focus lenses. 

f. Be equipped with an auto-iris mechanism. 

g. Have sufficient circle of illumination to cover the image sensor 

evenly.   

h. Not be used on a camera with an image format larger than the lens 

is designed to cover.   

i. Be provided with pre-set capability. 

7. Two types of lenses shall be utilized for both interior and exterior 

fixed cameras: 

a. Manual Variable Focus  

b. Auto Iris Fixed 

8. Manual Variable Focus: 

a. Shall be utilized in large areas that are being monitored by the 

camera. Examples of this are perimeter fence lines, vehicle entry 

points, parking areas, etc. 

b. Shall allow for setting virtually any angle of field, which 

maximizes surveillance effects. 

c. Technical Characteristics: 

Image format  1/3 inch 

Focal length  5–50mm  

Iris range  F1.4 to close 

Focus range  1m (3.3 ft) 

Back focus distance  10.05 mm (0.4 in) 

Angle view Wide (1/3 in)  53.4 x 40.1 

Angle view Tele (1/3 in)  5.3 x 4.1 

Iris control  manual 

Focus ctrl  manual 

Zoom ctrl  manual 
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CC. CAMERA HOUSINGS AND MOUNTS 

1. This section pertains to all interior and exterior housings, domes, 

and applicable wall, ceiling, corner, pole, and rooftop mounts 

associated with the housing. Housings and mounts shall be specified 

in accordance to the type of cameras used.  

2. All cameras and lenses shall be enclosed in a tamper resistant 

housing. Any additional mounting hardware required to install the 

camera housing at its specified location shall be provided along 

with the housing.  

3. The camera and lens contained inside the housing shall be installed 

on a camera mount. All additional mounting hardware required to 

install the camera housing at its specified location shall be 

provided along with the housing. 

4. Shall be manufactured in a manner that are capable of supporting a 

maximum of three (3) cameras with housings, and meet environmental 

requirements for the geographical area the camera support equipment 

is being installed on or within. 

5. Environmentally Sealed  

a. Shall be designed in manner that it provides a condensation free 

environment for correct camera operation. 

b. Shall be operated in a 100 percent condensing humidity 

atmosphere. 

c. Shall be constructed in a manner that: 

1) Has a fill valve to allow for the introduction of nitrogen 

into the housing to eliminate existing atmospheric air and 

pressurize the housing to create moisture free conditions. 

2) Has an overpressure valve to prevent damage to the housing in 

the event of over pressurization. 

3) Is equipped with a humidity indicator that is visible to the 

eye to ensure correct atmospheric conditions at all times. 

4) The leak rate of the housing is not to be greater than 13.8kPa 

or 2 pounds per square inch at sea level within a 90 day 

period. 

5) It shall contain camera mounts or supports as needed to allow 

for correct positioning of the camera and lens. 

6) The housing and sunshield are to be white in color. 
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6. All electrical and signal cables required for correct operations 

shall be supplied in a hardened carrier system from the controller 

to the camera. 

7. The mounting bracket shall be adjustable to allow for the housing 

weight of the camera and the housing unit it is placed in. 

8. Accessibility to the camera and mounts shall be taken into 

consideration for maintenance and service purposes. 

DD. Indoor Mounts   

1. Ceiling Mounts: 

a. This enclosure and mount shall be installed in a finished or 

suspended ceiling. 

b. The enclosure and mount shall be fastened to the finished 

ceiling, and shall not depend on the ceiling tile grid for 

complete support.  

c. Suspended ceiling mounts shall be low profile, and shall be 

suitable for replacement of 610mm x 610mm (2 foot by 2 foot) 

ceiling tiles. 

2. Wall Mounts: 

a. The enclosure shall be installed in manner that it matches the 

existing décor and placed at a height that it will be 

unobtrusive, unable to cause personal harm, and prevents 

tampering and vandalism. 

b. The mount shall contain a manual pan/tilt head that will provide 

360 degrees of horizontal and vertical positioning from a 

horizontal position, and has a locking bar or screw to maintain 

its fixed position once it has been adjusted. 

EE. Interior Domes  

1. The interior dome shall be a pendant mount, pole mount, ceiling 

mount, surface mount, or corner mounted equipment.  

2. The lower portion of the dome that provides camera viewing shall be 

made of black opaque acrylic and shall have a light attenuation 

factor of no more that 1 f-stop. 

3. The housing shall be equipped with integral pan/tilt capabilities 

complete with wiring, wiring harness, connectors, receiver/driver, 

pan/tilt control system, pre-position cards, or any other hardware 

and equipment as needed to fully provide a fully functional pan/tilt 

dome. 

4. The pan/tilt mechanism shall be: 
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a. Constructed of heavy duty bearings and hardened steel gears. 

b. Permanently lubricated to ensure smooth and consistent movement 

of all parts throughout the life of the product. 

c. Equipped with motors that are thermally or impedance protected 

against overload damage. 

d. Pan movements shall be 360 degrees and tilt movement shall no be 

less than +/- 90 degrees. 

e. Pan speed shall be a minimum of 10 degrees per second. 

FF. Exterior Domes 

1. The exterior dome shall meet all requirements outlined in the 

interior dome paragraph above. 

2. The housing shall be constructed to be dust and water tight, and 

fully operational in 100 percent condensing humidity.  

GG. Exterior Wall Mounts 

1. Shall have an adjustable head for mounting the camera.  

2. Shall be constructed of aluminum, stainless steel, or steel with a 

corrosion-resistant finish.  

3. The head shall be adjustable for not less than plus and minus 90 

degrees of pan, and not less than plus and minus 45 degrees of tilt. 

If the bracket is to be used in conjunction with a pan/tilt, the 

bracket shall be supplied without the adjustable mounting head, and 

shall have a bolt-hole pattern to match the pan/tilt base. 

4. Shall be installed at a height that allows for maximum coverage of 

the area being monitored.  

HH. Explosion Proof Housing 

1. This housing shall meet or exceed all requirements of NEMA four (4) 

standards for hazardous locations. 

2. It shall be supplied with the mounting brackets for the specified 

camera and lens. 

2.8 POWER SUPPLIES 

A. Power supplies shall be a low-voltage power supplies matched for 

voltage and current requirements of cameras and accessories, type as 

recommended by camera manufacturer. 

B. Technical specifications: 

1. Input: 115VAC, 50/60Hz, 2.7 amps 

3. Illuminated power disconnect circuit breaker with manual reset 

4. Surge suppression 

5. Camera synchronization 
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2.9 INFRARED ILLUMINATORS 

A. Lighting fixtures that emit light only in the infrared spectrum, 

suitable for use with cameras indicated, for nighttime surveillance, 

without emitting visible light. 

1. Field-Selectable Beam Patterns:  Narrow, medium, and wide. 

2. Rated Lamp Life:  More than 8000 hours 

3. Power Supply:  [12-VAC/DC] 

B. Area Coverage:  Illumination to 50 m (150 feet) in a narrow beam 

pattern. 

C. Exterior housings shall be suitable for same environmental conditions 

as associated camera.  

 

PART 3 - EXECUTION 

3.1. GENERAL 

A. Installation:  The Contractor shall install all system components 

including Owner furnished equipment, and appurtenances in accordance 

with the manufacturer’s instructions, ANSI C2 and as shown, and shall 

furnish all necessary connectors, terminators, interconnections, 

services, and adjustments required for a complete and operable data 

transmission system.  

B. Identification and Labeling:  The Contractor shall supply permanent 

identification labels for each cable at each end that will appear on 

the as-built drawings.  The labeling format shall be identified and a 

complete record shall be provided to the Owner with the final 

documentation.  Each cable shall be identified by type or signal being 

carried and termination points.  The labels shall be printed on letter 

size label sheets that are self laminated vinyl that can be printed 

from a computer data base or spread sheet.  The labels shall be E-Z 

code WES12112 or equivalent.  

1. The Contractor shall provide all personnel, equipment, 

instrumentation, and supplies necessary to perform all testing. 

C. Transient Voltage Surge Suppressors (TVSS):  The Contractor shall mount 

TVSS within 3 m (118 in) of equipment to be protected inside terminal 

cabinets or suitable NEMA 1 enclosures.  Terminate off-premise 

conductors on input side of device.  Connect the output side of the 

device to the equipment to be protected.  Connect ground lug to a low 
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impedance earth ground (less than 10 ohms) via Number 12 AWG insulated, 

stranded copper conductor. 

D. Contractor’s Field Test:  The Contractor shall verify the complete 

operation of the data transmission system during the Contractor’s Field 

Testing.  Field test shall include a bit error rate test.  The 

Contractor shall perform the test by sending a minimum of 1,000,000 

bits of data on each DTM circuit and measuring the bit error rate.  The 

bit error rate shall not be greater than one (1) bit out of each 

100,000 bits sent for each dial-up DTM circuit, and one (1) bit out of 

1,000,000 bits sent for each leased or private DTM circuit.  The 

Contractor shall submit a report containing results of the field test. 

E. Acceptance Test and Endurance Test:  The wire line data transmission 

system shall be tested as a part of the completed IDS and EECS during 

the Acceptance test and Endurance Test as specified. 

F. Identification and Labeling:  The Contractor shall supply 

identification tags or labels for each cable.  Cable shall be labeled 

at both end points and at intermediate hand holes, manholes, and 

junction boxes.  The labeling format shall be identified and a complete 

record shall be provided to the Owner with the final documentation.  

Each cable shall be identified with type of signal being carried and 

termination points. 

 

3.2 INSTALLATION 

A. System installation shall be in accordance with NECA 303, manufacturer 

and related documents and references, for each type of security 

subsystem designed, engineered and installed.   

B. Components shall be configured with appropriate “service points” to 

pinpoint system trouble in less than 30 minutes.  

C. The Contractor shall install all system components including Government 

furnished equipment, and appurtenances in accordance with the 

manufacturer's instructions, documentation listed in Sections 1.5 of 

this document, and shall furnish all necessary connectors, terminators, 

interconnections, services, and adjustments required for a complete and 

operable system.  

D. The VASS  System will be designed, engineered, installed, and tested to 

ensure all components are fully compatible as a system and can be 

integrated with all associated security subsystems, whether the system 

is a stand alone or a complete network. 
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E. For integration purposes, the VASS System shall be integrated where 

appropriate with the following associated security subsystems: 

1. PACS:  

a. Provide 24 hour coverage of all entry points to the perimeter and 

agency buildings, as well as all emergency exits utilizing a 

fixed color camera. 

b. Record cameras on a 24 hours basis. 

c. Be programmed go into an alarm state when an emergency exit is 

opened, and notify the Physical Access Control System and 

Database Management of an alarm event.  

2. IDS: 

a. Provide a recorded alarm event via a color camera that is 

connected to the IDS system by either direct hardwire or a 

security system computer network. 

b. Record cameras on a 24 hours basis. 

c. Be programmed to go into an alarm state when an IDS device is put 

into an alarm state, and notify the PACS.  

d. For additional VASS System requirements as they relate to the 

IDS, refer to Section 28 16 00 “INTRUSION DETECTION”. 

3. Security Access Detection: 

a. Provide full coverage of all vehicle and lobby entrance screening 

areas utilizing a fixed color camera. 

b. Record cameras on a 24 hours basis. 

c. The VASS System should have facial recognition software to assist 

in identifying individuals for current and future purposes.  

4. EPPS: 

a. Provide a recorded alarm event via a color camera that is 

connected to the EPPS system by either direct hardwire or a 

security system computer network. 

b. Record cameras on a 24 hours basis. 

c. Be programmed to go into an alarm state when an emergency call 

box or duress alarm/panic device is activated, and notify the 

Physical Access Control System and Database Management of an 

alarm event. 

F. Integration with these security subsystems shall be achieved by 

computer programming or the direct hardwiring of the systems. 

G. For programming purposes refer to the manufacturers requirements for 

correct system operations. Ensure computers being utilized for system 
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integration meet or exceed the minimum system requirements outlined on 

the systems software packages. 

H. A complete VASS System shall be comprised of, but not limited to, the 

following components: 

1. Cameras 

2. Lenses 

3. Video Display Equipment 

4. Camera Housings and Mounts 

5. Controlling Equipment 

6. Recording Devices 

7. Wiring and Cables 

I. The Contractor shall visit the site and verify that site conditions are 

in agreement/compliance with the design package. The Contractor shall 

report all changes to the site or conditions that will affect 

performance of the system to the Contracting Officer in the form of a 

report. The Contractor shall not take any corrective action without 

written permission received from the Contracting Officer. 

J. Existing Equipment 

1. The Contractor shall connect to and utilize existing video 

equipment, video and control signal transmission lines, and devices 

as outlined in the design package. Video equipment and signal lines 

that are usable in their original configuration without modification 

may be reused with Contracting Officer approval.  

2. The Contractor shall perform a field survey, including testing and 

inspection of all existing video equipment and signal lines intended 

to be incorporated into the VASS  System, and furnish a report to 

the Contracting Officer as part of the site survey report. For those 

items considered nonfunctioning, provide (with the report) 

specification sheets, or written functional requirements to support 

the findings and the estimated cost to correct the deficiency. As 

part of the report, the Contractor shall include a schedule for 

connection to all existing equipment.  

3. The Contractor shall make written requests and obtain approval prior 

to disconnecting any signal lines and equipment, and creating 

equipment downtime. Such work shall proceed only after receiving 

Contracting Officer approval of these requests. If any device fails 

after the Contractor has commenced work on that device, signal or 
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control line, the Contractor shall diagnose the failure and perform 

any necessary corrections to the equipment.  

4. The Contractor shall be held responsible for repair costs due to 

Contractor negligence, abuse, or incorrect installation of 

equipment.  

5. The Contracting Officer shall be provided a full list of all 

equipment that is to be removed or replaced by the Contractor, to 

include description and serial/manufacturer numbers where possible. 

The Contractor shall dispose of all equipment that has been removed 

or replaced based upon approval of the Contracting Officer after 

reviewing the equipment removal list. In all areas where equipment 

is removed or replaced the Contractor shall repair those areas to 

match the current existing conditions. 

K. Enclosure Penetrations: All enclosure penetrations shall be from the 

bottom of the enclosure unless the system design requires penetrations 

from other directions. Penetrations of interior enclosures involving 

transitions of conduit from interior to exterior, and all penetrations 

on exterior enclosures shall be sealed with rubber silicone sealant to 

preclude the entry of water and will comply with VA Master 

Specification 07 84 00, Firestopping. The conduit riser shall terminate 

in a hot-dipped galvanized metal cable terminator. The terminator shall 

be filled with an approved sealant as recommended by the cable 

manufacturer and in such a manner that the cable is not damaged. 

L. Cold Galvanizing: All field welds and brazing on factory galvanized 

boxes, enclosures, and conduits shall be coated with a cold galvanized 

paint containing at least 95 percent zinc by weight. 

M. Interconnection of Console Video Equipment: The Contractor shall 

connect signal paths between video equipment as specified by the OEM. 

Cables shall be as short as practicable for each signal path without 

causing strain at the connectors. Rack mounted equipment on slide 

mounts shall have cables of sufficient length to allow full extension 

of the slide rails from the rack. 

N. Cameras:  

1. Install the cameras with the focal length lens as indicated for each 

zone.  

2. Connect power and signal lines to the camera.  

3. Aim camera to give field of view as needed to cover the alarm zone.  
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4. Aim fixed mounted cameras installed outdoors facing the rising or 

setting sun sufficiently below the horizon to preclude the camera 

looking directly at the sun.  

5. Focus the lens to give a sharp picture (to include checking for day 

and night focus and image quality) over the entire field of view 

6. Synchronize all cameras so the picture does not roll on the monitor 

when cameras are selected.  

7. PTZ cameras shall have all preset positions and privacy areas 

defined and programmed. 

O. Camera Housings, Mounts, and Poles:  

1. Install the camera housings and mounts as specified by the 

manufacturer and as shown, provide mounting hardware sized 

appropriately to secure each camera, housing and mount with maximum 

wind and ice loading encountered at the site.  

2. Provide a foundation for each camera pole as specified and shown.  

3. Provide a ground rod for each camera pole and connect the camera 

pole to the ground rod as specified in Division 26 of the VA Master 

Specification and the VA Electrical Manual 730.  

4. Provide electrical and signal transmission cabling to the mount 

location via a hardened carrier system from the Physical Access 

Control System and Database Management to the device.  

5. Connect signal lines and AC power to the housing interfaces.  

6. Connect pole wiring harness to camera. 

 

-----END---- 
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SECTION 28 31 00 

FIRE DETECTION AND ALARM  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Spec Writer Notes: 

1. 

  

PART 1 – GENERAL 

This section addresses 

requirements for 

configuration/conditions (1), 

(2), and (3) as defined above. 

PART 2 (A) – PRODUCTS 

This section addresses 

requirements for 

configuration/condition 

(1) as defined above.  

[If this section is 

applicable, delete Part 2 

(B) and 2 (C)] 

PART 3 – EXECUTION 

This section addresses 

requirements for 

configuration/conditions (1), 

(2), and (3) as defined above.   

PART 2 (B) – PRODUCTS 

This section addresses 

requirements for 

configuration/condition 

(2) as defined above.  

[If this section is 

applicable, delete Part 2 

(A) and 2 (C)] 

PART 2 (C) – PRODUCTS 

This section addresses 

requirements for 

configuration/condition 

(3) as defined above.  

[If this section is 

applicable, delete Part 2 

(A) and 2 (B)] 
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PART 1 - GENERAL 

1.1 DESCRIPTION 

A. This section of the specifications includes the furnishing, 

installation, and connection of the fire alarm equipment to form a 

complete coordinated system ready for operation. It shall include, but 

not be limited to, alarm initiating devices, alarm notification 

appliances, control units, fire safety control devices, annunciators, 

power supplies, and wiring as shown on the drawings and specified. The 

fire alarm system shall not be combined with other systems such as 

building automation, energy management, security, etc. 

B. Fire alarm systems shall comply with requirements of the most recent VA 

FIRE PROTECTION DESIGN MANUAL and NFPA 72 unless variations to NFPA 72 

are specifically identified within these contract documents by the 

following notation: "variation". The design, system layout, document 

submittal preparation, and supervision of installation and testing 

shall be provided by a technician that is certified NICET level III or 

a registered fire protection engineer. The NICET certified technician 

shall be on site for the supervision and testing of the system. Factory 

engineers from the equipment manufacturer, thoroughly familiar and 

knowledgeable with all equipment utilized, shall provide additional 

technical support at the site as required by the Resident Engineer or 

his authorized representative. Installers shall have a minimum of 2 

years experience installing fire alarm systems. 

C. Fire alarm signals: 

1. VA garage shall have a general evacuation fire alarm signal in 

accordance with ASA S3.41 to notify all occupants in the respective 

building to evacuate. 

D. Alarm signals (by device), supervisory signals (by device) and system 

trouble signals (by device not reporting) shall be distinctly 

transmitted to the main fire alarm system control unit located in the 

adjacant building as shown on the site plan. 

E. The main fire alarm control unit shall automatically transmit alarm 

signals to a listed central station using a digital alarm communicator 

transmitter in accordance with NFPA 72. 
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1.2 SCOPE 

A. A fully addressable fire alarm system shall be designed and installed 

in accordance with the specifications and drawings. Device location and 

wiring runs shown on the drawings are for reference only unless 

specifically dimensioned. Actual locations shall be in accordance with 

NFPA 72 and this specification. 

 

B. All existing fire alarm equipment, wiring, devices and sub-systems that 

are not shown to be reused shall be removed. All existing fire alarm 

conduit not reused shall be removed. 

C. Existing fire alarm bells, chimes, door holders, 120VAC duct smoke 

detectors, valve tamper switches and waterflow/pressure switches may be 

reused only as specifically indicated on the drawings and provided the 

equipment: 

1. Meets this specification section 

2. Is UL listed or FM approved 

3. Is compatible with new equipment being installed 

4. Is verified as operable through contractor testing and inspection 

5. Is warranted as new by the contractor. 

D. Existing 120 VAC duct smoke detectors, waterflow/pressure switches, and 

valve tamper switches reused by the Contractor shall be equipped with 

an addressable interface device compatible with the new equipment being 

installed. 

E. Existing reused equipment shall be covered as new equipment under the 

Warranty specified herein. 

F. Basic Performance: 

1. Alarm and trouble signals from each building fire alarm control 

panel shall be digitally encoded by UL listed electronic devices 

onto a multiplexed communication system. 

2. Response time between alarm initiation (contact closure) and 

recording at the main fire alarm control unit (appearance on 

alphanumeric read out) shall not exceed 5 seconds. 

3. The signaling line circuits (SLC) between building fire alarm 

control units shall be wired Style 7 in accordance with NFPA 72. 

Isolation shall be provided so that no more than one building can be 

lost due to a short circuit fault. 

4. Initiating device circuits (IDC) shall be wired Style C in 

accordance with NFPA 72. 
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5. Signaling line circuits (SLC) within buildings shall be wired Style 

4 in accordance with NFPA 72. Individual signaling line circuits 

shall be limited to covering 22,500 square feet (2,090 square 

meters) of floor space or 3 floors whichever is less. 

6. Notification appliance circuits (NAC) shall be wired Style Y in 

accordance with NFPA 72. 

1.3 RELATED WORK 

A. Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES. 

 Requirements for procedures for submittals.  

B. Section 07 84 00 - FIRESTOPPING. Requirements for fire proofing wall 

penetrations.  

E. Section 28 05 00 – COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for general requirements that are common to more 

than one section in Division 28. 

F. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for conductors and cables.   

G. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for grounding of equipment.   

H. Section 28 05 28.33 - CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for infrastructure.   

I. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for conductors and cables.  

J. Section 28 08 00, COMMISIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. Requirements for commissioning - systems readiness checklists, 

and training.  

K. Section 28 13 00, PHYSICAL ACCESS CONTROL SYSTEMS (PACS). Requirements 

for integration with physical access control system.  

1.4 SUBMITTALS 

A. General: Submit 5 copies in accordance with Section 01 33 23, SHOP 

DRAWINGS, PRODUCT DATA, AND SAMPLES, and Section 26 05 11, REQUIREMENTS 

FOR ELECTRICAL INSTALLATIONS. 

B. Drawings: 

1. Prepare drawings using  AutoCAD Release 2014 software  and include 

all contractors information. Layering shall be by VA criteria as 

provided by the Contracting Officer’s Technical Representative 

(COTR).  The contractor shall be responsible for verifying all 

critical dimensions shown on the drawings provided by VA. 
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2. Floor plans: Provide locations of all devices (with device number at 

each addressable device corresponding to control unit programming), 

appliances, panels, equipment, junction/terminal cabinets/boxes, 

risers, electrical power connections, individual circuits and 

raceway routing, system zoning; number, size, and type of raceways 

and conductors in each raceway; conduit fill calculations with cross 

section area percent fill for each type and size of conductor and 

raceway. Only those devices connected and incorporated into the 

final system shall be on these floor plans. Do not show any removed 

devices on the floor plans. Show all interfaces for all fire safety 

functions. 

3. Riser diagrams: Provide, for the entire system, the number, size and 

type of riser raceways and conductors in each riser raceway and 

number of each type device per floor and zone. Show door holder 

interface, elevator control interface, HVAC shutdown interface, fire 

extinguishing system interface, and all other fire safety 

interfaces. Show wiring Styles on the riser diagram for all 

circuits. Provide diagrams both on a per building and campus wide 

basis. 

4. Detailed wiring diagrams: Provide for control panels, modules, power 

supplies, electrical power connections, auxiliary relays and 

annunciators showing termination identifications, size and type 

conductors, circuit boards, LED lamps, indicators, adjustable 

controls, switches, ribbon connectors, wiring harnesses, terminal 

strips and connectors, spare zones/circuits. Diagrams shall be drawn 

to a scale sufficient to show spatial relationships between 

components, enclosures and equipment configuration. 

5. Two weeks prior to final inspection, the Contractor shall deliver to 

the COTR 3 sets of as-built drawings and one set of the as-built 

drawing computer files using AutoCAD 2010 or later). As-built 

drawings (floor plans) shall show all new and/or existing conduit 

used for the fire alarm system. 

C. Manuals: 

1. Submit simultaneously with the shop drawings, companion copies of 

complete maintenance and operating manuals including technical data 

sheets for all items used in the system, power requirements, device 

wiring diagrams, dimensions, and information for ordering 

replacement parts. 
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a. Wiring diagrams shall have their terminals identified to 

facilitate installation, operation, expansion and maintenance. 

b. Wiring diagrams shall indicate internal wiring for each item of 

equipment and the interconnections between the items of 

equipment. 

c. Include complete listing of all software used and installation 

and operation instructions including the input/output matrix 

chart. 

d. Provide a clear and concise description of operation that gives, 

in detail, the information required to properly operate, inspect, 

test and maintain the equipment and system. Provide all 

manufacturer's installation limitations including but not limited 

to circuit length limitations. 

e. Complete listing of all digitized voice messages. 

f. Provide standby battery calculations under normal operating and 

alarm modes. Battery calculations shall include the magnets for 

holding the doors open for one minute. 

g. Include information indicating who will provide emergency service 

and perform post contract maintenance. 

h. Provide a replacement parts list with current prices. Include a 

list of recommended spare parts, tools, and instruments for 

testing and maintenance purposes. 

i. A computerized preventive maintenance schedule for all equipment. 

The schedule shall be provided on disk in a computer format 

acceptable to the VAMC and shall describe the protocol for 

preventive maintenance of all equipment. The schedule shall 

include the required times for systematic examination, adjustment 

and cleaning of all equipment. A print out of the schedule shall 

also be provided in the manual. Provide the disk in a pocket 

within the manual. 

j. Furnish manuals in 3 ring loose-leaf binder or manufacturer's 

standard binder. 

k. A print out for all devices proposed on each signaling line 

circuit with spare capacity indicated. 

2. Two weeks prior to final inspection, deliver 4 copies of the final 

updated maintenance and operating manual to the COTR. 

a. The manual shall be updated to include any information 

necessitated by the maintenance and operating manual approval. 
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b. Complete "As installed" wiring and schematic diagrams shall be 

included that shows all items of equipment and their 

interconnecting wiring. Show all final terminal identifications. 

c. Complete listing of all programming information, including all 

control events per device including an updated input/output 

matrix. 

d. Certificate of Installation as required by NFPA 72 for each 

building. The certificate shall identify any variations from the 

National Fire Alarm Code. 

e. Certificate from equipment manufacturer assuring compliance with 

all manufacturers installation requirements and satisfactory 

system operation. 

D. Certifications: 

1. Together with the shop drawing submittal, submit the technician's 

NICET level III fire alarm certification as well as certification 

from the control unit manufacturer that the proposed performer of 

contract maintenance is an authorized representative of the major 

equipment manufacturer. Include in the certification the names and 

addresses of the proposed supervisor of installation and the 

proposed performer of contract maintenance. Also include the name 

and title of the manufacturer’s representative who makes the 

certification. 

2. Together with the shop drawing submittal, submit a certification 

from either the control unit manufacturer or the manufacturer of 

each component (e.g., smoke detector) that the components being 

furnished are compatible with the control unit. 

3. Together with the shop drawing submittal, submit a certification 

from the major equipment manufacturer that the wiring and connection 

diagrams meet this specification, UL and NFPA 72 requirements. 

1.5 WARRANTY 

 All work performed and all material and equipment furnished under this 

contract shall be free from defects and shall remain so for a period of 

one year from the date of acceptance of the entire installation by the 

Contracting Officer. 

1.6 GUARANTY PERIOD SERVICES 

A. Complete inspection, testing, maintenance and repair service for the 

fire alarm system shall be provided by a factory trained authorized 

representative of the manufacturer of the major equipment for a period 
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of 5 years from the date of acceptance of the entire installation by 

the Contracting Officer. 

B. Contractor shall provide all necessary test equipment, parts and labor 

to perform required inspection, testing, maintenance and repair. 

C. All inspection, testing, maintenance and permanent records required by 

NFPA 72, and recommended by the equipment manufacturer shall be 

provided by the contractor. Work shall include operation of sprinkler 

system alarm and supervisory devices. It shall include all interfaced 

equipment including but not limited to elevators, HVAC shutdown, and 

extinguishing systems. 

D. Maintenance and testing shall be performed in accordance with NFPA 72. 

A computerized preventive maintenance schedule shall be provided and 

shall describe the protocol for preventive maintenance of equipment. 

The schedule shall include a systematic examination, adjustment and 

cleaning of all equipment. 

E. Non-included Work: Repair service shall not include the performance of 

any work due to improper use, accidents, or negligence for which the 

contractor is not responsible. 

F. Service and emergency personnel shall report to the Engineering Office 

or their authorized representative upon arrival at the hospital and 

again upon the completion of the required work. A copy of the work 

ticket containing a complete description of the work performed and 

parts replaced shall be provided to the VA Resident Engineer or his 

authorized representative. 

G. Emergency Service: 

1. Warranty Period Service: Service other than the preventative 

maintenance, inspection, and testing required by NFPA 72 shall be 

considered emergency call-back service and covered under the 

warranty of the installation during the first year of the warranty 

period, unless the required service is a result of abuse or misuse 

by the Government. Written notification shall not be required for 

emergency warranty period service and the contractor shall respond 

as outlined in the following sections on Normal and Overtime 

Emergency Call-Back Service. Warranty period service can be required 

during normal or overtime emergency call-back service time periods 

at the discretion of the Resident Engineer or his authorized 

representative. 
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2. Normal and overtime emergency call-back service shall consist of an 

on-site response within 2 hours of notification of a system trouble. 

3. Normal emergency call-back service times are between the hours of 

7:30 a.m. and 4:00 p.m., Monday through Friday, exclusive of federal 

holidays. Service performed during all other times shall be 

considered to be overtime emergency call-back service. The cost of 

all normal emergency call-back service for years 2 through 5 shall 

be included in the cost of this contract. 

4. Overtime emergency call-back service shall be provided for the 

system when requested by the Government. The cost of the first 40 

manhours per year of overtime call-back service during years 2 

through 5 of this contract shall be provided under this contract. 

Payment for overtime emergency call-back service in excess of the 40 

man hours per year requirement will be handled through separate 

purchase orders. The method of calculating overtime emergency call-

back hours is based on actual time spent on site and does not 

include travel time. 

H. The contractor shall maintain a log at each fire alarm control unit. 

The log shall list the date and time of all examinations and trouble 

calls, condition of the system, and name of the technician. Each 

trouble call shall be fully described, including the nature of the 

trouble, necessary correction performed, and parts replaced. 

1.7 APPLICABLE PUBLICATIONS 

A. The publications listed below (including amendments, addenda, 

revisions, supplements and errata) form a part of this specification to 

the extent referenced. The publications are referenced in text by the 

basic designation only and the latest editions of these publications 

shall be applicable. 

B. National Fire Protection Association (NFPA): 

NFPA 13 ................Standard for the Installation of Sprinkler 

Systems, 2010 edition 

NFPA 14 ................ Standard for the Installation of Standpipes and 

Hose Systems, 2010 edition 

NFPA 20 ................ Standard for the Installation of Stationary 

Pumps for Fire Protection, 2010 edition 

NFPA 70.................National Electrical Code (NEC), 2010 edition 

NFPA 72.................National Fire Alarm Code, 2010 edition 
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NFPA 90A................Standard for the Installation of Air 

Conditioning and Ventilating Systems, 2009 

edition 

NFPA 101................Life Safety Code, 2009 edition 

C. Underwriters Laboratories, Inc. (UL): Fire Protection Equipment 

Directory  

D. Factory Mutual Research Corp (FM): Approval Guide, 2007-2011 

E. American National Standards Institute (ANSI): 

S3.41...................Audible Emergency Evacuation Signal, 1990 

edition, reaffirmed 2008 

F. International Code Council, International Building Code (IBC), 2009 

edition  

PART 2 - PRODUCTS  

2.1 EQUIPMENT AND MATERIALS, GENERAL 

A. All equipment and components shall be new and the manufacturer's 

current model. All equipment shall be tested and listed by Underwriters 

Laboratories, Inc. or Factory Mutual Research Corporation for use as 

part of a fire alarm system. The authorized representative of the 

manufacturer of the major equipment shall certify that the installation 

complies with all manufacturers’ requirements and that satisfactory 

total system operation has been achieved. 

2.2 CONDUIT, BOXES, AND WIRE 

A. Conduit shall be in accordance with Section 28 05 28.33 CONDUIT AND 

BACKBOXES FOR ELECTRONIC SAFETY AND SECURITY and as follows: 

1. All new conduits shall be installed in accordance with NFPA 70. 

2. Conduit fill shall not exceed 40 percent of interior cross sectional 

area. 

3. All new conduits shall be 3/4 inch (19 mm) minimum. 

B. Wire: 

1. Wiring shall be in accordance with NEC article 760, Section 28 05 

13, CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY, and as 

recommended by the manufacturer of the fire alarm system. All wires 

shall be color coded. Number and size of conductors shall be as 

recommended by the fire alarm system manufacturer, but not less than 

18 AWG for initiating device circuits and 14 AWG for notification 

device circuits. 

2. NOT USED 
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3. Any fire alarm system wiring that extends outside of a building 

shall have additional power surge protection to protect equipment 

from physical damage and false signals due to lightning, voltage and 

current induced transients. Protection devices shall be shown on the 

submittal drawings and shall be UL listed or in accordance with 

written manufacturer's requirements. 

4. All wire or cable used in underground conduits including those in 

concrete shall be listed for wet locations. 

C. Terminal Boxes, Junction Boxes, and Cabinets: 

1. Shall be galvanized steel in accordance with UL requirements. 

2. All boxes shall be sized and installed in accordance with NFPA 70. 

3. covers shall be repainted red in accordance with Section 09 91 00, 

PAINTING and shall be identified with white markings as "FA" for 

junction boxes and as "FIRE ALARM SYSTEM" for cabinets and terminal 

boxes. Lettering shall be a minimum of 3/4 inch (19 mm) high. 

4. Terminal boxes and cabinets shall have a volume 50 percent greater 

than required by the NFPA 70. Minimum sized wire shall be considered 

as 14 AWG for calculation purposes. 

5. Terminal boxes and cabinets shall have identified pressure type 

terminal strips and shall be located at the base of each riser. 

Terminal strips shall be labeled as specified or as approved by the 

COTR. 

2.3 FIRE ALARM CONTROL UNIT 

A. General: 

1. The garage shall be provided with a fire alarm control unit and 

shall operate as a supervised zoned fire alarm system. 

2. Each power source shall be supervised from the other source for loss 

of power. 

3. All circuits shall be monitored for integrity. 

4. Visually and audibly annunciate any trouble condition including, but 

not limited to main power failure, grounds and system wiring 

derangement. 

5. Transmit digital alarm information to the main fire alarm control 

unit. 

B. Enclosure: 

1. The control unit shall be housed in a cabinet suitable for both 

recessed and surface mounting. Cabinet and front shall be corrosion 
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protected, given a rust-resistant prime coat, and manufacturer's 

standard finish. 

2. Cabinet shall contain all necessary relays, terminals, lamps, and 

legend plates to provide control for the system. 

C. Operator terminal at main control unit: 

1. Operator terminal shall consist of the central processing unit, 

display screen, keyboard and printer. 

2. Display screen shall have a minimum 15-inch (380 mm) diagonal non-

glare screen capable of displaying 24 lines of 80 characters each. 

3. Keyboard shall consist of 60 alpha numeric and 12 user/functional 

control keys. 

4. Printer shall be the automatic type, printing the date, time and 

location for all alarm, supervisory, and trouble conditions. 
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D. Power Supply: 

1. The control unit shall derive its normal power from a 120 volt, 60 

Hz dedicated supply connected to the emergency power system. Standby 

power shall be provided by a 24 volt DC battery as hereinafter 

specified.  The normal power shall be transformed, rectified, 

coordinated, and interfaced with the standby battery and charger. 

2. The door holder power shall be arranged so that momentary or 

sustained loss of main operating power shall not cause the release 

of any door. 

3. Power supply for smoke detectors shall be taken from the fire alarm 

control unit. 

4. Provide protectors to protect the fire alarm equipment from damage 

due to lightning or voltage and current transients. 

5. Provide new separate and direct ground lines to the outside to 

protect the equipment from unwanted grounds. 

E. Circuit Supervision: Each alarm initiating device circuit, signaling 

line circuit, and notification appliance circuit, shall be supervised 

against the occurrence of a break or ground fault condition in the 

field wiring. These conditions shall cause a trouble signal to sound in 

the control unit until manually silenced by an off switch. 

F. Supervisory Devices: All sprinkler system valves, standpipe control 

valves, post indicator valves (PIV), and main gate valves shall be 

supervised for off-normal position. Closing a valve shall sound a 

supervisory signal at the control unit until silenced by an off switch. 

The specific location of all closed valves shall be identified at the 

control unit. Valve operation shall not cause an alarm signal. Low air 

pressure switches and duct detectors shall be monitored as supervisory 

signals. The power supply to the elevator shunt trip breaker shall be 

monitored by the fire alarm system as a supervisory signal. 

G. Trouble signals: 

1. Arrange the trouble signals for automatic reset (non-latching). 

2. System trouble switch off and on lamps shall be visible through the 

control unit door. 

H. Function Switches: Provide the following switches in addition to any 

other switches required for the system: 

1. Remote Alarm Transmission By-pass Switch: Shall prevent transmission 

of all signals to the main fire alarm control unit when in the "off" 
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position. A system trouble signal shall be energized when switch is 

in the off position. 

2. Alarm Off Switch: Shall disconnect power to alarm notification 

circuits on the local building alarm system. A system trouble signal 

shall be activated when switch is in the off position.  

3. Trouble Silence Switch: Shall silence the trouble signal whenever 

the trouble silence switch is operated. This switch shall not reset 

the trouble signal. 

4. Reset Switch: Shall reset the system after an alarm, provided the 

initiating device has been reset. The system shall lock in alarm 

until reset. 

5. Lamp Test Switch: A test switch or other approved convenient means 

shall be provided to test the indicator lamps. 

6. Drill Switch: Shall activate all notification devices without 

tripping the remote alarm transmitter. This switch is required only 

for general evacuation systems specified herein. 

7. Door Holder By-Pass Switch: Shall prevent doors from releasing 

during fire alarm tests. A system trouble alarm shall be energized 

when switch is in the abnormal position. 

8. Elevator recall By-Pass Switch: Shall prevent the elevators from 

recalling upon operation of any of the devices installed to perform 

that function. A system trouble alarm shall be energized when the 

switch is in the abnormal position. 

9. HVAC/Smoke Damper By-Pass: Provide a means to disable HVAC fans from 

shutting down and/or smoke dampers from closing upon operation of an 

initiating device designed to interconnect with these devices. 

I. Remote Transmissions: 

1. Provide capability and equipment for transmission of alarm, 

supervisory and trouble signals to the main fire alarm control unit. 

2. Transmitters shall be compatible with the systems and equipment they 

are connected to such as timing, operation and other required 

features. 

J. Remote Control Capability: Each building fire alarm control unit shall 

be installed and programmed so that each must be reset locally after an 

alarm, before the main fire alarm control unit can be reset. After the 

local building fire alarm control unit has been reset, then the all 

system acknowledge, reset, silence or disabling functions can be 

operated by the main fire alarm control unit 
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K. System Expansion: Design the control units and enclosures so that the 

system can be expanded in the future (to include the addition of 20 

percent more alarm initiating, alarm notification and door holder 

circuits) without disruption or replacement of the existing control 

unit and secondary power supply. 

2.4 STANDBY POWER SUPPLY 

A. Uninterrupted Power Supply (UPS): 

1. The UPS system shall be comprised of a static inverter, a precision 

battery float charger, and sealed maintenance free batteries. 

2. Under normal operating conditions, the load shall be filtered 

through a ferroresonant transformer. 

3. When normal AC power fails, the inverter shall supply AC power to 

the transformer from the battery source. There shall be no break in 

output of the system during transfer of the system from normal to 

battery supply or back to normal. 

4. Batteries shall be sealed, gel cell type. 

5. UPS system shall be sized to operate the central processor, CRT, 

printer, and all other directly connected equipment for 5 minutes 

upon a normal AC power failure. 

B. Batteries: 

1. Battery shall be of the sealed, maintenance free type, 24-volt 

nominal. 

2. Battery shall have sufficient capacity to power the fire alarm 

system for not less than 24 hours plus 5 minutes of alarm to an end 

voltage of 1.14 volts per cell, upon a normal AC power failure. 

3. Battery racks shall be steel with an alkali-resistant finish. 

Batteries shall be secured in seismic areas 2B, 3, or 4 as defined 

by the Uniform Building Code. 

C. Battery Charger: 

1. Shall be completely automatic, with constant potential charger 

maintaining the battery fully charged under all service conditions. 

Charger shall operate from a 120-volt, 60 hertz emergency power 

source.  

2. Shall be rated for fully charging a completely discharged battery 

within 48 hours while simultaneously supplying any loads connected 

to the battery.  

3. Shall have protection to prevent discharge through the charger. 
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4. Shall have protection for overloads and short circuits on both AC 

and DC sides. 

5. A trouble condition shall actuate the fire alarm trouble signal. 

6. Charger shall have automatic AC line voltage regulation, automatic 

current-limiting features, and adjustable voltage controls. 

2.5 ANNUNCIATION 

A. Annunciator, Alphanumeric Type (System): 

1. Shall be a supervised, LCD display containing a minimum of 2 lines 

of 40 characters for alarm annunciation in clear English text. 

2. Message shall identify building number, floor, zone, etc on the 

first line and device description and status (pull station, smoke 

detector, waterflow alarm or trouble condition) on the second line. 

3. The initial alarm received shall be indicated as such. 

4. A selector switch shall be provided for viewing subsequent alarm 

messages. 

5. The display shall be UL listed for fire alarm application. 

6. Annunciators shall display information for all buildings connected 

to the system. Local building annunciators, for general evacuation 

system buildings, shall be permitted when shown on the drawings and 

approved by the COTR. 

B. Printers: 

1. System printers shall be high reliability digital input devices, UL 

approved, for fire alarm applications. The printers shall operate at 

a minimum speed of 30 characters per second. The printer shall be 

continually supervised. 

2. Printers shall be programmable to either alarm only or event logging 

output. 

a. Alarm printers shall provide a permanent (printed) record of all 

alarm information that occurs within the fire alarm system. Alarm 

information shall include the date, time, building number, floor, 

zone, device type, device address, and condition. 

b. Event logging printers shall provide a permanent (printed) record 

of every change of status that occurs within the fire alarm 

system.  Status information shall include date, time, building 

number, floor, zone, device type, device address and change of 

status (alarm, trouble, supervisory, reset/return to normal). 

3. System printers shall provide tractor drive feed pins for 

conventional fan fold 8-1/2" x 11" (213 mm x 275 mm) paper.  
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4. The printers shall provide a printing and non-printing self test 

feature. 

5. Power supply for printers shall be taken from and coordinated with 

the building emergency service. 

6. Each printer shall be provided with a stand for the printer and 

paper. 

7. Spare paper and ribbons for printers shall be stocked and maintained 

as part of the one year guarantee period services in addition to the 

one installed after the approval of the final acceptance test. 

 

2.7 ALARM NOTIFICATION APPLIANCES 

A. Bells: 

1. Shall be electric, single-stroke or vibrating, heavy-duty, 

under-dome, solenoid type. 

2. Unless otherwise shown on the drawings, shall be 6 inches (150 mm) 

diameter and have a minimum nominal rating of 80 dBA at 10 feet 

(3,000 mm). 

3. Mount on removable adapter plates on outlet boxes. 

4. Bells located outdoors shall be weatherproof type with metal housing 

and protective grille. 

5. Each bell circuit shall have a minimum of 20 percent spare capacity. 

C. Strobes: 

1. Xenon flash tube type minimum 15 candela in toilet rooms and 75 

candela in all other areas with a flash rate of 1 HZ. Strobes shall 

be synchronized where required by the National Fire Alarm Code (NFPA 

72). 

2. Backplate shall be red with 1/2 inch (13 mm) permanent red letters. 

Lettering to read "Fire", be oriented on the wall or ceiling 

properly, and be visible from all viewing directions. 

3. Each strobe circuit shall have a minimum of 20 percent spare 

capacity. 

4. Strobes may be combined with the audible notification appliances 

specified herein. 

D. Fire Alarm Horns: 

1. Shall be electric, utilizing solid state electronic technology 

operating on a nominal 24 VDC. 

2. Shall be a minimum nominal rating of 80 dBA at 10 feet (3,000 mm). 

3. Mount on removable adapter plates on conduit boxes. 
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4. Horns located outdoors shall be of weatherproof type with metal 

housing and protective grille. 

5. Each horn circuit shall have a minimum of 20 percent spare capacity. 

2.8 ALARM INITIATING DEVICES 

A. Manual Fire Alarm Stations: 

1. Shall be non-breakglass, address reporting type. 

2. Station front shall be constructed of a durable material such as 

cast or extruded metal or high impact plastic. Stations shall be 

semi-flush type. 

3. Stations shall be of single action pull down type with suitable 

operating instructions provided on front in raised or depressed 

letters, and clearly labeled "FIRE." 

4. Operating handles shall be constructed of a durable material. On 

operation, the lever shall lock in alarm position and remain so 

until reset.  A key shall be required to gain front access for 

resetting, or conducting tests and drills. 

5. Unless otherwise specified, all exposed parts shall be red in color 

and have a smooth, hard, durable finish. 

B. Smoke Detectors: 

1. Smoke detectors shall be photoelectric type and UL listed for use 

with the fire alarm control unit being furnished. 

2. Smoke detectors shall be addressable type complying with applicable 

UL Standards for system type detectors. Smoke detectors shall be 

installed in accordance with the manufacturer's recommendations and 

NFPA 72. 

3. Detectors shall have an indication lamp to denote an alarm 

condition.  Provide remote indicator lamps and identification plates 

where detectors are concealed from view. Locate the remote indicator 

lamps and identification plates flush mounted on walls so they can 

be observed from a normal standing position. 

4. All spot type and duct type detectors installed shall be of the 

photoelectric type. 

5. Photoelectric detectors shall be factory calibrated and readily 

field adjustable. The sensitivity of any photoelectric detector 

shall be factory set at 3.0 plus or minus 0.25 percent obscuration 

per foot. 

6. Detectors shall provide a visual trouble indication if they drift 

out of sensitivity range or fail internal diagnostics. Detectors 
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shall also provide visual indication of sensitivity level upon 

testing. Detectors, along with the fire alarm control units shall be 

UL listed for testing the sensitivity of the detectors. 

C. Heat Detectors: 

1. Heat detectors shall be of the addressable restorable rate 

compensated fixed-temperature spot type.  

2. Detectors shall have a minimum smooth ceiling rating of 2,500 square 

feet (230 square meters). 

3. Ordinary temperature (135 degrees F (57 degrees C)) heat detectors 

shall be utilized in elevator shafts and elevator mechanical rooms. 

Intermediate temperature rated (200 degrees F (93 degrees C)) heat 

detectors shall be utilized in all other areas. 

4. Provide a remote indicator lamp, key test station and identification 

nameplate (e.g. “Heat Detector - Elevator P-            ) for each 

elevator group. Locate key test station in plain view on elevator 

machine room wall. 

D. Water Flow and Pressure Switches: 

1. Wet pipe water flow switches and dry pipe alarm pressure switches 

for sprinkler systems shall be connected to the fire alarm system by 

way of an address reporting interface device. 

2. All new water flow switches shall be of a single manufacturer and 

series and non-accumulative retard type.  

3. All new switches shall have an alarm transmission delay time that is 

conveniently adjustable from 0 to 60 seconds. Initial settings shall 

be 30-45 seconds. Timing shall be recorded and documented during 

testing. 

E. Extinguishing System Connections: 

1. Kitchen Range Hood and Duct Suppression Systems: 

a. Each suppression system shall be equipped with a micro-switch 

connected to the building fire alarm control unit. Discharge of a 

suppression system shall automatically send a alarm signal to the 

building fire detection and alarm system for annunciation. 

b. Operation of this suppression system shall also automatically 

shut off all sources of fuel and heat to all equipment requiring 

protection under the same hood. 

2. Each gaseous suppression system shall be monitored for system alarm 

and system trouble conditions via addressable interface devices. 
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2.9 SUPERVISORY DEVICES 

A. Duct Smoke Detectors: 

1. Duct smoke detectors shall be provided and connected by way of an 

address reporting interface device. Detectors shall be provided with 

an approved duct housing mounted exterior to the duct, and shall 

have perforated sampling tubes extending across the full width of 

the duct (wall to wall). Detector placement shall be such that there 

is uniform airflow in the cross section of the duct. 

2. Interlocking with fans shall be provided in accordance with NFPA 90A 

and as specified hereinafter under Part 3.2, "TYPICAL OPERATION".  

3. Provide remote indicator lamps, key test stations and identification 

nameplates (e.g. "DUCT SMOKE DETECTOR AHU-X") for all duct 

detectors. Locate key test stations in plain view on walls or 

ceilings so that they can be observed and operated from a normal 

standing position. 

B. Sprinkler and Standpipe System Supervisory Switches: 

1. Each sprinkler system water supply control valve, riser valve or 

zone control valve, and each standpipe system riser control valve 

shall be equipped with a supervisory switch. Standpipe hose valves, 

and test and drain valves shall not be equipped with supervisory 

switches. 

2. PIV (post indicator valve) or main gate valve shall be equipped with 

a supervisory switch. 

3. Valve supervisory switches shall be connected to the fire alarm 

system by way of address reporting interface device.  

4. The mechanism shall be contained in a weatherproof die-cast aluminum 

housing that shall provide a 3/4 inch (19 mm) tapped conduit 

entrance and incorporate the necessary facilities for attachment to 

the valves. 

5. The entire installed assembly shall be tamper-proof and arranged to 

cause a switch operation if the housing cover is removed or if the 

unit is removed from its mounting. 

6. Where dry-pipe sprinkler systems are installed, high and low air 

pressure switches shall be provided and monitored by way of an 

address reporting interface devices. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 31 00 - 21 

 

2.10 ADDRESS REPORTING INTERFACE DEVICE 

A. Shall have unique addresses that reports directly to the building fire 

alarm panel. 

B. Shall be configurable to monitor normally open or normally closed 

devices for both alarm and trouble conditions. 

C. Shall have terminal designations clearly differentiating between the 

circuit to which they are reporting from and the device that they are 

monitoring. 

D. Shall be UL listed for fire alarm use and compatibility with the panel 

to which they are connected. 

E. Shall be mounted in weatherproof housings if mounted exterior to a 

building. 

2.12 UTILITY LOCKS AND KEYS: 

A. All key operated test switches, control units, annunciator panels and 

lockable cabinets shall be provided with a single standardized utility 

lock and key. 

B. Key-operated manual fire alarm stations shall have a single 

standardized lock and key separate from the control equipment. 

C. All keys shall be delivered to the COTR. 

2.13 SPARE AND REPLACEMENT PARTS 

A. Provide spare and replacement parts as follows: 

1. Manual pull stations - 5 

3. Heat detectors - 2 of each type 

4. Fire alarm strobes - 5 

5. Fire alarm bells - 5 

6. Fire alarm speakers - 5 

7. Smoke detectors - 20 

8. Duct smoke detectors with all appurtenances  - 1 

9. Sprinkler system water flow switch - 1 of each size 

10. Sprinkler system water pressure switch - 1 of each type 

11. Sprinkler valve tamper switch - 1 of each type 

12. Control equipment utility locksets - 5 

13. Control equipment keys - 25 

15. 2.5 oz containers aerosol smoke - 12 

16. Printer paper - 3 boxes 

17. Printer replacement ribbons  - 3 

18. Monitor modules - 3 
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19. Control modules - 3 

20. Fire alarm SLC cable (same as installed) – 500 feet (152 m) 

C. Spare and replacement parts shall be in original packaging and 

submitted to the COTR. 

D. Furnish and install a storage cabinet of sufficient size and suitable 

for storing spare equipment. Doors shall include a pad locking device. 

Padlock to be provided by the VA. Location of cabinet to be determined 

by the COTR. 

E. Provide to the VA, all hardware, software, programming tools, license 

and documentation necessary to permanently modify the fire alarm system 

on site. The minimum level of modification includes addition and 

deletion of devices, circuits, zones and changes to system description, 

system operation, and digitized evacuation and instructional messages. 

2.14 INSTRUCTION CHART: 

 Provide typewritten instruction card mounted behind a Lexan plastic or 

glass cover in a stainless steel or aluminum frame with a backplate. 

Install the frame in a conspicuous location observable from each 

control unit where operations are performed. The card shall show those 

steps to be taken by an operator when a signal is received under all 

conditions, normal, alarm, supervisory, and trouble. Provide an 

additional copy with the binder for the input output matrix for the 

sequence of operation. The instructions shall be approved by the COTR 

before being posted.   

 

PART 3 - EXECUTION 

3.1 INSTALLATION: 

A. Installation shall be in accordance with NFPA 70, 72, 90A, and 101 as 

shown on the drawings, and as recommended by the major equipment 

manufacturer. Fire alarm wiring shall be installed in conduit. All 

conduit and wire shall be installed in accordance with, Section 28 05 

13 CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY, Section 28 

05 26 GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND SECURITY, Section 

28 05 28.33 CONDUIT AND BACKBOXES FOR ELECTRONIC SAFETY AND SECURITY, 

and all penetrations of smoke and fire barriers shall be protected as 

required by Section 07 84 00, FIRESTOPPING. 

B. All conduits, junction boxes, conduit supports and hangers shall be 

concealed in finished areas and may be exposed in unfinished areas. 
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C. All new and reused exposed conduits shall be painted in accordance with 

Section 09 91 00, PAINTING to match surrounding finished areas and red 

in unfinished areas.  

F. All fire detection and alarm system devices, control units and remote 

annunciators shall be flush mounted when located in finished areas and 

may be surface mounted when located in unfinished areas. Exact 

locations are to be approved by the COTR. 

G. Speakers shall be ceiling mounted and fully recessed in areas with 

suspended ceilings. Speakers shall be wall mounted and recessed in 

finished areas without suspended ceilings. Speakers may be surface 

mounted in unfinished areas. 

H. Strobes shall be flush wall mounted with the bottom of the unit located 

80 inches (2,000 mm) above the floor or 6 inches (150 mm) below 

ceiling, whichever is lower. Locate and mount to maintain a minimum 36 

inches (900 mm) clearance from side obstructions. 

I. Manual pull stations shall be installed not less than 42 inches (1,050 

mm) or more than 48 inches (1,200 mm) from finished floor to bottom of 

device and within 60 inches (1,500 mm) of a stairway or an exit door. 

J. Where possible, locate water flow and pressure switches a minimum of 12 

inches (300 mm) from a fitting that changes the direction of the flow 

and a minimum of 36 inches (900 mm) from a valve. 

K. Mount valve tamper switches so as not to interfere with the normal 

operation of the valve and adjust to operate within 2 revolutions 

toward the closed position of the valve control, or when the stem has 

moved no more than 1/5 of the distance from its normal position. 

3.2 TYPICAL OPERATION 

A. Activation of any manual pull station, water flow or pressure switch, 

heat detector, kitchen hood suppression system, gaseous suppression 

system, or smoke detector shall cause the following operations to 

occur: 

1. For sprinkler protected buildings, flash strobes continuously only 

in the zone of alarm. For buildings without sprinkler protection 

throughout, flash strobes continuously only on the floor of alarm. 

2. Continuously sound a temporal pattern general alarm and flash all 

strobes in the building in alarm until reset at the local fire alarm 

control unit in garage. 

3. Release only the magnetic door holders after the alert signal. 



Michael E. DeBakey VMAC  October 16, 2015 

Build Parking Garage A  100% Design Submission 

Houston, TX 77030  Project No. 580-321 

28 31 00 - 24 

4. Transmit a separate alarm signal, via the main fire alarm control 

unit to the fire department. 

5. Unlock the electrically locked exit doors within the zone of alarm. 

B. Heat detectors in elevator machine rooms shall, in addition to the 

above functions, disconnect all power to all elevators served by that 

machine room after a time delay. The time delay shall be programmed 

within the fire alarm system programming and be equal to the time it 

takes for the car to travel from the highest to the lowest level, plus 

10 seconds. 

C. Smoke detectors in the primary elevator lobbies of Buildings garage 

shall, in addition to the above functions, return all elevators in the 

bank to the secondary floor. 

D. Smoke detectors in the remaining elevator lobbies, elevator machine 

room, or top of hoistway shall, in addition to the above functions, 

return all elevators in the bank to the primary floor. 

E. Operation of a smoke detector at a corridor door used for automatic 

closing shall also release only the magnetic door holders on that zone. 

F. Operation of duct smoke detectors shall cause a system supervisory 

condition and shut down the ventilation system and close the associated 

smoke dampers as appropriate. 

G. Operation of any sprinkler or standpipe system valve supervisory 

switch, high/low air pressure switch, or fire pump alarm switch shall 

cause a system supervisory condition. 

H. Alarm verification shall not be used for smoke detectors installed for 

the purpose of early warning. 

3.3 TESTS 

A. Provide the service of a NICET level III, competent, factory-trained 

engineer or technician authorized by the manufacturer of the fire alarm 

equipment to technically supervise and participate during all of the 

adjustments and tests for the system. Make all adjustments and tests in 

the presence of the COTR. 

B. When the systems have been completed and prior to the scheduling of the 

final inspection, furnish testing equipment and perform the following 

tests in the presence of the COTR. When any defects are detected, make 

repairs or install replacement components, and repeat the tests until 

such time that the complete fire alarm systems meets all contract 

requirements. After the system has passed the initial test and been 

approved by the COTR, the contractor may request a final inspection. 
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1. Before energizing the cables and wires, check for correct 

connections and test for short circuits, ground faults, continuity, 

and insulation. 

2. Test the insulation on all installed cable and wiring by standard 

methods as recommended by the equipment manufacturer.  

3. Run water through all flow switches. Check time delay on water flow 

switches. Submit a report listing all water flow switch operations 

and their retard time in seconds. 

4. Open each alarm initiating and notification circuit to see if 

trouble signal actuates. 

5. Ground each alarm initiation and notification circuit and verify 

response of trouble signals. 

3.4 FINAL INSPECTION AND ACCEPTANCE 

A. Prior to final acceptance a minimum 30 day "burn-in" period shall be 

provided. The purpose shall be to allow equipment to stabilize and 

potential installation and software problems and equipment malfunctions 

to be identified and corrected. During this diagnostic period, all 

system operations and malfunctions shall be recorded. Final acceptance 

will be made upon successful completion of the "burn-in" period and 

where the last 14 days is without a system or equipment malfunction. 

B. At the final inspection a factory trained representative of the 

manufacturer of the major equipment shall repeat the tests in Article 

3.3 TESTS and those required by NFPA 72. In addition the representative 

shall demonstrate that the systems function properly in every respect. 

The demonstration shall be made in the presence of a VA representative. 

3.5 INSTRUCTION 

A. The manufacturer's authorized representative shall provide instruction 

and training to the VA as follows: 

1. Six 1-hour sessions to engineering staff, security police and 

central attendant personnel for simple operation of the system. Two 

sessions at the start of installation, 2 sessions at the completion 

of installation and 2 sessions 3 months after the completion of 

installation. 

2. Four 2-hour sessions to engineering staff for detailed operation of 

the system. Two sessions at the completion of installation and 2 

sessions 3 months after the completion of installation. 

3. Three 8-hour sessions to electrical technicians for maintaining, 

programming, modifying, and repairing the system at the completion 
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of installation and one 8-hour refresher session 3 months after the 

completion of installation. 

B. The Contractor and/or the Systems Manufacturer's representative shall 

provide a typewritten "Sequence of Operation" including a trouble 

shooting guide of the entire system for submittal to the VA. The 

sequence of operation will be shown for each input in the system in a 

matrix format and provided in a loose leaf binder. When reading the 

sequence of operation, the reader will be able to quickly and easily 

determine what output will occur upon activation of any input in the 

system. The INPUT/OUTPUT matrix format shall be as shown in Appendix A 

to NFPA 72. 

C. Furnish the services of a competent instructor for instructing 

personnel in the programming requirements necessary for system 

expansion. Such programming shall include addition or deletion of 

devices, zones, indicating circuits and printer/display text. 

- - END - -  
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SECTION 31 20 11 
EARTH MOVING (SHORT FORM) 

 
PART 1 - GENERAL 

1.1:DESCRIPTION: 

 This section specifies the requirements for furnis hing all equipment, 

materials, labor and techniques for earthwork inclu ding excavation, 

fill, backfill and site restoration utilizing ferti lizer, seed and/or 

sod. 

1.2 DEFINITIONS: 

A. Unsuitable Materials: 

1. Fills: Topsoil, frozen materials; construction m aterials and 

materials subject to decomposition; clods of clay a nd stones larger 

than 3 inches; organic materials, including silts, which are 

unstable; and inorganic materials, including silts,  too wet to be 

stable. 

2. Existing Subgrade (except footings): Same materi als as above 

paragraph, that are not capable of direct support o f slabs, pavement, 

and similar items, with the possible exception of i mprovement by 

compaction, proofrolling, or similar methods of imp rovement. 

3. Existing Subgrade (footings only): Same as Parag raph 1, but no fill 

or backfill. If materials differ from reference bor ings and design 

requirements, excavate to acceptable strata subject  to Contracting 

Officer’s Technical Representative’s (COTR) approva l. 

B. Earthwork: Earthwork operations required within the new construction 

area. It also includes earthwork required for auxil iary structures and 

buildings and sewer and other trenchwork throughout  the job site. 

C. Degree of Compaction: Degree of compaction is ex pressed as a percentage 

of maximum density obtained by the test procedure p resented in ASTM 

D698.  

D. The term fill means fill or backfill as appropri ate. 

1.3 RELATED WORK: 

A. Materials testing and inspection during construc tion: Section 01 45 29, 

TESTING LABORATORY SERVICES. 

B. Safety Requirements: Section 00 72 00, GENERAL C ONDITIONS, Article, 

ACCIDENT PREVENTION. 

C. Protection of existing utilities, fire protectio n services, existing 

equipment, roads, and pavements: Section 01 00 00, GENERAL REQUIREMENTS. 
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D. Subsurface Investigation: Section 01 00 00, GENE RAL REQUIREMENTS, 

Article, PHYSICAL DATA. 

1.4 CLASSIFICATION OF EXCAVATION: 

A. Unclassified Excavation: Removal and disposal of  pavements and other 

man-made obstructions visible on the surface; utili ties, and other items 

including underground structures indicated to be de molished and removed; 

together with any type of materials regardless of c haracter of material 

and obstructions encountered. 

 

1.6 SUBMITTALS: 

A. Submit in accordance with Section 01 33 23, SHOP  DRAWINGS, PRODUCT DATA, 

AND SAMPLES. 

B. Furnish to COTR, soil samples, suitable for labo ratory tests, of 

proposed off site or on site fill material. 

1.7 APPLICABLE PUBLICATIONS: 

A. Publications listed below form a part of this sp ecification to the 

extent referenced. Publications are referenced in t he text by the basic 

designation only. 

B. American Nursery and Landscape Association (ANLA ): 

2004....................American Standard for Nurse ry Stock 

C. American Association of State Highway and Transp ortation Officials 

(AASHTO): 

T99-01 (R2004)..........Moisture-Density Relations of Soils Using a 5.5 

lb Rammer and a 12 inch Drop  

T180-01 (2004)..........Moisture-Density Relations of Soils Using a 10 

lb Rammer and an 18 inch Drop 

D. American Society for Testing and Materials (ASTM ): 

D698-07.................Laboratory Compaction Chara cteristics of Soil 

Using Standard Effort 

D1557-02................Laboratory Compaction Chara cteristics of Soil 

Using Modified Effort 

E. Standard Specifications of (Insert name of local  state) State Department 

of Transportation, latest revision.  

PART 2 - PRODUCTS 

2.1 MATERIALS: 

 
A. Fills: Materials approved from on site and off s ite sources meeting the 

requirements described in the Paradigm Consultants,  Inc. Report No. 12-

1008 February 10, 2012. 
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B. Granular Fill: 

1. Under concrete slab, crushed stone or gravel gra ded from 1 inch to 

No. 4. 

2. Bedding for sanitary, water and storm sewer pipe , cement stabilized 

sand meeting the requirements of City of Houston St andard 

Specification, Section 02321. 

 
C. Fertilizer: (5-10-5) delivered to site in unopen ed containers that 

clearly display the manufacturer's label, indicatin g the analysis of the 

contents. 

D. Seed: Grass mixture comparable to existing turf delivered to site in 

unopened containers that clearly display the manufa cturer's label, 

indicating the analysis of the contents. 

E. Sod: Comparable species with existing turf. Use State Certified or State 

Approved sod when available. Deliver sod to site im mediately after 

cutting and in a moist condition. Thickness of cut must be 3/4 inch to 1 

1/4 inches excluding top growth. There shall be no broken pads and torn 

or uneven ends. 

PART 3 - EXECUTION 

3.1 SITE PREPARATION: 

 
A. Clearing: Clearing within the limits of earthwor k operations as 

described or designated by the COTR. Work includes removal of trees, 

shrubs, fences, foundations, incidental structures,  paving, debris, 

trash and any other obstructions. Remove materials from the Medical 

Center Property. 

B. Grubbing: Remove stumps and roots 3 inches and l arger diameter. 

Undisturbed sound stumps, roots up to 3 inches diam eter, and 

nonperishable solid objects which will be a minimum  of 3 feet below 

subgrade or finished embankment may be left.  

C. Trees and Shrubs: Trees and shrubs, not shown fo r removal, may be 

removed from the areas within 15 feet of new constr uction and 7’-6” of 

utility lines if such removal is approved in advanc e by the COTR. Remove 

materials from the Medical Center Property.  Trees and shrubs, shown to 

be transplanted, shall be dug with a ball of earth and burlapped in 

accordance with the latest issue of the, "American Standard for Nursery 

Stock", of the American Association of Nurserymen, Inc. Transplant trees 

and shrubs to a permanent or temporary position wit hin two hours after 

digging. Maintain trees and shrubs held in temporar y locations by 

watering as necessary and feeding semi-annually wit h liquid fertilizer 
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with a minimum analysis of 5 percent nitrogen, 10 p ercent phosphorus and 

5 percent potash. Maintain plants moved to permanen t positions as 

specified for plants in temporary locations until t he conclusion of the 

contract. Box, and otherwise protect from damage, e xisting trees and 

shrubs which are not shown to be removed in the con struction area. 

Repair immediately damage to existing trees and shr ubs by trimming, 

cleaning and painting damaged areas, including the roots, in accordance 

with standard industry horticultural practice for t he geographic area 

and plant species. Building materials shall not be stored closer to 

trees and shrubs, that are to remain, than the fart hest extension of 

their limbs. 

D. Stripping Topsoil: Unless otherwise indicated on  the drawings, the 

limits of earthwork operations shall extend anywher e the existing grade 

is filled or cut or where construction operations h ave compacted or 

otherwise disturbed the existing grade or turf. Str ip topsoil as defined 

herein, or as indicated in the geotechnical report,  from within the 

limits of earthwork operations as specified above u nless specifically 

indicated or specified elsewhere in the specificati ons or shown on the 

drawings. Topsoil shall be fertile, friable, natura l topsoil of loamy 

character and characteristic of the locality. Topso il shall be capable 

of growing healthy horticultural crops of grasses. Stockpile topsoil and 

protect as directed by the COTR. Eliminate foreign material, such as 

weeds, roots, stones, subsoil, frozen clods, and si milar foreign 

materials, larger than 1/2 cubic foot in volume, fr om soil as it is 

stockpiled. Retain topsoil on the station. Remove f oreign materials 

larger than 2 inches in any dimension from topsoil used in final 

grading. Topsoil work, such as stripping, stockpili ng, and similar 

topsoil work, shall not, under any circumstances, b e carried out when 

the soil is wet so that the tilth of the soil will be destroyed. 

 
1. Concrete Slabs and Paving: Score deeply or saw c ut to insure a neat, 

straight cut, sections of existing concrete slabs a nd paving to be 

removed where excavation or trenching occurs. Exten d pavement section 

to be removed a minimum of 12 inches on each side o f widest part of 

trench excavation and insure final score lines are approximately 

parallel unless otherwise indicated. Remove materia l from the Medical 

Center Property. 

E. Disposal: All materials removed from the propert y shall be disposed of 

at a legally approved site, for the specific materi als, and all removals 
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shall be in accordance with all applicable Federal,  State and local 

regulations. No burning of materials is permitted o nsite. 

3.2 EXCAVATION: 

A. Shoring, Sheeting and Bracing: Shore, brace, or slope to its angle of 

repose banks of excavations to protect workmen, ban ks, adjacent paving, 

structures, and utilities, in compliance with OSHA requirements. 

1. Extend shoring and bracing to the bottom of the excavation. Shore 

excavations that are carried below the elevations o f adjacent 

existing foundations. 

2. If the bearing of any foundation is disturbed by  excavating, improper 

shoring or removal of shoring, placing of backfill,  and similar 

operations, provide a concrete fill support in comp liance with 

Specification Section 31 23 23.33, FLOWABLE FILL, u nder disturbed 

foundations, as directed by COTR, at no additional cost to the 

Government. Do not remove shoring until permanent w ork in excavation 

has been inspected and approved by COTR. 

B. Excavation Drainage: Operate pumping equipment, and/or provide other 

materials, means and equipment as required, to keep  excavations free of 

water and subgrades dry, firm, and undisturbed unti l approval of 

permanent work has been received from COTR. Approva l by the COTR is also 

required before placement of the permanent work on all subgrades. When 

subgrade for foundations has been disturbed by wate r, remove the 

disturbed material to firm undisturbed material aft er the water is 

brought under control. Replace disturbed subgrade i n trenches by 

mechanically tamped sand or gravel. When removed di sturbed material is 

located where it is not possible to install and pro perly compact 

disturbed subgrade material with mechanically compa cted sand or gravel, 

the COTR should be contacted to consider the use of  flowable fill. 

 
C. Blasting: Blasting shall not be permitted. 

D. Building Earthwork: 

1. Excavation shall be accomplished as required by drawings and 

specifications. 

2. Excavate foundation excavations to solid undistu rbed subgrade. 

3. Remove loose or soft material to solid bottom. 

4. Fill excess cut under footings or foundations wi th 3000 psi concrete, 

poured separately from the footings. 

3. Do not tamp earth for backfilling in footing bot toms, except as 

specified. 

E. Trench Earthwork: 
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1. Utility trenches (except sanitary and storm sewe r): 

a. Excavate to a width as necessary for sheeting an d bracing and 

proper performance of the work. 

b. Grade bottom of trenches with bell-holes, scoope d-out to provide a 

uniform bearing. 

c. Support piping on undisturbed earth unless a mec hanical support is 

shown. 

d. The length of open trench in advance of pipe lay ing shall not be 

greater than is authorized by the COTR. 

2. Sanitary and storm sewer trenches: 

a. Trench width below a point 6 inches above top of  the pipe shall be 

24 inches for up to and including 12 inches diamete r and 

four-thirds diameter of pipe plus 8 inches for pipe  larger than l2 

inches. Width of trench above that level shall be a s necessary for 

sheeting and bracing and proper performance of the work. 

b. The bottom quadrant of the pipe shall be bedded on undisturbed 

soil or granular fill. 

1) Undisturbed: Bell holes shall be no larger than necessary for 

jointing. Backfill up to a point 12 inches above to p of pipe 

shall be clean earth placed and tamped by hand. 

2) Granular Fill: Depth of fill shall be a minimum of 3 inches 

plus one-sixth of pipe diameter below the pipe of 1 2 inches 

above top of pipe. Place and tamp fill material by hand. 

c. Place and compact as specified the remainder of backfill using 

acceptable excavated materials. Do not use unsuitab le materials. 

d. Use granular fill for bedding where rock or rock y materials are 

excavated. 

 
F. Site Earthwork: Excavation shall be accomplished  as required by drawings 

and specifications. Remove subgrade materials, that  are determined by 

the COTR as unsuitable, and replace with acceptable  material. If there 

is a question as to whether material is unsuitable or not, the 

Contractor shall obtain samples of the material, un der the direction of 

the COTR, and the materials shall be examined by an  independent testing 

laboratory for soil classification to determine whe ther it is unsuitable 

or not. When unsuitable material is encountered and  removed, the 

contract price and time will be adjusted in accorda nce with Articles, 

DIFFERING SITE CONDITIONS, CHANGES and CHANGES-SUPP LEMENT of the GENERAL 

CONDITIONS as applicable. Adjustments to be based o n meters (yardage) in 

cut section only. 
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G. Finished elevation of subgrade shall be as follo ws: 

 
1. Pavement Areas - bottom of the pavement or base course as applicable. 

2. Planting and Lawn Areas - 4 inches below the fin ished grade, unless 

otherwise specified or indicated on the drawings. 

3.3 FILLING AND BACKFILLING: 

A. General: Do not fill or backfill until all debri s, unsatisfactory soil 

materials, obstructions, and deleterious materials have been removed 

from the excavation. Proof-roll exposed subgrades w ith a fully loaded 

dump truck. Use excavated materials or borrow for f ill and backfill, as 

applicable. Do not use unsuitable excavated materia ls. Do not backfill 

until foundation walls have been completed above gr ade and adequately 

braced, waterproofing or dampproofing applied, and pipes coming in 

contact with backfill have been installed, and insp ected and approved by 

COTR. 

B. Proof-rolling Existing Subgrade: Proof-roll with  a fully loaded dump 

truck. Make a minimum of one pass in each direction . Remove unstable 

uncompactable material and replace with granular fi ll material completed 

to mix requirements specified. 

C. Placing: Place material in horizontal layers not  exceeding 8 inches in 

loose depth and then compacted. Do not place materi al on surfaces that 

are muddy, frozen, or contain frost. 

D. Compaction: Use approved equipment (hand or mech anical) well suited to 

the type of material being compacted. Do not operat e mechanized 

vibratory compaction equipment within 10 feet of ne w or existing 

building walls without the prior approval of the CO TR. Moisten or aerate 

material as necessary to provide the moisture conte nt that will readily 

facilitate obtaining the specified compaction with the equipment used. 

Compact each layer to not less than 95 percent of t he maximum density 

determined in accordance with the following test me thod ASTM D698. 

3.4 GRADING: 

A. General: Uniformly grade the areas within the li mits of this section, 

including adjacent transition areas. Smooth the fin ished surface within 

specified tolerance. Provide uniform levels or slop es between points 

where elevations are indicated, or between such poi nts and existing 

finished grades. Provide a smooth transition betwee n abrupt changes in 

slope. 

B. Cut rough or sloping rock to level beds for foun dations. In unfinished 

areas fill low spots and level off with coarse sand  or fine gravel. 
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C. Slope backfill outside the building away from th e building walls for a 

minimum distance of 10 feet at a minimum five perce nt (5%) slope. 

D. The finished grade shall be 6 inches below botto m line of windows or 

other building wall openings unless greater depth i s shown. 

E. Place crushed stone or gravel fill under concret e slabs on grade tamped 

and leveled. The thickness of the fill shall be 6 i nches, unless 

otherwise indicated. 

F. Finish subgrade in a condition acceptable to the  COTR at least one day 

in advance of the paving operations. Maintain finis hed subgrade in a 

smooth and compacted condition until the succeeding  operation has been 

accomplished. Scarify, compact, and grade the subgr ade prior to further 

construction when approved compacted subgrade is di sturbed by 

contractor's subsequent operations or adverse weath er. 

G. Grading for Paved Areas: Provide final grades fo r both subgrade and base 

course to +/- 0.25 inches of indicated grades. 

3.5 LAWN AREAS: 

A. General: Harrow and till to a depth of 4 inches,  new or existing lawn 

areas to remain, which are disturbed during constru ction. Establish 

existing or design grades by dragging or similar op erations. Do not 

carry out lawn areas earthwork out when the soil is  wet so that the 

tilth of the soil will be destroyed. Plant bed must  be approved by COTR 

before seeding or sodding operation begins. 

B. Finished Grading: Begin finish grading after rou gh grading has had 

sufficient time for settlement. Scarify subgrade su rface in lawn areas 

to a depth of 4 inches. Apply topsoil so that after  normal compaction, 

dragging and raking operations (to bring surface to  indicated finish 

grades) there will be a minimum of 4 inches of tops oil over all lawn 

areas; make smooth, even surface and true grades, w hich will not allow 

water to stand at any point. Shape top and bottom o f banks to form 

reverse curves in section; make junctions with undi sturbed areas to 

conform to existing topography. Solid lines within grading limits 

indicate finished contours. Existing contours, indi cated by broken lines 

are believed approximately correct but are not guar anteed. 

C. Fertilizing: Incorporate fertilizer into the soi l to a depth of 4 inches 

at a rate of 25 pounds per 1000 square feet. 

D. Seeding: Seed at a rate of 4 pounds per 1000 squ are feet and 

accomplished only during periods when uniform distr ibution may be 

assured. Lightly rake seed into bed immediately aft er seeding. Roll 



Michael E. DeBakey VAMC  October 16, 2015 
Houston, TX 77030  100% Construction Documents 
Build Parking Garage A  Project No. 580-321 

 
 

31 20 11 - 9 

seeded area immediately with a roller not to exceed  150 pounds per foot 

of roller width. 

E. Sodding: Topsoil shall be firmed by rolling and during periods of high 

temperature the topsoil shall be watered lightly im mediately prior to 

laying sod. Sod strips shall be tightly butted at t he ends and staggered 

in a running bond fashion. Placement on slopes shal l be from the bottom 

to top of slope with sod strips running across slop e. Secure sodded 

slopes by pegging or other approved methods. Roll s odded area with a 

roller not to exceed 150 pounds per foot of the rol ler width to improve 

contact of sod with the soil. 

F. Watering: The COTR is responsible for having ade quate water available at 

the site. As sodding is completed in any one sectio n, the entire sodded 

area shall be thoroughly irrigated by the contracto r, to a sufficient 

depth, that the underside of the new sod pad and so il, immediately below 

sod, is thoroughly wet. COTR will be responsible fo r sod after 

installation and acceptance. 

3.6 DISPOSAL OF UNSUITABLE AND EXCESS EXCAVATED MATERIAL: 

A. Disposal: Remove surplus satisfactory soil and w aste material, including 

unsatisfactory soil, trash, and debris, and legally  dispose of it off 

Medical Center property. 

B. Place excess excavated materials suitable for fi ll and/or backfill on 

site where directed. 

C. Remove from site and dispose of any excess excav ated materials after all 

fill and backfill operations have been completed. 

D. Segregate all excavated contaminated soil design ated by the COTR from 

all other excavated soils, and stockpile on site on  two 6 mil 

polyethylene sheets with a polyethylene cover. A de signated area shall 

be selected for this purpose. Dispose of excavated contaminated material 

in accordance with State and Local requirements. 

3.6 CLEAN-UP: 

 Upon completion of earthwork operations, clean are as within contract 

limits, remove tools, and equipment. Provide site c lear, clean, free of 

debris, and suitable for subsequent construction op erations. Remove 

debris, rubbish, and excess material from the Medic al Center Property. 

- - - E N D - - - 
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SECTION 31 23 19 

DEWATERING 

 
PART 1 - GENERAL 

1.1 DESCRIPTION: 

 This section specifies performance of dewatering required to lower and 

control ground water table levels and hydrostatic pressures to permit 

excavation, backfill, and construction to be performed in the dry. 

Control of surface water shall be considered as part of the work under 

this specification. 

1.2 SUMMARY: 

A. The work to be completed by the Contractor includes, but is not 

necessarily limited to the following: 

1. Implementation of the Erosion and Sedimentation Control Plan.  

2. Dewater excavations, including seepage and precipitation. 

B. The Contractor shall be responsible for providing all materials, 

equipment, labor, and services necessary for care of water and erosion 

control. Excavation work shall not begin before the Erosion and 

Sedimentation Control Plan is in place. 

1.3 REQUIREMENT: 

A. Dewatering system shall be of sufficient size and capacity necessary to 

lower and maintain ground water table to an elevation at least (1 foot) 

below lowest foundation subgrade or bottom of pipe trench and to allow 

material to be excavated, and concrete placed, in a reasonably dry 

condition. Materials to be removed shall be sufficiently dry to permit 

excavation to grades shown and to stabilize excavation slopes where 

sheeting is not required. Operate dewatering system continuously until 

backfill work has been completed. 

B. Reduce hydrostatic head below any excavation to the extent that water 

level in the construction area is a minimum of 300 mm (1 foot) below 

prevailing excavation surface. 

C. Prevent loss of fines, seepage, boils, quick conditions or softening of 

foundation strata. 

D. Maintain stability of sides and bottom of excavation. 

E. Construction operations are performed in the dry. 

F. Control of surface and subsurface water is part of dewatering 

requirements. Maintain adequate control so that: 

1. The stability of excavated and constructed slopes are not adversely 

affected by saturated soil, including water entering prepared subbase 
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and subgrades where underlying materials are not free draining or are 

subject to swelling or freeze-thaw action. 

2. Erosion is controlled. 

3. Flooding of excavations or damage to structures does not occur. 

4. Surface water drains away from excavations.  

5. Excavations are protected from becoming wet from surface water, or 

insure excavations are dry before additional work is undertaken. 

G. Permitting Requirements: The contractor shall comply with and obtain the 

required State and County permits where the work is performed. 

1.4 RELATED WORK: 

A. Materials testing and inspection during construction: Section 01 45 29, 

TESTING LABORATORY SERVICES. 

B. Safety Requirements: Section 00 72 00, GENERAL CONDITIONS, Article, 

ACCIDENT PREVENTION. 

C. Submittal requirements as specified in Section 01 33 23 SHOP DRAWINGS, 

PRODUCT DATA, AND SAMPLES. 

D. Protection of existing utilities, fire protection services, existing 

equipment, roads, and pavements: Section 01 00 00, GENERAL REQUIREMENTS. 

E. Subsurface Investigation: Section 01 00 00, GENERAL REQUIREMENTS, 

Article 1.11, PHYSICAL DATA. 

F. Excavation, backfilling, site grade and utilities: Section 31 20 00, 

EARTH MOVING. 

1.5 SUBMITTALS: 

A. Submit in accordance with Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, 

AND SAMPLES. 

B. Drawings and Design Data: 

1. Submit drawings and data showing the method to be employed in 

dewatering excavated areas 30 days before commencement of excavation. 

2. Material shall include: location, depth and size of wellpoints, 

headers, sumps, ditches, size and location of discharge lines, 

capacities of pumps and standby units, and detailed description of 

dewatering methods to be employed to convey the water from site to 

adequate disposal. 

3. Include a written report outlining control procedures to be adopted 

if dewatering problem arises. 

4. Capacities of pumps, prime movers, and standby equipment. 

5. Design calculations proving adequacy of system and selected 

equipment. The dewatering system shall be designed using accepted and 

professional methods of design and engineering consistent with the 

best modern practice. The dewatering system shall include the deep 
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wells, wellpoints, and other equipment, appurtenances, and related 

earthwork necessary to perform the function. 

6. Detailed description of dewatering procedure and maintenance method. 

7. Materials submitted shall be in a format acceptable for inclusion in 

required permit applications to any and all regulatory agencies for 

which permits for discharge water from the dewatering system are 

required due to the discharge reaching regulated bodies of water. 

C. Inspection Reports. 

D. All required permits. 

PART 2 - PRODUCTS (NOT USED) 

PART 3 - EXECUTION 

3.1 INSTALLATION: 

A. Install a dewatering system to lower and control ground surface water in 

order to permit excavation, construction of structure, and placement of 

backfill materials to be performed under dry conditions. Make the 

dewatering system adequate to pre-drain the water-bearing strata above 

and below the bottom of structure foundations, utilities and other 

excavations. 

B. In addition, reduce hydrostatic pressure head in water-bearing strata 

below structure foundations, utility lines, and other excavations, to 

extent that water levels in construction area are a minimum of  

   (1 foot below prevailing excavation surface at all times. 

3.2 OPERATION: 

A. Prior to any excavation below the ground water table, place system into 

operation to lower water table as required and operate it continuously 

24 hours a day, 7 days a week until utilities and structures have been 

satisfactorily constructed, which includes the placement of backfill 

materials and dewatering is no longer required. 

B. Place an adequate weight of backfill material to prevent buoyancy prior 

to discontinuing operation of the system. 

3.3 WATER DISPOSAL: 

A. Dispose of water removed from the excavations in such a manner as: 

1. Will not endanger portions of work under construction or completed. 

2. Will cause no inconvenience to Government or to others working near 

site.  

3. Will comply with the stipulations of required permits for disposal of 

water. 

4. Will Control Runoff: The Contractor shall be responsible for control 

of runoff in all work areas including but not limited to: 

excavations, access roads, parking areas, laydown, and staging areas.  
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The Contractor shall provide, operate, and maintain all ditches, 

basins, sumps, culverts, site grading, and pumping facilities to 

divert, collect, and remove all water from the work areas.  All water 

shall be removed from the immediate work areas and shall be disposed 

of in accordance with applicable permits. 

B. Excavation Dewatering:  

1. The Contractor shall be responsible for providing all facilities 

required to divert, collect, control, and remove water from all 

construction work areas and excavations.  

2. Drainage features shall have sufficient capacity to avoid flooding of 

work areas.  

3. Drainage features shall be so arranged and altered as required to 

avoid degradation of the final excavated surface(s).  

4. The Contractor shall utilize all necessary erosion and sediment 

control measures as described herein to avoid construction related 

degradation of the natural water quality. 

C. Dewatering equipment shall be provided to remove and dispose of all 

surface and ground water entering excavations, trenches, or other parts 

of the work during construction. Each excavation shall be kept dry 

during subgrade preparation and continually thereafter until the 

structure to be built, or the pipe to be installed therein, is completed 

to the extent that no damage from hydrostatic pressure, flotation, or 

other cause will result. 

3.4 STANDBY EQUIPMENT: 

 Provide complete standby equipment, installed and available for 

immediate operation, as may be required to adequately maintain de-

watering on a continuous basis and in the event that all or any part of 

the system may become inadequate or fail. 

3.5 CORRECTIVE ACTION: 

 If dewatering requirements are not satisfied due to inadequacy or 

failure of the dewatering system (loosening of the foundation strata, or 

instability of slopes, or damage to foundations or structures), perform 

work necessary for reinstatement of foundation soil and damaged 

structure or damages to work in place resulting from such inadequacy or 

failure by Contractor, at no additional cost to Government. 

3.6 DAMAGES: 

 Immediately repair damages to adjacent facilities caused by dewatering 

operations. 



10-01-12 
 

31 23 19 - 5 

3.7 REMOVAL: 

 Insure compliance with all conditions of regulating permits and provide 

such information to the Resident Engineer. Obtain written approval from 

Resident Engineer before discontinuing operation of dewatering system. 

----- E N D ----- 
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SECTION 32 05 23 
CEMENT AND CONCRETE FOR EXTERIOR IMPROVEMENTS 

 
PART 1 - GENERAL  

1.1 DESCRIPTION 

A. This section shall cover site work concrete cons tructed upon the 

prepared subgrade and in conformance with the lines , grades, thickness, 

and cross sections shown. Construction shall includ e the following:  

 
B. Curb, gutter, and combination curb and gutter wh eel stop. 

C. Pedestrian Pavement: Walks grade slabs lawn mowe r strips crossings 

wheelchair curb ramps terraces steps. 

D. Vehicular Pavement: Service courts, driveways. 

E. Equipment Pads: transformers. 

1.2 RELATED WORK 

A. Laboratory and Field Testing Requirements: Secti on 01 45 29, TESTING 

LABORATORY SERVICES.  

B. Subgrade Preparation: Section 31 20 11, EARTH MO VING.  

C. Concrete Materials, Quality, Mixing, Design and Other Requirements: 

Section 03 30 00, CAST-IN-PLACE-CONCRETE.  

D. Metal Components of Steps (Nosing and Railing): Section 05 50 00, METAL 

FABRICATIONS. 

1.3 DESIGN REQUIREMENTS 

 Design all elements with the latest published vers ion of applicable 

codes. 

1.4 WEATHER LIMITATIONS 

 Placement of concrete shall be as specified under Article 3.8, COLD 

WEATHER and Article 3.7, HOT WEATHER of Section 03 30 00, CAST-IN-PLACE 

CONCRETE.  

 
1.5 SELECT SUBBASE MATERIAL JOB-MIX 

 The Contractor shall retain and reimburse a testin g laboratory to design 

a select subbase material mixture and submit a job- mix formula to the 

Contracting Officer’s Technical Representative (COT R), in writing, for 

approval. The formula shall include the source of m aterials, gradation, 

plasticity index, liquid limit, and laboratory comp action curves 

indicating maximum density at optimum moisture.  
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1.6 SUBMITTALS 

A. In accordance with Section 01 33 23, SHOP DRAWIN GS, PRODUCT DATA, AND 

SAMPLES, furnish the following:  

B. Manufacturers' Certificates and Data certifying that the following 

materials conform to the requirements specified.  

1. Expansion joint filler  

2. Hot poured sealing compound  

3. Reinforcement  

4. Curing materials  

C. Data and Test Reports: Select subbase material.  

1. Job-mix formula.  

2. Source, gradation, liquid limit, plasticity inde x, percentage of 

wear, and other tests as specified and in reference d publications. 

 
1.7 APPLICABLE PUBLICATIONS 

A. The publications listed below form a part of thi s specification to the 

extent referenced. The publications are referenced in the text by the 

basic designation only. Refer to the latest edition  of all referenced 

Standards and codes.  

B. American Association of State Highway and Transp ortation Officials 

(AASHTO):  

M031MM031-07-UL.........Deformed and Plain Carbon-S teel Bars for 

Concrete Reinforcement (ASTM A615/A615M-09) 

M055MM055-09-UL.........Steel Welded Wire Reinforce ment, Plain, for 

Concrete (ASTM A185) 

M147-65-UL..............Materials for Aggregate and  Soil-Aggregate 

Subbase, Base and Surface Courses (R 2004) 

M148-05-UL..............Liquid Membrane-Forming Com pounds for Curing 

Concrete (ASTM C309) 

M171-05-UL..............Sheet Materials for Curing Concrete (ASTM C171)  

M182-05-UL..............Burlap Cloth Made from Jute  or Kenaf and Cotton 

Mats 

M213-01-UL..............Preformed Expansion Joint F illers for Concrete 

Paving and Structural Construction 

(Non-extruding and Resilient Bituminous Type) 

(ASTM D1751) 

M233-86-UL..............Boiled Linseed Oil Mixer fo r Treatment of 

Portland Cement Concrete 
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T099-09-UL..............Moisture-Density Relations of Soils Using a 5.5 

lb Rammer and a 12 in. Drop  

T180-09-UL..............Moisture-Density Relations of Soils Using a 10 

lb Rammer and an 18 in. Drop  

C. American Society for Testing and Materials (ASTM ):  

C94/C94M-09.............Ready-Mixed Concrete  

C143/C143M-09...........Slump of Hydraulic Cement C oncrete 

 
PART 2 - PRODUCTS  

2.1 GENERAL 

 Concrete shall be Type C, air-entrained as specifi ed in Section 03 30 

00, CAST-IN-PLACE CONCRETE, with the following exce ptions: 

 

TYPE MAXIMUM SLUMP* 

Curb & Gutter 3" 

Pedestrian Pavement 3” 

Vehicular Pavement 2" (Machine Finished)  
4" (Hand Finished) 

Equipment Pad 3" to 4"  

* For concrete to be vibrated: Slump as determined by ASTM C143. 
Tolerances as established by ASTM C94. 

 

2.2 REINFORCEMENT 

A. The type, amount, and locations of steel reinfor cement shall be as shown 

on the drawings and in the specifications.  

B. Welded wire-fabric shall conform to AASHTO M55.  

C. Dowels shall be plain steel bars conforming to A ASHTO M31. Tie bars 

shall be deformed steel bars conforming to AASHTO M 31.  

2.4 FORMS 

A. Use metal or wood forms that are straight and su itable in cross-section, 

depth, and strength to resist springing during depo siting and 

consolidating the concrete, for the work involved.  

B. Do not use forms if they vary from a straight li ne more than 1/8 inch in 

any ten foot long section, in either a horizontal o r vertical direction.  

C. Wood forms should be at least 2 inches thick (no minal). Wood forms shall 

also be free from warp, twist, loose knots, splits,  or other defects. 

Use approved flexible or curved forms for forming r adii.  

2.5 CONCRETE CURING MATERIALS 

A. Concrete curing materials shall conform to one o f the following:  
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1. Burlap conforming to AASHTO M182 having a weight  of seven ounces or 

more per square yard when dry.  

2. Impervious Sheeting conforming to AASHTO M171.  

 
3. Liquid Membrane Curing Compound conforming to AS TM C309, Type 2 and 

shall be free of paraffin or petroleum.  

2.6 EXPANSION JOINT FILLERS 

 Material shall conform to AASHTO M213.  

PART 3 - EXECUTION  

3.1 SUBGRADE PENETRATION 

A. Prepare, construct, and finish the subgrade as s pecified in Section 31 

20 11, EARTH MOVING. 

B. Maintain the subgrade in a smooth, compacted con dition, in conformance 

with the required section and established grade unt il the succeeding 

operation has been accomplished. 

 
 

3.3 SETTING FORMS 

A. Base Support:  

1. Compact the base material under the forms true t o grade so that, when 

set, they will be uniformly supported for their ent ire length at the 

grade as shown.  

2. Correct imperfections or variations in the base material grade by 

cutting or filling and compacting.  

B.  Form Setting:  

1. Set forms sufficiently in advance of the placing  of the concrete to 

permit the performance and approval of all operatio ns required with 

and adjacent to the form lines.  

2. Set forms to true line and grade and use stakes,  clamps, spreaders, 

and braces to hold them rigidly in place so that th e forms and joints 

are free from play or movement in any direction.  

3. Forms shall conform to line and grade with an al lowable tolerance of 

1/8 inch when checked with a straightedge and shall  not deviate from 

true line by more than 1/4 inch at any point.  

4. Do not remove forms until removal will not resul t in damaged concrete 

or at such time to facilitate finishing.  

5. Clean and oil forms each time they are used.  
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C. The Contractor’s Surveyor, specified in Section 00 72 00, GENERAL 

CONDITIONS, shall establish and control the alignme nt and the grade 

elevations of the forms or concrete slipforming mac hine operations.  

1. Make necessary corrections to forms immediately before placing 

concrete.  

2. When any form has been disturbed or any subgrade  or subbase has 

become unstable, reset and recheck the form before placing concrete.  

3.4 EQUIPMENT 

A. The COTR shall approve equipment and tools neces sary for handling 

materials and performing all parts of the work prio r to commencement of 

work.  

B. Maintain equipment and tools in satisfactory wor king condition at all 

times.  

3.5 PLACING REINFORCEMENT 

A. Reinforcement shall be free from dirt, oil, rust , scale or other 

substances that prevent the bonding of the concrete  to the 

reinforcement.  

B. Before the concrete is placed, the COTR shall ap prove the reinforcement, 

which shall be accurately and securely fastened in place with suitable 

supports and ties. The type, amount, and position o f the reinforcement 

shall be as shown.  

3.6 PLACING CONCRETE - GENERAL 

A. Obtain approval of the COTR before placing concr ete.  

B. Remove debris and other foreign material from be tween the forms before 

placing concrete. Obtain approval of the COTR befor e placing concrete. 

C. Before the concrete is placed, uniformly moisten  the subgrade, base, or 

subbase appropriately, avoiding puddles of water.  

D. Convey concrete from mixer to final place of dep osit by a method which 

will prevent segregation or loss of ingredients. De posit concrete so 

that it requires as little handling as possible.  

E. While being placed, spade or vibrate and compact  the concrete with 

suitable tools to prevent the formation of voids or  honeycomb pockets. 

Vibrate concrete well against forms and along joint s. Over-vibration or 

manipulation causing segregation will not be permit ted. Place concrete 

continuously between joints without bulkheads.  

F. Install a construction joint whenever the placin g of concrete is 

suspended for more than 30 minutes and at the end o f each day's work.  
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G. Workmen or construction equipment coated with fo reign material shall not 

be permitted to walk or operate in the concrete dur ing placement and 

finishing operations.  

3.7 PLACING CONCRETE FOR CURB AND GUTTER, PEDESTRIAN PAVEMENT, AND EQUIPMENT 
PADS  

A. Place concrete in the forms in one layer of such  thickness that, when 

compacted and finished, it will conform to the cros s section as shown.  

B. Deposit concrete as near to joints as possible w ithout disturbing them 

but do not dump onto a joint assembly.  

C. After the concrete has been placed in the forms,  use a strike-off guided 

by the side forms to bring the surface to the prope r section to be 

compacted.  

D. Consolidate the concrete thoroughly by tamping a nd spading, or with 

approved mechanical finishing equipment.  

E. Finish the surface to grade with a wood or metal  float.  

F. All Concrete pads and pavements shall be constru cted with sufficient 

slope to drain properly. 

3.8 PLACING CONCRETE FOR VEHICULAR PAVEMENT 

A. Deposit concrete into the forms as close as poss ible to its final 

position.  

B. Place concrete rapidly and continuously between construction joints.  

C. Strike off concrete and thoroughly consolidate b y a finishing machine, 

vibrating screed, or by hand-finishing.  

D. Finish the surface to the elevation and crown as  shown.  

E. Deposit concrete as near the joints as possible without disturbing them 

but do not dump onto a joint assembly. Do not place  adjacent lanes 

without approval by the COTR.  

3.9 CONCRETE FINISHING - GENERAL 

A. The sequence of operations, unless otherwise ind icated, shall be as 

follows:  

1. Consolidating, floating, straight-edging, trowel ing, texturing, and 

edging of joints.  

2. Maintain finishing equipment and tools in a clea n and approved 

condition. 

3.10 CONCRETE FINISHING CURB AND GUTTER 

A. Round the edges of the gutter and top of the cur b with an edging tool to 

a radius of 1/4 inch or as otherwise detailed.  

B. Float the surfaces and finish with a smooth wood  or metal float until 

true to grade and section and uniform in textures.  
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C. Finish the surfaces, while still wet, with a bri stle type brush with 

longitudinal strokes.  

D. Immediately after removing the front curb form, rub the face of the curb 

with a wood or concrete rubbing block and water unt il blemishes, form 

marks, and tool marks have been removed. Brush the surface, while still 

wet, in the same manner as the gutter and curb top.   

E. Except at grade changes or curves, finished surf aces shall not vary more 

than 1/8 inch for gutter and 1/4 inch for top and f ace of curb, when 

tested with a 10 foot straightedge.  

F. Remove and reconstruct irregularities exceeding the above for the full 

length between regularly scheduled joints.  

G. Correct any depressions which will not drain.  

H. Visible surfaces and edges of finished curb, gut ter, and combination 

curb and gutter shall be free of blemishes, form ma rks, and tool marks, 

and shall be uniform in color, shape, and appearanc e.  

3.11 CONCRETE FINISHING PEDESTRIAN PAVEMENT 

A. Walks, Grade Slabs, Lawn Mower Crossings, Wheelc hair Curb Ramps, 

Terraces:  

1. Finish the surfaces to grade and cross section w ith a metal float, 

trowled smooth and finished with a broom moistened with clear water.  

2. Brooming shall be transverse to the line of traf fic.  

3. Finish all slab edges, including those at formed  joints, carefully 

with an edger having a radius as shown on the Drawi ngs.  

4. Unless otherwise indicated, edge the transverse joints before 

brooming. The brooming shall eliminate the flat sur face left by the 

surface face of the edger. Execute the brooming so that the 

corrugation, thus produced, will be uniform in appe arance and not 

more than 1/16 inch in depth.  

5. The completed surface shall be uniform in color and free of surface 

blemishes, form marks, and tool marks. The finished  surface of the 

pavement shall not vary more than 3/16 inch when te sted with a 10 

foot straightedge.  

6. The thickness of the pavement shall not vary mor e than 1/4 inch.  

7. Remove and reconstruct irregularities exceeding the above for the 

full length between regularly scheduled joints. 

 
B. Steps: The method of finishing the steps and the  sidewalls is similar to 

above except as herein noted.  

1. Remove the riser forms one at a time, starting w ith the top riser.  
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2. After removing the riser form, rub the face of t he riser with a wood 

or concrete rubbing block and water until blemishes , form marks, and 

tool marks have been removed. Use an outside edger to round the 

corner of the tread; use an inside edger to finish the corner at the 

bottom of the riser.  

3. Give the risers and sidewall a final brush finis h. The treads shall 

have a final finish with a stiff brush to provide a  non-slip surface.  

4. The texture of the completed steps shall present  a neat and uniform 

appearance and shall not deviate from a straightedg e test more than 

3/16 inch.  

3.12 CONCRETE FINISHING FOR VEHICULAR PAVEMENT 

A. Accomplish longitudinal floating with a longitud inal float not less than 

10 feet long and 6 inches wide, properly stiffened to prevent flexing 

and warping. Operate the float from foot bridges in  a sawing motion 

parallel to the direction in which the pavement is being laid from one 

side of the pavement to the other, and advancing no t more than half the 

length of the float.  

B. After the longitudinal floating is completed, bu t while the concrete is 

still plastic, eliminate minor irregularities in th e pavement surfaces 

by means of metal floats, 5 feet in length, and str aightedges, 10 feet 

in length. Make the final finish with the straighte dges, which shall be 

used to float the entire pavement surface.  

C. Test the surface for trueness with a 10 foot str aightedge held in 

successive positions parallel and at right angles t o the direction in 

which the pavement is being laid and the entire are a covered as 

necessary to detect variations. Advance the straigh tedge along the 

pavement in successive stages of not more than one half the length of 

the straightedge. Correct all irregularities and re finish the surface.  

D. The finished surface of the pavement shall not v ary more than 1/4 inch 

in both longitudinal and transverse directions when  tested with 10 foot 

straightedge.  

E. The thickness of the pavement shall not vary mor e than 1/4 inch.  

F. When most of the water glaze or sheen has disapp eared and before the 

concrete becomes nonplastic, give the surface of th e pavement a broomed 

finish with an approved fiber broom not less than 1 8 inches wide. Pull 

the broom gently over the surface of the pavement f rom edge to edge. 

Brooming shall be transverse to the line of traffic  and so executed that 

the corrugations thus produced will be uniform in c haracter and width, 

and not more than 1/8 inch in depth. Carefully fini sh the edge of the 
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pavement along forms and at the joints with an edgi ng tool. The brooming 

shall eliminate the flat surface left by the surfac e face of the edger.  

G. The finish surfaces of new and existing abutting  pavements shall 

coincide at their juncture.  

3.13 CONCRETE FINISHING EQUIPMENT PADS 

A. After the surface has been struck off and screed ed to the proper 

elevation, give it a smooth dense float finish, fre e from depressions or 

irregularities.  

B. Carefully finish all slab edges with an edger ha ving a radius as shown 

in the Drawings.  

C. After removing the forms, rub the faces of the p ad with a wood or 

concrete rubbing block and water until blemishes, f orm marks, and tool 

marks have been removed. The finish surface of the pad shall not vary 

more than 1/8 inch when tested with a 10 foot strai ghtedge.  

D. Correct irregularities exceeding the above.  

 
3.14 JOINTS - GENERAL 

A. Place joints, where shown, conforming to the det ails as shown, and 

perpendicular to the finished grade of the concrete  surface.  

B. Joints shall be straight and continuous from edg e to edge of the 

pavement.  

3.15 CONTRACTION JOINTS 

A. Cut joints to depth as shown with a grooving too l or jointer of a radius 

as shown or by sawing with a blade producing the re quired width and 

depth.  

B. Construct joints in curbs and gutters by inserti ng 1/8 inch steel plates 

conforming to the cross sections of the curb and gu tter.  

C. Plates shall remain in place until concrete has set sufficiently to hold 

its shape and shall then be removed.  

D. Finish edges of all joints with an edging tool h aving the radius as 

shown.  

E. Score pedestrian pavement with a standard groovi ng tool or jointer.  

3.16 EXPANSION JOINTS 

A. Use a preformed expansion joint filler material of the thickness as 

shown to form expansion joints.  

B. Material shall extend the full depth of concrete , cut and shaped to the 

cross section as shown, except that top edges of jo int filler shall be 

below the finished concrete surface where shown to allow for sealing.  
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C. Anchor with approved devices to prevent displaci ng during placing and 

finishing operations.  

D. Round the edges of joints with an edging tool.  

E. Form expansion joints as follows: 

1. Without dowels, about structures and features th at project through, 

into, or against any site work concrete constructio n. 

2. Using joint filler of the type, thickness, and w idth as shown. 

3. Installed in such a manner as to form a complete , uniform separation 

between the structure and the site work concrete it em.  

3.17 CONSTRUCTION JOINTS 

A. Locate longitudinal and transverse construction joints between slabs of 

vehicular pavement as shown.  

B. Place transverse construction joints of the type  shown, where indicated 

and whenever the placing of concrete is suspended f or more than 30 

minutes.  

C. Use a butt-type joint with dowels in curb and gu tter if the joint occurs 

at the location of a planned joint.  

D. Use keyed joints with tiebars if the joint occur s in the middle third of 

the normal curb and gutter joint interval.  

3.18 FORM REMOVAL 

A. Forms shall remain in place at least 12 hours af ter the concrete has 

been placed. Remove forms without injuring the conc rete.  

B. Do not use bars or heavy tools against the concr ete in removing the 

forms. Promptly repair any concrete found defective  after form removal.  

3.20 CURING OF CONCRETE 

A. Cure concrete by one of the following methods ap propriate to the weather 

conditions and local construction practices, agains t loss of moisture, 

and rapid temperature changes for at least seven da ys from the beginning 

of the curing operation. Protect unhardened concret e from rain and 

flowing water. All equipment needed for adequate cu ring and protection 

of the concrete shall be on hand and ready to insta ll before actual 

concrete placement begins. Provide protection as ne cessary to prevent 

cracking of the pavement due to temperature changes  during the curing 

period. If any selected method of curing does not a fford the proper 

curing and protection against concrete cracking, re move and replace the 

damaged pavement and employ another method of curin g as directed by the 

COTR.  

B. Burlap Mat: Provide a minimum of two layers kept  saturated with water 

for the curing period. Mats shall overlap each othe r at least 6 inches.  
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C. Impervious Sheeting: Use waterproof paper, polye thylene-coated burlap, 

or polyethylene sheeting. Polyethylene shall be at least 4 mils in 

thickness. Wet the entire exposed concrete surface with a fine spray of 

water and then cover with the sheeting material. Sh eets shall overlap 

each other at least 12 inches. Securely anchor shee ting.  

D. Liquid Membrane Curing:  

1. Apply pigmented membrane-forming curing compound  in two coats at 

right angles to each other at a rate of 200 square feet per gallon 

for both coats.  

2. Do not allow the concrete to dry before the appl ication of the 

membrane.  

3. Cure joints designated to be sealed by inserting  moistened paper or 

fiber rope or covering with waterproof paper prior to application of 

the curing compound, in a manner to prevent the cur ing compound 

entering the joint.  

4. Immediately re-spray any area covered with curin g compound and 

damaged during the curing period.  

3.21 CLEANING 

A. After completion of the curing period:  

1. Remove the curing material (other than liquid me mbrane). 

2. Sweep the concrete clean. 

3. After removal of all foreign matter from the joi nts, seal joints as 

herein specified.  

4. Clean the entire concrete of all debris and cons truction equipment as 

soon as curing and sealing of joints has been compl eted.  

3.22 PROTECTION 

 The contractor shall protect the concrete against all damage prior to 

final acceptance by the Government. Remove concrete  containing excessive 

cracking, fractures, spalling, or other defects and  reconstruct the 

entire section between regularly scheduled joints, when directed by the 

COTR, and at no additional cost to the Government. Exclude traffic from 

vehicular pavement until the concrete is at least s even days old, or for 

a longer period of time if so directed by the COTR.   

3.23 FINAL CLEAN-UP 

 Remove all debris, rubbish and excess material fro m the Station.  

- - - E N D - - - 
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SECTION 32 17 23.1 
PAVEMENT MARKINGS SITE 

 
PART 1 - GENERAL 

1.1 DESCRIPTION  

 This work shall consist of furnishing and applying  paint on pavement 

surfaces, in the form of traffic lanes, parking bay s, areas restricted 

to handicapped persons, crosswalks, and other detai l pavement markings, 

in accordance with the details as shown or as presc ribed by the Resident 

Engineer. Conform to the Manual on Uniform Traffic Control Devices for 

Streets and Highways, published by the U.S. Departm ent of 

Transportation, Federal Highway Administration, for  details not shown.  

1.2 SUBMITTALS 

A. In accordance with Section 01 33 23, SHOP DRAWIN GS, PRODUCT DATA, AND 

SAMPLES, furnish Manufacturer's Certificates and Da ta certifying that 

the following materials conform to the requirements  specified.  

B. Paint. 

 
1.3 APPLICABLE PUBLICATIONS 

A. The publications listed below form a part of thi s specification to the 

extent referenced. The publications are referenced in the text by the 

basic designation only. 

B. Federal Specifications (Fed. Spec.): 

TT-P-1952D..............Paint, Traffic Black, and A irfield Marking, 

Waterborne  

C.  Master Painters Institute (MPI):  

Approved Product List - 2010 

PART 2 - PRODUCTS  

2.1 PAINT 

 Paint for marking pavement (parking lot and zone m arking) shall conform 

to MPI No. 97, color as shown. Paint for obliterati ng existing markings 

shall conform to Fed. Spec. TT-P-1952D. Paint shall  be in containers of 

at least 18 L (5 gallons). A certificate shall acco mpany each batch of 

paint stating compliance with the applicable public ation.  

 
2.2 PAINT APPLICATOR 

 Apply all marking by approved mechanical equipment . The equipment shall 

provide constant agitation of paint and travel at c ontrolled speeds. 

Synchronize one or more paint "guns" to automatical ly begin and cut off 

paint flow in the case of skip lines. The equipment  shall have manual 

control to apply continuous lines of varying length  and marking widths 
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as shown. Provide pneumatic spray guns for hand app lication of paint in 

areas where a mobile paint applicator cannot be use d. An experienced 

technician that is thoroughly familiar with equipme nt, materials, and 

marking layouts shall control all painting equipmen t and operations.  

2.3 SANDBLASTING EQUIPMENT 

 Sandblasting equipment shall include an air compre ssor, hoses, and 

nozzles of proper size and capacity as required for  cleaning surfaces to 

be painted. The compressor shall furnish not less t han 0.08 m 3/s (150 

cfm) of air at a pressure of not less than 625 kPa (90 psi) at each 

nozzle used. 

PART 3 - EXECUTION  

3.1 SURFACE PREPARATION 

A. Allow new pavement surfaces to cure for a period  of not less than 14 

days before application of marking materials. 

B. Thoroughly clean all surfaces to be marked befor e application of paint. 

Remove dust, dirt, and other granular surface depos its by sweeping, 

blowing with compressed air, rinsing with water, or  a combination of 

these methods. Completely remove rubber deposits, e xisting paint 

markings, and other coatings adhering to the paveme nt with scrapers, 

wire brushings, sandblasting, mechanical abrasion, or approved chemicals 

as directed by the Resident Engineer. The applicati on of paint 

conforming to Fed. Spec. TT-P-1952D is an option to  removal of existing 

paint markings on asphalt pavement. Apply the black  paint in as many 

coats as necessary to completely obliterate the exi sting markings. Where 

oil or grease are present on old pavements to be ma rked, scrub affected 

areas with several applications of trisodium phosph ate solution or other 

approved detergent or degreaser, and rinse thorough ly after each 

application. After cleaning, seal oil-soaked areas with cut shellac to 

prevent bleeding through the new paint. Pavement ma rking shall follow as 

closely as practicable after the surface has been c leaned and dried, but 

do not begin any marking until the Resident Enginee r has inspected the 

surface and gives permission to proceed. The Contra ctor shall establish 

control points for marking and provide templates to  control paint 

application by type and color at necessary interval s. The Contractor is 

responsible to preserve and apply marking in confor mance with the 

established control points. 

3.2 APPLICATION 

 Apply uniformly painted pavement marking of requir ed color(s), length, 

and width with true, sharp edges and ends on proper ly cured, prepared, 

and dried surfaces in conformance with the details as shown and 



Michael E. DeBakey VAMC  October 16, 2015 
Houston, TX 77030  100% Construction Documents 
Build Parking Garage A  Project No. 580-321 

 

32 17 23.1  3 

established control points. The length and width of  lines shall conform 

within a tolerance of plus or minus 75 mm (3 inches ) and plus or minus 3 

mm (1/8 inch), respectively, in the case of skip ma rkings. The length of 

intervals shall not exceed the line length toleranc e. Temperature of the 

surface to be painted and the atmosphere shall be a bove 10 °C (50 °F) and 

less than 35 °C (95 °F). Apply the paint at a wet film thickness of 0.4 mm 

(0.015 inch). Apply paint in one coat. At the direc tion of the Resident 

Engineer, markings showing light spots may receive additional coats. The 

maximum drying time requirements of the paint speci fications will be 

strictly enforced, to prevent undue softening of as phalt, and pick-up, 

displacement, or discoloration by tires of traffic.  If there is a 

deficiency in drying of the marking, discontinue pa int operations until 

cause of the slow drying is determined and correcte d. Remove and replace 

marking that is applied at less than minimum materi al rates; deviates 

from true alignment; exceeds stipulated length and width tolerances; or 

shows light spots, smears, or other deficiencies or  irregularities. Use 

carefully controlled sand blasting, approved grindi ng equipment, or 

other approved method to remove marking so that the  surface to which the 

marking was applied will not be damaged. 

3.3 PROTECTION 

 Conduct operations in such a manner that necessary  traffic can move 

without hindrance. Protect the newly painted markin gs so that, insofar 

as possible, the tires of passing vehicles will not  pick up paint. Place 

warning signs at the beginning of the wet line, and  at points well in 

advance of the marking equipment for alerting appro aching traffic from 

both directions. Place small flags or other similar ly effective small 

objects near freshly applied markings at frequent i ntervals to reduce 

crossing by traffic. Efface and replace damaged por tions of markings at 

no additional cost to the Government. 

 
3.4 DETAIL PAVEMENT MARKING 

 Use Detail Pavement Markings, exclusive of actual traffic lane marking, 

at exit and entrance islands and turnouts, on curbs , at crosswalks, at 

parking bays, and at such other locations as shown.  Show the 

International Handicapped Symbol at indicated parki ng spaces.  Color 

shall be as shown. Apply paint for the symbol using  a suitable template 

that will provide a pavement marking with true, sha rp edges and ends.  

Place detail pavement markings of the color(s), wid th(s) and length(s), 

and design pattern at the locations shown. 
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3.5 TEMPORARY PAVEMENT MARKING 

 When shown or directed by the Resident Engineer, a pply Temporary 

Pavement Markings of the color(s), width(s) and len gth(s) shown or 

directed.  After the temporary marking has served i ts purpose and when 

so ordered by the Resident Engineer, remove tempora ry marking by 

carefully controlled sandblasting, approved grindin g equipment, or other 

approved method so that the surface to which the ma rking was applied 

will not be damaged.  As an option, an approved pre formed pressure 

sensitive, adhesive tape type of temporary pavement  marking of the 

required color(s), width(s) and length(s) may be fu rnished and used in 

lieu of temporary painted marking. The Contractor s hall be fully 

responsible for the continued durability and effect iveness of such 

marking during the period for which its use is requ ired. Remove any 

unsatisfactory tape type marking and replace with p ainted markings at no 

additional cost to the Government. 

3.6 FINAL CLEAN-UP 

 Remove all debris, rubbish and excess material fro m the Station. 

- - - E N D - - - 
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SECTION 32 17 23.2 
 

PAVEMENT MARKINGS GARAGE 

PART 1 - GENERAL 

1.1 DESCRIPTION 

This work shall consist of furnishing and applying paint  and reflective 
glass beads on pavement surfaces, in the form of tr affic lanes, parking 
bays, areas restricted to handicapped persons, cros swalks, and other 
detail pavement markings, in accordance with the de tails as shown or as 
prescribed by the Resident Engineer. Conform to the  Manual on Uniform 
Traffic Control Devices for Streets and Highways, p ublished by the U.S. 
Department of Transportation, Federal Highway Admin istration, for details 
not shown. 

1.2 RELATED WORK 1.2 RELATED WORK 

A.  The following Work is related to this Section: 
1.  Shop Drawings, Product Data, and Samples, Section 0 1 33 23 
2.  Cast-in-Place Concrete, Section 03 30 00 
3.  Deck Coating, Section 07 18 16 
4.  Silane Water Repellents, Section 07 19 16 
5.  Joint Sealants, Section 07 92 00 
6.  Expansion Joint Cover Assemblies, Section 07 95 13 

 
1.3 SUBMITTALS 

A. In accordance with Section 01 33 23, SHOP DRAWIN GS, PRODUCT DATA, AND 
SAMPLES, furnish Manufacturer's Certificates and Da ta certifying that 
the following materials conform to the requirements  specified. 

  
B.  Paint. 

 
C. Reflective Glass Beads 
 
D. Submit for review and approval Manufacturer’s Sp ec Data Sheets of each 

product to be used. 
 
E. Submit for record Material Safety Data Sheets of  each product, solvent, 

or related chemicals to be used, and certification that the materials 
conform to local, state, and federal environmental and worker’s safety 
laws and regulations. 

 
F.  Submit for record standard color chip. 

 
G.  Submit for review and approval shop drawings indica ting stall size, 

spacing, etc. 
 

1.4 APPLICABLE PUBLICATIONS 

A. The publications listed below form a part of thi s specification to the 
extent referenced. The publications are referenced in the text by the 
basic designation only. 

 
B. Federal Specifications (Fed. Spec.: 
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A. TT-B-1325C Beads (Glass Spheres; Retro-Reflectiv e  

B. TT-P-115F Paint, Traffic White and Yellow 

C.  Master Painters Institute (MPI):  

Approved Product List – 2010 
 

1.5 ENVIRONMENTAL REQUIREMENTS 

A.  Manufacturer and Installer are required to confirm that all materials 
used in accordance with this Section conform to loc al, state, and 
federal environmental and workers’ safety laws and regulations. 
1.  VOC content of materials shall not exceed the limit s per 

Environmental Protection Agency National Volatile O rganic Compound 
Emission Standards for Architectural Coatings (40CF R59. 
 

B.  The Installer is solely responsible for fume contro l and shall take all 
necessary precautions against injury to personnel o r adjacent building 
occupants during application. As a minimum, Install er shall take the 
following precautions:  
1.  Provide and maintain barricades. 
2.  Locate and protect building air intakes during appl ication. 
3.  Follow all state, federal, and local safety regulat ions. 
4.  Follow all Manufacturers’ safety requirements. 
5.  Dispose empty containers immediately and properly. 
6.  Use protective equipment. 
7.  Ensure work area is well vented to the exterior. 
 

1.6 TRANSPORATION AND HANDLING 

A.  Deliver all materials to site in original, unopened  containers bearing 
the following information: 
1.  Name of Product. 
2.  Name of Manufacturer. 
3.  Date of Manufacture. 
4.  Lot or Batch Number. 

 
B.  Store materials under cover and protected from the weather. 

 
C.  Replace containers showing any signs of damage with  new material at no 

additional cost to Owner. 
 

D.  Mix and prepare coatings only in areas designated b y the Contractor for 
that purpose. 
 

E.  Take precautions to prevent fire in or around coati ngs materials. 
Provide and maintain hand fire extinguisher near st orage and mixing 
area. 

 
PART 2 - PRODUCTS  

2.1 PAINT 

 Paint for marking pavement (parking lot and zone m arking) shall conform 
to MPI No. 32. Paint shall be in containers of at l east 18 L (5 
gallons). A certificate shall accompany each batch of paint stating 
compliance with the applicable publication.  
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2.2 REFLECTIVE GLASS BEADS 

 Beads shall conform to Fed. Spec. TT-B-1325C, Type  I, Gradation A. When 
used in regions of high humidity, coat beads with s ilicone or other 
suitable waterproofing material to assure free flow . Furnish the glass 
beads in containers suitable for handling and stron g enough to prevent 
loss during shipment. A certificate shall accompany  each batch of beads 
stating compliance with this section. 
 

2.3 PAINT APPLICATOR 

 Apply all marking by approved mechanical equipment . The equipment shall 
provide constant agitation of paint and travel at c ontrolled speeds. 
Synchronize one or more paint "guns" to automatical ly begin and cut off 
paint flow in the case of skip lines. The equipment  shall have manual 
control to apply continuous lines of varying length  and marking widths 
as shown. Provide pneumatic spray guns for hand app lication of paint in 
areas where a mobile paint applicator cannot be use d. If the equipment 
does not have a glass bead dispenser, use a separat e piece of 
equipment.  Adjust and synchronize the equipment wi th the paint 
applicator so that the reflective beads are distrib uted uniformly on 
the paint lines within ten seconds without any wast e. An experienced 
technician that is thoroughly familiar with equipme nt, materials, and 
marking layouts shall control all painting equipmen t and operations.  
 

2.4 SANDBLASTING EQUIPMENT 

 Sandblasting equipment shall include an air compre ssor, hoses, and 
nozzles of proper size and capacity as required for  cleaning surfaces 
to be painted. The compressor shall furnish not les s than 0.08 m 3/s (150 
cfm) of air at a pressure of not less than 625 kPa (90 psi) at each 
nozzle used. 
 

PART 3 - EXECUTION  
 
3.1 INSPECTION 

A.  Inspect surfaces to which paint will be applied and  report immediately 
in writing to the Engineer as required in the Gener al Conditions any 
conditions detrimental to the proper execution of t his work. 
 

B.  Do not proceed until unsatisfactory conditions are acceptably remedied. 
Commencement of work implies acceptance of related work.  
  

3.2 SURFACE PREPARATION 

A.  Allow new pavement surfaces to cure for a period of  not less than 14 
days before application of marking materials. 
 

B.  Thoroughly clean all surfaces to be marked before a pplication of paint. 
Remove dust, dirt, and other granular surface depos its by sweeping, 
blowing with compressed air, rinsing with water, or  a combination of 
these methods. Completely remove rubber deposits, e xisting paint 
markings, and other coatings adhering to the paveme nt with scrapers, 
wire brushings, sandblasting, mechanical abrasion, or approved 
chemicals as directed by the Resident Engineer. The  application of 
paint conforming to Fed. Spec. TT-P-1952D is an opt ion to removal of 
existing paint markings on asphalt pavement. Apply the black paint in 
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as many coats as necessary to completely obliterate  the existing 
markings. Where oil or grease are present on old pa vements to be 
marked, scrub affected areas with several applicati ons of trisodium 
phosphate solution or other approved detergent or d egreaser, and rinse 
thoroughly after each application. After cleaning, seal oil-soaked 
areas with cut shellac to prevent bleeding through the new paint. 
Pavement marking shall follow as closely as practic able after the 
surface has been cleaned and dried, but do not begi n any marking until 
the Resident Engineer has inspected the surface and  gives permission to 
proceed. The Contractor shall establish control poi nts for marking and 
provide templates to control paint application by t ype and color at 
necessary intervals. The Contractor is responsible to preserve and 
apply marking in conformance with the established c ontrol points.  

 
3.3 MIXING 

A.  Do not mix different types of materials or material s from different 
Manufacturers. 
 

B.  Do not thin material except as recommended by Manuf acturer for spray 
application. 

C.  Mix paint thoroughly by boxing, stirring or power a gitation before use. 
 
3.4 APPLICATION 

A.  Apply uniformly painted and reflective, where appli cable, pavement 
marking of required color(s), length, and width wit h true, sharp edges 
and ends on properly cured, prepared, and dried sur faces in conformance 
with the details as shown and established control p oints. Temperature 
of the surface to be painted and the atmosphere sha ll be above 10 �C 
(50 �F) and less than 35 �C (95 �F). Apply the paint at a wet film 
thickness of 0.4 mm (0.015 inch). Disperse reflecti ve glass beads 
evenly on the wet paint, where applicable, at a rat e of 720 g/L (6 
pounds per gallon) of paint. Apply paint in one coa t. At the direction 
of the Resident Engineer, markings showing light sp ots may receive 
additional coats. The maximum drying time requireme nts of the paint 
specifications will be strictly enforced, to preven t undue softening of 
asphalt, and pick-up, displacement, or discoloratio n by tires of 
traffic. If there is a deficiency in drying of the marking, discontinue 
paint operations until cause of the slow drying is determined and 
corrected. Remove and replace marking that is appli ed at less than 
minimum material rates; deviates from true alignmen t; exceeds 
stipulated length and width tolerances; or shows li ght spots, faulty 
distribution of beads, smears, or other deficiencie s or irregularities. 
Use carefully controlled sand blasting, approved gr inding equipment, or 
other approved method to remove marking so that the  surface to which 
the marking was applied will not be damaged. 
 

B.  Parking space striping dimensions indicated on the Drawings are nominal 
dimensions. Tolerances shall be as follows: 
1.  Parking space length shall equal indicated length +  2 inches (50mm). 
2.  Parking space width (or base line dimension) shall equal indicated 

width + 1 inch (25mm). 
3.  A string of parking spaces shall equal indicated + 2 inches (50mm) 

per run. 
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4.  Stripe width shall equal 4 inches (100mm) + ¼ inch.  
 
3.5 PROTECTION 

 Conduct operations in such a manner that necessary  traffic can move 
without hindrance. Protect the newly painted markin gs so that, insofar 
as possible, the tires of passing vehicles will not  pick up paint. 
Place warning signs at the beginning of the wet lin e, and at points 
well in advance of the marking equipment for alerti ng approaching 
traffic from both directions. Place small flags or other similarly 
effective small objects near freshly applied markin gs at frequent 
intervals to reduce crossing by traffic. Efface and  replace damaged 
portions of markings at no additional cost to the G overnment. 
 

3.6 DETAIL PAVEMENT MARKING 

 Use Detail Pavement Markings, exclusive of actual traffic lane marking, 
at exit and entrance islands and turnouts, on curbs , at crosswalks, at 
parking bays, and at such other locations as shown.  Show the 
International Handicapped Symbol at indicated parki ng spaces.  Color 
shall be as shown. Apply paint for the symbol using  a suitable template 
that will provide a pavement marking with true, sha rp edges and ends. 
Place detail pavement markings of the color(s), wid th(s) and length(s), 
and design pattern at the locations shown. 

 
3.7 FINAL CLEAN-UP 

 Remove all debris, rubbish and excess material fro m the parking 
Structure. 

 
 

- - - E N D - - - 
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SECTION 33 10 00 
WATER UTILITIES 

 
PART 1 - GENERAL  

1.1 DESCRIPTION: 

 Underground water distribution system complete, re ady for operation, 

including all appurtenant structures, and connectio ns to both new 

building service lines and to existing water supply . 

1.2 RELATED WORK: 

A. Maintenance of Existing Utilities: Section 01 00  00, GENERAL 

REQUIREMENTS. 

B. Excavation, trench widths, pipe bedding, backfil l, shoring, sheeting, 

bracing: Section 31 20 11, EARTH MOVING. 

C. Concrete: Section 32 05 23. 

D. Protection of materials and equipment: Section 2 2 05 11, COMMON WORK 

RESULTS FOR PLUMBING. 

E. Fire protection system connection and supervisor y switch for post 

indicator valve: Section 21 12 00, FIRE-SUPPRESSION  STANDPIPES. 

F. Fire protection system connection, Section 21 10  00, WATER-BASED FIRE-

SUPPRESSION SYSTEMS. 

1.3 DEFINITIONS: 

A. Water Distribution: Pipelines and appurtenances which are part of the 

distribution system. The distribution system compri ses the network of 

piping located throughout building areas and other areas of water use, 

including hydrants, valves, and other appurtenances  used to supply water 

for domestic and fire-fighting/fire protection purp oses. 

B. Water Service Line: Pipe line connecting buildin g piping to water 

distribution lines. 

1.4 QUALITY ASSURANCE: 

A. Products Criteria:  

1. Multiple Units: When two or more units of the sa me type or class of 

materials or equipment are required, these units sh all be product of 

one manufacturer. 

2. Nameplate: Nameplate bearing manufacturer's name  or identifiable 

trademark securely affixed in a conspicuous place o n equipment or 

name or trademark cast integrally with equipment, s tamped, or 

otherwise permanently marked on each item of equipm ent. 

B. Comply with the rules and regulations of the Pub lic Utility having 

jurisdiction over the connection to Public Water li nes and the 

extension, and/or modifications to Public Utility s ystems.  



Michael E. DeBakey VAMC  October 16, 2015 
Houston, TX 77030  100% Construction Documents 
Build Parking Garage A  Project No. 580-321 

 

33 10 00 - 2 

 

C. Comply with all rules and regulations of Federal , State, and Local 

Health Department having jurisdiction over the desi gn, construction, and 

operation of potable water systems. 

D. All material surfaces in contact with potable wa ter shall comply with 

NSF 61. 

1.5 SUBMITTALS: 

A. Submit in accordance with Section 01 33 23, SHOP  DRAWINGS, PRODUCT DATA, 

AND SAMPLES. 

B. Manufacturers' Literature and Data (Submit all i tems as one package): 

(Ductile Iron Pipe and Polyvinyl Chloride (PVC) sha ll be in accordance 

with AWWA C600 and C605 respectively; and shall be provided to 

Contracting Officer’s Technical Representative (COT R) for approval.)   

1. Piping. 

2. Gaskets. 

3. Valves. 

4. Fire hydrants. 

5. Street washer. 

6. Meter. 

7. Vaults, frames and covers. 

8. Steps. 

9. Post indicator. 

10. Valve boxes. 

11. Corporation and curb stops. 

12. Curb stop boxes. 

13. Joint restraint. 

14. Disinfection products. 

15. Link/sleeve seals. 

C. Testing Certifications: 

1. Certification of Backflow Devices. 

2. Hydrostatic Testing. 

3. Certification of Disinfection, including free ch lorine residuals, and 

bacteriological examinations. 

1.6 APPLICABLE PUBLICATIONS: 

A. The publications listed below form a part of thi s specification to the 

extent referenced. The publications are referenced in the text by the 

basic designation only. 

B. American National Standards Institute (ANSI/ASME ):  

B16.1-98................Cast Iron Pipe Flanges and Flanged Fittings 

B16.18..................Cast Bronze Solder Joint Pr essure Fittings 
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B16.26-88...............Cast Copper Alloy Fittings for Flared Copper 

Tubes 

B40.100-98..............Pressure Gauges and Gauge A ttachments 

C. American Society for Testing and Materials (ASTM ): 

A123-97.................Zinc (Hot-Dip Galvanized) C oatings on Iron and 

Steel Products 

A148M-03................Standard Specifications for  Steel Castings 

A242-00.................Standard Specifications for  High Strength Low 

Alloy Structural Steel AASHTO No. M161 

A307-02.................Standard Specifications for  Carbon Steel Bolts 

and Studs, 60,000 psi Tensile Strength 

A536-04.................Standard Specifications for  Ductile Iron 

Castings  

B61-02..................Steam or Valve Bronze Casti ngs 

B62-02..................Composition Bronze or Ounce  Metal Castings 

B88-02..................Seamless Copper Water Tube 

B828....................Standard Practice: Solderin g and Brazing Copper 

Tube and fittings 

C32-04..................Sewer and Manhole Brick (Ma de from Clay or 

Shale) 

C139-03.................Concrete Masonry Units for Construction of Catch 

Basins and Manholes 

D1784-03................Standard Specifications for  Rigid PVC Compounds 

and CPVC Compounds 

D1869-00................Standard Specifications for  Rubber Rings for 

Asbestos Cement Pipe 

D2464-99................Standard Specifications for  Threaded PVC Pipe 

Fittings, Schedule 80 

D2467-02................Standard Specifications for  Poly (Vinyl 

Chloride) (PVC) Plastic Pipe Fittings, Schedule 

80 

D3139-98................Joints for Plastic Pressure  Pipes Using Flexible 

Elastomeric Seals 

F477-02e1...............Elastomeric Seals (Gaskets)  for Joining Plastic 

Pipe 

C32-04..................Standard Specifications for  Sewer Manhole Brick 

D. American Water Works Association (AWWA): 

B300-04.................Hypochlorites 

B301-04.................Liquid Chlorine 
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C104-04.................Cement Mortar Lining for Du ctile Iron Pipe and 

Fittings for Water 

C105-99.................Polyethylene Encasement for  Gray and Ductile 

C.I. Piping for Water and Other Liquids 

C110-03.................Ductile-Iron and Gray-Iron Fittings, 3 Inches 

Through 48 Inches for Water and Other Liquids 

C111-01.................Rubber-Gasket Joints for Du ctile-Iron and 

Gray-Iron Pressure Pipe and Fittings 

C115-99.................Flanged Ductile-Iron and Gr ay-Iron Pipe with 

Threaded Flanges 

C150-02.................American National Standard for Thickness Design 

of Ductile Iron Pipe 

C151-96.................Ductile-Iron Pipe, Centrifu gally Cast in Metal 

Molds or Sand-Lined Molds, for Water or Other 

Liquids 

C153-00.................Ductile-Iron Compact Fittin gs, 3 inches Through 

12 Inches for Water and Other Liquids 

C500-02.................Gate Valves for Water and S ewerage Systems 

C502a-95................Dry-Barrel Fire Hydrants 

C503-97.................Wet-Barrel Fire Hydrants 

C508-01.................Swing Check Valves for Wate rworks Service, 2 50 

mm Through 600mm NPS 

C509-01.................Resilient Seated Gate Valve  for Water and Sewage 

System 

C510-97.................Double Check Valve Back-Flo w Prevention Assembly 

C511-97.................Reduced Pressure Principle Back-Flow Prevention 

Assembly 

C550-01.................Protective Epoxy Interior C oatings for Valves 

and Hydrants 

C600-01.................Installation for Ductile-Ir on Water Mains and 

Their Appurtenances 

C605-94.................Underground Installation of  Polyvinyl Chloride 

(PVC) Pressure Pipe and Fittings for Water 

C651-92.................Disinfecting Water Mains 

C800-01.................Underground Service Line Va lves and Fittings 

C900-97.................Polyvinyl Chloride (PVC) Pr essure Pipe, 4 Inches 

Through 12 Inches, for Water 

C905-97.................Polyvinyl Chloride (PVC) Pr essure Pipe 14 Inches 

Through 36 Inches 

E. National Fire Protection Association (NFPA): 
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24-95...................Installation of Private Fir e Service Mains and 

Their Appurtenances 

291-01..................Fire Flow Testing and Marki ng of Hydrants 

1141-98.................Fire Protection in Planned Building Groups 

F. NSF International: 

14-03...................Plastics Piping Components and Related Materials 

61-02...................Drinking Water System Compo nents-Health Effects 

(Sections 1-9) 

G. American Welding Society (AWS): 

A5.8-04.................Brazing Filler Metal 

H. Foundation for Cross-Connection Control and Hydr aulic Research-2005 

I. Copper Development Association’s Copper Tube Han dbook-2005 

PART 2 - PRODUCTS  

 
2.1 DUCTILE IRON PIPE AND FITTINGS: 

A. Ductile iron pipe, direct buried: 

1. Provide ductile iron pipe conforming to the requ irements of AWWA 

C151, Pressure Class 350 for Pipe 4 inches through 12 inches in 

diameter and 250, [  ] minimum for pipe larger than  12 inches in 

diameter, with standard thickness cement mortar lin ing interior, and 

interior asphaltic seal coat and exterior asphaltic  coating, in 

accordance with AWWA and ANSI Standards. 

2. Below Grade: Supply pipe in lengths not in exces s of a nominal 20 

feet with rubber ring type push-on joints, mechanic al joint or 

approved restrained joint. Provide flange joint pip e where shown on 

the drawings. Provide mechanical and restrained joi nt pipe with 

sufficient quantities of accessories as required fo r each joint. 

3. When a polyethylene encasement over pipe, fittin gs, and valves is a 

requirement as indicated on the drawings, the mater ial, installation 

and workmanship shall conform to applicable section s of AWWA C105. 

Make provisions to keep the polyethylene from direc t exposure to 

sunlight prior to installation. Backfill following installation 

without delay to avoid exposure to sunlight. 

B. Ductile Iron Pipe Above Grade or in Below Ground  Concrete Pits: 

1. Flanged ductile iron pipe, AWWA C115, with facto ry applied screwed 

long hub flanges except as otherwise specified here inafter. Face and 

drill flanges after being screwed on the pipe, with  flanges true to 

90 degrees with the pipe axis and flush with end of  pipe, ANSI B16.1, 

125 psi or 250 psi standard, for the purpose intend ed. 
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2. Wall Sleeve Castings: Size and types shown on th e drawings and be hot 

dipped galvanized. Seal strips, where required shal l be Link Seal as 

manufactured by Thunderline Corp., Wayne, Michigan or equal. 

3. Pipe Thickness Class: Minimum of Class 53 as def ined in AWWA C150 for 

all sizes of flanged pipe. 

4. Rubber Ring Gaskets: Full face type, AWWA C111, 1/16 inch rubber ring 

gaskets and of approved composition suitable for th e required 

service. 

5. Pipe and fittings exposed to view in the finishe d work are to be 

painted in accordance with Section 09 91 00, PAINTI NG. Pipe shall not 

receive the standard tar or asphalt coat on the out side surfaces but 

shall be shop primed on the outside with one coat o f Kop-Coat No. 621 

Rust Inhibitive Primer or equal. Paint color shall match the wall 

color.  

6. Bolts and Nuts on Flanged Fittings: Grade B, AST M A307. Low alloy, 

high strength steel in accordance with AWWA C111. A ssemble stainless 

steel bolts and nuts using anti-seize compound to p revent galling. 

C. All Pipe Fittings: Ductile iron with a minimum p ressure rating of 350 

psi. Fittings shall meet the requirements of ANSI a nd AWWA 

specifications as applicable. Rubber gasket joints shall conform to AWWA 

C111 for mechanical and push-on type joints. Ball j oints shall conform 

to AWWA C151 with a separately cast ductile iron be ll conforming to ASTM 

A148. Flanged fittings shall conform to AWWA C115 a nd be furnished flat 

faced and drilled to 125 psi or 250 psi template in  accordance with ANSI 

B16.1 with full faced gaskets. 

D. Provide cement mortar lining and bituminous seal  coat on the inside of 

the pipe and fittings in accordance with AWWA C104.  Provide standard 

asphaltic coating on the exterior. 

E. Provide a factory hydrostatic test of not less t han 500 psi for all pipe 

in accordance with AWWA C151. 

F. Provide non-detectable adhesive backed identific ation tape on top and 

sides of all buried ductile iron pipe, extended fro m joint to joint 

along the length of the pipe and have black letteri ng identifying the 

pipe service at no more than 12 inch intervals. Acc ording to service, 

the tape background color shall be as follows: pota ble water-blue. 

2.2 POLYVINYL CHLORIDE PIPE AND FITTINGS: 

A. Class-Rated Polyvinyl Chloride (PVC) Pipe: 

1. PVC pipe and accessories 4 inches–14 inches in d iameter, AWWA C900 

“Polyvinyl Chloride (PVC) Pressure Pipe”, Class 200 , DR 14, cast iron 

outside diameters, unless otherwise shown or specif ied. 



Michael E. DeBakey VAMC  October 16, 2015 
Houston, TX 77030  100% Construction Documents 
Build Parking Garage A  Project No. 580-321 

 

33 10 00 - 7 

 

2. PVC pipe and accessories 16 inches or larger, AW WA C905, “Polyvinyl 

Chloride Water Transmission Pipe”, Class 235, DR 18 , cast iron 

outside diameters unless otherwise shown or specifi ed. Pipe and 

accessories shall bear the NSF mark indicating pipe  size, 

manufacturer’s name, AWWA and/or ASTM Specification  number, working 

pressure and production code. Pipe and couplings sh all be made in 

accordance with ASTM D1784. 

3. PVC Pipe and Accessories Smaller than 4 inches: Schedule 80, meeting 

the requirements of ASTM D-1785, Type 1, Grade 1. A ll exposed piping 

shall be CPVC meeting requirements of ASTM F441. 

B. Joints: 

1. Pipe 3 inches and Greater in Diameter: Push-on t ype with factory 

installed solid cross section elastomeric ring meet ing the 

requirements of ASTM F-477. 

2. Pipe less than 3 inches in Diameter: Threaded (A STM D-2464) or 

solvent welded (ASTM 2467). Use Teflon tape or liqu id Teflon thread 

lubricant approved for use on plastic on all thread ed joints. 

C. Fittings: 

1. Class-Rated Pipe 3 inches in Diameter and Greate r: Ductile iron with 

mechanical joints conforming to the requirements of  AWWA C153. 

2. For Schedule 80 Pipe less than 3 inches in Diame ter: Threaded or 

solvent weld. Threaded PVC fittings shall conform t o ASTM D2464.  

CPVC fittings shall conform to ASTM F437 for thread ed fittings and 

ASTM F439 for solvent weld fittings.   

2.3 COPPER PIPE AND TUBING: 

 Copper Piping: ASTM B88, Type K, or Type L with fl ared fittings in 

accordance with AWWA C800, with sweat cast brass fi ttings per ANSI 

B16.18. Use brazing alloy, AWS A5.8, Classification  BCuP. 

2.4 VALVES: 

A. Asbestos packing is not allowed.  

B. Gate:  

1. 3 inches and Larger: Resilient seated, ductile i ron body, bronze 

mounted, inclined seats, non-rising stem type turni ng counter-

clockwise to open, 200 pound WOG (Water, Oil, Gas).  AWWA C509. The 

resilient seat shall be fastened to the gate with s tainless steel 

fasteners or vulcanizing methods. The interior and exterior shall be 

coated with thermo-setting or fusion epoxy coating in accordance with 

AWWA C550. 

2. Operator: 
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a. Underground: Except for use with post indicators , furnish valves 

with 2 inch nut for socket wrench operation. Post i ndicator shall 

comply with the requirements of NFPA 24 and shall b e fully 

compatible with the valve provided. 

b. Above Ground and in Pits: Hand wheels. 

3. Joints: Ends of valves shall accommodate, or be adapted to, pipe 

installed. 

C. Check: Swing. 

1. Smaller than 4 inches: Bronze body and bonnet, A STM B61 or B62, 200 

pound WOG. 

2. 4 inches and Larger: Iron body, bronze trim, swi ng type, vertical or 

horizontal installation, flange connection, 200 pou nd WOG. Check 

valves for fire lines shall conform to AWWA C508 an d shall be epoxy 

coated and lined per AWWA C550. 

D. Corporation stops and saddles shall conform to A WWA C800. 

E. Curb Stop: Smaller than 3 inches. Waterworks sta ndard for Type "K" 

copper, single piece cast bronze body with tee top operated plug sealed 

with O-ring gaskets, 200 pound WOG per AWWA C800. 

2.5 CURB STOP BOX: 

 Cast iron extension box with screw or slide type a djustment and flared 

base. Box shall be adapted, without full extension,  to depth of cover 

required over pipe at stop location. Cast the word "WATER" in cover and 

set cover flush with finished grade. Curb stop shut -off rod shall extend 

2 feet above top of deepest stop box. 

2.6 VALVE BOX: 

 Cast iron extension box with screw or slide-type a djustment and flared 

base. Minimum thickness of metal shall be 3/16 inch . Box shall be 

adapted, without full extension, to depth of cover required over pipe at 

valve location. Cast the word "WATER" in cover. Pro vide [two] "T" handle 

socket wrenches of 5/8 inch round stock long enough  to extend 2 feet 

above top of deepest valve box. 

2.7 POST INDICATOR VALVE: 

A. Valve: Valve shall conform to the specifications  listed in Section 2.4 

for gate valves. The Post Indicator shall conform t o NFPA 24, and shall 

be fully compatible with the valve and all the supe rvisory switches. 

2.8 FIRE HYDRANTS: 

A. Size of main valve opening of each hydrant shall  be 5 inches, minimum. 

Hose thread, size of fire apparatus connection, and  shape, size and 

direction of rotation of operating head of hydrant shall be identical 

with present local fire department and/or water dep artment standards. 
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B. Hydrant shall be type AWWA C502, heavy construct ion, of proper length to 

connect pipe without extra fittings, and shall be t he traffic type with 

safety flange on barrel and safety couplings on the  valve stem with the 

following features: 

1. Interior removable without digging up hydrant; c an be packed under 

pressure; 6 inch bell connection; one steamer nozzl e and two hose 

nozzles with nozzle caps securely chained to barrel ; suitable 

drainage device; single rubber or leather-faced val ve in base; 

nozzles, stuffing boxes, wedge nuts, seat rings, cl amp plates, etc. 

Threaded joints or spindles shall be bronze. Upper and lower barrels 

shall be of equal diameters. Upper barrel shall be of sufficient 

length to permit setting hydrant with barrel flange  not more than 2 

inches above finished grade. All fire hydrants shal l have 6 inch 

bottom connection. 

2. Provide fire hydrants with a finish paint identi cal to the existing 

fire hydrants. 

C. Provide two wrenches with handles not less than 14 inches long. 

2.9 PIPE SLEEVES: 

 Ductile iron or zinc coated steel. 

2.10 BACKFLOW PREVENTER: 

A. Potable Water and Irrigation Water Service: Redu ced Pressure Principle 

Type AWWA C511, except pressure drop at rated flow shall not exceed 15 

psi. Gate valves installed on the assembly shall be  resilient seated 

valve conforming to AWWA C509. 

B. Fire Service: Double detector check valve. AWWA C510 and NFPA 14. 

C. In cold climate areas, backflow assemblies and d evices shall be 

protected from freezing by a method acceptable to l ocal jurisdiction. 

D. Backflow preventers shall be approved by the Fou ndation for Cross-

Connection Control and Hydraulic Research per curre nt edition of the 

Manual of Cross-Connection Control.  

E. Backflow preventer shall not be located in any a rea containing fumes 

that are toxic, poisonous or corrosive. 

F. Direct connections between potable water piping and sewer connected 

wastes shall not exist under any condition with or without backflow 

protection.   

G. Backflow preventer shall be accessed and have cl earance for the required 

testing, maintenance and repair. Access and clearan ce shall require a 

minimum of one (1) foot between the lowest portion of the assembly and 

grade, floor or platform. Installations elevated mo re than five (5) feet 
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above the floor or grade shall be provided with a p ermanent platform 

capable of supporting a tester or maintenance perso n. 

 
2.14 VAULTS (BACKFLOW PREVENTER OR METER): 

A. Top and base shall be reinforced concrete. 

B. Walls shall be reinforced concrete, precast conc rete, or segmental block 

(ASTM C139). 

2.15 CAST IRON FRAME AND COVER, STEPS, ETC.: 

 Cast iron frame and cover, steps, etc. shall compl y with State 

Department of Transportation standard details. Iden tify cover as 

“WATER”. 

2.16 FLEXIBLE EXPANSION JOINTS: (PROVIDE FOR DOMESTIC AND FIRE SERVICE) 

 Ductile iron with ball joints rated for 250 psi wo rking pressure 

conforming to ANSI/AWWA A21.53/C153, capable of def lecting a minimum of 

30 degrees and expanding simultaneously to the amou nt shown on the 

drawings. Flexible expansion joint shall have the e xpansion capability 

designed as an integral part of the ductile iron ba ll castings. Pressure 

containing parts shall be lined with a minimum of 1 5 mils of fusion 

bonded epoxy conforming to the applicable requireme nts of ANSI/AWWA C213 

and shall be factory holiday tested with a 1500 vol t spark test. 

Flexible expansion joint shall have flanged connect ions conforming to 

ANSI/AWWA A21.11/C110. Bolts and nuts high strength  steel with synthetic 

gaskets that comply with AWWA C110. 

2.17 POTABLE WATER: 

 Water used for filling, flushing, and disinfection  of water mains and 

appurtenances shall conform to Safe Drinking Water Act. 

2.18 DISINFECTION CHLORINE: 

A. Liquid chlorine shall conform to AWWA B301 and A WWA C651. 

B. Sodium hypochlorite shall conform to AWWA B300 w ith 5 percent to 15 

percent available chlorine. 

C.  Calcium hypochlorite shall conform to AWWA B300 sup plied in granular 

form or 5.g tablets, and shall contain 65 percent c hlorine by weight. 

 
2.19 WARNING TAPE 

 Standard, 4-Mil polyethylene 3 inch wide tape, det ectable type, blue 

with black letters, and imprinted with “CAUTION BUR IED WATER LINE 

BELOW”. 

PART 3 - EXECUTION 

3.1 BUILDING SERVICE LINES: 
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 Install water service lines to point of connection  within approximately 

5 feet outside of buildings to which such service i s to be connected and 

make connections thereto. If building services have  not been installed 

provide temporary caps. 

3.2 REGRADING: 

 Raise or lower existing valve and curb stop boxes and fire hydrants to 

finish grade in areas being graded. 

3.3 PIPE LAYING, GENERAL: 

A. Care shall be taken in loading, transporting, an d unloading to prevent 

injury to the pipe or coatings. Pipe or fittings sh all not be dropped. 

All pipe or fittings shall be examined before layin g, and no piece shall 

be installed which is found to be defective. Any da mage to the pipe 

coatings shall be repaired as directed by the COTR.  

B. All pipe and fittings shall be subjected to a ca reful inspection just 

prior to being laid or installed. If any defective piping is discovered 

after it has been laid, it shall be removed and rep laced with a sound 

pipe in a satisfactory manner at no additional expe nse to the 

Government. All pipe and fittings shall be thorough ly cleaned before 

laying, shall be kept clean until they are used in the work, and when 

installed or laid, shall conform to the lines and g rades required. 

C. All buried piping shall be installed to the line s and grades as shown on 

the drawings. All underground piping shall slope un iformly between 

joints where elevations are shown. 

D. Contractor shall exercise extreme care when inst alling piping to shore 

up and protect from damage all existing underground  water line and power 

lines, and all existing structures. 

E. Do not lay pipe on unstable material, in wet tre nch, or when trench or 

weather conditions are unsuitable. 

F. Do not lay pipe in same trench with other pipes or utilities unless 

shown otherwise on drawings. 

G. Hold pipe securely in place while joint is being  made. 

H. Do not walk on pipes in trenches until covered b y layers of earth well 

tamped in place to a depth of 12 inches over pipe. 

I. Full length of each section of pipe shall rest s olidly upon pipe bed 

with recesses excavated to accommodate bells or joi nts. Do not lay pipes 

on wood blocking. 

J. Tees, plugs, caps, bends and hydrants on pipe in stalled underground 

shall be anchored. See section 3.7 “PIPE SUPPORTS”.  

K. Close pipe openings with caps or plugs during in stallation. Tightly 

cover and protect equipment against dirt, water and  chemical, or 
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mechanical injury. At completion of all work, thoro ughly clean exposed 

materials and equipment. 

L.  Good alignment shall be preserved in laying. The de flection at joints 

shall not exceed that recommended by the manufactur er. 

M.  Warning tape shall be continuously placed 12 inches  above buried water 

pipes. 

3.4 DUCTILE IRON PIPE: 

A. Installing Pipe: Lay pipe in accordance with AWW A C600 with polyethylene 

encasement if required in accordance with AWWA C105 . Provide a firm even 

bearing throughout the length of the pipe by tampin g selected material 

at the sides of the pipe up to the spring line. 

B. All pipe shall be sound and clean before laying.  When laying is not in 

progress, the open ends of the pipe shall be closed  by watertight plug 

or other approved means. 

C. When cutting pipe is required, the cutting shall  be done by machine, 

leaving a smooth cut at right angles to the axis of  the pipe. Bevel cut 

ends of pipe to be used with push-on bell to confor m to the manufactured 

spigot end. Cement lining shall be undamaged. 

D. Jointing Ductile-Iron Pipe: 

1. Push-on joints shall be made in strict accordanc e with the 

manufacturer’s instruction. Pipe shall be laid with  bell ends looking 

ahead. A rubber gasket shall be inserted in the gro ove of the bell 

end of the pipe, and the joint surfaces cleaned and  lubricated. The 

plain end of the pipe is to be aligned with the bel l of the pipe to 

which it is joined, and pushed home with approved m eans. 

2. Mechanical Joints at Valves, Fittings: Install i n strict accordance 

with AWWA C111. To assemble the joints in the field , thoroughly clean 

the joint surfaces and rubber gaskets with soapy wa ter before 

tightening the bolts. Bolts shall be tightened to t he specified 

torque. 

3. Ball Joints: Install in strict accordance with t he manufacturer’s 

instructions. Where ball joint assemblies occur at the face of 

structures, the socket end shall be at the structur e and ball end 

assembled to the socket. 

4. Flanged joints shall be in accordance with AWWA C115. Flanged joints 

shall be fitted so that the contact faces bear unif ormly on the 

gasket and then are made up with relatively uniform  bolt stress. 

3.5 PVC PIPE: 

A. PVC piping shall be installed in strict accordan ce with the 

manufacturer’s instructions and AWWA 605. Place sel ected material and 
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thoroughly compacted to one foot above the top of t he pipe and 

thereafter back filled as specified in Section 31 2 0 11, EARTH MOVING. 

B. Copper Tracer Wire: Copper tracer wire consistin g of No. 14 AWG solid, 

single conductor, insulated copper wire shall be in stalled in the trench 

with all piping to permit location of the pipe with  electronic 

detectors. The wire shall not be spiraled around th e pipe nor taped to 

the pipe. Wire connections are to be made by stripp ing the insulation 

from the wire and soldering with rosin core solder.  Solder joints shall 

be wrapped with rubber tape and electrical tape. At  least every 1000 

feet, provide a 5 pound magnesium anode attached to  the main tracer wire 

by solder. The solder joint shall be wrapped with r ubber tape and with 

electrical tape. An anode shall be attached at the end of each line. 

C. Magnetic markers may be used in lieu of copper t racer wire to aid in 

future pipe locating. Generally, install markers on  20 foot centers. If 

pipe is in a congested piping area, install on 10 f oot centers. Prepare 

as-built drawing indicating exact location of magne tic markers. 

3.6 COPPER PIPE: 

 Copper piping shall be installed in accordance wit h the Copper 

Development Association’s Copper Tube Handbook and manufacturer’s 

recommendations. Copper piping shall be bedded in 6  inches of sand and 

then back filled as specified in Section 31 20 11, EARTH MOVING. 

3.7 PIPE SUPPORTS: 

A. Supports: 

1. All piping shall be properly and adequately supp orted. Hangers, 

supports, base elbows and tees, and concrete piers and pads shall be 

provided as indicated on the drawings. If the metho d of support is 

not indicated on the drawings, exposed piping shall  be supported by 

hangers wherever the structure is suitable and adeq uate to carry the 

superimposed load. Supports shall be placed approxi mately 8 feet on 

centers and at each fitting. 

2. Hangers shall be heavy malleable iron of the adj ustable swivel type, 

split ring type, or the adjustable-swivel, pipe-rol l type for 

horizontal piping and adjustable, wrought iron, cla mp type for 

vertical piping. Flat steel strap or chain hangers are not acceptable 

unless indicated on the drawings. 

3. Hangers shall be attached to the structure, wher e possible, by beam 

clamps and approved concrete inserts set in the for ms before concrete 

is poured. Where this method is impractical, anchor  bolts with 

expanding lead shields, rawl drives, or malleable i ron expansion 

shields will be permitted. 
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4. Where hangers cannot be used, the Contractor sha ll provide pipe 

saddle supports with pipe column and floor flange. 

3.8 RESTRAINED JOINTS: 

A. Sections of piping requiring restrained joints s hall be constructed 

using pipe and fittings with restrained “locked-typ e” joints and the 

joints shall be capable of holding against withdraw al for line pressures 

50 percent above the normal working pressure but no t less than 200 psi. 

The pipe and fittings shall be restrained push-on j oints or restrained 

mechanical joints. 

B. The minimum number of restrained joints required  for resisting force at 

fittings and changes in direction of pipe shall be determined from the 

length of retained pipe on each side of fittings an d changes in 

direction necessary to develop adequate resisting f riction with the 

soil. Restrained pipe length shall be as shown on t he drawings. 

C. Restrained joint assemblies with ductile iron me chanical joint pipe 

shall be “Flex-Ring”, “Lok-Ring”, or mechanical joi nt coupled as 

manufactured by American Cast Iron Pipe Company, “M ega-Lug” or approved 

equal. 

D. Ductile iron pipe bell and spigot joints shall b e restrained with EBBA 

Iron Sales, Inc. Series 800 Coverall or approved eq ual. 

E. Ductile iron mechanical joint fittings shall be restrained with EBBA 

Iron Sales, Inc. Series 1200 Restrainer. The restra ining device shall be 

designed to fit standard mechanical joint bells wit h standard T head 

bolts conforming to AWWA C111 and AWWA C153. Glands  shall be 

manufactured of ductile iron conforming to ASTM A53 6. Set screws shall 

be hardened ductile iron and require the same torqu e in all sizes. Steel 

set screws not permitted. These devices shall have the stated pressure 

rating with a minimum safety factor of 2:1. Glands shall be listed with 

Underwriters Laboratories and/or approved by Factor y Mutual. 

F. Thrust blocks shall not be permitted. 

G. Where ductile iron pipe manufactured with restra ined joints is utilized, 

all restrained joints shall be fully extended and e ngaged prior to back 

filling the trench and pressurizing the pipe. 

H. PVC pipe bell and spigot joints shall be restrai ned with the Uni-Flange 

Corp. Series 1350 Restrainer or approved equal. The  restraining device 

and Tee head bolts shall be manufactured of high st rength ductile iron 

meeting ASTM A536. Clamping bolts and nuts shall be  manufactured of 

corrosion resistant high strength, low alloy steel meeting the 

requirements of ASTM A242. 
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I. Ductile iron mechanical joint fittings used with  PVC pipe shall be 

restrained with UNI-Flange Corp. Series 1300 Restra iner, EBBA Iron, Inc, 

Series 2000PV Mechanical Joint Restrainer Gland, or  approved equal. The 

restraining device and Tee head bolts shall be manu factured of high 

strength ductile iron meeting ASTM A-536. Clamping bolts and nuts shall 

be manufactured of corrosion resistant high strengt h, low alloy steel 

meeting the requirements of ASTM A242. 

3.9 PIPE SEPARATION: 

A. Horizontal Separation-Water Mains and Sewers: 

1. Water mains shall be located at least 10 feet ho rizontally from any 

proposed drain, storm sewer, sanitary or sewer serv ice connection. 

2. Water mains may be located closer than 10 feet t o a sewer line when: 

a. Local conditions prevent a lateral separation of  10 feet; and 

b. The water main invert is at least 18 inches abov e the crown of the 

sewer; and 

c. The water main is either in a separate trench or  in the same 

trench on an undisturbed earth shelf located one si de of the 

sewer. 

3. When it is impossible to meet (1) or (2) above, both the water main 

and drain or sewer shall be constructed of mechanic al joint ductile 

iron pipe. Ductile iron pipe shall comply with the requirements 

listed in this specification section. The drain or sewer shall be 

pressure tested to the maximum expected surcharge h ead before back 

filling. 

B. Vertical Separation-Water Mains and Sewers: 

1. A water main shall be separated from a sewer so that its invert is a 

minimum of 18 inches above the crown of the drain o r sewer whenever 

water mains cross storm sewers, sanitary sewers or sewer service 

connections. The vertical separation shall be maint ained for that 

portion of the wear main located within 10 feet hor izontally of any 

sewer or drain crossed. A length of water main pipe  shall be centered 

over the sewer to be crossed with joints equidistan t from the sewer 

or drain. 

2. Both the water main and sewer shall be construct ed of slip-on or 

mechanical joint ductile iron pipe or PVC pipe equi valent to water 

main standards of construction when: 

a. It is impossible to obtain the proper vertical s eparations 

described in (1) above; or 

b. The water main passes under a sewer or drain. 
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3. A vertical separation of 18 inches between the i nvert of the sewer or 

drain and the crown of the water main shall be main tained where a 

water main crosses under a sewer. Support the sewer  or drain lines to 

prevent settling and breaking the water main. 

4. Construction shall extend on each side of the cr ossing until the 

perpendicular distance from the water main to the s ewer or drain line 

is at least 10 feet. 

3.10 SETTING OF VALVES AND BOXES: 

A. Provide a surface concrete pad 18 by 18 by 6 inc hes to protect valve box 

when valve is not located below pavement. 

B. Clean valve and curb stops interior before insta llation. 

C. Set valve and curb stop box cover flush with fin ished grade. 

D. Valves shall be installed plumb and level and in  accordance with 

manufacturer’s recommendations. 

3.11 SETTING OF FIRE HYDRANTS: 

A. Set center of each hydrant not less than 2 feet nor more than 6 feet 

back of edge of road or face of curb. Fire apparatu s connection shall 

face road with center of nozzle 18 inches above fin ished grade. Set 

barrel flange not more than 2 inches above finished  grade. 

B. Set each hydrant on a slab of stone or concrete not less than 4 inches 

thick and 15 inches square. The service line to the  hydrant, between the 

tee and the shoe of the hydrant, shall be fully res trained. 

C. Set bases in not less than 1/2 cubic yard of cru shed rock or gravel 

placed entirely below hydrant drainage device. 

D. Clean interiors of hydrants of all foreign matte r before installation. 

3.12 PIPE SLEEVES: 

Install where water lines pass through retaining wa lls, building 

foundations and floors. Seal with modular mechanica l type link seal. 

Install piping so that no joint occurs within a sle eve. Split sleeves 

may be installed where existing lines pass through new construction. 

 
3.13 FLUSHING AND DISINFECTING: 

A. Flush and disinfect new water lines in accordanc e with AWWA C651. 

B. Initial flushing shall obtain a minimum velocity  in the main of 2.5 feet 

per second at 40 psi residual pressure in water mai n. The duration of 

the flushing shall be adequate to remove all partic les from the line. 

 

Pipe 
Diameter 

Flow Required to 
Produce 

2.5 ft/sec(approx.) 
Velocity in Main 

Number of Hydrant Outlets 

Size of Tap. in. 

1 1 ½ 2 2 1/2 
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In gpm Number of taps on pipe 

4 100 1 -- -- 1 

6 200 -- 1 -- 1 

8 400 -- 2 1 1 

10 600 -- 3 2 1 

12 900 -- -- 3 2 

16 1,600 -- -- 4 2 

 
The backflow preventers shall not be in place durin g the flushing. 

C. The Contractor shall be responsible to provide t he water source for 

filling, flushing, and disinfecting the lines. Only  potable water shall 

be used, and the Contractor shall provide all requi red temporary pumps, 

storage facilities required to complete the specifi ed flushing, and 

disinfection operations. 

D. The Contractor shall be responsible for the disp osal of all water used 

to flush and disinfect the system in accordance wit h all governing rules 

and regulations. The discharge water shall not be a llowed to create a 

nuisance for activities occurring on or adjacent to  the site. 

E. The bacteriological test specified in AWWA C651 shall be performed by a 

laboratory approved by the Health Department of the  State.  The cost of 

sampling, transportation, and testing shall be the responsibility of the 

Contractor. 

F.  Re-disinfection and bacteriological testing of fail ed sections of the 

system shall be the sole responsibility of the Cont ractor. 

G.  Before backflow preventers are installed, all upstr eam piping shall be 

thoroughly flushed. 

3.14 HYDROSTATIC TESTING: 

A. Hydrostatic testing of the system shall occur pr ior to disinfecting the 

system. 

B. After new system is installed, except for connec tions to existing system 

and building, backfill at least 12 inches above pip e barrel, leaving 

joints exposed. The depth of the backfill shall be adequate to prevent 

the horizontal and vertical movement of the pipe du ring testing. 

C. Prior to pressurizing the line, all joint restra ints shall be completely 

installed and inspected. 

D. If the system is tested in sections, and at the temporary caps at 

connections to the existing system and buildings, t he Contractor shall 

provide and install all required temporary thrust r estraints required to 

safely conduct the test. 
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E. The Contractor shall install corporation stops i n the line as required 

to purge the air out of the system. At the completi on of the test, all 

corporation stops shall be capped. 

F. The Contractor shall perform pressure and leakag e tests for the new 

system for 2 hours to 200 psi. Leakage shall not ex ceed the following 

requirements. 

1. Copper Tubing: No leaks. 

2. Ductile Iron Pipe: AWWA C600.Provide to COTR off ice. 

3. Polyvinyl Chloride (PVC) AWWA C605.Provide to CO TR office. 

3.15 BACKFLOW PREVENTOR TESTING: 

A. All backflow preventers shall be tested and cert ified for proper 

operation prior to being placed in operation. 

B. Original copies of the certification shall be su bmitted to the COTR. 

- - - E N D - - - 
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SECTION 33 30 00 
SANITARY SEWERAGE UTILITIES 

 

PART 1 - GENERAL 

1.1 DESCRIPTION: 

 Outside, underground sanitary sewer system, comple te, ready for 

operation, including all gravity flow lines, manhol es, cleanouts, 

frames, covers, structures, appurtenances, and conn ections to new 

building and structure, service lines, existing san itary sewer lines, 

and existing sanitary structures, and all other inc identals. 

1.2 RELATED WORK: 

A. Maintenance of Existing Utilities: Section 01 00  00, GENERAL 

REQUIREMENTS. 

B. Excavation, Trench Widths, Pipe Bedding, Backfil l, Shoring, Sheeting, 

Bracing: Section 31 20 11, EARTH MOVING.  

C. Concrete Work Reinforcing, Placement and Finishi ng; Section 32 05 23, 

CEMENT & CONCRETE FOR EXTERIOR IMPROVEMENTS. 

D. Fabrication of Steel Ladders: Section 05 50 00, METAL FABRICATIONS. 

E. Protection of Materials and Equipment: Section 2 2 05 11, COMMON WORK 

RESULTS FOR PLUMBING. 

1.3 QUALITY ASSURANCE: 

A. Products Criteria: 

1. Multiple Units: When two or more units of the sa me type or class of 

materials or equipment are required, these units sh all be products of 

one manufacturer. 

2. Nameplates: Nameplate bearing manufacturer's nam e, or identifiable 

trademark, including model number, securely affixed  in a conspicuous 

place on equipment, or name or trademark, including  model number cast 

integrally with equipment, stamped, or otherwise pe rmanently marked 

on each item of equipment. 
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B. Comply with the rules and regulations of the Pub lic Utility having 

jurisdiction over the connection to Public Sanitary  Sewer lines and the 

extension, and/or modifications to Public Utility S ystems. 

1.4 SUBMITTALS: 

A. Submit in accordance with Section 01 33 23, SHOP  DRAWINGS, PRODUCT DATA, 

AND SAMPLES. 

B. Manufacturers' Literature and Data: Submit the f ollowing as one package: 

1.  Pipe, Fittings, and, Appurtenances. 

2. Jointing Material. 

3. Manhole and Structure Material.  

4. Frames and Covers. 

5. Steps and Ladders. 

1.5 APPLICABLE PUBLICATIONS: 

A. The publications listed below form a part of thi s specification to the 

extent referenced. The publications are referenced in the text by the 

basic designation only. 

B. American Society for Testing and Materials (ASTM ): 

A48/A48M-03.............Gray Iron Castings 

A536-84(2004)...........Ductile Iron Castings 

A615/A615M-06...........Deformed and Plain Carbon-S teel Bars for 

Concrete Reinforcement 

A625/A625M-03...........Tin Mill Products, Black Pl ate, Single Reduced 

A746-03.................Ductile Iron Gravity Sewer Pipe 

C12-06..................Installing Vitrified Clay P ipe Lines 

C76-05b/C76M-05b........Reinforced Concrete Culvert , Storm Drain and 

Sewer Pipe 

C139-05.................Concrete Masonry Units for Construction of Catch 

Basins and Manholes 
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C150-05.................Portland Cement 

C425-04.................Compression Joints for Vitr ified Clay Pipe and 

Fittings 

C478-06a/C478M-06a......Precast Reinforced Concrete  Manhole Sections 

C700-05.................Vitrified Clay Pipe, Extra Strength, Standard 

Strength, and Perforated 

C828-03.................Low-Pressure Air Test of Vi trified Clay Pipe 

Lines 

C857-95(2001)...........Minimum Structural Design L oading for 

Underground Precast Concrete Utility Structures 

D698-00ae1..............Laboratory Compaction Chara cteristics of Soil 

Using Standard Effort (12,400 ft-lbf/ft 3) 

D2321-05................Underground Installation of  Thermoplastic Pipes 

for Sewers and Other Gravity-Flow Applications 

D2412-02................Determination of External L oading 

Characteristics of Plastic Pipe by Parallel- 

Plate Loading 

D2992-01................Practice for Obtaining Hydr ostatic or Pressure 

Design Basis for Fiberglass (Glass-Fiber-

Reinforced Thermosetting-Resin) Pipe and 

Fittings 

D3034-04a...............Type PSM Poly (Vinyl Chlori de) (PVC) Sewer Pipe 

and Fittings 

D3212-96a (2003) e1.....Joints for Drain and Sewer Plastic Pipes Using 

Flexible Elastomeric Seals 

D3261-03................Butt Heat Fusion Polyethyle ne (PE) Plastic 

Fittings for Polyethylene (PE) Plastic Pipe and 

Tubing 

D3350-05................Polyethylene Plastics Pipe and Fittings 

Materials 



Michael E. DeBakey VAMC  October 16, 2015 
Houston, TX 77030  100% Construction Documents 
Build Parking Garage A  Project No. 580-321 

 

33 30 00 - 4 

 

D4101-05a...............Polypropylene Injection and  Extrusion Materials 

F477-02e1...............Elastomeric Seals (Gaskets)  for Joining Plastic 

Pipe 

F679-06.................Poly (vinyl chloride) (PVC)  Large-Diameter 

Plastic Gravity Sewer Pipe and Fittings 

F714-05.................Polyethylene (PE) Plastic P ipe (SDR-PR) Based on 

Outside Diameter 

F794-03.................Poly (Vinyl Chloride)(PVC) Ribbed Gravity Sewer 

Pipe and Fittings Based on Controlled Inside 

Diameter 

F894-05.................Polyethylene (PE) Large Dia meter Profile Wall 

Sewer and Drain Pipe 

F949-03.................Poly (Vinyl Chloride) (PVC)  Corrugated Sewer 

Pipe with Smooth Interior and Fittings 

C. American Water Works Association (AWWA): 

C105/A21.5-05...........Polyethylene Encasement for  Ductile Iron Pipe 

Systems 

C110/A21.10-03..........Ductile-Iron and Gray-Iron Fittings for Water  

C111/A21.11-00..........Rubber Gasket Joints for Du ctile Iron Pressure 

Pipe and Fittings 

C115-99.................Flanged Ductile-Iron Pipe w ith Threaded Flanges 

C116-03.................Protective Fusion-Bonded Ep oxy Coatings for the 

Interior and Exterior Surfaces of Ductile Iron 

Pipe and Gray Iron Fittings for Water Supply 

Service 

C151-/A21.51-02 Ductile-Iron Pipe, Centrifugally Ca st for Water 

C153-00 Ductile-Iron Compact Fittings for Water Ser vices 

C508-01.................Swing Check Valves for Wate rworks, 2 inches  

Through 24 inches NPS 
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C509-01.................Resilient Seated Gate Valve s for Water-Supply 

Service  

C515-01.................Reduced-Wall, Resilient-Sea ted Gate Valves For 

Water Supply Service 

C512-04.................Air Release, Air/Vacuum, an d Combination Air 

Valves for Waterworks Service 

C550-05.................Protective Epoxy Interior C oatings for Valves 

and Hydrants 

C600-05.................Installation for Ductile-Ir on Water Mains and 

Their Appurtenances 

C605-94.................Underground Installation of  Polyvinyl (PVC) 

Pressure Pipe and Fittings for Water 

C900-97 ................Polyvinyl Chloride (PVC) Pr essure Pipe, 4 inches 

Through 12 inches for Water Distribution 

C905-97.................Polyvinyl Chloride (PVC) Pr essure Pipe and 

Fabricated Fittings, 14 Inches through 48 

Inches, for Water Transmission and Distribution 

C906-99.................Polyethylene (PE) Pressure Pipes and Fittings, 4 

Inches through 63 Inches, for Water Distribution 

D.  American Association of State Highway and Transport ation Officials 

(AASHTO): 

M198-05.................Joints for Concrete Pipe, M anholes, and Precast 

Box Sections using Preformed Flexible Joint 

Sealants 

E. Uni-Bell PVC Pipe Association: 

Uni-B-6-98..............Recommended Practice Low Pr essure Air Testing of 

Installed Sewer Pipe 

PART 2 - PRODUCTS 
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2.1 PIPING: 

A. Gravity Flow Lines (Pipe and Fittings): 

1. Vitrified Clay: Pipe and fittings shall conform to ASTM C700, extra 

strength, with gasketed bell and spigot end joints.  Joints on the 

pipe and fitting shall conform to ASTM C425. 

2. Polyvinyl Chloride (PVC): 

a. Pipe and Fittings, 4 to 15 inches in diameter, s hall conform to 

ASTM D3034, Type PSM, SDR 26. Pipe and fittings sha ll have 

elastomeric gasket joints providing a watertight se al when tested 

in accordance with ASTM D3212.  Gaskets shall confo rm to ASTM 

F477. Solvent welded joints shall not be permitted.  

b. Pipe and fittings, 18 to 36 inches in diameter, shall be solid 

wall or have a corrugated or ribbed exterior profil e and a smooth 

interior. Pipe shall conform to the following: 

1) Pipe and fittings shall conform to ASTM F949 cor rugated sewer 

pipe with a smooth interior. The corrugated outer w all shall be 

fused to the smooth interwall at the corrugation va lley. Pipe 

and fitting shall have a smooth bell, elastomeric j oints 

conforming to ASTM D3212, and shall have a minimum pipe 

stiffness of 50 psi at 5 percent deflection, when t ested in 

accordance with ASTM D2412. Corrugation shall be pe rpendicular 

to the axis of the pipe to allow gaskets to be inst alled on 

field cut sections of pipe without the requirement for special 

fittings. 

2) Ribbed wall PVC pipe and fittings shall conform to ASTM F794 

ribbed sewer pipe with smooth interior pipe and fit tings shall 

have a smooth bell, elastomeric joints conforming t o ASTM 

D3212, and shall have a minimum pipe stiffness of 4 6 psi when 

tested in accordance with ASTM D 2412, at 5 percent  vertical 

deflection. Joints shall not leak at 25 feet of hea d under 5 

percent deflection. 

3) Solid wall pipe and fittings shall conform to AS TM F679, SDR 26  

pipe and fittings shall gaskets conforming to ASTM F477, and 

shall be able to withstand a hydrostatic pressure o f 50 psi. 
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3. Ductile Iron Pipe (DIP) for Sanitary Sewer: Shal l conform to ASTM 

A746, thickness Class 51 unless otherwise shown or specified. Joints 

on pipe and fittings shall be push-on style and con form to AWWA C110 

and AWWA C111, rated for 150 psi. Exterior coating shall be 

approximately 1 mil asphaltic coating as specified in ASTM A746. 

Interior lining shall be a catalyzed coal tar epoxy , having a minimum 

thickness of 24 mils, a permeability rating of 0.13  perms, direct 

impact rating of 100 in-lbs, an abrasion resistance  of 20 liters of 

sand per mil, and dielectric strength of 250 volts per mil. Pipe and 

fittings shall be polyethylene encased with 8 mil p olyethylene 

sheeting per AWWA C105. Color of polyethylene encas ement shall be 

green. 

 

 

2.2 JOINTING MATERIAL: 

A. Gravity Flow Lines: 

1. Vitrified Clay Pipe: Rubber gasket, ASTM C425. 

2. Ductile Iron Pipe: Push-on or mechanical joints,  AWWA C111, AWWA 

C110. Flange joints shall comply with AWWA C115. Fl ange joints shall 

only be used in vaults or above-grade. 

3. Polyvinyl Chloride (PVC) Pipe (Gravity Use): Joi nts, ASTM D3212. 

Elastomeric gasket, ASTM F477. 

4. High Density Polyethylene (HDPE) pipe and fittin g joints, ASTM E-

3212, elastomeric gaskets, ASTM F477. 

 

2.3 MANHOLES AND VAULTS: 

A. Manholes and vaults shall be constructed of prec ast concrete segmental 

blocks, precast reinforced concrete rings, precast reinforced sections, 

or cast-in-place concrete. The manholes and vaults shall be in 

accordance with State Department of Transportation or State Roads 

Commission standard details, and the following: 

1. Precast Concrete Segmental Blocks: Blocks shall conform to ASTM C139 

and shall not be less than 6 inches thick for manho les to a depth of 
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12 feet; not less than 8 inches thick for manholes deeper than 12 

feet deep. Blocks shall be not less than 8 inches i n length. Blocks 

shall be shaped so that joints seal and bond effect ively with cement 

mortar. Parge structure interior and exterior with 1/2 inch of cement 

mortar applied with a trowel and finished to an eve n glazed surface. 

2. Precast Reinforced Concrete Rings: Rings or sect ions shall have an 

inside diameter as indicated on the drawings, and s hall be not less 

than 48 inches in diameter. Wall thickness shall co nform to 

requirements of ASTM C76, except that lengths of th e sections may be 

shorter as conditions require. Tops shall conform t o ASTM C478.  Top 

section shall be eccentric cone type. Steps on insi de wall shall be 

in the same plane from bottom of structure to manho le cover. 

3. Precast Reinforced Concrete Manhole Risers and T ops: Design, material 

and installation shall conform to requirements of A STM C478.  Top 

sections shall be eccentric. Steps on inside wall s hall be in the 

same plane from bottom of structure to manhole cove r. 

4. Flat top manhole tops shall be reinforced concre te as detailed on the 

drawings. 

5. Vaults: Reinforced concrete, as indicated on the  plans, or precast 

reinforced concrete. Concrete for precast sections shall have a 

minimum compressive strength of 5,000 psi at 28 day s, ASTM A615, 

Grade 60 reinforcing steel, rated for AASHTO HS20-4 4 loading with 30 

percent impact, and conform to ASTM C857. 

6. Mortar: 

a. Precast Concrete Segmental Block Structures: By volume, 1 part of 

Portland cement, l/4 part lime hydrate, and 3 parts  sand. 

b. Precast Reinforced Concrete Ring and Riser Struc tures: By volume, 

1 part of Portland cement and 2 parts sand. Water i n mixture shall 

produce a stiff, workable mortar, but shall not exc eed 5-l/2 

gallons per sack of cement. 

7. Flexible sealing compound shall be packaged in e xtruded preformed 

shape, sized to completely fill the joint between p recast sections, 

and form permanently flexible watertight seal. The sealing compound 

shall be non-shrink and meet AASHTO M198. 
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8. Frames and covers shall be gray cast iron confor ming to ASTM A48. The 

frame and cover shall be rated for HS20-44 loading,  have a studded 

pattern on the cover, and the words “sanitary sewer ”. The studs and 

the lettering shall be raised 5/16 inch. The cover shall be a minimum 

of 24 inches in diameter and shall have four 3/4 in ch vent holes and 

two lifting slots. The bearing surface of the frame  and cover shall 

be machine finished. The cover shall fit firmly on the frame without 

movement when subject to traffic. 

9. Manhole steps shall be polypropylene plastic coa ted on a No. 4 

deformed rebar conforming to ASTM C478, Polypropyle ne shall conform 

to ASTM D4101. Steps shall be a minimum of 16 inche s wide and project 

a minimum of 7 inches away from the wall. The top s urface of the step 

shall have a studded non-slip surface. Steps shall be placed at 12 

inch centers. 

10. Ladders, brackets and hardware shall be constru cted of welded 

aluminum, rails shall be 3/8 inch by 2-1/2 inches s paced a minimum of 

16 inches apart. Rungs shall be 1-3/8 inches in dia meter and have a 

non-slip surface. Standoffs shall offset the ladder  7 inches from the 

wall. The ladder assembly shall be rated for a mini mum of 500 pounds. 

2.4 CONCRETE: 

 Concrete shall have a minimum compressive strength  of 3000 psi at 28 

days. The cement shall be Type III conforming to AS TM C150. Concrete 

shall conform with the provisions of Division 03 of  these 

specifications. 

2.5 REINFORCING STEEL: 

 Reinforcing steel shall be deformed bars, ASTM A61 5, Grade 40 unless 

otherwise noted. 

 

2.15 CLEANOUT FRAMES AND COVERS: 

 Frames and covers shall be gray iron casting confo rming to ASTM C48. The 

frame and cover shall be rated for HS20-44 wheel lo ading, have a studded 

pattern on its cover, vent holes, and lifting slots . The cover shall fit 

firmly on the frame without movement when subject t o vehicular traffic. 

The word “SEWER” shall be cast on the cover. 
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2.16 WARNING TAPE: 

Standard, 4 Mil polyethylene 3 inch wide tape detec table type, green with 

black letters and imprinted with “CAUTION BURIED SE WER LINE BELOW”.” 

PART 3 - EXECUTION 

3.1 BUILDING SERVICE LINES: 

A. Install sanitary sewer service lines to point of  connection within 

approximately 5 feet outside of buildings where ser vice is required and 

make connections. Coordinate the invert and locatio n of the service line 

with the Contractor installing the building lines. 

B. Connections of service line to building piping s hall be made after the 

new sanitary sewer system has been constructed, tes ted, and accepted for 

operation by the Contracting Officer’s Technical Re presentative (COTR). 

The Contractor shall install all temporary caps or plugs required for 

testing. 

C. When building services have not been installed a t the time when the 

sanitary sewer system is complete, provide temporar y plugs or caps at 

the ends of all service lines. Mark the location an d depth of the 

service lines with continuous warning tape placed 1 2 inches above 

service lines. 

3.2 ABANDONED MANHOLES STRUCTURES AND PIPING: 

A. Manholes and Structures Outside of Building Area s: Remove frame and 

cover, cut and remove the top of an elevation of 2 feet below finished 

grade. Fill the remaining portion with compacted gr avel or crushed rock 

or concrete. 

B. Manholes and Structures with Building Areas: Rem ove frame and cover and 

remove the entire structure and the base, and compl etely fill the 

structure with 3,000 psi concrete. 

C. Piping under and within 5 feet of building areas  shall be completely 

removed.  

D. Piping outside of building areas shall have all ends of the piping at 

the limit of the abandonment and within structures and manholes, plugged 

with concrete, and abandoned in-place. 
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E. The Contractor shall comply with all OSHA confin ed space requirements 

while working within existing manholes and structur es. 

F. When the limit of the abandonment terminates in an existing manhole to 

remain, the flow line in the bench of the manhole t o the abandoned line 

shall be filled with concrete and shaped to maintai n the flowline of the 

lines to remain. 

3.3 REGRADING: 

A. Raise or lower existing manholes and structures frames and covers, 

cleanout frames and covers and valve boxes in regra ded areas to finish 

grade. Carefully remove, clean and salvage cast iro n frames and covers. 

Adjust the elevation of the top of the manhole or s tructure as detailed 

on the drawings.  Adjust the elevation of the clean out pipe riser, and 

reinstall the cap or plug. Reset cast iron frame an d cover, grouting 

below and around the frame. Install concrete collar  around reset frame 

and cover as specified for new construction. 

B. During periods when work is progressing on adjus ting manholes or 

structures cover elevations, the Contractor shall i nstall a temporary 

cover above the bench of the structure or manhole. The temporary cover 

shall be installed above the high flow elevation wi thin the structure, 

and shall prevent debris from entering the wastewat er stream. 

C. The Contractor shall comply with all OSHA confin ed space requirements 

when working within existing structures. 

 

 

3.4 CONNECTIONS TO EXISTING VA OWNED MANHOLES: 

A. During construction of new connections to existi ng manholes, it shall be 

the sole responsibility of the Contractor to mainta in continued sanitary 

sewer service to all buildings and users upstream. The contractor shall 

provide, install, and maintain all pumping, conveya nce system, dams, 

weirs, etc. required to maintain the continuous flo w of sewage. All 

temporary measures required to meet this requiremen t shall be subject to 

the review of the COTR. 
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B. Core existing structure, install pipe at the des ign invert. Install an 

elastomeric gasket around the pipe, and grout the i nterstitial space 

between the pipe and the core. 

C. The bench of the manhole shall be cleaned and re shaped to provide a 

smooth flowline for all pipes connected to the manh ole. 

D. Connections and alterations to existing manholes  shall be constructed so 

that finished work conforms as nearly as practicabl e to the applicable 

requirements specified for new manholes, including concrete and masonry 

work, cutting and shaping.  

 

 

3.6 PIPE SEPARATION: 

A. Horizontal Separation - Water Mains and Sewers: 

1. Existing and proposed water mains shall be at le ast 10 feet 

horizontally from any proposed gravity flow and pre ssure (force main) 

sanitary sewer or sewer service connection. 

2. Gravity flow mains and pressure (force) mains ma y be located closer 

than 10 feet but not closer than 6 feet to a water main when: 

a. Local conditions prevent a lateral separation of  ten feet; and 

b. The water main invert is at least 18 inches abov e the crown of the 

gravity sewer or 24 inches above the crown of the p ressure (force) 

main; and 

c. The water main is in a separate trench separated  by undisturbed 

earth. 

3. When it is impossible to meet (1) or (2) above, both the water main 

and sanitary sewer main shall be constructed of pus h-on or mechanical 

joint ductile iron pipe. The pipe for the sanitary sewer main shall 

comply with the specifications for pressure (force)  mains, and the 

water main material shall comply with Section 33 10  00, WATER 

UTILITIES. The sewer shall be pressure tested as sp ecified for 

pressure (force) mains before backfilling. 

B. Vertical Separation - Water Mains and Sewers at Crossings: 
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1. Water mains shall be separated from sewer mains so that the invert of 

the water main is a minimum of 24 inches above the crown of gravity 

flow sewer or 48 inches above the crown of pressure  (force) mains. 

The vertical separation shall be maintained within 10 feet 

horizontally of the sewer and water crossing. When these vertical 

separations are met, no additional protection is re quired. 

2. In no case shall pressure (force) sanitary main cross above, or 

within 24 inches of water lines. 

3. When it is impossible to meet (1) above, the gra vity flow sewer may 

be installed 18 inches above or 12 inches below the  water main, 

provided that both the water main and sewer shall b e constructed of 

push-on or mechanical ductile pipe. Pressure (Force ) sewers may be 

installed 24 inches below the water line provided b oth the water line 

and sewer line are constructed of ductile iron pipe . The pipe for the 

sewer shall conform to the requirements for pressur e sewers specified 

herein. Piping for the water main shall conform to Section 33 10 00, 

WATER UTILITIES. 

4. The required vertical separation between the sew er and the water main 

shall extend on each side of the crossing until the  perpendicular 

distance from the water main to the sewer line is a t least 10 feet. 

3.7 GENERAL PIPING INSTALLATION: 

A. Lay pipes true to line and grade. Gravity flow s ewer shall be laid with 

bells facing upgrade. Pressure (force) mains shall have the bells facing 

the direction of flow. 

B. Do not lay pipe on unstable material, in wet tre nch or when trench and 

weather conditions are unsuitable for the work. 

C. Support pipe on compacted bedding material. Exca vate bell holes only 

large enough to properly make the joint. 

D. Inspect pipes and fittings, for defects before i nstallation. Defective 

materials shall be plainly marked and removed from the site. Cut pipe 

shall have smooth regular ends at right angles to a xis of pipe. 

E. Clean interior of all pipe thoroughly before ins tallation. When work is 

not in progress, open ends of pipe shall be closed securely to prevent 

entrance of storm water, dirt or other substances. 
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F. Lower pipe into trench carefully and bring to pr oper line, grade, and 

joint. After jointing, interior of each pipe shall be thoroughly wiped 

or swabbed to remove any dirt, trash or excess join ting materials. 

G. Do not lay sewer pipe in same trench with anothe r pipe or other utility. 

Sanitary sewers shall cross at least 2 feet below w ater lines. 

H.  Do not walk on pipe in trenches until covered by la yers of bedding or 

backfill material to a depth of 12 inches over the crown of the pipe. 

I.  Warning tape shall be continuously placed 12 inches  above sewer pipe 

J. Install gravity sewer line in accordance with th e provisions of these 

specifications and the following standards: 

1. Ductile Iron Piping: AWWA C111 and C600. 

2. Vitrified Clay Piping: ASTM C12. 

3. Polyvinyl Chloride (PVC) Piping: ASTM D2321. 

K. Gravity Flow Lines with Secondary Containment: 

1. Install per manufacturer’s recommendations. Inst all all pipe 

centering devices to maintain an interstitial space  below the invert 

of the carrier pipe. Both the carrier and containme nt pipe shall be 

tested for leaks. 

 

3.8 MANHOLES AND VAULTS: 

A. General: 

1. Circular Structures: 

a. Precast concrete segmental blocks shall lay true  and plumb. All 

horizontal and vertical joints shall be completely filled with 

mortar. Parge interior and exterior of structure wi th 1/2 inch or 

cement mortar applied with a trowel and finished to  an even glazed 

surface. 

b. Precast reinforced concrete rings shall be insta lled true and 

plumb. The joints between rings and between rings a nd the base and 

top, shall be sealed with a preform flexible gasket  material 
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specifically manufactured for this type of applicat ion. Adjust the 

length of the rings so that the eccentric conical t op section will 

be at the required elevation. Cutting the conical t op section is 

not acceptable. 

c. Precast reinforced concrete manhole risers and t ops. Install as 

specified for precast reinforced concrete rings. 

2. Rectangular Structures: 

a. Reinforced concrete structures shall be installe d in accordance 

with Division 03, CONCRETE. 

b. Precast concrete structures shall be placed on a  8 inch reinforced 

concrete pad, or be provided with a precast concret e base section. 

Structures provided with a base section shall be se t on 8 inches 

thick aggregate base course compacted to a minimum of 95 percent 

of the maximum density as determined by ASTM D698. Set precast 

section true and plumb. Seal all joints with prefor m flexible 

gasket material. 

3. Do not build structures when air temperature is 32 degrees F, or 

below. 

4. Invert channels shall be smooth and semicircular  in shape conforming 

to inside of adjacent sewer section. Make changes i n direction of 

flow with a smooth curve of as large a radius as si ze of structure 

will permit. Make changes in size and grade of chan nels gradually and 

evenly. Construct invert channels by one of the lis ted methods: 

a. Forming directly in concrete base of structure. 

b. Building up with brick and mortar. 

5. Floor of structure outside the channels shall be  smooth and slope 

toward channels not less than 1:12 (1-inch per foot ) nor more than 

1:6 (2 inches per foot). Bottom slab and benches sh all be concrete. 

6. The wall that support access rungs or ladder sha ll be 90 degrees 

vertical from the floor of structure to manhole cov er. 
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7. Install steps and ladders per the manufacturer’s  recommendations. 

Steps and ladders shall not move or flex when used.  All loose steps 

and ladders shall be replaced by the Contractor. 

8. Install manhole frames and covers on a mortar be d, and flush with the 

finish pavement. Frames and covers shall not move w hen subject to 

vehicular traffic. Install a concrete collar around  the frame to 

protect the frame from moving until the adjacent pa vement is placed. 

In unpaved areas, the rim elevation shall be 2 inch es above the 

adjacent finish grade. Install an 8 inches thick, b y 12 inches 

concrete collar around the perimeter of the frame.  Slope the top of 

the collar away from the frame. 

3.9 SEWER AND MANHOLE SUPPORTS, CONCRETE CRADLES: 

 Reinforced concrete as detailed on the drawings. T he concrete shall not 

restrict access for future maintenance of the joint s within the piping 

system. 

 

 

3.15 CLEANOUTS: 

A. 6 inches in diameter and consisting of a ductile  iron 45 degree fitting 

on end of run, or combination Y fitting and l/8 ben d in the run with 

ductile iron pipe extension, water tight plug or ca p and cast frame and 

cover flush with finished grade. Center-set cleanou ts, located in 

unpaved areas, in a 12 by 12 by 6 inches thick conc rete slab set flush 

with adjacent finished grade. Where cleanout is in force main, provide a 

blind flange top connection. The center of the flan ge shall be equipped 

with a 2 inches base valve to allow the pressure in  the line to be 

relieved prior to removal of the blind flange. Fram es and covers for 

pressure (force) mains shall be 24 inches in diamet er. 

B. The top of the cleanout assembly shall be 2 inch es below the bottom of 

the cover to prevent loads being transferred from t he frame and cover to 

the piping. 
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3.19 INSPECTION OF SEWERS: 

 Inspect and obtain the COTR's approval. Thoroughly  flush out before 

inspection. Lamp test between structures and show f ull bore indicating 

sewer is true to line and grade. Lip at joints on t he inside of gravity 

sewer lines are not acceptable. 

3.20 TESTING OF SANITARY SEWERS: 

A. Gravity Sewers and Manholes (Select one of the f ollowing): 

1. Air Test: Vitrified Clay Pipe ASTM C828. PVC Pip e, Uni-Bell Uni-B-6. 

Clean and isolate the section of sewer line to be t ested. Plug or cap 

the ends of all branches, laterals, tees, wyes, and  stubs to be 

included in the test to prevent air leakage. The li ne shall be 

pressurized to 4 psi and allowed to stabilize.  Aft er pressure 

stabilization, the pressure shall be dropped to 3.5  psi greater than 

the average back-pressure of any groundwater above the sewer. The 

minimum test time shall be as specified in Uni-Bell  Uni-B-6. 

2. Exfiltration Test: 

a. Subject pipe to hydrostatic pressure produced by  head of water at 

depth of 3 feet above invert of sewer at upper manh ole under test. 

In areas where ground water exists, head of water s hall be 3 feet 

above existing water table. Maintain head of water for one hour 

for full absorption by pipe body before testing. Du ring one hour 

test period, measured maximum allowable rate of exf iltration for 

any section of sewer shall be 3.0 gallons per hour per 100 feet. 

b. If measurements indicate exfiltration is greater  than maximum 

allowable leakage, take additional measurements unt il leaks are 

located. Repair and retest. 

3. Infiltration Test: If ground water level is grea ter than 3 feet above 

invert of the upper manhole, infiltration tests are  acceptable. 

Allowable leakage for this test will be the same as  for the 

exfiltration test. 

B. Pressure (Force) Mains: Test at 100 psi for two hours. Leakage shall be 

per the following: 

L=J*D* √P/4500 
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 Where: 

  L = Maximum Allowable Leakage in Gallons per Hour  

  J = Number of Joints in Test Area 

  D = Diameter of Pipe in Inches 

  P = Average Test Pressure (Psi) 

C. Testing of Fiberglass Sewage Holding Tanks: No l eakage at 5 psi air 

pressure test with 5:1 safety factor. Test by Contr actor after 

installation. 

D. Testing of Concrete Wet Well: No leakage with th e wet well completely 

filled with water for a duration of 4 hours. 

- - - E N D - - - 
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SECTION 33 40 00 
STORM DRAINAGE UTILITIES 

 
 

PART 1 - GENERAL 

1.1 DESCRIPTION: 

 This section specifies construction of outside, un derground storm sewer 

systems.  The storm sewer systems shall be complete  and ready for 

operation, including all drainage structures, frame s, grate and covers, 

connections to new buildings, structure service lin es, existing storm 

sewer lines and existing drainage structures and al l required 

incidentals.  

1.2 RELATED WORK: 

A. Maintenance of Existing Utilities: Section 01 00  00, GENERAL 

REQUIREMENTS. 

B. Excavation, Trench Widths, Pipe Bedding, Backfil l, Shoring, Sheeting, 

Bracing: Section 31 20 11, EARTH MOVING. 

C. Concrete Work, Reinforcing, Placement and Finish ing: Section 32 05 23, 

CEMENT & CONCRETE FOR EXTERIOR IMPROVEMENTS. 

D. Fabrication of Steel Ladders: Section 05 50 00, METAL FABRICATIONS. 

E. Protection of Materials and Equipment: Section 2 2 05 11, COMMON WORK 

RESULTS FOR PLUMBING. 

1.3 QUALITY ASSURANCE: 

A. Products Criteria: 

1. Multiple Units: When two or more units of the sa me type or class of 

materials or equipment are required, these units sh all be products of 

one manufacturer. 

2. Nameplates: Nameplate bearing manufacturer's nam e, or identifiable 

trademark, securely affixed in a conspicuous place on equipment, or 

name or trademark cast integrally with equipment, s tamped, or 

otherwise permanently marked on each item of equipm ent. 

B. Comply with the rules and regulations of the Pub lic Utility having 

jurisdiction over the connection to public storm se wer lines and the 

extension, and/or modifications to Public Utility s ystems. 

1.4 SUBMITTALS: 

A. Submit in accordance with Section 01 33 23, SHOP  DRAWINGS, PRODUCT DATA, 

AND SAMPLES. 

B. Manufacturers' Literature and Data: Submit the f ollowing as one package: 

1. Piping. 

2. Jointing material. 
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3. Manhole, inlet and catch basin material. 

4. Frames and covers. 

5. Steps. 

6. Resilient connectors and downspout boots. 

C. One copy of State Department of Transportation s tandard details of 

MANHOLES, INLETS and catch basins. 

D. One copy of State Department of Transportation s pecification. 

1.5 APPLICABLE PUBLICATIONS: 

A. The publications listed below form a part of thi s specification to the 

extent referenced. The publications are referenced in the text by the 

basic designation only. 

B. American Society for Testing and Materials (ASTM ): 

A48-03/A48M-03..........Gray Iron Castings  

A536-84(2004)...........Ductile Iron Castings 

A615-05/A615M-05........Deformed and Plain-Billet S teel Bars for 

Concrete Reinforcement 

A655-04e1/A655M-04e1... Reinforced Concrete D-Load Culvert, Storm Drain 

and Sewer Pipe 

A742-03/A742M-03........Steel Sheet, Metallic Coate d and Polymer 

Precoated for Corrugated Steel Pipe 

A760-01a/A760M-01a......Corrugated Steel Pipe, Meta llic-Coated for 

Sewers and Drains 

A762-00/A762M-00........Corrugated Steel Pipe, Poly mer Precoated for 

Sewers and Drains 

A798-01/M798M-01........Installing Factory-Made Cor rugated Steel Pipe 

for Sewers and Other Applications 

A849-00.................Post-Applied Coatings, Pavi ngs, and Linings for 

Corrugated Steel Sewer and Drainage Pipe 

A929-01/A929M-01........Steel Sheet, Metallic Coate d by the Hot Dip 

Process for Corrugated Steel Pipe 

C76-05a/C76M-05a........Reinforced Concrete Culvert , Storm Drain and 

Sewer Pipe 

C139-03.................Concrete Masonry Units for Construction of Catch 

Basins and Manholes 

C150-04ae1..............Portland Cement 

C443-05/C443M-05........Joints for Concrete Pipe an d Manholes, Using 

Rubber Gaskets 

C478-03a/C478M-03a......Precast Reinforced Concrete  Manhole Sections 

C506-05/C506M-05........Reinforced Concrete Arch Cu lvert, Storm Drain 

and Sewer Pipe 
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C507-05a/C507M-05a......Reinforced Concrete Ellipti cal Culvert, Storm 

Drain and Sewer Pipe 

C655-04e1/C655M-04e1....Reinforced Concrete D-Load Culvert, Storm Drain 

and Sewer Pipe 

C1433-04e1/C1433M-04e1..Precast Reinforced Concrete  Box Sections for 

Culverts, Storm Drains and Sewers 

C828-03.................Low-Pressure Air Test of Vi trified Clay Pipe 

Lines 

C857-95(2001)...........Minimum Structural Design L oading for 

Underground Precast Concrete Utility Structures 

C923-02/C923M-02........Resilient Connectors betwee n Reinforced Concrete 

Manhole Structures, Pipes and Materials 

C924-02/C924M-02........Testing Concrete Pipe Sewer  Lines by Low 

Pressure Air Test Method 

C1103-03/C1103M-03......Joint Acceptance Testing of  Installed Precast 

Concrete Pipe Sewer Lines 

D698-00ae1..............Laboratory Compaction Chara cteristics of Soil 

Using Standard Effort (12,400 ft-lbf/ft 3) 

D1056-00................Flexible Cellular Materials -Sponge or Expanded 

Rubber 

D2412-02................Determination of External L oading 

Characteristics of Plastic Pipe by Parallel 

Plate Loading 

D2321-04e1..............Underground Installation of  Thermoplastic Pipe 

for Sewers and Other Gravity Flow Applications . 

D3034-04a...............Type PSM Poly (Vinyl Chlori de) (PVC) Sewer Pipe 

and Fittings 

D3212-96a(2003)e1.......Joints for Drain and Sewer Plastic Pipes Using 

Flexible Elastomeric Seals 

D3350-04................Polyethylene Plastics Pipe and Fittings 

Materials 

D4101-05a...............Polypropylene Injection and  Extrusion Materials 

F477-02e1...............Elastomeric Seals (Gaskets)  for Joining Plastic 

Pipe 

F679-03.................Poly (Vinyl Chloride) (PVC)  Large-Diameter 

Plastic Gravity Sewer Pipe and Fittings 

F714-05.................Polyethylene (PE) Plastic P ipe (SDR-PR) Based on 

Outside Diameter 
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F794-03.................Poly (Vinyl Chloride)(PVC) Profile Gravity Sewer 

Pipe and Fittings Based on Controlled Inside 

Diameter 

F894-98a................Polyethylene (PE) Large Dia meter Profile Wall 

Sewer and Drain Pipe 

F949-03.................Poly (Vinyl Chloride) (PVC)  Corrugated Sewer 

Pipe with Smooth Interior 

F1417-92(2005)..........Installation Acceptance of Plastic Gravity Sewer 

Lines Using Low-Pressure Air 

NOTE: ASTM test methods shall be the current versio n as of the date of 

 advertisement of the project. 

C. American Association of State Highway and Transp ortation Officials 

(AASHTO): 

HB17....................Standard Specifications for  Highway Bridges 

M190-04.................Bituminous Coated Corrugate d Metal Culvert Pipe 

and Pipe Arches 

M198-05.................Joints for Circular Concret e Sewer and Culvert 

Pipe Using Flexible Watertight Gaskets 

M294-04.................Corrugated Polyethylene Pip e, 12 to 60 inches 

Diameter 

PART 2 - PRODUCTS 

 
 

2.1 PIPING: 

A. Gravity Lines (Pipe and Appurtenances): 

1. Concrete: 

a. Reinforced pipe, ASTM C76. Class III, Reinforced  arch culvert and 

storm drainpipe shall comply with ASTM C506, Class A-III. 

Reinforced elliptical culvert and storm drainpipe s hall comply 

with ASTM C507, Class VE III. Joints shall be water tight flexible 

joints made with rubber-type gaskets conforming to ASTM C443. 

2. Polyvinyl Chloride (PVC): 

a. Pipe and Fittings, Type PSM PVC Pipe, shall conf orm to ASTM D3034, 

Type PSM, SDR 35. Pipe and fittings shall have elas tomeric gasket 

joints providing a watertight seal when tested in a ccordance with 

ASTM D 3212.  Gaskets shall conform to ASTM F 477. Solvent welded 

joints shall not be permitted. 

b. Pipe and fittings, smooth wall, corrugated or ri bbed PVC, shall 

conform to the following: 
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1) Pipe and fittings shall conform to ASTM F949 cor rugated sewer 

pipe with a smooth interior. The corrugated outer w all shall be 

fused to the smooth interwall at the corrugation va lley. Pipe 

and fitting shall have a smooth bell, elastomeric j oints 

conforming to ASTM D 3212, and shall have a minimum  pipe 

stiffness of 50 psi at 5 percent deflection, when t ested in 

accordance with ASTM D 2412. Corrugation shall be p erpendicular 

to the axis of the pipe to allow gaskets to be inst alled on 

field cut sections of pipe without the requirement for special 

fittings. 

2) Ribbed wall PVC pipe and fittings shall conform to ASTM F794, 

Series 46. Ribbed sewer pipe with smooth interior p ipe and 

fittings shall have a smooth bell, elastomeric join ts 

conforming to ASTM D 3212, and shall have a minimum  pipe 

stiffness of 46 psi when tested in accordance with ASTM D 2412, 

at 5 percent vertical deflection. Joints shall not leak at 25 

feet of head under 5 percent deflection. 

3) Solid wall pipe and fittings shall conform to AS TM F 679, SDR 

26 pipe and fittings shall gaskets conforming to AS TM F 477, 

and shall be able to withstand a hydrostatic pressu re of 50 

psi. 

 

2.2 JOINTING MATERIAL: 

A. Concrete Pipe: Rubber gasket ASTM C443. 

B. Polyvinyl Chloride (PVC) Pipe: 

1. PVC Plastic Pipe: Joints shall comply with ASTM D3212, Elastomeric 

Gaskets shall comply with ASTM F477 and as recommen ded by the 

manufacturer. 

 

2.3 MANHOLES, INLETS AND CATCH BASINS: 

A. Manholes, inlets and catch basins shall be const ructed of precast 

concrete segmental blocks, precast reinforced concr ete rings, precast 

reinforced sections, or cast-in-place concrete. Man holes, inlets and 

catch basins shall be in accordance with State Depa rtment of 

Transportation standard details, and the following VA requirements, in 

case of variance, VA requirements supersede: 

1. Precast Concrete Segmental Blocks: Blocks shall conform to ASTM C139 

and shall not be less than 6 inches thick for manho les to a depth of 

12 feet; not less than 8 inches thick for manholes deeper than 12 

feet deep. Blocks shall be not less than 8 inches i n length.  Blocks 
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shall be shaped so that joints seal and bond effect ively with cement 

mortar. Parge structure interior and exterior with 1/2 inch of cement 

mortar applied with a trowel and finished to an eve n glazed surface. 

2. Precast Reinforced Concrete Rings: Rings or sect ions shall have an 

inside diameter as indicated on the drawings, and s hall be not less 

than 48 inches in diameter. Wall thickness shall co nform to 

requirements of ASTM C76, except that lengths of th e sections may be 

shorter as conditions require. Tops shall conform t o ASTM C478. Top 

section shall be eccentric cone type.  Steps on ins ide wall shall be 

in the same plane from bottom of structure to manho le cover. 

3. Precast Reinforced Concrete Manhole Risers and T ops: Design, material 

and installation shall conform to requirements of A STM C478.  Top 

sections shall be eccentric. Steps on inside wall s hall be in the 

same plane from bottom of structure to manhole cove r. 

4. Flat top manhole tops shall be reinforced concre te as detailed on the 

drawings. 

5. Precast Catch Basins: Concrete for precast secti ons shall have a 

minimum compressive strength of 4,500 psi at 28 day s, ASTM A615, 

Grade 60 reinforcing steel, rated for AASHTO HS20-4 4 loading with 30 

percent impact, and conform to ASTM C-857. 

6. Mortar: 

a. Precast Concrete Segmental Block Structures: By volume, 1 part of 

Portland cement, l/4 part lime hydrate, and 3 parts  sand. 

b. Precast Reinforced Concrete Ring and Riser Struc tures: By volume, 

1 part of Portland cement and 2 parts sand. Water i n mixture shall 

produce a stiff, workable mortar, but shall not exc eed 5-l/2 

gallons per sack of cement. 

7. Flexible sealing compound shall be packaged in e xtruded preformed 

shape, sized to completely fill the joint between p recast sections, 

and form permanently flexible watertight seal. The sealing compound 

shall be non-shrink and meet AASHTO M-198B. 

8. Frames and covers shall be gray cast iron confor ming to ASTM A48. The 

frame and cover shall be rated for HS20-44 loading,  have a studded 

pattern on the cover, and the words “storm sewer”.  The studs and the 

lettering shall be raised 5/16 inch. The cover shal l be a minimum of 

24 inches in diameter and shall have four 3/4 inch vent holes and two 

lifting slots. The bearing surface of the frame and  cover shall be 

machine finished. The cover shall fit firmly on the  frame without 

movement when subject to traffic. 
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9. Manhole steps shall be polypropylene plastic coa ted on a No. 4 

deformed rebar conforming to ASTM C478, Polypropyle ne shall conform 

to ASTM D4101. Steps shall be a minimum of 10 inche s wide and project 

a minimum of 5 inches away from the mall. The top s urface of the step 

shall have a studded non-slip surface. Steps shall be placed at 12 

inch centers. 

10. Ladders, brackets and hardware shall be constru cted of welded 

aluminum, rails shall be 3/8 inch by 2-1/2 inches s paced a minimum of 

16 inches apart. Rungs shall be 1-3/8 inches in dia meter and have a 

non-slip surface. Standoffs shall offset the ladder  7 inches from the 

wall. The ladder assembly shall be rated for a mini mum of 500 pounds. 

B. Prefabricated Corrugated Metal Manholes: Manhole s shall be the type and 

design as indicated on the drawings and as recommen ded by the 

manufacturer. 

C. Prefabricated Plastic Manholes and Drain Basins:  Plastic manholes and 

drain basins shall be as indicated on the drawings.  

D. Frame and Cover for Gratings: Frame and cover fo r gratings shall be cast 

gray iron conforming to ASTM A48 in accordance with  Texas Department of 

Transportation standard details. Weight, shape, siz e, and waterway 

openings for grates and curb inlets shall be as ind icated on the 

drawings. 

2.4 HEADWALLS: 

A. Headwalls shall be cast-in-place concrete and in  accordance with State 

Department of Transportation standard details. Conc rete shall have a 

minimum compressive strength of 3000 psi at 28 days . The cement shall be 

Type III conforming to ASTM C150. Concrete shall co nform with the 

provisions of Division 03 of these specifications. 

2.5 CONCRETE: 

 Concrete shall be in accordance with Texas Departm ent of Transportation 

standard specification (2004) Item 421. For concret e not specified in 

above standards, concrete shall have a minimum comp ressive strength of 

3000 psi at 28 days.  The cement shall be Type III conforming to ASTM 

C150.  Concrete shall conform to the provisions of Division 32 05 23 of 

these specifications. 

2.6 REINFORCING STEEL: 

 Reinforcing steel shall be deformed bars, ASTM A61 5, Grade 40 unless 

otherwise noted. 
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2.7 FLARED END SECTIONS: 

 Flared End Sections: Sections shall be of standard  design fabricated 

from zinc-coated steel sheets conforming to require ments of ASTM A929. 

2.8 PRECAST REINFORCED CONCRETE BOX. 

 Precast Reinforced Concrete Box: For highway loadi ngs with 2 feet of 

cover or more subjected to dead load only, conform to ASTM C1433; For 

less than 2 feet of cover subjected to highway load ing, conform to ASTM 

C1433. 

2.9 RESILIENT CONNECTORS AND DOWNSPOUT BOOTS: 

A. Resilient Connectors: Flexible, watertight conne ctors used for 

connecting pipe to manholes and inlets shall confor m to ASTM C923. 

B. Downspout Boots: Boots used to connect exterior downspouts to the storm 

drainage system shall be of gray cast iron conformi ng to ASTM A48, Class 

30B or 35B. 

2.10 WARNING TAPE: 

 
 Standard, 4-Mil polyethylene 3 inch wide tape dete ctable type, purple 

with black letters, and imprinted with “CAUTION BUR IED STORM SEWER 

BELOW”. 

PART 3 - EXECUTION 

3.1 EXCAVATION FOR STORM DRAINS AND DRAINAGE STRUCTURES: 

 Excavation of trenches and for appurtenances and b ackfilling for storm 

drains, shall be in accordance with the applicable portions of Section 

31 20 11, EARTH MOVING. 

3.2 PIPE BEDDING: 

 The bottom quadrant of the pipe shall be bedded on  cement stabilized 

sand fill.  Cement stabilized sand fill: depth of f ill shall be a 

minimum of 3 inches plus one-sixth of pipe diameter  below the pipe and 

12 inches above top of pipe. Place and tamp fill ma terial by hand. 

3.3 GENERAL PIPING INSTALLATION: 

A. Lay pipes true to line and grade. Gravity flow s ewer shall be laid with 

bells facing upgrade. 

B. Do not lay pipe on unstable material, in wet tre nch or when trench and 

weather conditions are unsuitable for the work. 

C. Support pipe on compacted bedding material. Exca vate bell holes only 

large enough to properly make the joint. 

D. Inspect pipes and fittings, for defects before i nstallation. Defective 

materials shall be plainly marked and removed from the site. Cut pipe 

shall have smooth regular ends at right angles to a xis of pipe. 
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E. Clean interior of all pipe thoroughly before ins tallation. When work is 

not in progress, open ends of pipe shall be closed securely to prevent 

entrance of storm water, dirt or other substances. 

F. Lower pipe into trench carefully and bring to pr oper line, grade, and 

joint. After jointing, interior of each pipe shall be thoroughly wiped 

or swabbed to remove any dirt, trash or excess join ting materials. 

G. Do not lay sewer pipe in same trench with anothe r pipe or other utility. 

H. Do not walk on pipe in trenches until covered by  layers of shading to a 

depth of 12 inches over the crown of the pipe. 

I. Install gravity sewer line in accordance with th e provisions of these 

specifications and the following standards: 

1. Reinforced Concrete Pipe: Comply with manufactur er’s recommendations 

with gasketed joints. 

2. Polyvinyl Chloride (PVC) Piping: ASTM D2321. 

3. High Density Polyethylene (HDPE) Piping: Comply with manufacturer’s 

recommendations with gasketed joints. 

J. Warning tape shall be continuously placed 12 inc hes above storm sewer 

piping. 

3.4 REGRADING: 

A. Raise or lower existing manholes and structures frames and covers in 

regraded areas to finish grade. Carefully remove, c lean and salvage cast 

iron frames and covers. Adjust the elevation of the  top of the manhole 

or structure as detailed on the drawings. Reset cas t iron frame and 

cover, grouting below and around the frame. Install  concrete collar 

around reset frame and cover as specified for new c onstruction. 

B. During periods when work is progressing on adjus ting manholes or 

structures cover elevations, the Contractor shall i nstall a temporary 

cover above the bench of the structure or manhole. The temporary cover 

shall be installed above the high flow elevation wi thin the structure, 

and shall prevent debris from entering the wastewat er stream. 

C. The Contractor shall comply with all OSHA confin ed space requirements 

when working within existing structures. 

 
3.5 CONNECTIONS TO EXISTING VA-OWNED MANHOLES: 

 Make pipe connections and alterations to existing manholes so that 

finished work will conform as nearly as practicable  to the applicable 

requirements specified for new manholes, including concrete and masonry 

work, cutting, and shaping.  
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3.7 MANHOLES, INLETS AND CATCH BASINS: 

A. General: 

1. Circular Structures: 

a. Precast concrete segmental blocks shall lay true  and plumb.  All 

horizontal and vertical joints shall be completely filled with 

mortar.  Parge interior and exterior of structure w ith 1/2 inch or 

cement mortar applied with a trowel and finished to  an even glazed 

surface. 

b. Precast reinforced concrete rings shall be insta lled true and 

plumb. The joints between rings and between rings a nd the base and 

top shall be sealed with a preform flexible gasket material 

specifically manufactured for this type of applicat ion. Adjust the 

length of the rings so that the eccentric conical t op section will 

be at the required elevation. Cutting the conical t op section is 

not acceptable. 

c. Precast reinforced concrete manhole risers and t ops. Install as 

specified for precast reinforced concrete rings. 

2. Rectangular Structures: 

a. Reinforced concrete structures shall be installe d in accordance 

with Division 03, CONCRETE of these specifications.  

b. Precast concrete structures shall be placed on a n 8 inch 

reinforced concrete pad, or be provided with a prec ast concrete 

base section. Structures provided with a base secti on shall be set 

on an 8 inch thick aggregate base course compacted to a minimum of 

95 percent of the maximum density as determined by ASTM D 698. Set 

precast section true and plumb. Seal all joints wit h preform 

flexible gasket material. 

3. Do not build structures when air temperature is 32 degrees F, or 

below. 

4. Invert channels shall be smooth and semicircular  in shape conforming 

to inside of adjacent sewer section. Make changes i n direction of 

flow with a smooth curve of as large a radius as si ze of structure 

will permit. Make changes in size and grade of chan nels gradually and 

evenly. Construct invert channels by one of the lis ted methods: 

a. Forming directly in concrete base of structure. 

b. Building up with brick and mortar. 

5. Floor of structure outside the channels shall be  smooth and slope 

toward channels not less than 1:12 (1-inch per foot ) nor more than 

1:6 (2 inches per foot). Bottom slab and benches sh all be concrete. 
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6. The wall that supports access rungs or ladder sh all be 90 degrees 

vertical from the floor of structure to manhole cov er. 

7. Install steps and ladders per the manufacturer’s  recommendations. 

Steps and ladders shall not move or flex when used.  All loose steps 

and ladders shall be replaced by the Contractor. 

8. Install manhole frames and covers on a mortar be d, and flush with the 

finish pavement. Frames and covers shall not move w hen subject to 

vehicular traffic. Install a concrete collar around  the frame to 

protect the frame from moving until the adjacent pa vement is placed. 

In unpaved areas, the rim elevation shall be 2 inch es above the 

adjacent finish grade. Install a 8 inches thick, by  12 inches 

concrete collar around the perimeter of the frame. Slope the top of 

the collar away from the frame. 

3.8 CURB INLETS, CATCH BASINS, AND AREA DRAINS: 

 Reinforced concrete as shown or precast concrete. 

3.9 INSPECTION OF SEWERS: 

 Inspect and obtain the Contracting Officer’s Techn ical Representative’s 

(COTR) approval. Thoroughly flush out before inspec tion. Lamp between 

structures and show full bore indicating sewer is t rue to line and 

grade. Lip at joints on inside of sewer is prohibit ed. 

3.10 TESTING OF STORM SEWERS: 

A. Gravity Sewers (Select one of the following): 

1. Air Test: Concrete Pipes conform to ASTM C924, P lastic Pipes conform 

to ASTM F1417, all other pipe material conform to A STM C828 or C924, 

after consulting with pipe manufacturer. Testing of  individual joints 

shall conform to ASTM C1103. 

2. Exfiltration Test: 

a. Subject pipe to hydrostatic pressure produced by  head of water at 

depth of 3 feet above invert of sewer at upper manh ole under test. 

In areas where ground water exists, head of water s hall be 3 feet 

above existing water table. Maintain head of water for one hour 

for full absorption by pipe body before testing. Du ring 1 hour 

test period, measured maximum allowable rate of exf iltration for 

any section of sewer shall be 3.0 gallons per hour per 100 feet. 

b. If measurements indicate exfiltration is greater  than maximum 

allowable leakage, take additional measurements unt il leaks are 

located. Repair and retest. 

- - - E N D - - - 
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