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SECTION B - CONTINUATION OF SF 1449 BLOCKS

B.1 CONTRACT ADMINISTRATION DATA
(continuation from Standard Form 1449, block 18A.)

1. Contract Administration: All contract administration matters will be handled by the following

individuals:
a. CONTRACTOR:
b. GOVERNMENT: Contracting Officer 0010F

Department of Veterans Affairs
Construction & Facilities Management
425 1 Street, NW

Washington DC 20001

2. CONTRACTOR REMITTANCE ADDRESS: All payments by the Government to the contractor will

be made in accordance with:

[X] 52.232-34, Payment by Electronic Funds Transfer—Other Than System For Award
Management, or
(l 52.232-36, Payment by Third Party
3. INVOICES: Invoices shall be submitted in arrears:

a. Quarterly [l
b. Semi-Annually [l
c. Other [x] per Task Order

4. GOVERNMENT INVOICE ADDRESS: All Invoices from the contractor shall be submitted
electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of Payment Requests.

ACKNOWLEDGMENT OF AMENDMENTS: The offeror acknowledges receipt of amendments to the

Solicitation numbered and dated as follows:

AMENDMENT NO DATE
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PART B - REQUIREMENTS & FUNDING INFORMATION

B1. PERFORMANCE WORK STATEMENT FOR DEPARTMENT OF VETERANS AFFAIRS,
OFFICE OF ASSET ENTERPRISE MANAGEMENT PROGRAMMATIC MANAGEMENT
SUPPORT SERVICES FOR CAPITAL ASSET MANAGEMENT

A. GENERAL INFORMATION

1. Title of Project: Programmatic Management Support Services for Capital Asset Management

2. Scope of Work: The contractor shall provide a full range of integrated programmatic management

support services that the Department of Veterans Affairs (VA) needs in order to design and implement

optimal Department-wide capital asset management initiatives to meet VA and Office of Asset Enterprise

Management (OAEM) goals. These services are needed to support OAEM’s mission to better serve Veterans

and their families. Among the key areas are:

a.

b.

Support OAEM in managing capital asset initiatives such as:

Provide capital asset programmatic management services including public-private real estate services
(technical and financial), Financial/In-Kind Consideration Analysis, Government Accounting
Requirements, Transaction Services, Appraisals, Market Surveys, and Programmatic Environmental
Surveys, including Historic analysis. These setvices also include identification of VA property for
reuse, analysis of best use of VA land and buildings, establishment of a detailed and reliable property
baseline, creation of a market oriented reuse implementation plan, monitoring to maximize the value
and benefits, while minimizing VA’s programmatic, business, financial and legal risks.

Conduct real property benchmarking (VA internal, and Federal government/Industry-wide),
including defining or redefining business processes needed to support reporting and performance
monitoring (e.g., building level costs, project tracking and gap analysis).

Assist VA staff to formalize changes to processes, systems and data.

Make recommendations on how capital asset information systems can be improved to allow for
more effective and efficient budget and management

Develop policy and process recommendations to improve agency-wide asset management.

Conduct data validation and cross referencing.

Analyze and review VA’s capital asset performance management trends.

Collaborate with other Federal agencies regarding capital planning efforts, e.g. with the Department
of Defense (DOD).

Assist providing technical and program information to meet Congressional reporting requirements.
Validate data, alternatives analyses, cost effectiveness, and risk analyses in Exhibit 300s.

Conduct internal and external reviews to determine and analyze lessons learned with the overall
capital planning process or program.

Develop decision and optimization models, including business case application products for capital
projects being considered for funding.

Ensure “Department Asset Initiatives” are administered in the manner by which VA is required to
manage its capital holdings.

Review and analyze the effectiveness of VA’s implementation of capital asset management policies,
principles, standards and guidelines.

Conduct a strategic review of the budgetary aspects of OAEM’s capital operation and program
service to demonstrate improved capital planning and needs assessment.

Provide Specialized Services in the following areas:

Project Management

Industry Benchmarking
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e  Project Financial Advisor Services

e Transactions of Special Services

e Due Diligence and Support Services

e Loan Services

e (Capital Asset Management

e Complementary Financial Management Services
e Financial and Performance Audits

e Budgeting
e Procurement support

c.  Analyze financial structures and reports in accordance with Government Acceptable Accounting
Principles for VA’s capital asset management program.

d. Support Department-wide energy, environment, sustainability, and vehicle fleet programs; ensuring
progress toward meeting requirements and goals; supporting education and outreach initiatives; climate
change adaptation planning; and promoting sustainable building implementation. To support initiatives
such as:

e Developing Department-wide guidance and directives

¢ Departmental and GMP action plans

e Programmatic implementation plans

e Tacilitating task forces, working groups, and similar meetings
e Providing training

e Performing analyses, evaluations and surveys

e Designing and planning programs and initiatives

e Managing projects

e Creating presentations and reports for internal and external consumption
e Conducting environmental assessments/NEPA studies

e Pursuing GMP-related acquisitions

e Planning, designing and conducting strategic and tactical communications, awareness, and other
outreach programs

e Supplying subject matter expertise in support of specific technical tasks in GMP program ateas;
e Tederal facility energy and water management and benchmarking,

e Data input for EISA Section 432 Compliance Tracking System (CTS) which tracks agency
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performance of energy and water evaluations, project implementation and follow-up measures,
and annual building benchmarking requirements

e Program and programmatic audits and evaluations; and other programmatic related activities.

3. Background:

VA has as its unique mission the delivery of comprehensive assistance and benefits to the nation’s Veterans
and their families. Through its Veterans Health Administration, the VA is one of the largest direct providers
of health care in the world. The Department is also a major land holding agency, with an extensive and
diverse portfolio of properties including over 34,000 acres of land and over 7,700 owned and leased buildings
at approximately 300 locations nationwide. To manage its property, VA uses all of the traditional authorities
available to Federal agencies. In many instances these authorities do not adequately address the needs of
specific mission or developmental issues. Because of these limitations, exacerbated by on-going budgetary
constraints, privatization and income-generation programs have become increasingly important to the
Department.

OAEM is held accountable for meeting a number of requirements pertaining to capital asset management.
OAEM oversees capital asset activities to ensute a consistent and cohesive Departmental approach and
effective portfolio and asset performance management throughout the asset life cycle. OAEM has primary
responsibility for developing and promulgating the governance policies and principles, processes, decision-
making and performance measuring systems related to the Department’s capital asset management. OAEM
coordinates the Department's capital investment planning process, including the production of the
Department’s Long Range Capital Plan. The office is also tasked to meet mandates in the areas of real
property, sustainability, environment, transportation/fleet, and energy management. OAEM programs have
Department-wide implications, affecting policy decisions, operation, and procedures for the development and
management of VA’s capital assets.

Recent History of VA’s Capital Asset Planning Process

In 2004, the VA recognized a legitimate need for developing an analytical approach to estimate the future
function, size and location for Veterans’ health care facilities. Subsequently, VA adopted and implemented
the Capital Asset Realignment for Enhanced Services (CARES) Decision. The CARES Decision became
VA’s systematic, data driven national plan to maximize Veterans’ access to quality care and, through the
Secretary’s Priority List, the foundation for VA’s capital asset management. However, VA also recognized
that a substantial monetary investment would be needed and, without the necessary funding from Congress
to pursue its much-needed vision, sought to use a highly innovative approach to financing its future by raising
capital in private markets. In an effort to obtain significant operating cost reductions and pursue alternative
funding sources for Veterans programs, VA is constantly developing and implementing new approaches.

VA’s capital asset management process has evolved since the CARES decision was implemented. In 2012,
with the strategic goal to improve the delivery of services and benefits to Veterans, VA established the
Strategic Capital Investment Planning (SCIP) process. The SCIP process is the basis for the Department’s
capital budget request. The SCIP process includes all capital projects and takes a long-term, data driven,
departmental approach, linking planning efforts of the Administrations and staff offices for both capital and
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non-capital solutions for gaps in services. SCIP encourages investments that ensure delivery of services in a
Veteran-centric, forward-looking, and results-driven manner.

Laws, Executive Orders, directives and regulations (links can be found in Appendix B) containing
requirements that affect OAEM include:

e Executive Order (EO) 13327, “Federal Real Property Asset Management”
e 38 U.S.C., Section 8000

e 38 U.S.C. Section 8161-8169, “Enhanced-Use Lease of Real Property”, amended by P.L. 112-
154, Section 211

e 38 U.S.C.§8151-8153, “Sharing of Health Care Resources”
e VA Directive 4085, “Capital Asset Management Policy”
e VA Directive 7415, “Enhanced-Use Leasing Program Policies and Procedures”

e VA Handbook 7415 and appendices, “Enhanced-Use Leasing Program Policies and
Procedures”

e Section 106 of the National Historic Preservation Act (16 U.S.C. 470(f))

e Comprehensive Environmental Response, Compensation, and Liability Act (‘CERCLA”), 42
U.S.C. §§ 9601-9675

e Resource Conservation and Recovery Act (“RCRA”), 42 U.S.C. §§ 6901-6908a;
e National Environmental Policy Act (“NEPA”), 42 U.S.C. §§ 4321-4347

e  OMB A-11, Part 7, Exhibit 300 and Capital Programming Guide

e American Recovery & Reinvestment Act (P.L. 111-5)(February 17, 2009)

e  Government Performance and Results Act (1993)

e DPublic Law 108-422 Provide a long-term and short-term real property disposal plan to the
Congress

e  GAO Report 08-939, Federal Real Property — Progress Made in Reducing Unneeded Property,
but VA needs Better Information to Make Further Reductions

e  GAO Report 11-197, VA Real Property, Realignment Progressing, but Greater Transparency
about Future Priorities Is Needed

e  GAO Report 12-780, Federal Fleets, Overall Increase in Number of Vehicles Masks That Some
Agencies Decreased Their Fleets

e GAO Report 13-14, Federal Real Property - Improved Cost Reporting Would Help Decision
Makers Weigh the Benefits of Enhanced Use Leasing

e Federal Acquisitions Streamlining Act (1994)

e  Energy Policy Act of 2005 (EPAct 2005)
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e EO, 13423, Strengthening Federal Environmental, Energy and Transportation Management,
2007
e EO, 13514, Federal Leadership Environmental, Energy and Economic Performance, 2009
e Energy Independence and Security Act, 2007

e OMB Memorandum 12-12 -Promoting Efficient Spending to Support Agency Operations - “Freeze the
Footprint” policy

e VA Directive and Handbook 0011, Strategic Capital Investment Planning Process

e VA Directive, VA Energy and Water Management Program

e VA Directive and Handbook 0056, VA Sustainable Buildings Program

e VA Directive 0057, VA Environmental Management Program

e VA Directive and Handbook 0059, VA Chemicals Management and Pollution Prevention
e VA Directive, Environmental Compliance Management

e VA Directive and Handbook 0063, Waste Prevention and Recycling Program

e VA Directive and Handbook 0064, VA Environmental Management Systems

e VA Directive 0065, Climate Change Adaptation Planning

e VA Directive, VA Sustainable Locations Program

e VA Directive and Handbook 7454, Enhanced-Use Leasing Post Transaction

OAEM follows instructions and guidance issued by the Office of Management and Budget and other agency
instructions, directives and guidance containing specific capital asset performance metrics.

4. Performance Period: The period of performance for this IDIQ is five years with annual reviews by the

Contracting Officer. If the selected contractor undergoes novation within the five year period, the IDIQ will
be in effect under the new name and under the conditions stated within the novation agreement. Each
individual task order shall state the specific performance period.

5. Type of Contract: This is anticipated to be an IDIQ contract. Firm Fixed price task orders will be
generated with a detailed PWS and issued by a Contracting Officer at VA Central Office (Washington DC) -
who supports OAEM. The maximum (ceiling) amount is estimated at 30 million dollars per contractor over a
five year performance period. The contract has a onetime minimum of $ 1,000. Contractor must demonstrate
they possess both general and specialized capability, knowledge, and skills.

6. Place of Performance: The primary place of performance will be at the contractor’s facilities; however,
some task orders may require work to be performed at a Government facility. Any work at the Government
site shall not take place on Federal holidays or weekends unless directed by the Contracting Officer (CO).

7. IDIQ Title: Programmatic Management Support Services for Capital Asset Management
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B. CONTRACT AWARD MEETING

The contractor shall not commence performance on the tasks in this PWS until the CO has conducted a
Post-Award Conference (PAC).

C. GENERAL REQUIREMENTS

The following general requirements apply to all task orders issued under this IDIQ:

1.

D.

The contractor shall identify its proposed technical approach in writing for every task order quoted. The
contractor’s task order quote shall include its proposed labor categories, rates and number of hours by
task, together with associated delivery dates and sub-milestone dates (if any), and proposed key personnel
résumés if not on file. Résumés are not required for clerical personnel.

All written deliverables shall be phrased in layperson language. Statistical and other technical terminology
shall not be used without providing a glossary of terms.

Unless otherwise specified in an individual task order, the following schedule requirements apply: Where
a written milestone deliverable is required in draft form, the VA will complete its review of the draft
deliverable within 12 calendar days from date of receipt. The contractor shall have 12 calendar days to
deliver the final deliverable from date of receipt of the Government’s comments.

The contractor shall provide, via email, minutes of all Government-contractor meetings. The contractor
shall provide these minutes within one calendar day after completion of the meeting unless otherwise
specified in an individual task order.

Except for proprietary information in company quotes identified and marked in accordance with FAR
52.215-1(e), the contractor shall not deliver to the OAEM any proprietary products or information of any
type in completing the requirements of each task order PWS. The contractor’s internal development
tools (that is, those development tools not developed for OAEM work and not required by OAEM to
install, use, or revise the deliverables) are exempted from this requirement. If the contractor believes an
exception to this requirement is necessary for the effective or efficient execution of a task order, the
contractor shall request a specific exception, in writing, to the CO, and shall not use the proprietary tools
or information in OAEM work until approval is received from the CO.

The contractor shall ensure contract employees maintain an open and professional communication with
the staff at the VA facilities. For transparency purposes, email to the CO shall not be blind carbon copied
(BCC) to other Government personnel.

Complaints or violation validated by the COR or VA staff will be reported in writing to the CO, Office
of the Inspector General (OIG), or Head of the Contracting Activity (HCA) for action. If the contractor
fails to correct validated complaints raised by the COR and or CO, in five working days, it will be
considered a failure in performance.

The CO may require the contractor to meet with the CO, contract administrator, and other Government
personnel at least quarterly, and as often as deemed necessary. The contractor may request a meeting
with the CO when deemed necessary.

SPECIFIC MANDATORY TASKS AND ASSOCIATED DELIVERABLES

Description of Tasks and Associated Deliverables:

1) For each task order awarded under this IDIQ), the contractor shall provide the specific deliverables
described in the task order PWS, within the performance period stated. Specific sub-tasks and
associated deliverables will be identified in each task order placed under the IDIQ. The deliverables
described below are typical requirements; however, each task order may have requirements in
addition to or instead of those listed below.

2) 'The selected contractor shall have subject matter expertise and provide all resources necessary to
perform the specific requirements as defined in the task orders. Task orders may include, but are
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not limited to the following: project management, program financial advisor, transaction specialist,
due diligence and support, loan service and asset management, complementary financial
management, financial and performance audit, and budgeting services as well as, policy
recommendations, performance measures, and benchmarking.

a. Task One: Project Support Management

The contractor shall provide a Project Support Manager to be the contractor point of contact for the
IDIQ. The project support manager will coordinate in the planning, initiating, managing, executing
and closing out mission oriented business programs and projects related to capital asset management
initiatives. The project manager’s exact role will be defined by the task orders. Among other
responsibilities related to this role, project support management shall:

Provide leadership and communication with stakeholders

Provide project planning and scheduling timeframes

Coordinate contract project management activities to include:
0 Monitoring and measuring performance
0 Reporting and documenting issues associated with project/program objectives
o0 Providing project support, integration, and closeout service

0 Providing contract administration support to CORs.
e Monitor all contractor work performed under the task order.

e  Provide status reports and monthly project reports to the COR.

The contractor shall provide a detailed Project Management Plan (PMP) and briefing for the OAEM
project team. The PMP shall present the contractor's plan for completing each task order. The
contractor’s plan shall be responsive to the PWS and describe, in further detail, the approach to be used
for each aspect of the task order as defined in the technical proposal. At a minimum, the PMP shall
include the risk, quality, and technical management approach, work breakdown structure (WBS), detailed
schedule, cost requirements, and proposed personnel. The contractor shall keep the PMP up to date
throughout the period of performance.

The contractor shall provide written progress reports that include the order number and title of the
project. The progress report shall cover all work completed during the preceding month, and work to be
accomplished during the subsequent month. This report shall also identify any technical, quality, or cost
problems that arose, identified risks and a statement explaining how the problem was resolved. This
report shall also identify any problems that have arisen but have not been completely resolved, with an
explanation. Outstanding problems/risks shall be reported until they are resolved. The COR may
schedule progress briefings or conference calls within three (3) working days after delivery of each
progress report. The attendees may include VA managers and contractor key and subject matter expert
personnel.

b. Task T'wo: Program Financial Advisor

The Contractor shall provide expert program financial advisory support services OAEM. The contractor
shall assist OAEM on cross-cutting issues related to asset marketability and monetary fund
management/benefit administration. The Contractor shall perform the following functions (list is not all
inclusive):
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Provide subject matter experts to analyze and provide recommendations to improve strategic
financial management planning, financial policy formulation and development, recommend
performance measures, conduct special cost studies, perform economic and regulatory analysis, assist
with financial quality assurance efforts, and perform benchmarking as it applies to capital asset
management.

Create, analyze, and forecast detailed economic and financial feasibility of non-VA
reuse/redevelopment alternatives using industry professional standards, decision formats, and
analytical techniques typically accepted by owner investors and other real estate decision makers such
as developers, financial advisors, underwriters, commercial lenders, and credit rating agencies.

i Provide real property benchmarking tasks that focus within the VA hospital and/or against
other similar Federal and commercial organizations;
i. Provide assistance to VA staff to formalize changes to revise processes, systems or data;
and
1il. Provide validation of data from several sources.

Provide services such as supporting collaborative capital planning efforts with other Federal agencies,
e.g., DOD; providing external reviews for lessons learned on the overall process and program
outcomes; and providing advisory services to improve the VA Capital Investment Template.

The contractor shall provide support by recommending and documenting requirements definition
for new or updated performance measures and metrics such as sustainability and energy.

The contractor should be able to provide integrated strategic, analytic, and technical support services
that VA may need in order to design and implement optimal capital asset management initiatives and
ensure progress toward meeting VA requirements and goals.

c. Task Three: Transaction Specialist Services

The Contractor shall assist VA in all asset resolution related areas including valuation/pricing, portfolio

stratification, restructuring and disposition strategies which best meet agency goals. The Contractor shall

perform the following functions (list is not all inclusive):

Develop a Pilot Demonstration — Development, Planning and Execution.

Develop a detailed plan of action, flowchart and timeline for transaction formulation, marketing
materials and strategies, financing opportunities, conferences, internal approval and final
documentation for pilot demonstration initiative.

Plan, initiate, conduct, oversee and execute a pilot demonstration at any location where VA has
identified a need for the construction of a new inpatient medical center/hospital to meet VA’s
strategic objective of building modern state-of-the-art facilities for the veteran’s markets currently
underserved, through capital markets funding opportunities.

Conduct a strategic review of OAEM’s business operations, and provide a plan of action, timeline
for transaction approval and final documentation.

d. Task Four: Due Diligence & Support Services

The Contractor shall assist VA in the confirmation and valuation of specific elements of an agency’s portfolio

of assets. The Contractor shall perform the following functions (list is not all inclusive):

1.

Provide subject matter experts qualified in asset management to conduct capital asset management
program advisory services activities. This may include real estate advisory, feasibility, programmatic
environmental, asset marketability, valuation, and program/property financial and business
transaction management services, as well as the information, advice, counsel, and assistance and
decision documents or other project analysis needed to create for VA a “market driven,” re-adaptive
use plan and strategy designed to meet VA’s mission.
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1.

1i.

Develop a Comprehensive Property Plan and Property Reuse Plan.

Create and analyze a conceptual land use and development master plan graphically depicting the
recommended reuse alternative, or range of recommended alternatives.

Assist with the administration of VA’s OAEM re-adaptive use plan, and recommend necessary action
measures to ensure prompt performances of all necessary actions and compliance with the terms and
conditions of the lease, which shall include, but are not be limited to, the following duties:

Recommend administrative actions to monitor and implement corrective actions as necessary to
ensure the successful re-use strategies and specific follow-on leasing and disposal actions needed
under the terms of the EUL initiatives;

Monitor (including, but not limited to: commercial real estate services (technical, financial and
legal), by performing site visits and inspections, making inquiries, and other actions, as may be
necessary in order for the Government to create, establish and evaluate re-use plans and specific
implementation strategies. Such monitoring includes the performance of those entities acting
for, on behalf of, or pursuant to the terms and conditions of the EUL; and

Review any detailed strategies, options, outcomes, and schedules and, if necessary, advise and
assist VA to implement the changes.

e. Task Five: Loan Servicing & Asset Management Services

The Contractor shall assist VA in servicing, monitoring, and maintaining loan assets which may include

establishing a loan database, remittance processing, verify and update borrower data, issue forms and

correspondence, and process loan cancellations and consolidations. For example, create and analyze a

valuation model (e.g., based on highest and best use analysis, real estate appraisal, and/or market intelligence)

needed to forecast maximum value for a range of real property interests (fee, leased fee, leasehold, etc.) and

reuse strategies (lease, disposal, hold, etc.)

f. Task Six: Complementary Financial Management Services

The Contractor shall assist OAEM to improve its financial management systems, financial reporting and

analysis,

strategic financial planning, financial policy formulation and development. The Contractor shall

perform the following functions (list is not all inclusive):

Strategic Planning — provide support to Government when developing strategy for utilizing complex,
innovative capital markets structures for financing projects.

Capital Markets Research — Investigate, plan, conduct, and analyze currently available capital markets
funding opportunities.

Credit Scoring Analysis — Review, research, and scrutinize credit scoring implications, and evaluate
objectives and funding requirements in the Federal budget and in the Federal Credit Reform Act of
1990.

Transactional Assessment — Provide transactional assessment, oversight, and substantiation for EUL
and non-EUL projects using a variety of market tools or techniques including economic feasibility
analysis.

g. Task Seven: Financial and Performance Audits

The contractor shall provide an independent assessment of VA capital asset management programs with

financial and performance audits to identify areas for improvement.

Contractor tasks will include Stakeholder involvement, i.e., OMB and Committee staff feedback to
improve the Capital Planning, execution and feedback steps to improve the processes; assisting VA
in developing questions for use at hearings; evaluating VA’s methods used to track data and comply
with laws and regulations for new programs, i.e., such as ARRA funding.
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e Contractor tasks will include analyzing performance management trends with respect to VA assets;
defining or redefining business processes needed to support reporting and performance monitoring;
tracking building level costs; tracking projects; analyzing gaps; conducting data validation and cross
referencing.

h. Task Hight: Budgeting

The Contractor shall provide support during budget formulation and execution processes, conduct special
reviews to resolve budget formulation or budget execution issues. The Contractor should be able to provide
validation of data, alternatives analyses, cost effectiveness, and risk analyses used for Capital Planning Exhibit
300 packages. The Contractor may provide advisory services to optimize decision models used to determine
products being considered for funding.

Note: All documents and records provided by VA for the purposes of this task order will be returned to VA
or destroyed upon VA’s acceptance of all deliverables. Contractor shall covenant and agree that it will not
contact any non-VA or outside party or source without obtaining the prior written consent of VA.

1. Task Nine: Subject Matter Experts

The contractor shall provide subject matter experts to staff all GMP program areas as requested. These may
include, but are not limited to researching legislative and organization matters, recommending alternative
approaches and best practices, reviewing organizational effectiveness, recommending and developing
strategies for internal and external customers to address complex issues, programs, and projects, developing
detailed plans for meeting requirements, performing feasibility studies and making recommendations, and
supporting program/project reviews and evaluations, etc. Task orders may include, but are not limited to the
following projects:

e Develop technical solutions for:

0 Implementation of energy systems, including solar, direct geothermal, ground source
heat pumps, wind, and combined heat and power

O Metering and energy management systems

0 Improving agency performance related to energy and water use, greenhouse gas (GHG)
emissions, waste prevention and recycling, pollution prevention, chemicals
management, electronics stewardship, green purchasing, climate change adaptation
planning, environmental justice, environmental compliance, and sustainable building

e  DPerform analyses and prepare documents related to alternative financing (e.g., energy savings
performance contracts (ESPCs) and utility energy services contracts (UESCs) and alternatively
tinanced projects

e Prepare and analyze GHG emissions inventories

e Develop directives, handbooks and other guidance to promulgate agency policies

e Support internal GMP-related task force meetings

e Provide logistics support for VA awards and awareness programs such as Energy Awareness
Month, Earth Day and America Recycles Day campaigns

e Design and/or develop training for GMP-related programs
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e Develop and monitor progress in implementing internal action plans for GMP programs
e Refine VA vehicle allocation model and conduct related analyses

e Conduct environmental assessment/NEPA studies and related evaluations

e Develop a scalable and modular education and outreach program

e Develop a VA strategy to implement increased use of alternative fuels

e Develop scalable and modular sustainability support programs.

Performance Standards and Methods as specified in each task. Past performance will be documented in
accordance to IL 001AL-10-03, dated February 22, 2010
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Attachment A

Sample performance standard

Surveillance Area

Performance Standards

Method of Assessing
Performance

Management of price
and schedule

Timely delivery to the COR within the
contract/order schedule

Status Meetings are scheduled on time, with
appropriate Vendor staff attending and issues
addressed satisfactorily to VA

Review of Monthly Status
Reports and Status Meetings

100% inspection

Technical quality of Deliverables are high quality, address required Review of Final deliverables
deliverables performance work statement areas and contain and Status Meetings

three (3) or fewer defects identified in the Final

deliverable submittal 100% inspection
Quality of Project Timely Responses to open acquisition issues 98% | Review of Final deliverables,
Management and of the time Status Reports and Status
Relationship Mecetings
Management

Cortrections and Re-submittal to VA within five
business days of rejected deliverables

Low Turnover of Key Personnel

Contractor develops and maintains a staffing plan
that adequately supports the requirements of the
task orders 98% of the time.

Open communication between VA and Vendor

Contractor provides a single point of contact
responsible for task order performance.

Ability to meet the within scope changing
demands of the program as it evolves

Review and approval of Key
Personnel changes

VA customer satisfaction

Page 16 of 100




VA101-16-Q-0195

E. SCHEDULE FOR DELIVERABLES

See Attachment A Schedule of Deliverables.

1.

If for any reason the scheduled time for a deliverable cannot be met, the contractor is required to explain
why (include the original deliverable due date) in writing to the CO, including a firm commitment of
when the work shall be completed. This notice to the CO shall cite the reasons for the delay, and the
impact on the overall project. The CO will then review the facts and issue a response in accordance with
applicable regulations.

Any hard copy documents the Contractor provides to OAEM must be printed double-sided on recycled
paper with at least 30 percent post-consumer fiber.
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F. CHANGES TO PERFORMANCE WORK STATEMENT

Any changes to this PWS and all Task Orders shall be authorized and approved only by the CO in writing.
Costs incurred by the contractor through the actions of parties other than the CO shall be borne by the
contractot.

G. TRAVEL

As required by each task order, the contractor may be required to travel to Washington, D.C., or to other VA
locations. Travel and per diem shall be reimbursed in accordance with Federal Travel Regulations. Each
contractor invoice must include copies of all receipts that support the travel costs claimed in the invoice. No
General and Administrative (G&A) fees or costs, and no other fees or costs shall be added to travel expenses.
Local travel within a 50-mile radius from the Contractor's facility is considered the cost of doing business and
will not be reimbursed. This includes travel, subsistence, and associated labor charges for travel time. Local
travel within a 50-mile radius from the Contractor's employee’s residence is considered the cost of doing
business and will not be reimbursed. This includes travel, subsistence, and associated labor charges for travel
time. Travel performed for personal convenience and daily travel to and from work at the contractot's facility
will not be reimbursed. Travel, subsistence, and associated labor charges for travel time for travel beyond a
50-mile radius of the Contractor's facility are authorized on a case-by-case basis and must be pre-approved by
the CO at least 14 calendar days in advance for the requested travel.

H. GOVERNMENT FURNISHED PROPERTY AND INFORMATION

Government Furnished Property and Information, if required, will be specified in each task order. Except
for those items or services specifically stated to be Government furnished, the contractor shall furnish
everything required to perform task orders. For contractors required at VA facilities, the Government will
provide office space including a desk, telephone, and computer to perform the required work.

1. CONTRACTOR EXPERIENCE REQUIREMENTS—KEY PERSONNEL

1. These skilled experienced professional and/or technical personnel are essential for successful contractor
accomplishment of the work to be performed under this contract and subsequent task orders and
options. The contractor shall include in the technical proposal for each task order the résumés of all
proposed professional and/or technical personnel who will perform the tasks in the task order. Résumés
are not required for clerical personnel. The personnel whose résumés are submitted are defined as key
personnel. The contractor agrees that the key personnel listed in their proposal shall not be removed,
diverted, or replaced from work without approval of the CO and COR (résumés do not need to be
provided if it’s already in the contract file).

2. Any personnel the contractor offers as substitutes shall have the ability and qualifications equal to or
better than the key personnel that are being replaced. Requests to substitute personnel shall be approved
by the COR and the CO. All requests for approval of substitutions in personnel shall be submitted to
the COR and the CO at least 30 calendar days prior to making any change in key personnel. The request
shall be written and provide a detailed explanation of the circumstances necessitating the proposed
substitution. The contractor shall submit a complete résumé for the proposed substitute, any changes to
the rate specified in the order (as applicable) and any other information requested by the CO needed to
approve or disapprove the proposed substitution. The CO will evaluate such requests and promptly
notify the contractor of approval or disapproval thereof in writing.

Note:
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a. Standards of Conduct. The Contractor shall ensure that personnel assigned to this contract
comply with the Standards of Ethical Conduct specified by the Office of Government Ethics at 5
CFR 2635.

b. Personnel assigned by the Contractor to perform work on this IDIQ shall be acceptable to VA in
terms of personal and professional conduct and technical knowledge. The Contracting Officer may
notify the Contractor and request that a person be immediately removed from assignment on this
contract should any contractor personnel be determined to be unacceptable in terms of technical
competency or personal conduct during duty hours. The contractor shall immediately remove and
replace the unacceptable on-site personnel at no additional costs to the Government. Replacement
personnel qualifications shall be equal to or greater than those of the personnel being replaced.
Employment and staffing difficulties shall not be justification for failure to meet established
schedules.

c. Contractor personnel shall be able to communicate effectively in English, both written and oral.

d. The contractor shall notify the CO whenever an employee of the United States Government is
utilized by the contractor in the performance of the contract. The notification shall include sufficient
information for the Contracting Officer to review the matter in accordance with FAR Part 3 and
Subpart 9.5.

e. The contractor shall verify employee eligibility through the E-Verify system.

J. SECURITY REQUIREMENTS
1. VAINFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY

1. GENERAL

Contractors, contractor personnel, subcontractors, and subcontractor personnel shall be subject to the same
Federal laws, regulations, standards, and VA Directives and Handbooks as VA and VA personnel regarding
information and information system security.

2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS

a. A contractor/subcontractor shall request logical (technical) or physical access to VA information and VA
information systems for their employees, subcontractors, and affiliates only to the extent necessary to

perform the services specified in the contract, agreement, or task order.

b. All contractors, subcontractors, and third-party servicers and associates working with VA information are
subject to the same investigative requirements as those of VA appointees or employees who have access to
the same types of information. The level and process of background security investigations for contractors
must be in accordance with VA Directive and Handbook 0710, Personnel Suitability and Security Program.
The Office for Operations, Security, and Preparedness is responsible for these policies and procedures.

c. Contract personnel who require access to national security programs must have a valid security clearance.
National Industrial Security Program (NISP) was established by Executive Order 12829 to ensure that cleared
U.S. defense industry contract personnel safeguard the classified information in their possession while
performing work on contracts, programs, bids, or research and development efforts. The Department of
Veterans Affairs does not have a Memorandum of Agreement with Defense Security Service (DSS).
Verification of a Security Clearance must be processed through the Special Security Officer located in the
Planning and National Security Service within the Office of Operations, Security, and Preparedness.
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d. Custom software development and outsourced operations must be located in the U.S. to the maximum
extent practical. If such services are proposed to be performed abroad and are not disallowed by other VA
policy or mandates, the contractor/subcontractor must state where all non-U.S. setvices are provided and
detail a security plan, deemed to be acceptable by VA, specifically to address mitigation of the resulting
problems of communication, control, data protection, and so forth. Location within the U.S. may be an

evaluation factor.

e. The contractor or subcontractor must notify the Contracting Officer immediately when an employee
working on a VA system or with access to VA information is reassigned or leaves the contractor or
subcontractor’s employ. The Contracting Officer must also be notified immediately by the contractor or

subcontractor prior to an unfriendly termination.
3. VA INFORMATION CUSTODIAL LANGUAGE

a. Information made available to the contractor or subcontractor by VA for the performance or
administration of this contract or information developed by the contractor/subcontractor in performance or
administration of the contract shall be used only for those purposes and shall not be used in any other way
without the prior written agreement of the VA. This clause expressly limits the contractor/subcontractot’s
rights to use data as described in Rights in Data — General, FAR 52.227-14(d) (1).

b. VA information should not be co-mingled, if possible, with any other data on the
contractors/subcontractor’s information systems or media storage systems in order to ensure VA
requirements related to data protection and media sanitization can be met. If co-mingling must be allowed to
meet the requirements of the business need, the contractor must ensure that VA’s information is returned to
the VA or destroyed in accordance with VA’s sanitization requirements. VA reserves the right to conduct on
site inspections of contractor and subcontractor I'T resources to ensure data security controls, separation of
data and job duties, and destruction/media sanitization procedures are in compliance with VA directive

requirements.

c. Prior to termination or completion of this contract, contractor/ subcontractor must not destroy
information received from VA, or gathered/ created by the contractor in the course of performing this
contract without prior written approval by the VA. Any data destruction done on behalf of VA by a
contractor/subcontractor must be done in accordance with National Archives and Records Administration
(NARA) requirements as outlined in VA Directive 6300, Records and Information Management and its
Handbook 6300.1 Records Management Procedures, applicable VA Records Control Schedules, and VA
Handbook 6500.1, Electronic Media Sanitization. Self-certification by the contractor that the data destruction
requirements above have been met must be sent to the VA Contracting Officer within 30 days of termination

of the contract.

d. The contractor/subcontractor must receive, gather, store, back up, maintain, use, disclose and dispose of
VA information only in compliance with the terms of the contract and applicable Federal and VA
information confidentiality and security laws, regulations and policies. If Federal or VA information
confidentiality and security laws, regulations and policies become applicable to the VA information or
information systems after execution of the contract, or if NIST issues or updates applicable FIPS or Special
Publications (SP) after execution of this contract, the parties agree to negotiate in good faith to implement the
information confidentiality and security laws, regulations and policies in this contract.

e. The contractor/subcontractor shall not make copies of VA information except as authorized and
necessary to perform the terms of the agreement or to preserve electronic information stored on
contractor/subcontractor electronic storage media for restoration in case any electronic equipment or data
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used by the contractor/subcontractor needs to be restored to an operating state. If copies are made for
restoration purposes, after the restoration is complete, the copies must be appropriately destroyed.

f. If VA determines that the contractor has violated any of the information confidentiality, privacy, and
security provisions of the contract, it shall be sufficient grounds for VA to withhold payment to the
contractor ot third party or terminate the contract for default or terminate for cause under Federal
Acquisition Regulation (FAR) part 12.

g. If a VHA contract is terminated for cause, the associated BAA must also be terminated and appropriate
actions taken in accordance with VHA Handbook 1600.01, Business Associate Agreements. Absent an
agreement to use or disclose protected health information, there is no business associate relationship.

h. The contractor/subcontractor must stote, transpott, or transmit VA sensitive information in an
encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 validated.

i. The contractor/subcontractor’s firewall and Web setvices security controls, if applicable, shall meet or
exceed VA’s minimum requirements. VA Configuration Guidelines are available upon request.

j. Except for uses and disclosures of VA information authorized by this contract for performance of the
contract, the contractor/subcontractor may use and disclose VA information only in two other situations: (i)
in response to a qualifying order of a court of competent jurisdiction, or (i) with VA’s prior written approval.
The contractor/subcontractor must refer all requests for, demands for production of, or inquiries about, VA
information and information systems to the VA contracting officer for response.

k. Notwithstanding the provision above, the contractor/subcontractor shall not release VA records
protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records and/or Title 38 U.S.C.
7332, confidentiality of certain health records pertaining to drug addiction, sickle cell anemia, alcoholism or
alcohol abuse, or infection with human immunodeficiency virus. If the contractor/subcontractor is in receipt
of a court order or other requests for the above mentioned information, that contractor/subcontractor shall

immediately refer such court orders or other requests to the VA contracting officer for response.

1. For service that involves the storage, generating, transmitting, or exchanging of VA sensitive information
but does not require C&A or an MOU-ISA for system interconnection, the contractor/subcontractor must
complete a Contractor Security Control Assessment (CSCA) on a yearly basis and provide it to the COTR.

4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT

a. Information systems that are designed or developed for or on behalf of VA at non-VA facilities shall
comply with all VA directives developed in accordance with FISMA, HIPAA, NIST, and related VA security
and privacy control requirements for Federal information systems. This includes standards for the protection
of electronic PHI, outlined in 45 C.F.R. Part 164, Subpart C, information and system security categorization
level designations in accordance with FIPS 199 and FIPS 200 with implementation of all baseline security
controls commensurate with the FIPS 199 system security categorization (reference Appendix D of VA
Handbook 6500, VA Information Security Program). During the development cycle a Privacy Impact
Assessment (PIA) must be completed, provided to the COTR, and approved by the VA Privacy Service in
accordance with Directive 6507, VA Privacy Impact Assessment.

b. The contractor/subcontractor shall certify to the COTR that applications are fully functional and operate
correctly as intended on systems using the VA Federal Desktop Core Configuration (FDCC), and the
common security configuration guidelines provided by NIST or the VA. This includes Internet Explorer 7
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configured to operate on Windows XP and Vista (in Protected Mode on Vista) and future versions, as
required.

c. The standard installation, operation, maintenance, updating, and patching of software shall not alter the
configuration settings from the VA approved and FDCC configuration. Information technology staff must
also use the Windows Installer Service for installation to the default “program files” directory and silently
install and uninstall.

d. Applications designed for normal end users shall run in the standard user context without elevated

system administration privileges.

e. The security controls must be designed, developed, approved by VA, and implemented in accordance
with the provisions of VA security system development life cycle as outlined in NIST Special Publication 800-
37, Guide for Applying the Risk Management Framework to Federal Information Systems, VA Handbook
6500, Information Security Program and VA Handbook 6500.5, Incorporating Security and Privacy in System
Development Lifecycle.

f. The contractor/subcontractor is requited to design, develop, or operate a System of Records Notice
(SOR) on individuals to accomplish an agency function subject to the Privacy Act of 1974, (as amended),
Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations. Violation of the

Privacy Act may involve the imposition of criminal and civil penalties.
g. The contractor/subcontractor agrees to:

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under the
Act in the design, development, or operation of any system of records on individuals to accomplish an agency

function when the contract specifically identifies:
(a) The Systems of Records (SOR); and
(b) The design, development, or operation work that the contractor/ subcontractor is to perform;

(1) Include the Privacy Act notification contained in this contract in every solicitation and resulting
subcontract and in every subcontract awarded without a solicitation, when the work statement in the
proposed subcontract requires the redesign, development, or operation of a SOR on individuals that is
subject to the Privacy Act; and

(2) Include this Privacy Act clause, including this subparagraph (3), in all subcontracts awarded under
this contract which requires the design, development, or operation of such a SOR.

h. In the event of violations of the Act, a civil action may be brought against the agency involved when the
violation concerns the design, development, or operation of a SOR on individuals to accomplish an agency
function, and criminal penalties may be imposed upon the officers or employees of the agency when the
violation concerns the operation of a SOR on individuals to accomplish an agency function. For purposes of
the Act, when the contract is for the operation of a SOR on individuals to accomplish an agency function, the

contractot/subcontractor is considered to be an employee of the agency.

(1) “Operation of a System of Records” means performance of any of the activities associated with
maintaining the SOR, including the collection, use, maintenance, and dissemination of records.

(2) “Record” means any item, collection, or grouping of information about an individual that is
maintained by an agency, including, but not limited to, education, financial transactions, medical history, and
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criminal or employment history and contains the person’s name, or identifying number, symbol, or any other
identifying particular assigned to the individual, such as a fingerprint or voiceprint, or a photograph.

(3) “System of Records” means a group of any records under the control of any agency from which
information is retrieved by the name of the individual or by some identifying number, symbol, or other

identifying particular assigned to the individual.

i. The vendor shall ensure the security of all procured or developed systems and technologies, including
their subcomponents (hereinafter referred to as “Systems”), throughout the life of this contract and any
extension, warranty, or maintenance periods. This includes, but is not limited to workarounds, patches,
hotfixes, upgrades, and any physical components (hereafter referred to as Security Fixes) which may be
necessary to fix all security vulnerabilities published or known to the vendor anywhere in the Systems,
including Operating Systems and firmware. The vendor shall ensure that Security Fixes shall not negatively
impact the Systems.

j. The vendor shall notify VA within 24 hours of the discovery or disclosure of successful exploits of the
vulnerability which can compromise the security of the Systems (including the confidentiality or integrity of
its data and operations, or the availability of the system). Such issues shall be remediated as quickly as is
practical, but in no event longer than days.

k. When the Security Fixes involve installing third party patches (such as Microsoft OS patches or Adobe
Acrobat), the vendor will provide written notice to the VA that the patch has been validated as not affecting
the Systems within 10 working days. When the vendor is responsible for operations or maintenance of the
Systems, they shall apply the Security Fixes within days.

. All other vulnerabilities shall be remediated as specified in this paragraph in a timely manner based on
risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph (e.g. for the convenience of
VA) shall only be granted with approval of the contracting officer and the VA Assistant Secretary for Office
of Information and Technology.

5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE

a. For information systems that are hosted, operated, maintained, or used on behalf of VA at non-VA
facilities, contractors/subcontractors are fully responsible and accountable for ensuring compliance with all
HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy directives and handbooks. This
includes conducting compliant risk assessments, routine ulnerability scanning, system patching and change
management procedures, and the completion of an acceptable contingency plan for each system. The
contractor’s security control procedures must be equivalent, to those procedures used to secure VA systems.
A Privacy Impact Assessment (PIA) must also be provided to the COTR and approved by VA Privacy
Service prior to operational approval. All external Internet connections to VA’s network involving VA
information must be reviewed and approved by VA prior to implementation.

b. Adequate security controls for collecting, processing, transmitting, and storing of Personally Identifiable
Information (P1I), as determined by the VA Privacy Service, must be in place, tested, and approved by VA
prior to hosting, operation, maintenance, or use of the information system, or systems by or on behalf of VA.
These security controls are to be assessed and stated within the PIA and if these controls are determined not
to be in place, or inadequate, a Plan of Action and Milestones (POA&M) must be submitted and approved
prior to the collection of PII.
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c. Outsourcing (contractor facility, contractor equipment or contractor staff) of systems or network
operations, telecommunications services, or other managed services requires certification and accreditation
(authorization) (C&A) of the contractor’s systems in accordance with VA Handbook 6500.3, Certification
and Accreditation and/or the VA OCS Certification Program Office. Government- owned (government
facility or government equipment) contractor-operated systems, third party or business partner networks
require memorandums of understanding and interconnection agreements (MOU-ISA) which detail what data
types are shared, who has access, and the appropriate level of security controls for all systems connected to
VA networks.

d. The contractor/subcontractot’s system must adhere to all FISMA, FIPS, and NIST standards related to
the annual FISMA security controls assessment and review and update the PIA. Any deficiencies noted
during this assessment must be provided to the VA contracting officer and the ISO for entry into VA’s
POA&M management process. The contractor/subcontractor must use VA’s POA&M process to document
planned remedial actions to address any deficiencies in information security policies, procedures, and
practices, and the completion of those activities. Security deficiencies must be corrected within the
timeframes approved by the government. Contractor/subcontractor procedures are subject to periodic,
unannounced assessments by VA officials, including the VA Office of Inspector General. The physical
security aspects associated with contractor/ subcontractor activities must also be subject to such assessments.
If major changes to the system occur that may affect the privacy or security of the data or the system, the
C&A of the system may need to be reviewed, retested and re- authorized per VA Handbook 6500.3. This
may require reviewing and updating all of the documentation (PIA, System Security Plan, Contingency Plan).
The Certification Program Office can provide guidance on whether a new C&A would be necessary.

e. The contractor/subcontractor must conduct an annual self assessment on all systems and outsourced
services as required. Both hard copy and electronic copies of the assessment must be provided to the COTR.
The government reserves the right to conduct such an assessment using government personnel or another
contractor/subcontractor. The contractor/subcontractor must take appropriate and timely action (this can
be specified in the contract) to correct or mitigate any weaknesses discovered during such testing, generally at

no additional cost.

f. VA prohibits the installation and use of personally-owned or contractor/ subcontractor-owned
equipment or software on VA’s network. If non-VA owned equipment must be used to fulfill the
requirements of a contract, it must be stated in the service agreement, SOW or contract. All of the security
controls required for government furnished equipment (GFE) must be utilized in approved other equipment
(OE) and must be funded by the owner of the equipment. All remote systems must be equipped with, and
use, a VA-approved antivirus (AV) software and a personal (host-based or enclave based) firewall that is
configured with a VA-approved configuration. Software must be kept current, including all critical updates
and patches. Owners of approved OE are responsible for providing and maintaining the anti-viral software
and the firewall on the non-VA owned OE.

g. All electronic storage media used on non-VA leased or non-VA owned IT equipment that is used to
store, process, or access VA information must be handled in adherence with VA Handbook 6500.1,
Electronic Media Sanitization upon: (i) completion or termination of the contract or (i) disposal or return of
the IT equipment by the contractor/subcontractor or any person acting on behalf of the
contractor/subcontractor, whichever is eatlier. Media (hard drives, optical disks, CDs, back-up tapes, etc.)
used by the contractors/ subcontractors that contain VA information must be returned to the VA for
sanitization or destruction or the contractor/subcontractor must self-certify that the media has been disposed
of per 6500.1 requirements. This must be completed within 30 days of termination of the contract.
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h. Bio-Medical devices and other equipment or systems containing media (hard drives, optical disks, etc.)
with VA sensitive information must not be returned to the vendor at the end of lease, for trade-in, or other
purposes. The options are:

(1) Vendor must accept the system without the drive;

(2) VA’s initial medical device purchase includes a spare drive which must be installed in place of the
original drive at time of turn-in; or

(3) VA must reimburse the company for media at a reasonable open market replacement cost at time of
purchase.

(4) Due to the highly specialized and sometimes proprietary hardware and software associated with
medical equipment/systems, if it is not possible for the VA to retain the hard drive, then;

(a) The equipment vendor must have an existing BAA if the device being traded in has sensitive
information stored on it and hard drive(s) from the system are being returned physically intact; and

(b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest extent possible
without negatively impacting system operation. Selective clearing down to patient data folder level is
recommended using VA approved and validated overwriting technologies/methods/tools. Applicable media
sanitization specifications need to be pre-approved and described in the purchase order or contract.

© A statement needs to be signed by the Director (System Owner) that states that the drive could not be
removed and that (a) and (b) controls above are in place and completed. The ISO needs to maintain the
documentation.

6. SECURITY INCIDENT INVESTIGATION

a. The term “security incident” means an event that has, or could have, resulted in unauthorized access to,
loss or damage to VA assets, or sensitive information, or an action that breaches VA security procedures.
The contractor/ subcontractor shall immediately notify the COTR and simultaneously, the designated ISO
and Privacy Officer for the contract of any known or suspected security/privacy incidents, or any
unauthorized disclosure of sensitive information, including that contained in system(s) to which the

contractor/ subcontractor has access.

b. To the extent known by the contractor/subcontractor, the contractor/ subcontractot’s notice to VA
shall identify the information involved, the circumstances surrounding the incident (including to whom, how,
when, and where the VA information or assets were placed at risk or compromised), and any other

information that the contractor/subcontractor considers relevant.

c. With respect to unsecured protected health information, the business associate is deemed to have
discovered a data breach when the business associate knew or should have known of a breach of such
information. Upon discovery, the business associate must notify the covered entity of the breach.

Notifications need to be made in accordance with the executed business associate agreement.

d. Ininstances of theft or break-in or other criminal activity, the contractor/subcontractor must
concurrently report the incident to the appropriate law enforcement entity (or entities) of jurisdiction,
including the VA OIG and Security and Law Enforcement. The contractor, its employees, and its
subcontractors and their employees shall cooperate with VA and any law enforcement authority responsible
for the investigation and prosecution of any possible criminal law violation(s) associated with any incident.
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The contractor/subcontractor shall cooperate with VA in any civil litigation to tecover VA information,
obtain monetary or other compensation from a third party for damages arising from any incident, or obtain
injunctive relief against any third party arising from, or related to, the incident.

7. LIQUIDATED DAMAGES FOR DATA BREACH

a. Consistent with the requirements of 38 U.S.C. 5725, a contract may require access to sensitive personal
information. If so, the contractor is liable to VA for liquidated damages in the event of a data breach or
privacy incident involving any SPI the contractor/subcontractor processes or maintains under this contract.

b. The contractor/subcontractor shall provide notice to VA of a “security incident” as set forth in the
Security Incident Investigation section above. Upon such notification, VA must secure from a non-
Department entity or the VA Office of Inspector General an independent risk analysis of the data breach to
determine the level of risk associated with the data breach for the potential misuse of any sensitive personal
information involved in the data breach. The term ‘data breach’ means the loss, theft, or other unauthorized
access, or any access other than that incidental to the scope of employment, to data containing sensitive
personal information, in electronic or printed form, that results in the potential compromise of the
confidentiality or integrity of the data. Contractor shall fully cooperate with the entity performing the risk
analysis. Failure to cooperate may be deemed a material breach and grounds for contract termination.

c. Each risk analysis shall address all relevant information concerning the data breach, including the
following:

(1) Nature of the event (loss, theft, unauthorized access);
(2) Description of the event, including:
(a) date of occurrence;

(b) data elements involved, including any PII, such as full name, social security number, date of birth,
home address, account number, disability code;

(3) Number of individuals affected or potentially affected;
(4) Names of individuals or groups affected or potentially affected;

(5) Ease of logical data access to the lost, stolen or impropetly accessed data in light of the degree of
protection for the data, e.g., unencrypted, plain text;

(6) Amount of time the data has been out of VA control;

(7) The likelihood that the sensitive personal information will or has been compromised (made accessible
to and usable by unauthorized persons);

(8) Known misuses of data containing sensitive personal information, if any;
(9) Assessment of the potential harm to the affected individuals;

(10) Data breach analysis as outlined in 6500.2 Handbook, Management of Security and Privacy Incidents,
as appropriate; and

(11) Whether credit protection services may assist record subjects in avoiding or mitigating the results of
identity theft based on the sensitive personal information that may have been compromised.

Page 26 of 100



VA101-16-Q-0195

d. Based on the determinations of the independent risk analysis, the contractor shall be responsible for
paying to the VA liquidated damages in the amount of per affected individual to cover the cost of providing
credit protection services to affected individuals consisting of the following:

(1) Notification;

(2) One year of credit monitoring services consisting of automatic daily monitoring of at least 3 relevant
credit bureau reports;

(3) Data breach analysis;

(4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit freezes, to
assist affected individuals to bring matters to resolution;

(5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and

(6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit records, histories,
or financial affairs.

8. SECURITY CONTROLS COMPLIANCE TESTING

On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate any or all
of the security controls and privacy practices implemented by the contractor under the clauses contained
within the contract. With 10 working-day’s notice, at the request of the government, the contractor must fully
cooperate and assist in a government-sponsored security controls assessment at each location wherein VA
information is processed or stored, or information systems are developed, operated, maintained, or used on
behalf of VA, including those initiated by the Office of Inspector General. The government may conduct a
security control assessment on shorter notice (to include unannounced assessments) as determined by VA in

the event of a security incident or at any other time.
9. TRAINING

a. All contractor employees and subcontractor employees requiting access to VA information and VA
information systems shall complete the following before being granted access to VA information and its
systems:

(1) Sign and acknowledge (either manually or electronically) understanding of and responsibilities for
compliance with the Contractor Rules of Behavior, Appendix E relating to access to VA information and
information systems;

(2) Successtully complete the VA Cyber Security Awareness and Rules of Behavior training and annually
complete required security training;

(3) Successtully complete the appropriate VA privacy training and annually complete required privacy
training; and

(4) Successtully complete any additional cyber security or privacy training, as requited for VA personnel
with equivalent information system access [to be defined by the VA program official and provided to the
contracting officer for inclusion in the solicitation document — e.g., any role-based information security
training required in accordance with NIST Special Publication 800-16, Information Technology Security
Training Requirements.]
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b. The contractor shall provide to the contracting officer and/or the COTR a copy of the training
certificates and certification of signing the Contractor Rules of Behavior for each applicable employee within
1 week of the initiation of the contract and annually thereafter, as required.

c. Failure to complete the mandatory annual training and sign the Rules of Behavior annually, within the
timeframe required, is grounds for suspension or termination of all physical or electronic access privileges and
removal from work on the contract until such time as the training and documents are complete.

(End of Clause)

k. CONFIDENTIALITY AND NONDISCLOSURE
It is agreed that:

1. The preliminary and final deliverables and all associated working papers, application source code, and
other material deemed relevant by the VA which have been generated by the contractor in the performance
of this task order are the exclusive property of the U.S. Government and shall be submitted to the COR with
a copy to the CO at the conclusion of the task ordet.

2. The CO will be the sole authorized official to release verbally or in writing, any data, the draft deliverables,
the final deliverables, or any other written or printed materials pertaining to this task order. No information
shall be released by the contractor. Any request for information relating to this task order presented to the
contractor shall be submitted to the CO for response.

3. Press releases, marketing material or any other printed or electronic documentation related to this project,
shall not be publicized without the written approval of the CO.

L. ORGANIZATIONAL CONFLICT OF INTEREST

The contractor shall disclose any actual or potential organizational conflicts of interest at the time of
submitting the quotes for the basic IDIQ and task orders. The contractor may be precluded from bidding on
or working on future contracts in accordance FAR 9.5.
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Attachment B

Sample Schedule of Deliverables

Deliverable No. Item Quantity Delivery Date

Task One Project Support Management

Task Two Program Financial Advisor

Task Three Transaction Specialist Services

Task Four Due Diligence & Support
Services

Task Five Loan Servicing & Asset
Management Services

Task Six Complementary Financial
Management Services

Task Seven Financial and Performance
Audits

Task Eight Budgeting

Task Nine Subject Matters Expert

As specified in each Task Order
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Rules and regulations

e Executive Order (EO) 13327, “Federal Real Property Asset Management”
http://www.gpo.gov/fdsys/pkg/FR-2004-02-06/pdf/04-2773.pdf

e 38 U.S.C., Section 8000 http://uscode.house.gov

e 38 U.S.C. Section 8161-8169, “Enhanced-Use Lease of Real Property”,

http://www.va.gov/AssetManagement/docs/FulStatute.pdf amended by P.L. 112- 154,
Section 211 http://www.gpo.gov/fdsys/pkg/PLAW-112publ154/pdf/PLAW-112publ154.pdf

e 38 U.S.C. § 8151-8153, “Sharing of Health Care Resources™ http://uscode.house.gov

e VA Directive 4085, “Capital Asset Management Policy”
http://www1.va.gov/vapubs/viewPublication.asp?Pub ID=115&FType=2

e VA Directive 7415, “Enhanced-Use Leasing Program Policies and Procedures”
http://www1.va.gov/vapubs/viewPublication.asprPub ID=591&FType=2

e VA Handbook 7415 and appendices, “Enhanced-Use Leasing Program Policies and
Procedures” http://wwwl.va.gov/vapubs/viewPublication.asp?Pub ID=592&FType=2

e Section 106 of the National Historic Preservation Act (16 U.S.C. 470(f))
http://uscode.house.gov

e Comprehensive Environmental Response, Compensation, and Liability Act (‘CERCLA”), 42
U.S.C. §§ 9601-9675 http://uscode.house.gov

e Resource Conservation and Recovery Act (“RCRA”), 42 U.S.C. §§ 6901-6908a;
http://uscode.house.gov

e National Environmental Policy Act (“NEPA”), 42 U.S.C. §§ 4321-4347
http://ceq.hss.doe.gcov/nepa/regs/nepa/nepaegia.htm

e  OMB A-11, Part 7, Exhibit 300 and Capital Programming Guide
http://www.whitehouse.gov/sites/default/files/omb/assets/all current vear/capital program

ming guide.pdf

e American Recovery & Reinvestment Act (P.L. 111-5)(February 17, 2009)
http://www.gpo.gov/fdsys/pkg/PLAW-111publ5/pdf/PLAW-111publ5.pdf

e  Government Performance and Results Act (1993) http://www.whitehouse.gov/omb/mgmt-
gpra/gplaw2m

e Public Law 108-422 Provide a long-term and short-term real property disposal plan to the
Congtess http://www.gpo.gov/fdsys/pkg/PLAW-108publ422/pdf/PLAW-108publ422.pdf

e  GAO Report 08-939, Federal Real Property — Progress Made in Reducing Unneeded Property,
but VA needs Better Information to Make Further Reductions
http:/ /www.gao.gov/assets /290/280516.pdf

e  GAO Report 11-197, VA Real Property, Realignment Progressing, but Greater Transparency
about F'uture Priorities Is Needed http://www.gao.gov/new.items/d11197.pdf
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e GAO Report 12-780, Federal Fleets, Overall Increase in Number of Vehicles Masks That Some
Agencies Decreased Their Fleets http://www.gao.gov/assets /600/593249.pdf

e GAO Report 13-14, Federal Real Property - Improved Cost Reporting Would Help Decision
Makers Weigh the Benefits of Enhanced Use Leasing
http://www.gao.gov/assets/660/651028.pdf

e TFederal Acquisitions Streamlining Act (1994) http://www.gpo.gov/fdsys/pkg/BIIIS-
103s1587enr/pdf/BILLS-103s1587enr.pdf

e Energy Policy Act of 2005 (EPAct 2005) http://www.gpo.gov/fdsys/pke/PLAW-
109publ58/pdf/PLLAW-109publ58.pdf

e EO, 13423, Strengthening Federal Environmental, Energy and Transportation Management,
2007 http://www.gpo.gov/fdsys/pkg/FR-2007-01-26/pdf/07-374.pdf

e EO, 13514, Federal Leadership Environmental, Energy and Economic Performance, 2009
http://www.whitehouse.gov/assets/documents/2009fedleader eo rel.pdf

e Energy Independence and Security Act, 2007 http://www.gpo.gov/fdsvs/pkg/PLAW-
110publ140/pdf/PLLAW-110publ140.pdf

e OMB Memorandum 12-12 -Promoting Efficient Spending to Support Agency Operations - “Freeze the
Footprint” policy http://www.whitehouse.gov/sites/default/files/omb/memoranda/2012/m-

12-12.pdf

e VA Directive and Handbook 0011, Strategic Capital Investment Planning Process

Directive: http://wwwl.va.cov/vapubs/viewPublication.asp?Pub_ID=575&FType=2;

Handbook: http://www]1.va.gcov/vapubs/viewPublication.asp?Pub ID=574&FTvype=2

e VA Directive, VA Energy and Water Management Program
http://wwwl.va.gov/vapubs/viewPublication.asp?Pub 1D=472&FType=2

e VA Directive and Handbook 0056, VA Sustainable Buildings Program

Directive: http://wwwl.va.cov/vapubs/viewPublication.asp?Pub _ID=639&FType=2

Handbook: http://www]1.va.cov/vapubs/viewPublication.asp?Pub ID=640&FType=2

e VA Directive 0057, VA Environmental Management Program
http://wwwl.va.gov/vapubs/viewPublication.asp?Pub 1D=473&FType=2

e VA Directive and Handbook 0059, VA Chemicals Management and Pollution Prevention
Directive: http://wwwl.va.gov/vapubs/viewPublication.asprPub ID=623&FType=2

Handbook: http://www1.va.gov/vapubs/viewPublication.asprPub ID=0625&FType=2

e VA Directive, Environmental Compliance Management

Directive: http://wwwl.va.gov/vapubs/viewPublication.asprPub ID=594&FType=2

Handbook: http://www1.va.gov/vapubs/viewPublication.asp?Pub ID=589&FType=2

e VA Directive and Handbook 0063, Waste Prevention and Recycling Program
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Directive: http://wwwl.va.cov/vapubs/viewPublication.asp?Pub ID=587&FType=2

Handbook: http://www]1.va.gov/vapubs/viewPublication.asp?Pub ID=588&FType=2

e VA Directive and Handbook 0064, VA Environmental Management Systems

Directive: http://wwwl.va.gov/vapubs/viewPublication.asprPub ID=604&FType=2

Handbook: http://www1.va.gov/vapubs/viewPublication.asprPub 1D=590&FType=2

e VA Directive 0065, Climate Change Adaptation Planning
http://www].va.gov/vapubs/viewPublication.asp?Pub ID=619&FType=2

e VA Directive, VA Sustainable Locations Program
http://wwwl.va.gov/vapubs/viewPublication.asp?Pub ID=620&FTvpe=2

e VA Directive and Handbook 7454, Enhanced-Use Leasing Post Transaction

Directive: http://wwwl.va.cov/vapubs/viewPublication.asp?Pub ID=621&FType=2

B.2 IT CONTRACT SECURITY
VA INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY

1. GENERAL

Contractors, contractor personnel, subcontractors, and subcontractor personnel shall be subject to the same
Federal laws, regulations, standards, and VA Directives and Handbooks as VA and VA personnel regarding

information and information system security.
2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS

a. A contractor/subcontractor shall request logical (technical) or physical access to VA information and VA
information systems for their employees, subcontractors, and affiliates only to the extent necessary to

perform the services specified in the contract, agreement, or task order.

b. All contractors, subcontractors, and third-party servicers and associates working with VA information are
subject to the same investigative requirements as those of VA appointees or employees who have access to
the same types of information. The level and process of background security investigations for contractors
must be in accordance with VA Directive and Handbook 0710, Personnel Suitability and Security Program.
The Office for Operations, Security, and Preparedness is responsible for these policies and procedures.

c. Contract personnel who require access to national security programs must have a valid security clearance.
National Industrial Security Program (INISP) was established by Executive Order 12829 to ensure that cleared
U.S. defense industry contract personnel safeguard the classified information in their possession while
performing work on contracts, programs, bids, or research and development efforts. The Department of
Veterans Affairs does not have a Memorandum of Agreement with Defense Security Service (DSS).
Verification of a Security Clearance must be processed through the Special Security Officer located in the
Planning and National Security Service within the Office of Operations, Security, and Preparedness.
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d. Custom software development and outsourced operations must be located in the U.S. to the maximum
extent practical. If such services are proposed to be performed abroad and are not disallowed by other VA
policy or mandates, the contractor/subcontractor must state where all non-U.S. setvices are provided and
detail a security plan, deemed to be acceptable by VA, specifically to address mitigation of the resulting
problems of communication, control, data protection, and so forth. Location within the U.S. may be an

evaluation factor.

e. The contractor or subcontractor must notify the Contracting Officer immediately when an employee
working on a VA system or with access to VA information is reassigned or leaves the contractor or
subcontractot's employ. The Contracting Officer must also be notified immediately by the contractor ot
subcontractor prior to an unfriendly termination.

3. VA INFORMATION CUSTODIAL LANGUAGE

a. Information made available to the contractor or subcontractor by VA for the performance or
administration of this contract or information developed by the contractor/subcontractor in performance or
administration of the contract shall be used only for those purposes and shall not be used in any other way
without the prior written agreement of the VA. This clause expressly limits the contractor/subcontractot's
rights to use data as described in Rights in Data - General, FAR 52.227-14(d) (1).

b. VA information should not be co-mingled, if possible, with any other data on the
contractors/subcontractor's information systems or media storage systems in order to ensute VA
requirements related to data protection and media sanitization can be met. If co-mingling must be allowed to
meet the requirements of the business need, the contractor must ensure that VA's information is returned to
the VA or destroyed in accordance with VA's sanitization requirements. VA reserves the right to conduct on
site inspections of contractor and subcontractor I'T resources to ensure data security controls, separation of
data and job duties, and destruction/media sanitization procedures are in compliance with VA directive

requirements.

c. Prior to termination or completion of this contract, contractor/ subcontractor must not destroy
information received from VA, or gathered/ created by the contractor in the course of performing this
contract without prior written approval by the VA. Any data destruction done on behalf of VA by a
contractor/subcontractor must be done in accordance with National Archives and Records Administration
(NARA) requirements as outlined in VA Directive 6300, Records and Information Management and its
Handbook 6300.1 Records Management Procedures, applicable VA Records Control Schedules, and VA
Handbook 6500.1, Electronic Media Sanitization. Self-certification by the contractor that the data destruction
requirements above have been met must be sent to the VA Contracting Officer within 30 days of termination

of the contract.

d. The contractor/subcontractor must receive, gather, store, back up, maintain, use, disclose and dispose of
VA information only in compliance with the terms of the contract and applicable Federal and VA
information confidentiality and security laws, regulations and policies. If Federal or VA information
confidentiality and security laws, regulations and policies become applicable to the VA information or
information systems after execution of the contract, or if NIST issues or updates applicable FIPS or Special
Publications (SP) after execution of this contract, the parties agree to negotiate in good faith to implement the
information confidentiality and security laws, regulations and policies in this contract.

e. The contractor/subcontractor shall not make copies of VA information except as authorized and
necessary to perform the terms of the agreement or to preserve electronic information stored on
contractot/subcontractor electronic storage media for restoration in case any electronic equipment or data
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used by the contractor/subcontractor needs to be restored to an operating state. If copies are made for
restoration purposes, after the restoration is complete, the copies must be appropriately destroyed.

f. If VA determines that the contractor has violated any of the information confidentiality, privacy, and
security provisions of the contract, it shall be sufficient grounds for VA to withhold payment to the
contractor or third party or terminate the contract for default or terminate for cause under Federal
Acquisition Regulation (FAR) part 12.

g. If a VHA contract is terminated for cause, the associated BAA must also be terminated and appropriate
actions taken in accordance with VHA Handbook 1600.01, Business Associate Agreements. Absent an
agreement to use or disclose protected health information, there is no business associate relationship.

h. The contractor/subcontractor must stote, transpott, or transmit VA sensitive information in an
encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 validated.

i. The contractor/subcontractor's firewall and Web services security controls, if applicable, shall meet or
exceed VA's minimum requirements. VA Configuration Guidelines are available upon request.

j. Except for uses and disclosures of VA information authorized by this contract for performance of the
contract, the contractor/subcontractor may use and disclose VA information only in two other situations: (i)
in response to a qualifying order of a court of competent jurisdiction, or (ii) with VA's prior written approval.
The contractor/subcontractor must refer all requests for, demands for production of, or inquitries about, VA
information and information systems to the VA contracting officer for response.

k. Notwithstanding the provision above, the contractor/subcontractor shall not release VA records
protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records and/or Title 38 U.S.C.
7332, confidentiality of certain health records pertaining to drug addiction, sickle cell anemia, alcoholism or
alcohol abuse, or infection with human immunodeficiency virus. If the contractor/subcontractor is in receipt
of a court order or other requests for the above mentioned information, that contractor/subcontractor shall

immediately refer such court orders or other requests to the VA contracting officer for response.

L. For service that involves the storage, generating, transmitting, or exchanging of VA sensitive information
but does not require C&A or an MOU-ISA for system interconnection, the contractor/subcontractor must
complete a Contractor Security Control Assessment (CSCA) on a yearly basis and provide it to the COR.

4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT

a. Information systems that are designed or developed for or on behalf of VA at non-VA facilities shall
comply with all VA directives developed in accordance with FISMA, HIPAA, NIST, and related VA security
and privacy control requirements for Federal information systems. This includes standards for the protection
of electronic PHI, outlined in 45 C.F.R. Part 164, Subpart C, information and system security categorization
level designations in accordance with FIPS 199 and FIPS 200 with implementation of all baseline security
controls commensurate with the FIPS 199 system security categorization (reference Appendix D of VA
Handbook 6500, VA Information Security Program). During the development cycle a Privacy Impact
Assessment (PIA) must be completed, provided to the COR, and approved by the VA Privacy Service in
accordance with Directive 6507, VA Privacy Impact Assessment.

b. The contractor/subcontractor shall certify to the COR that applications ate fully functional and operate
correctly as intended on systems using the VA Federal Desktop Core Configuration (FDCC), and the
common security configuration guidelines provided by NIST or the VA. This includes Internet Explorer 7
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configured to operate on Windows XP and Vista (in Protected Mode on Vista) and future versions, as
required.

c. The standard installation, operation, maintenance, updating, and patching of software shall not alter the
configuration settings from the VA approved and FDCC configuration. Information technology staff must
also use the Windows Installer Service for installation to the default "program files" directory and silently
install and uninstall.

d. Applications designed for normal end users shall run in the standard user context without elevated

system administration privileges.

e. The security controls must be designed, developed, approved by VA, and implemented in accordance
with the provisions of VA security system development life cycle as outlined in NIST Special Publication 800-
37, Guide for Applying the Risk Management Framework to Federal Information Systems, VA Handbook
6500, Information Security Program and VA Handbook 6500.5, Incorporating Security and Privacy in System
Development Lifecycle.

f. The contractor/subcontractor is required to design, develop, or operate a System of Records Notice
(SOR) on individuals to accomplish an agency function subject to the Privacy Act of 1974, (as amended),
Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations. Violation of the

Privacy Act may involve the imposition of criminal and civil penalties.
g. The contractor/subcontractor agrees to:

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under the
Act in the design, development, or operation of any system of records on individuals to accomplish an agency

function when the contract specifically identifies:
(a) The Systems of Records (SOR); and
(b) The design, development, or operation work that the contractor/ subcontractor is to perform;

(1) Include the Privacy Act notification contained in this contract in every solicitation and resulting
subcontract and in every subcontract awarded without a solicitation, when the work statement in the
proposed subcontract requires the redesign, development, or operation of a SOR on individuals that is
subject to the Privacy Act; and

(2) Include this Privacy Act clause, including this subparagraph (3), in all subcontracts awarded under
this contract which requires the design, development, or operation of such a SOR.

h. In the event of violations of the Act, a civil action may be brought against the agency involved when the
violation concerns the design, development, or operation of a SOR on individuals to accomplish an agency
function, and criminal penalties may be imposed upon the officers or employees of the agency when the
violation concerns the operation of a SOR on individuals to accomplish an agency function. For purposes of
the Act, when the contract is for the operation of a SOR on individuals to accomplish an agency function, the

contractot/subcontractor is considered to be an employee of the agency.

(1) "Operation of a System of Records" means performance of any of the activities associated with
maintaining the SOR, including the collection, use, maintenance, and dissemination of records.

(2) "Record" means any item, collection, or grouping of information about an individual that is
maintained by an agency, including, but not limited to, education, financial transactions, medical history, and
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criminal or employment history and contains the person's name, or identifying number, symbol, or any other
identifying particular assigned to the individual, such as a fingerprint or voiceprint, or a photograph.

(3) "System of Records" means a group of any records under the control of any agency from which
information is retrieved by the name of the individual or by some identifying number, symbol, or other
identifying particular assigned to the individual.

i. The vendor shall ensure the security of all procured or developed systems and technologies, including
their subcomponents (hereinafter referred to as "Systems"), throughout the life of this contract and any
extension, warranty, or maintenance periods. This includes, but is not limited to workarounds, patches,
hotfixes, upgrades, and any physical components (hereafter referred to as Security Fixes) which may be
necessary to fix all security vulnerabilities published or known to the vendor anywhere in the Systems,
including Operating Systems and firmware. The vendor shall ensure that Security Fixes shall not negatively
impact the Systems.

j. The vendor shall notify VA within 24 hours of the discovery or disclosure of successful exploits of the
vulnerability which can compromise the security of the Systems (including the confidentiality or integrity of
its data and operations, or the availability of the system). Such issues shall be remediated as quickly as is
practical, but in no event longer than days.

k. When the Security Fixes involve installing third party patches (such as Microsoft OS patches or Adobe
Acrobat), the vendor will provide written notice to the VA that the patch has been validated as not affecting
the Systems within 10 working days. When the vendor is responsible for operations or maintenance of the
Systems, they shall apply the Security Fixes within days.

. All other vulnerabilities shall be remediated as specified in this paragraph in a timely manner based on
risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph (e.g. for the convenience of
VA) shall only be granted with approval of the contracting officer and the VA Assistant Secretary for Office
of Information and Technology.

5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE

a. For information systems that are hosted, operated, maintained, or used on behalf of VA at non-VA
facilities, contractors/subcontractors are fully responsible and accountable for ensuring compliance with all
HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy directives and handbooks. This
includes conducting compliant risk assessments, routine vulnerablity scanning, system patching and change
management procedures, and the completion of an acceptable contingency plan for each system. The
contractor's security control procedures must be equivalent, to those procedures used to secure VA systems.
A Privacy Impact Assessment (PIA) must also be provided to the COR and approved by VA Privacy Service
prior to operational approval. All external Internet connections to VA's network involving VA information
must be reviewed and approved by VA prior to implementation.

b. Adequate security controls for collecting, processing, transmitting, and storing of Personally Identifiable
Information (P1I), as determined by the VA Privacy Service, must be in place, tested, and approved by VA
prior to hosting, operation, maintenance, or use of the information system, or systems by ot on behalf of VA.
These security controls are to be assessed and stated within the PIA and if these controls are determined not
to be in place, or inadequate, a Plan of Action and Milestones (POA&M) must be submitted and approved
prior to the collection of PII.
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c. Outsourcing (contractor facility, contractor equipment or contractor staff) of systems or network
operations, telecommunications services, or other managed services requires certification and accreditation
(authorization) (C&A) of the contractot's systems in accordance with VA Handbook 6500.3, Certification and
Accreditation and/or the VA OCS Certification Program Office. Government- owned (government facility
or government equipment) contractor-operated systems, third party or business partner networks require
memorandums of understanding and interconnection agreements (MOU-ISA) which detail what data types
are shared, who has access, and the appropriate level of security controls for all systems connected to VA

networks.

d. The contractor/subcontractot's system must adhere to all FISMA, FIPS, and NIST standards related to
the annual FISMA security controls assessment and review and update the PIA. Any deficiencies noted
during this assessment must be provided to the VA contracting officer and the ISO for entry into VA's
POA&M management process. The contractor/subcontractor must use VA's POA&M process to document
planned remedial actions to address any deficiencies in information security policies, procedures, and
practices, and the completion of those activities. Security deficiencies must be corrected within the
timeframes approved by the government. Contractor/subcontractor procedures atre subject to petiodic,
unannounced assessments by VA officials, including the VA Office of Inspector General. The physical
security aspects associated with contractor/ subcontractor activities must also be subject to such assessments.
If major changes to the system occur that may affect the privacy or security of the data or the system, the
C&A of the system may need to be reviewed, retested and re- authorized per VA Handbook 6500.3. This
may require reviewing and updating all of the documentation (PIA, System Security Plan, Contingency Plan).
The Certification Program Office can provide guidance on whether a new C&A would be necessary.

e. The contractor/subcontractor must conduct an annual self assessment on all systems and outsourced
services as required. Both hard copy and electronic copies of the assessment must be provided to the COR.
The government reserves the right to conduct such an assessment using government personnel or another
contractor/subcontractor. The contractor/subcontractor must take appropriate and timely action (this can
be specified in the contract) to correct or mitigate any weaknesses discovered during such testing, generally at
no additional cost.

f. VA prohibits the installation and use of personally-owned or contractor/ subcontractor-owned
equipment or software on VA's network. If non-VA owned equipment must be used to fulfill the
requirements of a contract, it must be stated in the service agreement, SOW or contract. All of the security
controls required for government furnished equipment (GFE) must be utilized in approved other equipment
(OE) and must be funded by the owner of the equipment. All remote systems must be equipped with, and
use, a VA-approved antivirus (AV) software and a personal (host-based or enclave based) firewall that is
configured with a VA-approved configuration. Software must be kept current, including all critical updates
and patches. Owners of approved OE are responsible for providing and maintaining the anti-viral software
and the firewall on the non-VA owned OE.

g. All electronic storage media used on non-VA leased or non-VA owned IT equipment that is used to
store, process, or access VA information must be handled in adherence with VA Handbook 6500.1,
Electronic Media Sanitization upon: (i) completion or termination of the contract or (ii) disposal or return of
the IT equipment by the contractor/subcontractor or any person acting on behalf of the
contractor/subcontractor, whichever is eatlier. Media (hard drives, optical disks, CDs, back-up tapes, etc.)
used by the contractors/ subcontractors that contain VA information must be returned to the VA for
sanitization or destruction or the contractor/subcontractor must self-certify that the media has been disposed
of per 6500.1 requirements. This must be completed within 30 days of termination of the contract.
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h. Bio-Medical devices and other equipment or systems containing media (hard drives, optical disks, etc.)
with VA sensitive information must not be returned to the vendor at the end of lease, for trade-in, or other
purposes. The options are:

(1) Vendor must accept the system without the drive;

(2) VA's initial medical device purchase includes a spate drive which must be installed in place of the
original drive at time of turn-in; or

(3) VA must reimburse the company for media at a reasonable open market replacement cost at time of
purchase.

(4) Due to the highly specialized and sometimes proprietary hardware and software associated with
medical equipment/systems, if it is not possible for the VA to retain the hard drive, then;

(a) The equipment vendor must have an existing BAA if the device being traded in has sensitive
information stored on it and hard drive(s) from the system are being returned physically intact; and

(b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest extent possible
without negatively impacting system operation. Selective clearing down to patient data folder level is
recommended using VA approved and validated overwriting technologies/methods/tools. Applicable media
sanitization specifications need to be pre-approved and described in the purchase order or contract.

(c) A statement needs to be signed by the Director (System Owner) that states that the drive could not
be removed and that (a) and (b) controls above are in place and completed. The ISO needs to maintain the
documentation.

6. SECURITY INCIDENT INVESTIGATION

a. The term "security incident" means an event that has, ot could have, resulted in unauthorized access to,
loss or damage to VA assets, or sensitive information, or an action that breaches VA security procedures.
The contractor/ subcontractor shall immediately notify the COR and simultaneously, the designated ISO and
Privacy Officer for the contract of any known or suspected security/privacy incidents, or any unauthorized
disclosure of sensitive information, including that contained in system(s) to which the contractor/
subcontractor has access.

b. To the extent known by the contractor/subcontractor, the contractor/ subcontractot's notice to VA
shall identify the information involved, the circumstances surrounding the incident (including to whom, how,
when, and where the VA information or assets were placed at risk or compromised), and any other

information that the contractor/subcontractor considers relevant.

c. With respect to unsecured protected health information, the business associate is deemed to have
discovered a data breach when the business associate knew or should have known of a breach of such
information. Upon discovery, the business associate must notify the covered entity of the breach.
Notifications need to be made in accordance with the executed business associate agreement.

d. Ininstances of theft or break-in or other criminal activity, the contractor/subcontractor must
concurrently report the incident to the appropriate law enforcement entity (or entities) of jurisdiction,
including the VA OIG and Security and Law Enforcement. The contractor, its employees, and its
subcontractors and their employees shall cooperate with VA and any law enforcement authority responsible
for the investigation and prosecution of any possible criminal law violation(s) associated with any incident.
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The contractor/subcontractor shall cooperate with VA in any civil litigation to tecover VA information,
obtain monetary or other compensation from a third party for damages arising from any incident, or obtain
injunctive relief against any third party arising from, or related to, the incident.

7. LIQUIDATED DAMAGES FOR DATA BREACH

a. Consistent with the requirements of 38 U.S.C. 5725, a contract may require access to sensitive personal
information. If so, the contractor is liable to VA for liquidated damages in the event of a data breach or
privacy incident involving any SPI the contractor/subcontractor processes or maintains under this contract.

b. The contractor/subcontractor shall provide notice to VA of a "security incident" as set forth in the
Security Incident Investigation section above. Upon such notification, VA must secure from a non-
Department entity or the VA Office of Inspector General an independent risk analysis of the data breach to
determine the level of risk associated with the data breach for the potential misuse of any sensitive personal
information involved in the data breach. The term 'data breach' means the loss, theft, or other unauthorized
access, or any access other than that incidental to the scope of employment, to data containing sensitive
personal information, in electronic or printed form, that results in the potential compromise of the
confidentiality or integrity of the data. Contractor shall fully cooperate with the entity performing the risk
analysis. Failure to cooperate may be deemed a material breach and grounds for contract termination.

c. Each risk analysis shall address all relevant information concerning the data breach, including the
following:

(1) Nature of the event (loss, theft, unauthorized access);
(2) Description of the event, including:
(a) date of occurrence;

(b) data elements involved, including any PII, such as full name, social security number, date of birth,
home address, account number, disability code;

(3) Number of individuals affected or potentially affected;
(4) Names of individuals or groups affected or potentially affected;

(5) Ease of logical data access to the lost, stolen or impropetly accessed data in light of the degree of
protection for the data, e.g., unencrypted, plain text;

(6) Amount of time the data has been out of VA control;

(7) The likelihood that the sensitive personal information will or has been compromised (made accessible
to and usable by unauthorized persons);

(8) Known misuses of data containing sensitive personal information, if any;
(9) Assessment of the potential harm to the affected individuals;

(10) Data breach analysis as outlined in 6500.2 Handbook, Management of Security and Privacy Incidents,
as appropriate; and

(11) Whether credit protection services may assist record subjects in avoiding or mitigating the results of
identity theft based on the sensitive personal information that may have been compromised.
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d. Based on the determinations of the independent risk analysis, the contractor shall be responsible for
paying to the VA liquidated damages in the amount of per affected individual to cover the cost of providing
credit protection services to affected individuals consisting of the following:

(1) Notification;

(2) One year of credit monitoring services consisting of automatic daily monitoring of at least 3 relevant
credit bureau reports;

(3) Data breach analysis;

(4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit freezes, to
assist affected individuals to bring matters to resolution;

(5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and

(6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit records, histories,
or financial affairs.

8. SECURITY CONTROLS COMPLIANCE TESTING

On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate any or all
of the security controls and privacy practices implemented by the contractor under the clauses contained
within the contract. With 10 working-day's notice, at the request of the government, the contractor must fully
cooperate and assist in a government-sponsored security controls assessment at each location wherein VA
information is processed or stored, or information systems are developed, operated, maintained, or used on
behalf of VA, including those initiated by the Office of Inspector General. The government may conduct a
security control assessment on shorter notice (to include unannounced assessments) as determined by VA in

the event of a security incident or at any other time.
9. TRAINING

a. All contractor employees and subcontractor employees requiting access to VA information and VA
information systems shall complete the following before being granted access to VA information and its
systems:

(1) Sign and acknowledge (either manually or electronically) understanding of and responsibilities for
compliance with the Contractor Rules of Behavior, Appendix E relating to access to VA information and
information systems;

(2) Successtully complete the VA Cyber Security Awareness and Rules of Behavior training and annually
complete required security training;

(3) Successfully complete the appropriate VA privacy training and annually complete required privacy
training; and

(4) Successtully complete any additional cyber security or privacy training, as required for VA personnel
with equivalent information system access [to be defined by the VA program official and provided to the
contracting officer for inclusion in the solicitation document - e.g., any role-based information security
training required in accordance with NIST Special Publication 800-16, Information Technology Security
Training Requirements.]
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b. The contractor shall provide to the contracting officer and/or the COR a copy of the training certificates
and certification of signing the Contractor Rules of Behavior for each applicable employee within 1 week of
the initiation of the contract and annually thereafter, as required.

c. Failure to complete the mandatory annual training and sign the Rules of Behavior annually, within the
timeframe required, is grounds for suspension or termination of all physical or electronic access privileges and
removal from work on the contract until such time as the training and documents are complete.

(End of Clause)

B.3 LIMITATIONS ON SUBCONTRACTING-- MONITORING AND COMPLIANCE (JUN
2011)

This solicitation includes . Accordingly, any contract resulting from this solicitation will include this clause.
The contractor is advised in performing contract administration functions, the CO may use the services of a
supportt contractor(s) retained by VA to assist in assessing the contractor's compliance with the limitations on
subcontracting or percentage of work performance requirements specified in the clause. To that end, the
support contractor(s) may require access to contractor's offices where the contractor's business records or
other proprietary data are retained and to review such business records regarding the contractor's compliance
with this requirement. All support contractors conducting this review on behalf of VA will be required to sign
an “Information Protection and Non-Disclosure and Disclosure of Conflicts of Interest Agreement” to
ensure the contractor's business records or other proptrietary data reviewed ot obtained in the course of
assisting the CO in assessing the contractor for compliance are protected to ensure information or data is not
impropetly disclosed or other impropriety occurs. Furthermore, if VA determines any services the support
contractor(s) will perform in assessing compliance are advisory and assistance services as defined in FAR
2.101, Definitions, the support contractor(s) must also enter into an agreement with the contractor to protect
proprietary information as required by FAR 9.505-4, obtaining access to proprietary information, paragraph
(b). The contractor is required to cooperate fully and make available any records as may be required to enable
the CO to assess the contractor's compliance with the limitations on subcontracting or percentage of work

performance requirement.

Page 41 of 100



VA101-16-Q-0195

SECTION C - CONTRACT CLAUSES
FSS RFQ INTRODUCTORY LANGUAGE

All clauses and provisions from the Federal Acquisition Regulation (FAR) and General Services
Administration Regulation (GSAR) from the applicable FSC Group of the Multiple Award Schedule and
Federal Supply Schedule Program, and the specific GSA Schedule contract referenced on the SF1449 in
Block 2, are hereby incorporated by reference.

The full text of any FAR and GSA clauses which are incorporated by reference may be obtained at the
following URLs:

FAR: http://www.acquisition.gov/far/index.html

GSAM: http://www.acquisition.gov/ GSAM/gsam. html

MANDATORY WRITTEN DISCLOSURES

Mandatory written disclosures required by FAR clause 52.203-13 to the Department of Veterans Affairs,
Office of Inspector General (OIG) must be made electronically through the VA OIG Hotline at
http://www.va.gov/oig/contacts/hotline.asp and clicking on "FAR clause 52.203-13 Reporting." If you
experience difficulty accessing the website, call the Hotline at 1-800-488-8244 for further instructions.

C.1 52.203-16 PREVENTING PERSONAL CONFLICTS OF INTEREST (DEC 2011)
(a) Definitions. As used in this clause—

"Acquisition function closely associated with inherently governmental functions" means supporting or

providing advice or recommendations with regard to the following activities of a Federal agency:
(1) Planning acquisitions.

(2) Determining what supplies or services are to be acquired by the Government, including developing
statements of work.

(3) Developing or approving any contractual documents, to include documents defining requirements,
incentive plans, and evaluation critetia.

(4) Evaluating contract proposals.

(5) Awarding Government contracts.
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(6) Administering contracts (including ordering changes or giving technical direction in contract
performance or contract quantities, evaluating contractor performance, and accepting or rejecting contractor
products or services).

(7) Terminating contracts.
(8) Determining whether contract costs are reasonable, allocable, and allowable.

"Covered employee" means an individual who performs an acquisition function closely associated with
inherently governmental functions and is—

(1) An employee of the contractor; or

(2) A subcontractor that is a self-employed individual treated as a covered employee of the contractor

because there is no employer to whom such an individual could submit the required disclosures.
"Non-public information" means any Government or third-party information that—

(1) Is exempt from disclosure under the Freedom of Information Act (5 U.S.C. 552) or otherwise
protected from disclosure by statute, Executive order, or regulation; or

(2) Has not been disseminated to the general public and the Government has not yet determined whether
the information can or will be made available to the public.

"Personal conflict of interest” means a situation in which a covered employee has a financial interest,
petsonal activity, ot relationship that could impair the employee's ability to act impartially and in the best
interest of the Government when performing under the contract. (A de minimis interest that would not "impair
the employee's ability to act impartially and in the best interest of the Government" is not covered under this
definition.)

(1) Among the sources of personal conflicts of interest are—

(i) Financial interests of the covered employee, of close family members, or of other members of the
covered employee's household;

(if) Other employment or financial relationships (including seeking or negotiating for prospective
employment or business); and

(iii) Gifts, including travel.
(2) For example, financial interests referred to in paragraph (1) of this definition may arise from—
(i) Compensation, including wages, salaries, commissions, professional fees, or fees for business referrals;

(if) Consulting relationships (including commercial and professional consulting and service arrangements,

scientific and technical advisory board memberships, or serving as an expert witness in litigation);
(ii) Services provided in exchange for honorariums or travel expense reimbursements;
(iv) Research funding or other forms of research support;

(v) Investment in the form of stock or bond ownership or partnership interest (excluding diversified

mutual fund investments);
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(vi) Real estate investments;
(vii) Patents, copyrights, and other intellectual property interests; or
(viii) Business ownership and investment interests.
(b) Requirements. The Contractor shall—
(1) Have procedures in place to screen covered employees for potential personal conflicts of interest, by—

(i) Obtaining and maintaining from each covered employee, when the employee is initially assigned to the
task under the contract, a disclosure of interests that might be affected by the task to which the employee has
been assigned, as follows:

(A) Financial interests of the covered employee, of close family members, or of other members of the

covered employee's household.

(B) Other employment or financial relationships of the covered employee (including seeking or

negotiating for prospective employment or business).
(C) Gifts, including travel; and

(ii) Requiring each covered employee to update the disclosure statement whenever the employee's
personal or financial circumstances change in such a way that a new personal conflict of interest might occur

because of the task the covered employee is performing.
(2) For each covered employee—

(i) Prevent personal conflicts of interest, including not assigning or allowing a covered employee to
perform any task under the contract for which the Contractor has identified a personal conflict of interest for
the employee that the Contractor or employee cannot satisfactorily prevent or mitigate in consultation with

the contracting agency;

(i) Prohibit use of non-public information accessed through performance of a Government contract for

personal gain; and

(iif) Obtain a signed non-disclosure agreement to prohibit disclosure of non-public information accessed

through performance of a Government contract.
(3) Inform covered employees of their obligation—
(i) To disclose and prevent personal conflicts of interest;

(ii) Not to use non-public information accessed through performance of a Government contract for

personal gain; and
(iii) To avoid even the appearance of personal conflicts of interest;
(4) Maintain effective oversight to verify compliance with personal conflict-of-interest safeguards;

(5) Take appropriate disciplinary action in the case of covered employees who fail to comply with policies
established pursuant to this clause; and
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(6) Report to the Contracting Officer any personal conflict-of-interest violation by a covered employee as
soon as it is identified. This report shall include a description of the violation and the proposed actions to be
taken by the Contractor in response to the violation. Provide follow-up reports of corrective actions taken, as

necessary. Personal conflict-of-interest violations include—
(i) Failure by a covered employee to disclose a personal conflict of interest;

(ii) Use by a covered employee of non-public information accessed through performance of a

Government contract for personal gain; and
(iif) Failure of a covered employee to comply with the terms of a non-disclosure agreement.

(c) Mitigation or waiver. (1) In exceptional circumstances, if the Contractor cannot satisfactorily prevent a
personal conflict of interest as required by paragraph (b)(2)(i) of this clause, the Contractor may submit a
request through the Contracting Officer to the Head of the Contracting Activity for—

(i) Agreement to a plan to mitigate the personal conflict of interest; or

(i) A waiver of the requirement.
(2) The Contractor shall include in the request any proposed mitigation of the personal conflict of interest.
(3) The Contractor shall—

(i) Comply, and require compliance by the covered employee, with any conditions imposed by the
Government as necessary to mitigate the personal conflict of interest; or

(ii) Remove the Contractor employee or subcontractor employee from performance of the contract or

terminate the applicable subcontract.

(d) Subcontract flowdown. The Contractor shall include the substance of this clause, including this paragraph

(d), in subcontracts—
(1) That exceed $150,000; and

(2) In which subcontractor employees will perform acquisition functions closely associated with inherently

governmental functions (i.e., instead of performance only by a self-employed individual).
(End of Clause)

C.2 52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER
CONTENT PAPER (MAY 2011)

(a) Definitions. As used in this clause—

"Postconsumer fiber" means— (1) Paper, paperboard, and fibrous materials from retail stores, office
buildings, homes, and so forth, after they have passed through their end-usage as a consumer item, including:
used corrugated boxes; old newspapers; old magazines; mixed waste paper; tabulating cards; and used

cordage; or

(2) All paper, paperboard, and fibrous materials that enter and are collected from municipal solid waste;
but not

(3) Fiber derived from printers' over-runs, converters' scrap, and over-issue publications.
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(b) The Contractor is required to submit paper documents, such as offers, letters, or reports that are printed
or copied double-sided on paper containing at least 30 percent postconsumer fiber, whenever practicable,
when not using electronic commerce methods to submit information or data to the Government.

(End of Clause)
FAR Title Date
Number
52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR JAN 2011

PERSONNEL
C.3 52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL ITEMS (MAY 2015)

(a) Inspection/ Acceptance. The Contractor shall only tender for acceptance those items that conform to the
requirements of this contract. The Government reserves the right to inspect or test any supplies or services
that have been tendered for acceptance. The Government may require repair or replacement of
nonconforming supplies or reperformance of nonconforming services at no increase in contract price. If
repair/replacement or reperformance will not correct the defects or is not possible, the Government may
seek an equitable price reduction or adequate consideration for acceptance of nonconforming supplies or

services. The Government must exercise its post-acceptance rights—
(1) Within a reasonable time after the defect was discovered or should have been discovered; and

(2) Before any substantial change occurs in the condition of the item, unless the change is due to the defect
in the item.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a result of
performance of this contract to a bank, trust company, or other financing institution, including any Federal
lending agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). However, when a third
party makes payment (e.g., use of the Governmentwide commercial purchase card), the Contractor may not
assign its rights to receive payment under this contract.

(c) Changes. Changes in the terms and conditions of this contract may be made only by written agreement of
the parties.

(d) Disputes. This contract is subject to 41 U.S.C. chapter 71, Contract Disputes. Failure of the parties to
this contract to reach agreement on any request for equitable adjustment, claim, appeal or action arising under
or relating to this contract shall be a dispute to be resolved in accordance with the clause at FAR 52.233-1,
Disputes, which is incorporated herein by reference. The Contractor shall proceed diligently with
performance of this contract, pending final resolution of any dispute arising under the contract.

(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference.

(t) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an
occurrence beyond the reasonable control of the Contractor and without its fault or negligence such as, acts
of God or the public enemy, acts of the Government in either its sovereign or contractual capacity, fires,
floods, epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of common carriers.
The Contractor shall notify the Contracting Officer in writing as soon as it is reasonably possible after the
commencement of any excusable delay, setting forth the full particulars in connection therewith, shall remedy
such occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting
Officer of the cessation of such occurrence.
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(2) Invoice.

(1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if authorized) to

the address designated in the contract to receive invoices. An invoice must include—
(i) Name and address of the Contractor;
(i) Invoice date and number;
(iii) Contract number, contract line item number and, if applicable, the order number;
(iv) Description, quantity, unit of measure, unit price and extended price of the items delivered,;

(v) Shipping number and date of shipment, including the bill of lading number and weight of shipment if
shipped on Government bill of lading;

(vi) Terms of any discount for prompt payment offered;
(vii) Name and address of official to whom payment is to be sent;
(viii) Name, title, and phone number of person to notify in event of defective invoice; and

(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice only if

required elsewhere in this contract.
(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall include EFT banking information on the invoice only if required elsewhere in

this contract.

(B) If EFT banking information is not required to be on the invoice, in order for the invoice to be a
proper invoice, the Contractor shall have submitted correct EFT banking information in accordance with the
applicable solicitation provision, contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer—
System for Award Management, or 52.232-34, Payment by Electronic Funds Transfer—Other Than System
for Award Management), or applicable agency procedures.

(C) EFT banking information is not required if the Government waived the requirement to pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C. 3903) and Office of
Management and Budget (OMB) prompt payment regulations at 5 CFR part 1315.

(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees and agents
against liability, including costs, for actual or alleged direct or contributory infringement of, or inducement to
infringe, any United States or foreign patent, trademark or copyright, arising out of the performance of this
contract, provided the Contractor is reasonably notified of such claims and proceedings.

(i) Payment.—

(1) Items accepted. Payment shall be made for items accepted by the Government that have been delivered to
the delivery destinations set forth in this contract.

(2) Prompt payment. The Government will make payment in accordance with the Prompt Payment Act (31
U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315.
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(3) Electronic Funds Transfer (EFT). 1f the Government makes payment by EFT, see 52.212-5(b) for the
appropriate EFT clause.

(4) Disconnt. In connection with any discount offered for eatly payment, time shall be computed from the
date of the invoice. For the purpose of computing the discount earned, payment shall be considered to have
been made on the date which appears on the payment check or the specified payment date if an electronic
funds transfer payment is made.

(5) Overpayments. 1f the Contractor becomes aware of a duplicate contract financing or invoice payment or
that the Government has otherwise overpaid on a contract financing or invoice payment, the Contractor

shall—

(i) Remit the overpayment amount to the payment office cited in the contract along with a description of

the overpayment including the—

(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment, liquidation errors,
date(s) of overpayment);

(B) Affected contract number and delivery order number, if applicable;
(C) Affected contract line item or subline item, if applicable; and
(D) Contractor point of contact.
(ii) Provide a copy of the remittance and supporting documentation to the Contracting Officer.
(6) Interest.

(i) All amounts that become payable by the Contractor to the Government under this contract shall bear
simple interest from the date due until paid unless paid within 30 days of becoming due. The interest rate
shall be the interest rate established by the Secretary of the Treasury as provided in 41 U.S.C. 7109, which is
applicable to the period in which the amount becomes due, as provided in (i)(6)(v) of this clause, and then at
the rate applicable for each six-month period as fixed by the Secretary until the amount is paid.

(ii) The Government may issue a demand for payment to the Contractor upon finding a debt is due under

the contract.
(i) Final decisions. The Contracting Officer will issue a final decision as required by 33.211 if—

(A) The Contracting Officer and the Contractor are unable to reach agreement on the existence or
amount of a debt within 30 days;

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the
timeline specified in the demand for payment unless the amounts were not repaid because the Contractor has

requested an installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously demanded by the
Contracting Officer (see 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the

final decision shall identify the same due date as the original demand for payment.

(v) Amounts shall be due at the eatliest of the following dates:
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(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment resulting from

a default termination.

(vi) The interest charge shall be computed for the actual number of calendar days involved beginning on
the due date and ending on—

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from which an amount otherwise
payable has been withheld as a credit against the contract debt; or

(C) The date on which an amount withheld and applied to the contract debt would otherwise have
become payable to the Contractor.

(vii) The interest charge made under this clause may be reduced under the procedures prescribed in
32.608-2 of the Federal Acquisition Regulation in effect on the date of this contract.

(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the supplies

provided under this contract shall remain with the Contractor until, and shall pass to the Government upon:
(1) Delivery of the supplies to a carrier, if transportation is f.0.b. origin; or

(2) Delivery of the supplies to the Government at the destination specified in the contract, if transportation
is f.0.b. destination.

(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.

() Termination for the Government's convenience. The Government reserves the right to terminate this contract, or
any part hereof, for its sole convenience. In the event of such termination, the Contractor shall immediately
stop all work hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease
work. Subject to the terms of this contract, the Contractor shall be paid a percentage of the contract price
reflecting the percentage of the work performed prior to the notice of termination, plus reasonable charges
the Contractor can demonstrate to the satisfaction of the Government using its standard record keeping
system, have resulted from the termination. The Contractor shall not be required to comply with the cost
accounting standards or contract cost principles for this purpose. This paragraph does not give the
Government any right to audit the Contractor's records. The Contractor shall not be paid for any work

performed or costs incurred which reasonably could have been avoided.

(m) Termination for canse. The Government may terminate this contract, or any part hereof, for cause in the
event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and
conditions, or fails to provide the Government, upon request, with adequate assurances of future
performance. In the event of termination for cause, the Government shall not be liable to the Contractor for
any amount for supplies or services not accepted, and the Contractor shall be liable to the Government for
any and all rights and remedies provided by law. If it is determined that the Government improperly
terminated this contract for default, such termination shall be deemed a termination for convenience.

(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to

the Government upon acceptance, regardless of when or where the Government takes physical possession.
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(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and
tit for use for the particular purpose described in this contract.

(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor will not be
liable to the Government for consequential damages resulting from any defect or deficiencies in accepted

items.

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws, executive

orders, rules and regulations applicable to its performance under this contract.

(x) Compliance with laws nnique to Government contracts. The Contractor agrees to comply with 31 U.S.C. 1352
relating to limitations on the use of appropriated funds to influence certain Federal contracts; 18 U.S.C. 431
relating to officials not to benefit; 40 U.S.C. chapter 37, Contract Work Hours and Safety Standards; 41
U.S.C. chapter 87, Kickbacks; 41 U.S.C. 4712 and 10 U.S.C. 2409 relating to whistleblower protections; 49
U.S.C. 40118, Fly American; and 41 U.S.C. chapter 21 relating to procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by giving

precedence in the following order:
(1) The schedule of supplies/services.

(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, Compliance with Laws Unique to
Government Contracts, and Unauthorized Obligations paragraphs of this clause;

(3) The clause at 52.212-5.
(4) Addenda to this solicitation or contract, including any license agreements for computer software.
(5) Solicitation provisions if this is a solicitation.
(6) Other paragraphs of this clause.
(7) The Standard Form 1449.
(8) Other documents, exhibits, and attachments
(9) The specification.
() System for Award Management (SAM).

(1) Unless exempted by an addendum to this contract, the Contractor is responsible during performance
and through final payment of any contract for the accuracy and completeness of the data within the SAM
database, and for any liability resulting from the Government's reliance on inaccurate or incomplete data. To
remain registered in the SAM database after the initial registration, the Contractor is required to review and
update on an annual basis from the date of initial registration or subsequent updates its information in the
SAM database to ensure it is current, accurate and complete. Updating information in the SAM does not alter
the terms and conditions of this contract and is not a substitute for a propetly executed contractual

document.

(2)(i) If a Contractor has legally changed its business name, "doing business as" name, or division name
(whichever is shown on the contract), or has transferred the assets used in performing the contract, but has

not completed the necessary requirements regarding novation and change-of-name agreements in FAR
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subpart 42.12, the Contractor shall provide the responsible Contracting Officer a minimum of one business
day's written notification of its intention to (A) change the name in the SAM database; (B) comply with the
requirements of subpart 42.12; and (C) agree in writing to the timeline and procedures specified by the
responsible Contracting Officer. The Contractor must provide with the notification sufficient documentation
to support the legally changed name.

(ii) If the Contractor fails to comply with the requirements of paragraph (t)(2)(i) of this clause, or fails to
perform the agreement at paragraph (t)(2)(1)(C) of this clause, and, in the absence of a propetly executed
novation or change-of-name agreement, the SAM information that shows the Contractor to be other than the
Contractor indicated in the contract will be considered to be incorrect information within the meaning of the
"Suspension of Payment" paragraph of the electronic funds transfer (EFT) clause of this contract.

(3) The Contractor shall not change the name or address for EFT payments or manual payments, as
appropriate, in the SAM record to reflect an assignee for the purpose of assignment of claims (see Subpart
32.8, Assignment of Claims). Assignees shall be separately registered in the SAM database. Information
provided to the Contractot's SAM record that indicates payments, including those made by EFT, to an
ultimate recipient other than that Contractor will be considered to be incorrect information within the

meaning of the "Suspension of payment" paragraph of the EFT clause of this contract.

(4) Offerors and Contractors may obtain information on registration and annual confirmation

requirements via SAM accessed through https://www.acquisition.gov.

(w) Unaunthorized Obligations.

(1) Except as stated in paragraph (u)(2) of this clause, when any supply or service acquired under this
contract is subject to any End User License Agreement (EULA), Terms of Service (T'OS), or similar legal
instrument or agreement, that includes any clause requiring the Government to indemnify the Contractor or
any person or entity for damages, costs, fees, or any other loss or liability that would create an Anti-
Deficiency Act violation (31 U.S.C. 1341), the following shall govern:

(i) Any such clause is unenforceable against the Government.

(i) Neither the Government nor any Government authorized end user shall be deemed to have agreed to
such clause by virtue of it appearing in the EULA, TOS, or similar legal instrument or agreement. If the
EULA, TOS, or similar legal instrument or agreement is invoked through an “I agree” click box or other
comparable mechanism (e.g., “click-wrap” or “browse-wrap” agreements), execution does not bind the

Government or any Government authorized end user to such clause.

(iif) Any such clause is deemed to be stricken from the EULA, TOS, or similar legal instrument or
agreement.

(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government that is expressly
authorized by statute and specifically authorized under applicable agency regulations and procedures.

(v) Incorporation by reference. The Contractot’s representations and certifications, including those completed
electronically via the System for Award Management (SAM), are incorporated by reference into the contract.

(End of Clause)
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C.4 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT
STATUTES OR EXECUTIVE ORDERS—COMMERCIAL ITEMS (JUN 2016)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

(1) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015).
(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-77 and 108-78 (19
U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive

orders applicable to acquisitions of commercial items:

[X] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2000), with Alternate 1
(Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

[X] (2) 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 3509).

[ (3)52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009
(JUN 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and
Reinvestment Act of 2009.)

[X] (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (OCT 2015)
(Pub. L. 109-282) (31 U.S.C. 6101 note).

[ (5 [Reserved]

[] (6) 52.204-14, Service Contract Reporting Requirements (JAN 2014) (Pub. L. 111-117, section 743 of
Div. C).

[X] (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (JAN 2014)
(Pub. L. 111-117, section 743 of Div. C).

[X] (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment. (OCT 2015) (31 U.S.C. 6101 note).

[X] (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013)
(41 US.C. 2313).

[ (10) [Reserved]
[l (11)() 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (NOV 2011) (15 U.S.C. 657a).
[] (i) Alternate I INOV 2011) of 52.219-3.

[ (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT
2014) (if the offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

[| (i) Alternate I JAN 2011) of 52.219-4.
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[ (13) [Reserved]

[ (14)@) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644).

[| (i) Alternate I INOV 2011).

[| (ii) Alternate II NOV 2011).

[l (15)@3) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

[| (i) Alternate I (Oct 1995) of 52.219-7.

[| (ii) Alternate II (Mar 2004) of 52.219-7.

[X] (16) 52.219-8, Utilization of Small Business Concerns (OCT 2014) (15 U.S.C. 637(d)(2) and (3).
[ A7)@) 52.219-9, Small Business Subcontracting Plan (OCT 2015) (15 U.S.C. 637(d)(4)).

[I @) Alternate I (Oct 2001) of 52.219-9.

[] (i) Alternate II (Oct 2001) of 52.219-9.

[] @v) Alternate III (OCT 2015) of 52.219-9.

[X] (18) 52.219-13, Notice of Set-Aside of Orders INOV 2011) (15 U.S.C. 644(x)).

[ (19) 52.219-14, Limitations on Subcontracting (NOV 2011) (15 U.S.C. 637(a)(14)).

[ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(@)).

[] (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15
U.S.C. 657f).

[X] (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C 632(a)(2)).

[] (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged
Women-Owned Small Business Concerns (DEC 2015) (15 U.S.C. 637(m)).

[] (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business
Concerns Eligible Under the Women-Owned Small Business Program (DEC 2015) (15 U.S.C. 637(m)).

[X] (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

[l (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (FEB 2016) (E.O. 13126).
[X] (27) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

[X] (28) 52.222-26, Equal Opportunity (APR 2015) (E.O. 11240).

X] (29) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C. 4212).

[X] (30) 52.222-36, Equal Opportunity for Workers with Disabilities (JUL 2014) (29 U.S.C. 793).
[X] (31) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212).
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[X] (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC
2010) (E.O. 13490).

[X] (33)(@) 52.222-50, Combating Tratficking in Persons (MAR 2015) (22 U.S.C. chapter 78 and E.O.
13627).

[l (i) Alternate T (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

[X] (34) 52.222-54, Employment Eligibility Verification (OCT 2015). (E. O. 12989). (Not applicable to
the acquisition of commercially available off-the-shelf items or certain other types of commercial items as
prescribed in 22.1803.)

[ (35)(@) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items
(May 2008) (42 U.S.C.6962(c)(3)(A)(1)). (Not applicable to the acquisition of commercially available off-the-
shelf items.)

[ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons
(JUN 2016) (E.O. 13693).

[| (37) 52.223-12, Maintenance, Service, Repait, or Disposal of Refrigeration Equipment and Air
Conditioners (JUN 2016) (E.O. 13693).

[| (i) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of

commercially available off-the-shelf items.)

I (38)() 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) (E.O.s 13423
and 13514).

[ (i) Alternate T (OCT 2015) of 52.223-13.

[ (9@ 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s 13423 and
13514).

[| @) Alternate I JUN 2014) of 52.223-14.
[ (40) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 8259b).

[ (41)() 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (OCT 2015) (E.O.s
13423 and 13514).

[] @) Alternate I (JUN 2014) of 52.223-16.

[X] (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011)
[ (43) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).

[ (44) 52.223-21, Foams (JUN 2016) (E.O. 13693).

[ (45)52.225-1, Buy American—Supplies (MAY 2014) (41 U.S.C. chapter 83).

[ (406)(d) 52.225-3, Buy American—TFree Trade Agreements—Israeli Trade Act (MAY 2014) (41 U.S.C.
chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-
182, 108-77, 108-78, 108-2806, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.
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[| (i) Alternate I (MAY 2014) of 52.225-3.

[| (i) Alternate IT (MAY 2014) of 52.225-3.

[| @(v) Alternate III (MAY 2014) of 52.225-3.

[| (47)52.225-5, Trade Agreements (FEB 2016) (19 U.S.C. 2501, ef seq., 19 U.S.C. 3301 note).

[X] (48) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

[| (49) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Jul 2013)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302
Note).

[ (50) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

[ (51) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42
U.S.C. 5150).

[l (52)52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505, 10
U.S.C. 2307(f)).

[ (53) 52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.S.C. 4505, 10 U.S.C.
2307(f)).

[| (54) 52.232-33, Payment by Electronic Funds Transter—System for Award Management (Jul 2013) (31
U.S.C. 3332).

[X] (55) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award Management
(Jul 2013) (31 U.S.C. 3332).

[l (56) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).
[ (67) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

I (68)() 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631).

[ @) Alternate I (Apr 2003) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial
services, that the Contracting Officer has indicated as being incorporated in this contract by reference to
implement provisions of law or Executive orders applicable to acquisitions of commercial items:

[ (1) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495).
[ (@) 52.222-41, Service Contract Labor Standards (MAY 2014) (41 U.S.C. chapter 67).

[ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41
U.S.C. chapter 67).
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[| (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment
(Multiple Year and Option Contracts) (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

[ (5)52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment
(MAY 2014) (29 U.S.C 206 and 41 U.S.C. chapter 67).

[ (6)52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY 2014) (41 U.S.C. chapter
67).

[l (7)52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for
Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67).

[ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015).

[ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C.
1792).

[ (10)52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified
acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records—Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller
General, shall have access to and right to examine any of the Contractor's directly pertinent records involving

transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and
other evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or
for any shorter period specified in FAR Subpatt 4.7, Contractor Records Retention, of the other clauses of
this contract. If this contract is completely or partially terminated, the records relating to the work terminated
shall be made available for 3 years after any resulting final termination settlement. Records relating to appeals
under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract
shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and
other data, regardless of type and regardless of form. This does not require the Contractor to create or
maintain any record that the Contractor does not maintain in the ordinaty course of business or pursuant to a

provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as

required by the clause—
(i) 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 3509).

(i) 52.219-8, Utilization of Small Business Concerns (OCT 2014) (15 U.S.C. 637(d)(2) and (3)), in all
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small
business concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor

must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.
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(iif) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495). Flow down required in
accordance with paragraph () of FAR clause 52.222-17.

(iv) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

(v) 52.222-26, Equal Opportunity (APR 2015) (E.O. 11240).

(vi) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C. 4212).

(vii) 52.222-36, Equal Opportunity for Workers with Disabilities (JUL 2014) (29 U.S.C. 793).

(viii) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212).

(ix) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010)
(E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(x) 52.222-41, Service Contract Labor Standards (MAY 2014) (41 U.S.C. chapter 67).
(xi)(A) 52.222-50, Combating Trafficking in Persons (MAR 2015) (22 U.S.C. chapter 78 and E.O. 13627).
(B) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

(xii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY 2014) (41 U.S.C. chapter
67).

(xiil) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for
Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67).

(xiv) 52.222-54, Employment Eligibility Verification (OCT 2015) (E. O. 12989).
(xv) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015).

(xvi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Jul 2013)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302
Note).

(xvii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C.
1792). Flow down required in accordance with paragraph (¢) of FAR clause 52.226-6.

(xviil) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 20006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause
52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal

number of additional clauses necessary to satisfy its contractual obligations.
(End of Clause)

C.5 52.216-18 ORDERING (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery
orders or task orders by the individuals or activities designated in the Schedule. Such orders may be issued
from October 1512016 through October 142021 (but not to exceed 5 years from award date).
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(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of
conflict between a delivery order or task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered "issued" when the Government deposits the order
in the mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only if authorized
in the Schedule.

(End of Clause)

C.6 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period
stated, in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only
and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the
Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or
services specified in the Schedule up to and including the quantity designated in the Schedule as the
"maximum." The Government shall order at least the quantity of supplies or services designated in the
Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no
limit on the number of orders that may be issued. The Government may issue orders requiring delivery to
multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall
be completed by the Contractor within the time specified in the order. The contract shall govern the
Contractot's and Government's rights and obligations with respect to that order to the same extent as if the
order were completed during the contract's effective period; provided, that the Contractor shall not be required
to make any deliveries under this contract after 14 Oct 2026 .

(End of Clause)

C.7 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates
provided by the Secretary of Labor. The option provision may be exercised more than once, but the total
extension of performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the

option by written notice to the Contractor within 30 days before end of contract (End of Clause)

C.8 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 15 days;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least
60 days before the contract expires. The preliminary notice does not commit the Government to an
extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not

exceed 5 years.
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(End of Clause)

C.9 52.224-1 PRIVACY ACT NOTIFICATION (APR 1984)

The Contractor will be required to design, develop, or operate a system of records on individuals, to
accomplish an agency function subject to the Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5
U.S.C. 552a) and applicable agency regulations. Violation of the Act may involve the imposition of criminal

penalties.
(End of Clause)

C.10 52.224-2 PRIVACY ACT (APR 1984)

(a) The Contractor agrees to—

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under the
Act in the design, development, or operation of any system of records on individuals to accomplish an agency

function when the contract specifically identifies—
(i) The systems of records; and
(ii) The design, development, or operation work that the contractor is to perform;

(2) Include the Privacy Act notification contained in this contract in every solicitation and resulting
subcontract and in every subcontract awarded without a solicitation, when the work statement in the
proposed subcontract requires the design, development, or operation of a system of records on individuals
that is subject to the Act; and

(3) Include this clause, including this subparagraph (3), in all subcontracts awarded under this contract
which requires the design, development, or operation of such a system of records.

(b) In the event of violations of the Act, a civil action may be brought against the agency involved when the
violation concerns the design, development, or operation of a system of records on individuals to accomplish
an agency function, and criminal penalties may be imposed upon the officers or employees of the agency
when the violation concerns the operation of a system of records on individuals to accomplish an agency
function. For purposes of the Act, when the contract is for the operation of a system of records on
individuals to accomplish an agency function, the Contractor and any employee of the Contractor is

considered to be an employee of the agency.

(c) (1) "Operation of a system of records," as used in this clause, means performance of any of the activities
associated with maintaining the system of records, including the collection, use, and dissemination of records.

(2) "Record," as used in this clause, means any item, collection, or grouping of information about an
individual that is maintained by an agency, including, but not limited to, education, financial transactions,
medical history, and criminal or employment history and that contains the person's name, or the identifying
number, symbol, or other identifying particular assigned to the individual, such as a fingerprint or voiceprint
or a photograph.

(3) "System of records on individuals," as used in this clause, means a group of any records under the
control of any agency from which information is retrieved by the name of the individual or by some
identifying number, symbol, or other identifying particular assigned to the individual.

(End of Clause)
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C.11 52.232-19 AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR (APR 1984)

Funds are not presently available for performance under this contract beyond 30 Sep 2017. The
Government's obligation for performance of this contract beyond that date is contingent upon the availability
of appropriated funds from which payment for contract purposes can be made. No legal liability on the part
of the Government for any payment may arise for performance under this contract beyond 30 Sep 2017, until
funds are made available to the Contracting Officer for performance and until the Contractor receives notice
of availability, to be confirmed in writing by the Contracting Officer.

(End of Clause)
C.12 52.223-10 WASTE REDUCTION PROGRAM (MAY 2011)

(a) Definitions. As used in this clause—

"Recycling" means the series of activities, including collection, separation, and processing, by which
products or other materials are recovered from the solid waste stream for use in the form of raw materials in
the manufacture of products other than fuel for producing heat or power by combustion.

"Waste prevention" means any change in the design, manufacturing, purchase, or use of materials or
products (including packaging) to reduce their amount or toxicity before they are discarded. Waste prevention
also refers to the reuse of products or materials.

"Waste reduction" means preventing or decreasing the amount of waste being generated through waste

prevention, recycling, or purchasing recycled and environmentally preferable products.

(b) Consistent with the requirements of section 3(e) of Executive Order 13423, the Contractor shall
establish a program to promote cost-effective waste reduction in all operations and facilities covered by this
contract. The Contractor's programs shall comply with applicable Federal, State, and local requirements,
specifically including Section 6002 of the Resource Conservation and Recovery Act (42 U.S.C. 6962, et seq.)
and implementing regulations (40 CEFR part 247).

(End of Clause)

C.13 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text

of a clause may be accessed electronically at this/these address(es):

http:/ /www.acquisition.gov/ far/index.html
http:/ /www.va.gov/oamm/oa/ars/policyreg/vaar/index.cfm

(End of Clause)

C.14 VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS (NOV 2012)

(a) Definitions. As used in this clause—
(1) Contract financing payment has the meaning given in FAR 32.001.
(2) Designated agency office has the meaning given in 5 CFR 1315.2(m).

(3) Electronic form means an automated system transmitting information electronically according to the
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Accepted electronic data transmission methods and formats identified in paragraph (c) of this clause.
Facsimile, email, and scanned documents are not acceptable electronic forms for submission of payment

requests.
(4) Invozce payment has the meaning given in FAR 32.001.

(5) Payment request means any request for contract financing payment or invoice payment submitted by the

contractor under this contract.

(b) Electronic payment requests. Except as provided in paragraph (e) of this clause, the contractor shall submit
payment requests in electronic form. Purchases paid with a Government-wide commercial purchase card are
considered to be an electronic transaction for purposes of this rule, and therefore no additional electronic
invoice submission is required.

(¢) Data transmission. A contractor must ensure that the data transmission method and format are through

one of the following:

(1) VA’s Electronic Invoice Presentment and Payment System. (See Web site at
http:/ [ www.fsc.va.gov/ einvoice.asp.)

(2) Any system that conforms to the X12 electronic data interchange (EDI) formats established by the
Accredited Standards Center (ASC) and chartered by the American National Standards Institute (ANSI). The
X12 EDI Web site (b#p:/ /www.x12.0r9) includes additional information on EDI 810 and 811 formats.

(d) Invoice requirements. Invoices shall comply with FAR 32.905.

(e) Exceptions. 1, based on one of the circumstances below, the contracting officer directs that payment
requests be made by mail, the contractor shall submit payment requests by mail through the United States
Postal Service to the designated agency office. Submission of payment requests by mail may be required for:

(1) Awards made to foreign vendors for work performed outside the United States;

(2) Classified contracts or purchases when electronic submission and processing of payment requests

could compromise the safeguarding of classified or privacy information;

(3) Contracts awarded by contracting officers in the conduct of emergency operations, such as responses

to national emergencies;

(4) Solicitations or contracts in which the designated agency office is a VA entity other than the VA
Financial Services Center in Austin, Texas; or

(5) Solicitations or contracts in which the VA designated agency office does not have electronic invoicing

capability as described above.

(End of Clause)
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENT'S
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SECTION E - SOLICITATION PROVISIONS

E.1 MANDATORY WRITTEN DISCLOSURES

Mandatory written disclosures required by FAR clause 52.203-13 to the Department of Veterans Affairs,
Office of Inspector General (OIG) must be made electronically through the VA OIG Hotline at
http:/ /www.va.gov/oig/contacts/hotline.asp and clicking on "FAR clause 52.203-13 Reporting." If you
experience difficulty accessing the website, call the Hotline at 1-800-488-8244 for further instructions.

E.2 52.204-7 SYSTEM FOR AWARD MANAGEMENT (JUL 2013)

(a) Definitions. As used in this provision—

Data Universal Numbering System (DUNS) number means the 9-digit number assigned by Dun and Bradstreet,
Inc. (D&B) to identify unique business entities.

Data Universal Numbering System +4 (DUNS+4) number means the DUNS number assigned by D&B plus a 4-
character suffix that may be assigned by a business concern. (D&B has no affiliation with this 4-character
suffix.) This 4-character suffix may be assigned at the discretion of the business concern to establish
additional System for Award Management records for identifying alternative Electronic Funds Transfer
(EFT) accounts (see the FAR at Subpart 32.11) for the same concern.

Registered in the System for Award Management (SAM) database means that—

(1) The offeror has entered all mandatory information, including the DUNS number or the DUNS+4
number, the Contractor and Government Entity (CAGE) code, as well as data required by the Federal
Funding Accountability and Transparency Act of 2006 (see Subpart 4.14) into the SAM database;

(2) The offeror has completed the Core, Assertions, and Representations and Certifications, and Points of
Contact sections of the registration in the SAM database;

(3) The Government has validated all mandatory data fields, to include validation of the Taxpayer
Identification Number (TIN) with the Internal Revenue Service (IRS). The offeror will be required to provide
consent for TIN validation to the Government as a part of the SAM registration process; and

(4) The Government has marked the record “Active”.

(b)(1) By submission of an offer, the offeror acknowledges the requirement that a prospective awardee shall
be registered in the SAM database prior to award, during performance, and through final payment of any
contract, basic agreement, basic ordering agreement, or blanket purchasing agreement resulting from this

solicitation.

(2) The offeror shall enter, in the block with its name and address on the cover page of its offer, the
annotation "DUNS" or "DUNS +4" followed by the DUNS or DUNS +4 number that identifies the
offeror's name and address exactly as stated in the offer. The DUNS number will be used by the Contracting
Officer to verify that the offeror is registered in the SAM database.

(¢) If the offeror does not have a DUNS number, it should contact Dun and Bradstreet directly to obtain

one.
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(1) An offeror may obtain a DUNS number—

(i) Via the Internet at http://fedgov.dnb.com/webform or if the offeror does not have internet access, it
may call Dun and Bradstreet at 1-866-705-5711 if located within the United States; or

(ii) If located outside the United States, by contacting the local Dun and Bradstreet office. The offeror
should indicate that it is an offeror for a U.S. Government contract when contacting the local Dun and
Bradstreet office.

(2) The offeror should be prepared to provide the following information:
(i) Company legal business.
(ii) Tradestyle, doing business, or other name by which your entity is commonly recognized.
(iii) Company Physical Street Address, City, State, and Zip Code.
(iv) Company Mailing Address, City, State and Zip Code (if separate from physical).
(v) Company Telephone Number.
(vi) Date the company was started.
(vii) Number of employees at your location.
(viii) Chief executive officer/key managet.
(ix) Line of business (industry).
(x) Company Headquarters name and address (reporting relationship within your entity).

(d) If the Offeror does not become registered in the SAM database in the time prescribed by the
Contracting Officer, the Contracting Officer will proceed to award to the next otherwise successtful registered
Offeror.

(e) Processing time, which normally takes 48 hours, should be taken into consideration when registering,.
Offerors who are not registered should consider applying for registration immediately upon receipt of this
solicitation.

(f) Offerors may obtain information on registration at https://www.acquisition.gov.

(End of Provision)
ADDENDUM to FAR 52.212-1 INSTRUCTIONS TO OFFERORS—COMMERCIAL ITEMS

Provisions that are incorporated by reference (by Citation Number, Title, and Date), have the same force
and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text
available.

The following provisions are incorporated into 52.212-1 as an addendum to this solicitation:

E.3 52.212-1 INSTRUCTIONS TO OFFERORS—COMMERCIAL ITEMS (OCT 2015)

(a) North American Industry Classification System: (INAICS) code and small business size standard. The NAICS code
and small business size standard for this acquisition appear in Block 10 of the solicitation cover sheet (SF
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1449). However, the small business size standard for a concern which submits an offer in its own name, but
which proposes to furnish an item which it did not itself manufacture, is 500 employees.

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before
the exact time specified in this solicitation. Offers may be submitted on the SF 1449, letterhead stationery, or

as otherwise specified in the solicitation. As a minimum, offers must show—
(1) The solicitation number;
(2) The time specified in the solicitation for receipt of offers;
(3) The name, address, and telephone number of the offeror;

(4) A technical description of the items being offered in sufficient detail to evaluate compliance with the
requirements in the solicitation. This may include product literature, or other documents, if necessary;

(5) Terms of any express warranty;
(6) Price and any discount terms;
(7) "Remit to" address, if different than mailing address;

(8) A completed copy of the representations and certifications at FAR 52.212-3 (see FAR 52.212-3(b) for
those representations and certifications that the offeror shall complete electronically);

(9) Acknowledgment of Solicitation Amendments;

(10) Past performance information, when included as an evaluation factor, to include recent and relevant
contracts for the same or similar items and other references (including contract numbers, points of contact
with telephone numbers and other relevant information); and

(11) If the offer is not submitted on the SF 1449, include a statement specifying the extent of agreement
with all terms, conditions, and provisions included in the solicitation. Offers that fail to furnish required
representations or information, or reject the terms and conditions of the solicitation may be excluded from

consideration.

(¢) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30 calendar days from
the date specified for receipt of offers, unless another time period is specified in an addendum to the

solicitation.

(d) Product samples. When required by the solicitation, product samples shall be submitted at or prior to the
time specified for receipt of offers. Unless otherwise specified in this solicitation, these samples shall be
submitted at no expense to the Government, and returned at the sendet's request and expense, unless they

are destroyed during preaward testing.

(e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative terms and
conditions or commercial items for satisfying the requirements of this solicitation. Each offer submitted will

be evaluated separately.
() Late submissions, modifications, revisions, and withdrawals of offers.

(1) Ofterors are responsible for submitting offers, and any modifications, revisions, or withdrawals, so as
to reach the Government office designated in the solicitation by the time specified in the solicitation. If no
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time is specified in the solicitation, the time for receipt is 4:30 p.m., local time, for the designated
Government office on the date that offers or revisions are due.

(2)(1) Any offer, modification, revision, or withdrawal of an offer received at the Government office
designated in the solicitation after the exact time specified for receipt of offers is "late" and will not be
considered unless it is received before award is made, the Contracting Officer determines that accepting the
late offer would not unduly delay the acquisition; and—

(A) If it was transmitted through an electronic commerce method authorized by the solicitation, it was
received at the initial point of entry to the Government infrastructure not later than 5:00 p.m. one working
day prior to the date specified for receipt of offers; or

(B) There is acceptable evidence to establish that it was received at the Government installation
designated for receipt of offers and was under the Government's control prior to the time set for receipt of
offers; or

(C) If this solicitation is a request for proposals, it was the only proposal received.

(ii) However, a late modification of an otherwise successful offer, that makes its terms more favorable to
the Government, will be considered at any time it is received and may be accepted.

(3) Acceptable evidence to establish the time of receipt at the Government installation includes the
time/date stamp of that installation on the offer wrapper, other documentary evidence of receipt maintained
by the installation, or oral testimony or statements of Government personnel.

(4) If an emergency or unanticipated event interrupts normal Government processes so that offers cannot
be received at the Government office designated for receipt of offers by the exact time specified in the
solicitation, and urgent Government requirements preclude amendment of the solicitation or other notice of
an extension of the closing date, the time specified for receipt of offers will be deemed to be extended to the
same time of day specified in the solicitation on the first work day on which normal Government processes

resume.

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of
offers. Oral offers in response to oral solicitations may be withdrawn orally. If the solicitation authorizes
facsimile offers, offers may be withdrawn via facsimile received at any time before the exact time set for
receipt of offers, subject to the conditions specified in the solicitation concerning facsimile offers. An offer
may be withdrawn in person by an offeror or its authorized representative if, before the exact time set for

receipt of offers, the identity of the person requesting withdrawal is established and the person signs a receipt
for the offer.

(g) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate offers and award a
contract without discussions with offerors. Therefore, the offerot's initial offer should contain the offerot's
best terms from a price and technical standpoint. However, the Government reserves the right to conduct
discussions if later determined by the Contracting Officer to be necessary. The Government may reject any or
all offers if such action is in the public interest; accept other than the lowest offer; and waive informalities and
minor irregularities in offers received.

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror
qualifies the offer by specific limitations. Unless otherwise provided in the Schedule, offers may not be
submitted for quantities less than those specified. The Government reserves the right to make an award on
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any item for a quantity less than the quantity offered, at the unit prices offered, unless the offeror specifies
otherwise in the offer.

(i) Availability of requirements documents cited in the solicitation.

(1)(@) The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions, FPMR Part
101-29, and copies of specifications, standards, and commercial item descriptions cited in this solicitation may

be obtained for a fee by submitting a request to—
GSA Federal Supply Service Specifications Section
Suite 8100 470 East L'Enfant Plaza, SW
Washington, DC 20407

Telephone (202) 619-8925

Facsimile (202) 619-8978.

(ii) If the General Services Administration, Department of Agriculture, or Department of Veterans
Affairs issued this solicitation, a single copy of specifications, standards, and commercial item descriptions
cited in this solicitation may be obtained free of charge by submitting a request to the addressee in paragraph
@) (1)) of this provision. Additional copies will be issued for a fee.

(2) Most unclassified Defense specifications and standards may be downloaded from the following ASSIST
websites:

(i) ASSIST (https://assist.dla.mil/online/start/);
(i) Quick Search (http://quicksearch.dla.mil/);

(i) ASSISTdocs.com (http://assistdocs.com).

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock
Point (DoDSSP) by?

(i) Using the ASSIST Shopping Wizard (https://assist.dla.mil/wizard/index.cfm);

(ii) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or

(iii) Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, Philadelphia, PA 19111-5094,
Telephone (215) 697-2667/2179, Facsimile (215) 697-1462.

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their

preparation, publication, or maintenance.

() Data Universal Numbering Systemr (DUNS) Number. (Applies to all offers exceeding $3,500, and offers of
$3,500 or less if the solicitation requires the Contractor to be registered in the System for Award Management
(SAM) database. The offeror shall enter, in the block with its name and address on the cover page of its offer,
the annotation "DUNS" or "DUNS +4" followed by the DUNS or DUNS +4 number that identifies the
offeror's name and address. The DUNS +4 is the DUNS number plus a 4-character suffix that may be
assigned at the discretion of the offeror to establish additional SAM records for identifying alternative
Electronic Funds Transfer (EFT) accounts (see FAR Subpart 32.11) for the same concern. If the offeror does
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not have a DUNS number, it should contact Dun and Bradstreet directly to obtain one. An offeror within the
United States may contact Dun and Bradstreet by calling 1-866-705-5711 or via the internet at
http://www.fedgov.dnb.com/webform. An offeror located outside the United States must contact the local
Dun and Bradstreet office for a DUNS number. The offeror should indicate that it is an offeror for a

Government contract when contacting the local Dun and Bradstreet office.

(k) System for Award Management. Unless exempted by an addendum to this solicitation, by submission of an
offer, the offeror acknowledges the requirement that a prospective awardee shall be registered in the SAM
database prior to award, during performance and through final payment of any contract resulting from this
solicitation. If the Offeror does not become registered in the SAM database in the time prescribed by the
Contracting Officer, the Contracting Officer will proceed to award to the next otherwise successful registered
Offeror. Offerors may obtain information on registration and annual confirmation requirements via the SAM

database accessed through https://www.acquisition.gov.

() Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall disclose the
following information, if applicable:

(1) The agency's evaluation of the significant weak or deficient factors in the debriefed offeror's offer.

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and

past performance information on the debriefed offeror.

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source
selection.

(4) A summary of the rationale for award;

(5) For acquisitions of commercial items, the make and model of the item to be delivered by the successful
offeror.

(6) Reasonable responses to relevant questions posed by the debriefed offeror as to whether source-
selection procedures set forth in the solicitation, applicable regulations, and other applicable authorities were
followed by the agency.

(End of Provision)

E.4 52.209-5 CERTIFICATION REGARDING RESPONSIBILITY MATTERS (OCT 2015)
(a)(1) The Offeror certifies, to the best of its knowledge and belief, that—

(i) The Offeror and/or any of its Principals—

(A) Are | ] are not [ | presently debarred, suspended, proposed for debarment, or declared ineligible for
the award of contracts by any Federal agency;

(B) Have [ ] have not [ ], within a three-year period preceding this offer, been convicted of or had a civil
judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a public (Federal, State, or local) contract or subcontract; violation of
Federal or State antitrust statutes relating to the submission of offers; or commission of embezzlement, theft,
forgery, bribery, falsification or destruction of records, making false statements, tax evasion, violating Federal
criminal tax laws, ot receiving stolen property (if offeror checks "have," the offeror shall also see 52.209-7, if
included in this solicitation);
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(C) Are [] are not [ | presently indicted for, or otherwise criminally or civilly charged by a governmental
entity with, commission of any of the offenses enumerated in subdivision (a)(1)(i)(B) of this provision; and

(D) Have [ |, have not [ ], within a three-year period preceding this offer, been notified of any delinquent
Federal taxes in an amount that exceeds $3,500 for which the liability remains unsatisfied.

(1) Federal taxes are considered delinquent if both of the following criteria apply:

() The tax liability is finally determined. The liability is finally determined if it has been assessed. A liability
is not finally determined if there is a pending administrative or judicial challenge. In the case of a judicial
challenge to the liability, the liability is not finally determined until all judicial appeal rights have been
exhausted.

(i) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to pay
the tax liability when full payment was due and required. A taxpayer is not delinquent in cases where enforced

collection action is precluded.
(2) Examples.

(i) The taxpayer has received a statutory notice of deficiency, under L.R.C. Sec. 6212, which entitles
the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is
not a final tax liability. Should the taxpayer seek Tax Court review, this will not be a final tax liability until the
taxpayer has exercised all judicial appeal rights.

(i) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the
taxpayer has been issued a notice under LR.C. Sec. 6320 entitling the taxpayer to request a hearing with the
IRS Office of Appeals contesting the lien filing, and to further appeal to the Tax Court if the IRS determines
to sustain the lien filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax
liability because the taxpayer has had no prior opportunity to contest the liability. This is not a delinquent tax
because it is not a final tax liability. Should the taxpayer seck tax court review, this will not be a final tax
liability until the taxpayer has exercised all judicial appeal rights.

(iii) The taxpayer has entered into an installment agreement pursuant to LR.C. Sec. 6159. The
taxpayer is making timely payments and is in full compliance with the agreement terms. The taxpayer is not
delinquent because the taxpayer is not currently required to make full payment.

(iv) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced
collection action is stayed under 11 U.S.C. 362 (the Bankruptcy Code).

(i) The Offeror has [ ] has not [ |, within a 3-year period preceding this offer, had one or more
contracts terminated for default by any Federal agency.

(2) Principal, for the purposes of this certification, means an officer, director, owner, partner, or a person
having primary management or supervisory responsibilities within a business entity (e.g., general manager;
plant manager; head of a division or business segment; and similar positions).

THIS CERTIFICATION CONCERNS A MATTER WITHIN THE JURISDICTION OF AN AGENCY
OF THE UNITED STATES AND THE MAKING OF A FALSE, FICTITIOUS, OR FRAUDULENT
CERTIFICATION MAY RENDER THE MAKER SUBJECT TO PROSECUTION UNDER SECTION
1001, TITLE 18, UNITED STATES CODE.
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(b) The Offeror shall provide immediate written notice to the Contracting Officer if, at any time prior to
contract award, the Offeror learns that its certification was erroneous when submitted or has become
erroneous by reason of changed circumstances.

(c) A certification that any of the items in paragraph (a) of this provision exists will not necessarily result in
withholding of an award under this solicitation. However, the certification will be considered in connection
with a determination of the Offerot's responsibility. Failure of the Offeror to furnish a certification or
provide such additional information as requested by the Contracting Officer may render the Offeror
nonresponsible.

(d) Nothing contained in the foregoing shall be construed to require establishment of a system of records in
order to render, in good faith, the certification required by paragraph (a) of this provision. The knowledge
and information of an Offeror is not required to exceed that which is normally possessed by a prudent person
in the ordinary course of business dealings.

(e) The certification in paragraph (a) of this provision is a material representation of fact upon which
reliance was placed when making award. If it is later determined that the Offeror knowingly rendered an
erroneous certification, in addition to other remedies available to the Government, the Contracting Officer
may terminate the contract resulting from this solicitation for default.

(End of Provision)

E.5 52.216-28 MULTIPLE AWARDS FOR ADVISORY AND ASSISTANCE SERVICES (OCT
1995)

The Government intends to award multiple contracts for the same or similar advisory and assistance
services to two or more sources under this solicitation unless the Government determines, after evaluation of
offers, that only one offeror is capable of providing the services at the level of quality required.

(End of Provision)

PLEASE NOTE: The correct mailing information for filing alternate protests is as follows:

Deputy Assistant Secretary for Acquisition and Logistics,
Risk Management Team, Department of Veterans Affairs
810 Vermont Avenue, N.W.
Washington, DC 20420
Or for solicitations issued by the Office of Construction and Facilities Management:

Director, Office of Construction and Facilities Management
425 1 Street, N.W.
Washington, DC 20001

E.6 52.219-1 SMALL BUSINESS PROGRAM REPRESENTATIONS (OCT 2015) ALTERNATE I
(SEP 2015)

(a) Definitions. As used in this provision—

Economically disadvantaged women-owned small business (EDWOSB) concern means a small business concern that is

at least 51 percent directly and unconditionally owned by, and the management and daily business operations
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of which are controlled by, one or more women who are citizens of the United States and who are
economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a women-
owned small business concern eligible under the WOSB Program.

Service-disabled veteran-owned small business concern—
(1) Means a small business concern—

(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of
any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service-

disabled veterans; and

(if) The management and daily business operations of which are controlled by one or more service-
disabled veterans or, in the case of a service-disabled veteran with permanent and severe disability, the spouse

or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service-
connected, as defined in 38 U.S.C. 101(10).

Small business concern means a concern, including its affiliates, that is independently owned and operated, not
dominant in the field of operation in which it is bidding on Government contracts, and qualified as a small
business under the criteria in 13 CFR Part 121 and the size standard in paragraph (b) of this provision.

Small disadvantaged business concern, consistent with 13 CFR 124.1002, means a small business concern under
the size standard applicable to the acquisition, that—

(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by—

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged
(as defined at 13 CFR 124.104) individuals who are citizens of the United States, and

(i) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking
into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and

(2) The management and daily business operations of which are controlled (as defined at 13 CFR 124.106)
by individuals who meet the criteria in paragraphs (1)(i) and (ii) of this definition.

Veteran-owned small business concern means a small business concern—

(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) or,
in the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or

more veterans; and
(2) The management and daily business operations of which are controlled by one or more veterans.
Women-owned small business concern means a small business concern—

(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned
business, at least 51 percent of the stock of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled by one or more women.
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Women-owned small business (WOSB) concern eligible under the WOSB Program (in accordance with 13 CFR part
127), means a small business concern that is at least 51 percent directly and unconditionally owned by, and
the management and daily business operations of which are controlled by, one or more women who are
citizens of the United States.

(b)(1) The North American Industry Classification System (INAICS) code for this acquisition is—541611.
(2) The small business size standard is $15 Million.

(3) The small business size standard for a concern which submits an offer in its own name, other than on a
construction or service contract, but which proposes to furnish a product which it did not itself manufacture,
is 500 employees.

(c) Representations.
(1) The offeror represents as part of its offer that it [ ] is, [ ] is not a small business concern.

(2) |Complete only if the offeror represented itself as a small business concern in paragraph (¢c)(1) of this provision.] The
offeror represents that it [ ] is, [ ] is not, a small disadvantaged business concern as defined in 13 CFR
124.1002.

(3) [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this provision.] The
offeror represents as part of its offer that it [ ] is, [ ] is not a women-owned small business concern.

(4) Women-owned small business (WOSB) concern eligible under the WOSB Program. [Complete only if the
offeror represented itself as a women-owned small business concern in paragraph (c)(3) of this provision.] The otferor
represents as part of its offer that—

@) It []1is, [] is not a WOSB concern eligible under the WOSB Program, has provided all the required
documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued
that affects its eligibility; and

(1) It []is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 127, and the
representation in paragraph (c)(4)() of this provision is accurate for each WOSB concern eligible under the
WOSB Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern
eligible under the WOSB Program and other small businesses that are participating in the joint venture: .] Each
WOSB concern eligible under the WOSB Program participating in the joint venture shall submit a separate
signed copy of the WOSB representation.

(5) Economically disadvantaged women-owned small business (EDWOSB) concern. [Comzplete only if the
offeror represented itself as a women-owned small business concern eligible under the WOSB Program in (c)(4) of this provision.]
The offeror represents as part of its offer that—

@ It []1is, [] is not an EDWOSB concern eligible under the WOSB Program, has provided all the
required documents to the WOSB Repository, and no change in circumstances or adverse decisions have
been issued that affects its eligibility; and

@i1) It []is, [ ] is not a joint venture that complies with the requirements of 13 CEFR part 127, and the
representation in paragraph (c)(5)(i) of this provision is accurate for each EDWOSB concern participating in
the joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that are
participating in the joint venture: .] Each EDWOSB concern participating in the joint venture shall
submit a separate signed copy of the EDWOSB representation.
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(6) |Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this provision.] The
offeror represents as part of its offer that it [ ] is, [ ] is not a veteran-owned small business concern.

(7) |Complete only if the offeror represented itself as a veteran-owned small business concern in paragraph (c)(6) of this
provision.] The offeror represents as part of its offer that it [ ] is, [ ] is not a service-disabled veteran-owned
small business concern.

(8) [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this provision.] The
offeror represents, as part of its offer, that—

@) It []1s, [ ] is not a HUBZone small business concern listed, on the date of this representation, on the
List of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and
no material changes in ownership and control, principal office, or HUBZone employee percentage have
occurred since it was certified in accordance with 13 CFR Part 126; and

(i1 It [ ]is, [ ] is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 120,
and the representation in paragraph (c)(8)(i) of this provision is accurate for each HUBZone small business
concern participating in the HUBZone joint venture. [The offeror shall enter the names of each of the HUBZone small
business concerns participating in the HUBZone joint venture: .] Each HUBZone small business concern
participating in the HUBZone joint venture shall submit a separate signed copy of the HUBZone
representation.

(9) [Complete if offeror represented itself as disadvantaged in paragraph (c)(2) of this provision.]
The offeror shall check the category in which its ownership falls:

Black American.
Hispanic American.
Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians).

Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, Indonesia, Singapore,
Brunei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), Vietnam, Korea, The Philippines, Republic of
Palau, Republic of the Marshall Islands, Federated States of Micronesia, the Commonwealth of the Northern
Mariana Islands, Guam, Samoa, Macao, Hong Kong, Fiji, Tonga, Kiribati, Tuvalu, or Nauru).

Subcontinent Asian (Asian-Indian) American (persons with origins from India, Pakistan, Bangladesh,
Sri Lanka, Bhutan, the Maldives Islands, or Nepal).

Individual/concern, other than one of the preceding.
(d) Notice.

(1) If this solicitation is for supplies and has been set aside, in whole or in part, for small business concerns,
then the clause in this solicitation providing notice of the set-aside contains restrictions on the source of the
end items to be furnished.

(2) Under 15 U.S.C. 645(d), any person who misrepresents a firm's status as a business concern that is
small, HUBZone small, small disadvantaged, service-disabled veteran-owned small, economically
disadvantaged women-owned small, or women-owned small eligible under the WOSB Program in order to
obtain a contract to be awarded under the preference programs established pursuant to section 8, 9, 15, 31,
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and 36 of the Small Business Act or any other provision of Federal law that specifically references section
8(d) for a definition of program eligibility, shall—

(i) Be punished by imposition of fine, imprisonment, or both;

(ii) Be subject to administrative remedies, including suspension and debarment; and

(iii) Be ineligible for patticipation in programs conducted under the authority of the Act.
(End of Provision)

E.7 VAAR 852.203-70 COMMERCIAL ADVERTISING (JAN 2008)

The bidder or offeror agrees that if a contract is awarded to him/her, as a result of this solicitation, he/she
will not advertise the award of the contract in his/her commercial advertising in such a manner as to state ot
imply that the Department of Veterans Affairs endorses a product, project or commercial line of endeavor.

(End of Clause)

E.8 VAAR 852.203-71 DISPLAY OF DEPARTMENT OF VETERAN AFFAIRS HOTLINE
POSTER (DEC 1992)

(a) Except as provided in paragraph (c) below, the Contractor shall display prominently, in common work
areas within business segments performing work under VA contracts, Department of Veterans Affairs
Hotline posters prepared by the VA Office of Inspector General.

(b) Department of Veterans Affairs Hotline posters may be obtained from the VA Office of Inspector
General (53E), P.O. Box 34647, Washington, DC 20043-4647.

(c) The Contractor need not comply with paragraph (a) above if the Contractor has established a
mechanism, such as a hotline, by which employees may report suspected instances of improper conduct, and

instructions that encourage employees to make such reports.
(End of Clause)

E.9 VAAR 852.209-70 ORGANIZATIONAL CONFLICTS OF INTEREST (JAN 2008)

(a) Itis in the best interest of the Government to avoid situations which might create an organizational
conflict of interest or where the offerot's performance of work under the contract may provide the contractor
with an unfair competitive advantage. The term "organizational conflict of interest" means that because of
other activities or relationships with other persons, a person is unable to render impartial assistance or advice
to the Government, ot the person's objectivity in performing the contract work is or might be otherwise
impaired, or the person has an unfair competitive advantage.

(b) The offeror shall provide a statement with its offer which describes, in a concise manner, all relevant
facts concerning any past, present, or currently planned interest (financial, contractual, organizational, or
otherwise) or actual or potential organizational conflicts of interest relating to the services to be provided
under this solicitation. The offeror shall also provide statements with its offer containing the same
information for any consultants and subcontractors identified in its proposal and which will provide services
under the solicitation. The offeror may also provide relevant facts that show how its organizational and/or
management system or other actions would avoid or mitigate any actual or potential organizational conflicts
of interest.
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(c) Based on this information and any other information solicited or obtained by the contracting officer, the
contracting officer may determine that an organizational conflict of interest exists which would warrant
disqualifying the contractor for award of the contract unless the organizational conflict of interest can be
mitigated to the contracting officet's satisfaction by negotiating terms and conditions of the contract to that
effect. If the conflict of interest cannot be mitigated and if the contracting officer finds that it is in the best
interest of the United States to award the contract, the contracting officer shall request a waiver in accordance

with FAR 9.503 and 48 CFR 809.503.

(d) Nondisclosure or misrepresentation of actual or potential organizational conflicts of interest at the time
of the offer, or arising as a result of a modification to the contract, may result in the termination of the
contract at no expense to the Government.

(End of Provision)

E.10 VAAR 852.215-71 EVALUATION FACTOR COMMITMENTS (DEC 2009)

The offeror agrees, if awarded a contract, to use the service-disabled veteran-owned small businesses or
veteran-owned small businesses proposed as subcontractors in accordance with 852.215-70, Service-Disabled
Veteran-Owned and Veteran-Owned Small Business Evaluation Factors, ot to substitute one or more
service-disabled veteran-owned small businesses or veteran-owned small businesses for subcontract work of
the same or similar value.

(End of Clause)

E.11 VAAR 852.233-70 PROTEST CONTENT/ALTERNATIVE DISPUTE RESOLUTION (JAN
2008)

(a) Any protest filed by an interested party shall:
(1) Include the name, address, fax number, and telephone number of the protester;
(2) Identify the solicitation and/or contract number;
(3) Include an original signed by the protestet or the protestet's representative and at least one copy;

(4) Set forth a detailed statement of the legal and factual grounds of the protest, including a description of
resulting prejudice to the protester, and provide copies of relevant documents;

(5) Specifically request a ruling of the individual upon whom the protest is served;
(6) State the form of relief requested; and
(7) Provide all information establishing the timeliness of the protest.
(b) Failure to comply with the above may result in dismissal of the protest without further consideration.

(c) Bidders/offerors and contracting officers are encouraged to use alternative dispute resolution (ADR)
procedures to resolve protests at any stage in the protest process. If ADR is used, the Department of
Veterans Affairs will not furnish any documentation in an ADR proceeding beyond what is allowed by the
Federal Acquisition Regulation.

(End of Provision)
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E.12 VAAR 852.237-70 CONTRACTOR RESPONSIBILITIES (APR 1984)

The contractor shall obtain all necessary licenses and/or permits requited to petform this work. He/she
shall take all reasonable precautions necessary to protect persons and property from injury or damage during
the performance of this contract. He/she shall be responsible for any injuty to himself/herself, his/her
employees, as well as for any damage to personal or public property that occurs during the performance of
this contract that is caused by his/her employees fault or negligence, and shall maintain personal liability and
property damage insurance having coverage for a limit as required by the laws of the State of . Further, it is
agreed that any negligence of the Government, its officers, agents, servants and employees, shall not be the
responsibility of the contractor hereunder with the regard to any claims, loss, damage, injury, and liability
resulting there from.

(End of Clause)

E.13 VAAR 852.270-1 REPRESENTATIVES OF CONTRACTING OFFICERS (JAN 2008)

The contracting officer reserves the right to designate representatives to act for him/her in furnishing
technical guidance and advice or generally monitor the work to be performed under this contract. Such
designation will be in writing and will define the scope and limitation of the designee's authority. A copy of
the designation shall be furnished to the contractor.

(End of Provision)

E.14 52.212-2 EVALUATION—COMMERCIAL ITEMS (OCT 2014)

(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose
offer conforming to the solicitation will be most advantageous to the Government, price and other factors
considered. The following factors shall be used to evaluate offers:
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Evaluation Factors

Quotations will be reviewed and evaluated in accordance with the evaluation criteria explained below. The

following description summarizes the relationship of the factors to each other. The evaluation factors in

order of precedence are:

1. Technical Approach which is comprised of the following subfactors in descending order of
importance: A. Understanding of the Requirements, B. Corporate Capability and Stability, C.
Personnel - Qualifications and Experience.

2. Past Performance

3. Veteran’s Involvement

4. Cost

The technical approach factor is significantly more important than past performance, and past

performance is significantly more important than Veteran’s involvement. All technical factors when

combined are significantly more important than price.

Offerors’ quotations will be written submissions and will consist of two volumes.

Volume I a Technical Approach

Volume I b Past Performance
Volume I ¢ Veteran factors (subcontracting plan)
Volume II Solicitation/RFQ with completed Schedules of Prices and associated tables;

completed fill-ins in Contract Administration Data; Representations, Certifications,
and Other Statements of Offerors

1. TECHNICAL APPROACH:

For similar and sample task order to be issued against the IDIQ (list not inclusive), please see currently

posted RFQ at Fed Biz Opps:

1.

R--Title of Project: FY 2019 Multi-Cycle SCIP Process Support and
Execution (Solicitation Number: VA10116Q0221)

R--Title of Project: 2025 Space Analysis Support and Execution
(Solicitation Number: VA10116Q0222)

R--Title of Project: Utility Data Management Support (Solicitation Number:
VA10116Q0222)

R--FY 2018 Non-IT Business Case Applications (Solicitation Number:
VA10116Q0198)(closed)

R--Title of Project: Veterans Health Administration (VHA) Healthcare
Delivery System Design Capability (Solicitation Number: VA10116Q0203)
(closed)
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A. Understanding of the Requirement

Understanding of the PWS requirements, as demonstrated by the rationale and completeness of the following
elements for strategic advisory and assistance services for Capital Asset Management: Project Financial
Advisory Services; Transaction Specialist Services; Due Diligence and Support Services; Loan Services and
Asset Management; Complementary Financial Management Services: Financial and Performance Audits;
Budgeting, and establishment of validity and reliability of criterion-referenced performance milestones. Other
areas include Improving agency performance related to energy and water use, greenhouse gas (GHG)
emissions, waste prevention and recycling, pollution prevention, chemicals management, electronics
stewardship, green purchasing, climate change adaptation planning, environmental justice, environmental
compliance, and sustainable building

Documentation shall include specific examples of the Offerot’s capabilities and the approach taken to
complete work similar to the tasks outlined in the PWS. Offeror shall provide contact information for
reference.

Note: It is encouraged that vendors are to bid on the above posted/ listed and open solicitations for
considerations

B. Corporate Capability and Stability
Note: (If the firm has multiple divisions and locations, limit the description and documentation to only the

division(s) and location(s) proposed to do the work).

Documentation demonstrates that the Offeror has the longevity, size, scope, reputation, and financial stability
to maintain capability and perform the requirements throughout the entire period of the IDIQ.
Documentation demonstrates that Offeror has maintained a favorable rating as indicated within the Experian
credit report. The Offeror shall also highlight past experience and relationships with proposed
subcontractors. Documentation also highlights the Offerors employee turnover rate.

C. Personnel - Qualifications and Experience:

(1)  The quotation must identify and provide résumés on all proposed key personnel and must identify the
status of those personnel at the time of the quotation. To identify status the quotation must cleatly
state whether each proposed person is currently a full time or part time employee of the firm or
someone who has agreed to join the firm if the quotation is selected for award. Résumés of all
personnel who are not currently employees must be accompanied by a signed and notarized statement
that the person has agreed to the use of his or her resume in the quotation package.

(2)  Documentation submitted with the quotation must cleatly demonstrate:

a. Program managers, project managers, and team leads have training, certification, and/or
education, and experience providing services in the following areas:

e Project Management

e  Project Financial Advisory Services
e Transaction Specialist Services

e Due Diligence and Support Services

e Loan Services and Asset Management
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e Complementary Financial Management Services
e Financial and Performance Audits
e  Budgeting

b. Team members have documented training, certification, and/or education and documented
experience providing services in the following areas:

e  Project Financial Advisory Services

e Transaction Specialist Services

e Due Diligence and Support Services

e Loan Services and Asset Management

e Complementary Financial Management Services
e Financial and Performance Audits

e Budgeting

c.  Team members have documented training, certification, and/or education and documented
experience providing services in the following areas:

e Improving agency performance related to energy and water use, greenhouse gas (GHG)
emissions, waste prevention and recycling, pollution prevention, chemicals
management, electronics stewardship, green purchasing, climate change adaptation

planning, environmental justice, environmental compliance, and sustainable building

Note: Overall Factor Rating for Technical Approach

During evaluation, VA intends to give credit for exceeding the minimum requirements, as explained in
the table below:

Rating Equivalence Definition

Blue Outstanding The factor cleatly meets and consistently exceeds the Government’s
stated requitements in all areas in a manner beneficial to the
Government. The information provided suggests a very low risk of
less than satisfactory performance on the part of the offeror.

Green Excellent The factor meets the Government’s stated requirements in all areas,
and in some areas the offeror exceeds the Government’s stated
requirements in a manner beneficial to the Government. The
information provided suggests a low risk of less than satisfactory
performance on the part of the offeror.

Yellow Good The factor meets the Government’s stated requirements in all areas.
The information provided suggests a moderate risk of less than
satisfactory performance on the part of the offeror.
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Red Poor The factor fails to meet at least one of the Government’s stated
requirements. The information provided suggests a very substantial
risk of less than satisfactory on part of the offeror.

2. PAST PERFORMANCE

The Offeror will be evaluated on their past performance. The Offeror (prime) shall submit three references
for recent (from the past five years) and relevant experience (i.e., experience in providing the services as
described by the Performance Work Statement contained in the solicitation and services that are similar in
scope). For Past Performance, the information used shall consist of reference data provided by the Offeror
in their proposal submission, information in both Government and commercial databases, information from
the e-mailed questionnaires (Attachment C,) and other information available as VA determines is reasonable.

Offerors shall mail or email Attachment C to three desired references. The references shall email completed
questionnaires to Maina Gakure at maina.gakure@va.gov no later than October 4, 2016

3. VETERANS INVOLVEMENT

VA will evaluate Offerors based on their service-disabled Veteran-owned small business (SDVOSB) status.
To receive credit, an Offeror must be registered and verified in VetBiz.gov Vendor Information Pages
(http://www.VetBiz.gov).

[The ratings equivalence are/is as follows: Blue = outstanding; Green = Excellent; Yellow = Good;
and Red = Poot]

4. COST

This Volume shall be organized in such a manner to address and/or provide sufficient details in price
breakdown of the quotation. Information must be detailed enough to clearly document that the proposed mix
of labor categories and the discounted rates offered are accurate, realistic, complete, and consistent with the
proposed technical volume and with the requirements of the PWS. Documentation shall also explain any
description of any assumption of terms and conditions, as well as a specific description of any pricing and
technical assumptions that the response is predicated on.

Quotations which are unrealistic in terms of technical commitment or unrealistically low in price will be
deemed to show an inherent lack of technical competence or failure to comprehend the complexity and risk
of the contract requirements. This may be grounds for the rejection of the quotation. The Government may
reject any quotation that is unreasonable or materially unbalanced as to prices. An unbalanced quotation is
one that incorporates prices significantly less than cost for some items and/or prices that are significantly
overstated for other items.

The Government reserves the right to award this contract without discussion.

This RFQ may result in a single or multiple best value awards.
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Attachment C

PAST PERFORMANCE QUESTIONNAIRE

EMAIL

TO: _Maina Gakure AGENCY: VA

PHONE:_ 202-461-6849 EMAIL _ maina.gakure@va.gov

INFORMATION REQUEST: PAST PERFORMANCE

This office is currently in the process of awarding a competitive service contract for XXXXXXXXXXXXXXX.
[CONTRACTOR NAME] has provided your name and organization as a reference regarding
[CONTRACTOR’S NAME] record of past performance under Contract No. [CONTRACT NO.].

Past Performance Questionnaire

Offeror’s Name:

Solicitation:

Name of Person Completing the Evaluation:
Telephone: E-Mail:

Title Company/Organization:

Please rate the Offeror in each of the following areas. Note there is room for comments where you deem
remarks would be helpful to our evaluation.

e Not Applicable — N/A
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e Unacceptable (U) Performance clearly below the contract performance standard or requirement
e Acceptable (A) Performance that meets the minimum contract performance standard or requirement

¢ Good (G) Performance that meets and occasionally exceeds the contract performance standard or
requirement

e Outstanding (O) Performance that almost always exceeds the contract performance standard or
requirement
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1. Quality of Performance:

N/A

U

A

G

O

Compliance with contract requirements, use of appropriate and helpful staff, and expertise in the area of

project management, the enhanced-use (EU) leasing process, lease administration, oversight and compliance

with lease terms, real estate services as it relates to leasing and project development.

2. Timeliness of Performance: N/A | U O
The Offeror’s ability to meet milestones and delivery schedules.
3. Price/Price Control: N/A|lU |A|G | O

The Offeror’s ability to control prices, claims; change order issues.
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4. Customer Satisfaction N/A|U |A| G

O

The Offeror’s commitment to customer satisfaction and their cooperative, reasonable businesslike

behavior. This includes effective management, responsiveness to contract requirements, honesty and

integrity, prompt notification of problems, flexible and proactive qualities and effective subcontract

selection and management.

5. Surge Requirements N/A| U |[A| G

The Offeror’s ability to effectively staff and execute sudden surge requirements.

6. Have you issued a cure notice, show cause notice, suspension of progress payments, or other letters
directing the correction of a performance problem in the past three years? [ | YES

explain.

[ ] NO If yes, please
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7. Have you terminated this Contractor for default within the past three years, or are there any pending
termination actions? | | YES [ | NO If yes, please explain.

8. Based on the Offeror’s overall performance, would you award them another contract?

[ ]YES [ ]NO If no, please explain.

9. Have you discussed any adverse past performance problems with the Offeror and given them an
opportunity to comment? [ | YES [ | NO Please explain

10. Do you file past performance information in a database that the Contracting Officer may search? | | YES
[ ] NO Please explain.

What services did the Offeror provide? Please describe the service briefly and your assessment of their
overall performance. Please attach any past performance database reports or other material you deem
appropriate to a full understanding of the Offeror past performance by the evaluator. If applicable, please
include an example of how well the offeror handled unexpected events or emergencies, how quickly it

responded, and how effective its corrective actions or plans were.

(End of Provision)

E.15 52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS—COMMERCIAL
ITEMS (APR 2016)

The offeror shall complete only paragraph (b) of this provision if the offeror has completed the annual

representations and certifications electronically via http://www.acquisition.gov. If an offeror has not

completed the annual representations and certifications electronically at the System for Award Management
(SAM) website, the offeror shall complete only paragraphs (c) through (r) of this provision.

(a) Definitions. As used in this provision—

“Economically disadvantaged women-owned small business (EDWOSB) concern” means a small business
concern that is at least 51 percent directly and unconditionally owned by, and the management and daily

business operations of which are controlled by, one or more women who are citizens of the United States and
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who are economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a
women-owned small business eligible under the WOSB Program.

“Forced or indentured child labot” means all work or service—

(1) Exacted from any person under the age of 18 under the menace of any penalty for its nonperformance
and for which the worker does not offer himself voluntarily; or

(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which can be
accomplished by process or penalties.

“Highest-level owner” means the entity that owns or controls an immediate owner of the offeror, or that
owns or controls one or more entities that control an immediate owner of the offeror. No entity owns or
exercises control of the highest level owner.

“Immediate owner” means an entity, other than the offeror, that has direct control of the offeror. Indicators
of control include, but are not limited to, one or more of the following: Ownership or interlocking
management, identity of interests among family members, shared facilities and equipment, and the common
use of employees.

“Inverted domestic corporation” means a foreign incorporated entity that meets the definition of an
inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of
6 U.S.C. 395(c).

“Manufactured end product” means any end product in product and service codes (PSCs) 1000-9999,
except—

(1) PSC 5510, Lumber and Related Basic Wood Materials;

(2) Product or Service Group (PSG) 87, Agricultural Supplies;

(3) PSG 88, Live Animals;

(4) PSG 89, Subsistence;

(5) PSC 9410, Crude Grades of Plant Materials;

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;

(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;
(8) PSC 9610, Ores;

(9) PSC 9620, Minerals, Natural and Synthetic; and

(10) PSC 9630, Additive Metal Materials.

“Place of manufacture” means the place where an end product is assembled out of components, or
otherwise made or processed from raw materials into the finished product that is to be provided to the
Government. If a product is disassembled and reassembled, the place of reassembly is not the place of

manufacture.

Page 86 of 100



VA101-16-Q-0195

“Predecessor” means an entity that is replaced by a successor and includes any predecessors of the
predecessor.

“Restricted business operations” means business operations in Sudan that include power production
activities, mineral extraction activities, oil-related activities, or the production of military equipment, as those
terms are defined in the Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). Restricted
business operations do not include business operations that the person (as that term is defined in Section 2 of
the Sudan Accountability and Divestment Act of 2007) conducting the business can demonstrate—

(1) Are conducted under contract directly and exclusively with the regional government of southern Sudan;

(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the
Department of the Treasury, or are expressly exempted under Federal law from the requirement to be
conducted under such authorization;

(3) Comnsist of providing goods or services to marginalized populations of Sudan;

(4) Consist of providing goods or services to an internationally recognized peacekeeping force or
humanitarian organization;

(5) Consist of providing goods or services that are used only to promote health or education; or
(6) Have been voluntarily suspended.
“Sensitive technology”—

(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used
specifically—

(i) To restrict the free flow of unbiased information in Iran; or
(i) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and

(2) Does not include information or informational materials the export of which the President does not
have the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency
Economic Powers Act (50 U.S.C. 1702(b)(3)).

“Service-disabled veteran-owned small business concern”—
(1) Means a small business concern—

(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of
any publicly owned business, not less than 51 percent of the stock of which is owned by one or more setvice-
disabled veterans; and

(ii) The management and daily business operations of which are controlled by one or more service-
disabled veterans or, in the case of a service-disabled veteran with permanent and severe disability, the spouse
or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service-
connected, as defined in 38 U.S.C. 101(16).
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“Small business concern” means a concern, including its affiliates, that is independently owned and
operated, not dominant in the field of operation in which it is bidding on Government contracts, and
qualified as a small business under the criteria in 13 CFR Part 121 and size standards in this solicitation.

“Small disadvantaged business concern”, consistent with 13 CFR 124.1002, means a small business concern

under the size standard applicable to the acquisition, that—

(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged
(as defined at 13 CFR 124.104) individuals who are citizens of the United States; and

(i) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking
into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and

(2) The management and daily business operations of which are controlled (as defined at 13.CFR 124.100)
by individuals, who meet the criteria in paragraphs (1)(1) and (ii) of this definition.

“Subsidiary” means an entity in which more than 50 percent of the entity is owned—
(1) Directly by a parent corporation; or
(2) Through another subsidiary of a parent corporation.

“Successor” means an entity that has replaced a predecessor by acquiring the assets and carrying out the
affairs of the predecessor under a new name (often through acquisition or merger). The term “successor”
does not include new offices/divisions of the same company or a company that only changes its name. The
extent of the responsibility of the successor for the liabilities of the predecessor may vary, depending on State
law and specific circumstances.

“Veteran-owned small business concern” means a small business concern—

(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) or,
in the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or

more veterans; and
(2) The management and daily business operations of which are controlled by one or more veterans.

“Women-owned business concern” means a concern which is at least 51 percent owned by one or more
women; or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or
more women; and whose management and daily business operations are controlled by one or more women.

“Women-owned small business concern” means a small business concern—

(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned
business, at least 51 percent of the stock of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled by one or more women.

“Women-owned small business (WOSB) concern eligible under the WOSB Program” (in accordance with
13 CFR part 127), means a small business concern that is at least 51 percent directly and unconditionally
owned by, and the management and daily business operations of which are controlled by, one or more
women who are citizens of the United States.
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(b)(1) Annnal Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this
provision do not automatically change the representations and certifications posted on the SAM website.

(2) The offeror has completed the annual representations and certifications electronically via the SAM

website access through http://www.acquisition.gov. After reviewing the SAM database information, the

offeror verifies by submission of this offer that the representations and certifications currently posted
electronically at FAR 52.212-3, Offeror Representations and Certifications—Commercial Items, have been
entered or updated in the last 12 months, are current, accurate, complete, and applicable to this solicitation
(including the business size standard applicable to the NAICS code referenced for this solicitation), as of the
date of this offer and are incorporated in this offer by reference (see FAR 4.1201), except for paragraphs .

(c) Offerors must complete the following representations when the resulting contract will be performed in
the United States or its outlying areas. Check all that apply.

(1) Small business concern. The offeror represents as part of its offer thatit [ | is, [ ] is not a small business
concern.

(2) Veteran-owned small business concern. |Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.] The offeror represents as part of its offer thatit | | is, [ ] is not a veteran-
owned small business concern.

(3) Service-disabled veteran-owned small business concern. |Complete only if the offeror represented itself as a veteran-owned
small business concern in paragraph (c)(2) of this provision.]| The offeror represents as part of its offer thatit | |is, [ ]
is not a service-disabled veteran-owned small business concern.

(4) Small disadvantaged business concern. |Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.| The offeror represents thatit [ | is, [ | is not a small disadvantaged business
concern as defined in 13 CFR 124.1002.

(5) Women-owned small business concern. |Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.| The offeror represents that it [ ]is, [ ] is not a women-owned small business
concern.

(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror represented itself as a
women-owned small business concern in paragraph (c)(5) of this provision.] The offeror represents that—

@ It[]1is, []is not a WOSB concern eligible under the WOSB Program, has provided all the required
documents to the WOSB Repository, and no change in circumstances or adverse decisions have been issued
that affects its eligibility; and

(i) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 127, and the
representation in paragraph (c)(6)(i) of this provision is accurate for each WOSB concern eligible under the
WOSB Program participating in the joint venture. [The offeror shall enter the name or names of the WOSB concern
eligible under the WOSB Program and other small businesses that are participating in the joint venture: ]
Each WOSB concern eligible under the WOSB Program participating in the joint venture shall submit a
separate signed copy of the WOSB representation.

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the
offeror represented itself as a WOSB concern eligible under the WOSB Program in (¢)(6) of this provision.] The offeror
represents that—
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@) It []is, [ ] is not an EDWOSB concern, has provided all the required documents to the WOSB
Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibility;
and

@i1) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 127, and the
representation in paragraph (c)(7)(i) of this provision is accurate for each EDWOSB concern participating in
the joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small businesses that are
participating in the joint venture: .| Each EDWOSB concern participating in the joint venture shall
submit a separate signed copy of the EDWOSB representation.

Note: Complete paragraphs (c)(8) and (c)(9) only if this solicitation is expected to exceed the simplified
acquisition threshold.

(8) Women-owned business concern (other than small business concern). |Complete only if the offeror is a women-owned
business concern and did not represent itself as a small business concern in paragraph (c)(1) of this provision.] The offeror
represents that it [ ] is a women-owned business concern.

(9) Tie bid priority for labor surplus area concerns. 1f this is an invitation for bid, small business offerors may
identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by
offeror or first-tier subcontractors) amount to more than 50 percent of the contract price:

(10) HUBZone small business concern. |Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.] The offeror represents, as part of its offer, that—

@) It []1s, [ ] is not a HUBZone small business concern listed, on the date of this representation, on the
List of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and
no material change in ownership and control, principal office, or HUBZone employee percentage has
occurred since it was certified by the Small Business Administration in accordance with 13 CFR Part 126; and

@i1) It []is, [ ] is not a joint venture that complies with the requirements of 13 CFR Part 126, and the
representation in paragraph (c)(10)(i) of this provision is accurate for the HUBZone small business concern
or concerns that are participating in the joint venture. [The offeror shall enter the name or names of the
HUBZone small business concern or concerns that are patticipating in the joint venture: ]
Each HUBZone small business concern participating in the joint venture shall submit a separate signed copy
of the HUBZone representation.

(d) Representations required to implement provisions of Executive Order 11246—
(1) Previous contracts and compliance. The offeror represents that—

@) It[ ] has, [ ] has not participated in a previous contract or subcontract subject to the Equal
Opportunity clause of this solicitation; and

@) It [ ] has, [ ] has not filed all required compliance reports.
irmative Action Compliance. The offeror represents that—
(2) Affirmative Action Compli The off p h

@) It [ ] has developed and has on file, [ ] has not developed and does not have on file, at each
establishment, affirmative action programs required by rules and regulations of the Secretary of Labor (41
CFR parts 60-1 and 60-2), or
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(ii) It [ ] has not previously had contracts subject to the written affirmative action programs requirement
of the rules and regulations of the Secretary of Labor.

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). (Applies only if the contract
is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its knowledge
and belief that no Federal appropriated funds have been paid or will be paid to any person for influencing or
attempting to influence an officer or employee of any agency, a Member of Congtess, an officer or employee
of Congress or an employee of a Member of Congress on his or her behalf in connection with the award of
any resultant contract. If any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying
contact on behalf of the offeror with respect to this contract, the offeror shall complete and submit, with its
offer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants.
The offeror need not report regularly employed officers or employees of the offeror to whom payments of
reasonable compensation were made.

() Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 52.225-1, Buy
American—Supplies, is included in this solicitation.)

(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is a
domestic end product and that for other than COTS items, the offeror has considered components of
unknown origin to have been mined, produced, or manufactured outside the United States. The offeror shall
list as foreign end products those end products manufactured in the United States that do not qualify as
domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in
paragraph (2) of the definition of “domestic end product.” The terms “commercially available off-the-shelf

2 ¢

(COTY) item,” “component,” “domestic end product,” “end product,” “foreign end product,” and “United

States” are defined in the clause of this solicitation entitled “Buy American—Supplies.”
(2) Foreign End Products:

Line Item No Country of Origin

[List as necessary]

(3) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.

(2)(1) Buy American—LFree Trade Agreements—Israeli Trade Act Certificate. (Applies only if the clause at FAR
52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act, is included in this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (g)(1)(iii) of
this provision, is a domestic end product and that for other than COTS items, the offeror has considered
components of unknown origin to have been mined, produced, or manufactured outside the United States.

The terms “Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product,
off-the-shelf (COTS) item,” “component,” “domestic end product,

commercially available
” “end product,” “foreign end product,”
“Free Trade Agreement country,” “Free Trade Agreement country end product,” “Israeli end product,” and
“United States” are defined in the clause of this solicitation entitled “Buy American—Free Trade

Agreements—Israeli Trade Act.”
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(i) The offeror certifies that the following supplies are Free Trade Agreement country end products
(other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as
defined in the clause of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade
Act”™:

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, Panamanian,
or Peruvian End Products) or Israeli End Products:

Line Item No. Country of Origin

[List as necessary]

(iif) The offeror shall list those supplies that are foreign end products (other than those listed in paragraph
(g)(1)(i) of this provision) as defined in the clause of this solicitation entitled “Buy American—Free Trade
Agreements—Israeli Trade Act.” The offeror shall list as other foreign end products those end products
manufactured in the United States that do not qualify as domestic end products, i.e., an end product that is
not a COTS item and does not meet the component test in paragraph (2) of the definition of “domestic end
product.”

Other Foreign End Products:

Line Item No. Country of Origin

[List as necessary]
(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.

(2) Buy American—LEree Trade Agreements—Israeli Trade Act Certificate, Alternate 1. 1f Alternate I to the clause at
FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph
(2)(1)(i) of the basic provision:

(2)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined in the clause
of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade Act™

Canadian End Products:

Line Item No.
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[List as necessary]

(3) Buy American—LEree Trade Agreements—1Israeli Trade Act Certificate, Alternate I1. 1f Alternate II to the clause
at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph
(2)(1)(i1) of the basic provision:

(2)(1)(i1) The offeror certifies that the following supplies are Canadian end products or Israeli end products
as defined in the clause of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade
Act”™:

Canadian or Israeli End Products:

Line Item No. Country of Origin

[List as necessary]

(4) Buy American—LIFree Trade Agreements—Israeli Trade Act Certificate, Alternate I11. 1f Alternate I1I to the
clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for
paragraph (g)(1)(ii) of the basic provision:

(2)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products
(other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end
products as defined in the clause of this solicitation entitled “Buy American—Free Trade Agreements—
Israeli Trade Act™

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani,

Panamanian, or Peruvian End Products) or Israeli End Products:

Line Item No. Country of Origin

[List as necessary]

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included in
this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of this provision,
is a U.S.-made or designated country end product, as defined in the clause of this solicitation entitled “Trade

Agreements”.
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(ii) The offeror shall list as other end products those end products that are not U.S.-made or designated

country end products.
Other End Products:

Line Item No. Country of Origin

[List as necessary]

(iif) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.
For line items covered by the WTO GPA, the Government will evaluate offers of U.S.-made or designated
country end products without regard to the restrictions of the Buy American statute. The Government will
consider for award only offers of U.S.-made or designated country end products unless the Contracting
Officer determines that thete are no offers for such products or that the offers for such products are
insufficient to fulfill the requirements of the solicitation.

(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the contract value is
expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best of its knowledge
and belief, that the offeror and/or any of its principals—

(1) [ ] Are, [ ] are not presently debarred, suspended, proposed for debarment, or declared ineligible for

the award of contracts by any Federal agency;

(2) [ ] Have, [ ] have not, within a three-year period preceding this offer, been convicted of or had a civil
judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a Federal, state or local government contract or subcontract; violation of
Federal or state antitrust statutes relating to the submission of offers; or Commission of embezzlement, theft,
forgery, bribery, falsification or destruction of records, making false statements, tax evasion, violating Federal

criminal tax laws, or receiving stolen property;

(3) | ] Are, [ ] are not presently indicted for, or otherwise criminally or civilly charged by a Government
entity with, commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and

(4) | ] Have, [ ] have not, within a three-year period preceding this offer, been notified of any delinquent
Federal taxes in an amount that exceeds $3,500 for which the liability remains unsatisfied.

(i) Taxes are considered delinquent if both of the following criteria apply:

(A) The tax liability is finally determined. The liability is finally determined if it has been assessed. A liability
is not finally determined if there is a pending administrative or judicial challenge. In the case of a judicial
challenge to the liability, the liability is not finally determined until all judicial appeal rights have been
exhausted.

(B) The taxpayer is delinguent in making payment. A taxpayer is delinquent if the taxpayer has failed to pay the
tax liability when full payment was due and required. A taxpayer is not delinquent in cases where enforced
collection action is precluded.
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(ii) Examples.

(A) The taxpayer has received a statutory notice of deficiency, under LR.C. Sec. 6212, which entitles the
taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a
final tax liability. Should the taxpayer seek Tax Court review, this will not be a final tax liability until the
taxpayer has exercised all judicial appeal rights.

(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the
taxpayer has been issued a notice under LR.C. Sec. 6320 entitling the taxpayer to request a hearing with the
IRS Office of Appeals contesting the lien filing, and to further appeal to the Tax Court if the IRS determines
to sustain the lien filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax
liability because the taxpayer has had no prior opportunity to contest the liability. This is not a delinquent tax
because it is not a final tax liability. Should the taxpayer seck tax court review, this will not be a final tax
liability until the taxpayer has exercised all judicial appeal rights.

(C) The taxpayer has entered into an installment agreement pursuant to L.R.C. Sec. 6159. The taxpayer
is making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent
because the taxpayer is not currently required to make full payment.

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced
collection action is stayed under 11 U.S.C. 362 (the Bankruptcy Code).

() Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126).
(1) Listed end products.

Listed End Product Listed Countries of Origin

(2) Certification. [If the Contracting Offficer has identified end products and countries of origin in paragraph (i)(1) of this
provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(7i) by checking the appropriate block.]

[] (@) The offeror will not supply any end product listed in paragraph (i)(1) of this provision that was
mined, produced, or manufactured in the corresponding country as listed for that product.

[] () The offeror may supply an end product listed in paragraph (i)(1) of this provision that was mined,
produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that
it has made a good faith effort to determine whether forced or indentured child labor was used to mine,
produce, or manufacture any such end product furnished under this contract. On the basis of those efforts,
the offeror certifies that it is not aware of any such use of child labor.

() Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of
manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of

manufacture of the end products it expects to provide in response to this solicitation is predominantly—
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(1) __ In the United States (Check this box if the total anticipated price of offered end products
manufactured in the United States exceeds the total anticipated price of offered end products manufactured
outside the United States); or

(2) __ Outside the United States.

(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards. (Certification by the
offeror as to its compliance with respect to the contract also constitutes its certification as to compliance by
its subcontractor if it subcontracts out the exempt services.)

[ ] (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). The
offeror | ] does | ] does not certify that—

(i) The items of equipment to be serviced under this contract are used regulatly for other than
Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an exempt

subcontract) in substantial quantities to the general public in the course of normal business operations;

(i) The services will be furnished at prices which are, or are based on, established catalog or market prices
(see FAR 22.1003- 4(c)(2)(ii)) for the maintenance, calibration, or repait of such equipment; and

(iif) The compensation (wage and fringe benefits) plan for all service employees performing work under
the contract will be the same as that used for these employees and equivalent employees servicing the same
equipment of commercial customers.

[ ] (2) Certain services as described in FAR 22.1003- 4(d)(1). The offeror [ | does [ ] does not certify
that—

(i) The services under the contract are offered and sold regularly to non-Governmental customers, and
are provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in

substantial quantities in the course of normal business operations;

(i) The contract services will be furnished at prices that are, or are based on, established catalog or market

prices (see FAR 22.1003-4(d)(2) ii);

(iii) Each service employee who will perform the services under the contract will spend only a small
portion of his or her time (a monthly average of less than 20 percent of the available hours on an annualized
basis, or less than 20 percent of available hours during the contract period if the contract period is less than a
month) servicing the Government contract; and

(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under
the contract is the same as that used for these employees and equivalent employees servicing commercial
customers.

(3) If paragraph (k)(1) or (k)(2) of this clause applies—

(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the Contracting
Officer did not attach a Service Contract Labor Standards wage determination to the solicitation, the offeror

shall notify the Contracting Officer as soon as possible; and

(if) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the
certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting Officer as required in
paragraph (k)(3)(i) of this clause.
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() Taxpayer 1dentification Number (I'IN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is
required to provide this information to the SAM database to be eligible for award.)

(1) All offerors must submit the information required in paragraphs (1)(3) through (1)(5) of this provision to
comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26
U.S.C. 6041, 6041A, and 6050M, and implementing regulations issued by the Internal Revenue Service (IRS).

(2) The TIN may be used by the Government to collect and report on any delinquent amounts arising out
of the offerot's relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting contract is subject
to the payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched
with IRS records to verify the accuracy of the offeror's TIN.

(3) Taxpayer Identification Number (TIN).

[ ]TIN:

[ ] TIN has been applied for.
[ ] TIN is not required because:

[ ] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income
effectively connected with the conduct of a trade or business in the United States and does not have an office
or place of business or a fiscal paying agent in the United States;

[ ] Offeror is an agency or instrumentality of a foreign government;

[ ] Offeror is an agency or instrumentality of the Federal Government.
(4) Type of organization.

[ ] Sole proprietorship;

[ ] Partnership;

[ ] Corporate entity (not tax-exempt);

[ ] Corporate entity (tax-exempt);

[ ] Government entity (Federal, State, or local);

[ ] Foreign government;

[ ] International organization per 26 CFR 1.6049-4;

[ ] Other

(5) Common parent.
[ ] Offeror is not owned or controlled by a common parent;
[ ] Name and TIN of common parent:

Name

TIN
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(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does

not conduct any restricted business operations in Sudan.
() Probibition on Contracting with Inverted Domestic Corporations.

(1) Government agencies are not permitted to use appropriated (or otherwise made available) funds for
contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation,
unless the exception at 9.108-2(b) applies or the requirement is waived in accordance with the procedures at
9.108-4.

(2) Representation. The Offeror represents that—
@) It []is, [ ] is not an inverted domestic corporation; and
(i) It [ ] is, [ ] is not a subsidiaty of an inverted domestic corporation.
(0) Probibition on contracting with entities engaging in certain activities or transactions relating to Iran.

(1) The offeror shall email questions concerning sensitive technology to the Department of State at

CISADA106(@state.cov.

(2) Representation and certifications. Unless a waiver is granted or an exception applies as provided in paragraph
(0)(3) of this provision, by submission of its offer, the offeror—

(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive
technology to the government of Iran or any entities or individuals owned or controlled by, or acting on

behalf or at the direction of, the government of Iran;

(i) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any

activities for which sanctions may be imposed under section 5 of the Iran Sanctions Act; and

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly
engage in any transaction that exceeds $3,500 with Iran’s Revolutionary Guard Corps or any of its officials,
agents, or affiliates, the property and interests in property of which are blocked pursuant to the International
Emergency Economic Powers Act (50 U.S.C. 1701 ¢f seq.) (see OFAC’s Specially Designated Nationals and
Blocked Persons List at pttp:/ [ www.treasury.gov/ ofac/ downloads/ 111 sdn.pdf).

(3) The representation and certification requirements of paragraph (0)(2) of this provision do not apply
if—

(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable agency

provision); and

(ii) The offeror has certified that all the offered products to be supplied are designated country end
products.

(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be registered in
SAM or a requirement to have a DUNS Number in the solicitation).

(1) The Offeror represents that it | | has or [ ] does not have an immediate owner. If the Offeror has more
than one immediate owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if
applicable, paragraph (3) of this provision for each participant in the joint venture.
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(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following information:
Immediate owner CAGE code:

Immediate owner legal name: ___

(Do not use a “doing business as” name)

Is the immediate owner owned or controlled by another entity: [ | Yes or [ ] No.

(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the immediate owner
is owned or controlled by another entity, then enter the following information:

Highest-level owner CAGE code: ____.
Highest-level owner legal name:
(Do not use a “doing business as” name)
(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any Federal Law.

(1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing
Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in subsequent appropriations

acts, The Government will not enter into a contract with any corporation that—

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative
remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an
agreement with the authority responsible for collecting the tax liability, where the awarding agency is aware of
the unpaid tax liability, unless an agency has considered suspension or debarment of the corporation and
made a determination that suspension or debarment is not necessary to protect the interests of the

Government; or

(if) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months,
where the awarding agency is aware of the conviction, unless an agency has considered suspension or
debarment of the corporation and made a determination that this action is not necessary to protect the

interests of the Government.
(2) The Offeror represents that—

@) Itis [ ] is not [ ] a corporation that has any unpaid Federal tax liability that has been assessed, for which
all judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a

timely manner pursuant to an agreement with the authority responsible for collecting the tax liability; and

(i) Itis [ ] is not [ ] a corporation that was convicted of a felony criminal violation under a Federal law
within the preceding 24 months.

(v) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, Commercial and
Government Entity Code Reporting.)

(1) The Offeror represents that it [ ] is or [ ] is not a successor to a predecessor that held a Federal contract
or grant within the last three years.
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(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following information
for all predecessors that held a Federal contract or grant within the last three years (if more than one
predecessor, list in reverse chronological order):

Predecessor CAGE code: (or mark “Unknown”).
Predecessor legal name:
(Do not use a “doing business as” name).

(End of Provision)
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