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Department of Veterans Affairs
VA NATIONAL RULES OF BEHAVIOR

Rules of Behavior, as reguired by OMR Cireular A-130, Appendix A, ere part of a comprehensive prograrn to convey information security reguitements. Rules of
Behavior arg established to delineate responsibilities and expested behavior of all individuals with access o autometed fnformation systems. These rules establish
standards of behavior in recognition of the fact that knowledgeable usess are the foundation of a successfil security program.  Users must understand that taking
personal responsibility for the security of their computer and the data i contains is an essential part of their job.

General Teams and Conditions

These General Testos and Conditions address notice and consent issues Kentified by fhe Department of Justice snd other sources. Xt also serves so clarify the roles of
management and syster sdrinistration, and serves to provide notice of what is considered expected use of alt VA systems and behavior of VA users.

By using 2 Government systers, 1 understand that ¥ have NO expeotation of Privacy in accessing or using any VA or other Federal government information systems
€18}

By actessing any VA computer system, ¥ consent to review and action by suthorized VA staff, Anthorized VA staff includes my supervisory chain for efficient

operation of the workplace as well a8 VA systerns administrators and Information Security Officers (ISOs) for protection of hie VA infiastructure. This action may

inciude monitoring, recording, copying, inspecting, restricting acetss, blocking, tracking, and disclosing 1o all authorized Office of Inspector General (OIG), VA, and
{aw enforcement personnel,

{ understand and socept that unsuwhorized atterpts or arts o access, upload, download, change, cireumvent, or delete information on VA systems; modify VA systerns;
demy access to VA systerns; acerie resouroes for imauthorized use on VA systemns; or otherwise misuse VA systerns or resourees are prohibited.

[ understand that such sneuthorized attempts of acts are subject to action that may result in criminal, civil, andfor administrative pennities. Applicable Federal Laws
provide for eriminal penalties for theft, conversion, or unauthorized disposal or destruction of Federal IT property and data assets,

¥ will report suspected or idemified information security invidents to the VA Point-of-Contast (POC), or the VA IS0 or authorities as appropriate or agreed upon,

Rules of Behavior

The following Rules of Behavior (RUB) apply to everyone {(employeos, voluntesrs, contractors, and business partners) who heve access to VA Information System
respurce(s). Because written guidance cannot cover every contingency, persormed ars asked to go beyond the stated rules, using “due diligence” and highest ethieal
standards to guide their acfions. Personnel must understand that these rules are based on Federa laws, regulativns, and VA Directives. As such, there are consequences
for non-compliante with ROB. Depending on the severity of the violation, at the discretion of mamagement and throngh due process of the Taw, contequences tan

include: suspension of scoese privileges, reprimand, suspension from work, demotion, removid, and eriming) and civil penalties. Failure to sign this ROB will result in
denial of recess to VA information assets or resowoes.

The following rules apply io all VA psers
As @ user of the U.S, Drpartment of Veterans Affafrs (VA) information technology inftastructurs agree that Twill ubide by all of the following:

To foliow established provedures for requesting access o any VA computer system and for notification to the VA POC and/or ISO whon the acoess i no longer
needed,

e To follow established VA information security and privacy poticies and procedures this includes the reguitement to sign the ROR.
«  Touse only systems, software, and datz which Lam anthorized to use, inclnding any copyright restrictions.
« o only use my access for authorized and official duties, and to only access date thdt is needed in the fuifillment of my duties,

o Toyproperly dispose of the fnformation, either n hardeopy, soficopy or electronic format, in avcordance with VA policy and procedures.
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Depariment of Veterans Affairs
VA NATIONAL RULES GF BEHAVIOR

»  Notatempting to override, circunwent or diseble operational, technical, or management security controls unless expressly dirested 1o do so by authorized VA
staff in writing to prevent social engineering.

e Notattempting to, or elter e configuration on government equipment untess authorized; this includes operational, technical, or management security controls.

s Complying with the personal use bf government equipment in accordance with Federal and locel policies and procedures. This includes using VA resturess only
for sppropriate end lega) pieposes. | understand that sy actions are subject fo monitoring,

s Protecting my verify codes and passwords from unauthorized vse and disclosure and ensuring [ utilize only passwords that meet the VA minirmum requirements
for the system authorized to uge,

» Mot storing any pusswords/verify codes in any type of script file or cache on VA systems,
o Busuring that ] Tog off or lock my assigned worlkstation before walking away.
o Not misrepresenting, obseuring, suppressing, or replauingé user's identity on the Internet or any VA, clestronic communication systen,

° Reﬁ'ammg fom copying, storing, or roaintaining sensitive information on non-V A equipment or storage devices (e, thumb drives) without written authorization

via Business Associate Agreement (BAA), Memurandum of Understanding (MOUD, Interagency Security Agreement {ISA), Contract, crby the I8C or IT
manapement.

+  Ensuring that appropriate management officials have approved information for public dissemination, intliding emall commmunications outside of the VA as

appmpnatc I will not disclose any inappropriate information through the use 6f any means of cbmmnmcaﬁnn including but not Henited o e-muail, instant
essaging, ontine chat, web bulletin board, logs or Hst servers.

Not to host, set up, administer, or operate any type of Intemet server on any VA network or attzpt to connect any personal equipment to a VA network unless
explicifly authorized in writing md in compliance with Federal and VA policies.

+  No attewpt will be made to probe compurer systemns in obtaining ipformution on either TCF/UDP open or closed ports or activate computer commends thet
inenlve netstat, ping or frace route. Participation in Telnet and FIP sessions rmust be approved in writing by VA staff,

Protecting Govemment property Sormn theft, destruction, or misuse, I will follow VA polivies and procedires for handling Pederal Government 1T equipment.

¢ Only use virus-profection softwares, anti-spyware, and Srewallfintrusion detestion software authorized by the VA on VA equipment or on computer systems that
are conmesting to any VA network, and ensure sofiware is maintrined with current peiches end updates,

ot disable or degrade tools used by the VA that install security software updates to cowputer eguipment.

= Agrecing to have sll equipment scanned by the appropriate VA IT Operations staff prior to connecting to the VA network #f the equipment has not been connested
1o the VA network for 2 period of more than three waeks.

*  Comgplete mandatery periodic security and privacy awareness training within designated imeframes, and complets any additions] required training for the
particular systerns to which I require acoess,

Additional conditions for use of non-VA information technolopy resourses

These conditions apply to my access to or use of non-VA information technology resources a5 a VA user, 1agree thet T mzy be restricted by the non-VA entity that
controls the system or data L am atternpting to use. Tagree that Tmay have to sign the nser agreement or rufes of behavior of the non-V A entity, if required.

ditions] conditions for yernote access psers, including aceess from home or other non-VA locations/networks
Remote apcess is aflowed from other Federa] government aomyputers and systerns; subject to the termss of VA and the host Federal agency’s polisits,

e VA users will directly comnect to the VA network whenever possible. I a direct copnection to the VA network is not possible, then VA users will use VA~
approved rempte zecess software and services, VA users must use VA-provided IT equipment for rernote access when possible. VA users snay be permitted to
use personally-owned IT equipment upon approval, but most follow alt VA security policies and requirements.
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o Users will not have both 2 VA nefwork line end any kind of non-VA network line (including a modem o phone line or wireless network eard, faser, infrared)
physically connected to any covnpuier at the same Hme unless the dual connection 1 explicitly authorized in writing,

+  I'will review and follow VA Directive 6504, Restrictians On Transmission, Transportation and Use of and Access to, VA Data Outside VA Facilities for

protesting VA Information assets while using them in uncontrolied environments. 1agree to conform to the requirernents/direction provided fo me by this
Direetive,

+  Iam responsible for ensuring thatany VA sensitive information H may be accessing or storing remotely is secwred and transmiitted using VA approved encryption.
Additione! conditions for instaliation of use of encryvption

1 will protest sensitive information Som unuuthorized disclosure, use, modification, or destruction, including sing encryption products approved and provided by the
VA to protect sensitive date. 1will follow the Instruetions and terms for using eny VA-provided encryption. Iwill oaly use encryption products as explicitly authorized
by the VA, Sensitive data, including but not Timited to identifinble patient information, will not be sent via Cutlook mail unless VA-providesd encryption is need.

Additional conditions for aceess to or yse of gn_giﬁé VA svstemns

1 agree that 1 may be required to scknowledge or sign the specific or unique nules of behavior that apply to specifis VA systemns. ‘Those spesific rules of behavior may
include, but zre not Himited to, restrictions or prohibitions on iimited personal use, spesial requirements for access or use of the data in that system, speeia] requivements
for the devices used to zceess that specific system, or special restrictions on Iaterconnections between that system and other IT resources or Systerms,

Additionat conditions for Confractors

Contractors are stricfly limfted fo system or data socess fo fulfill the tenms of the contract. Limited personal use must be explicifly authorized in the terms of the

contract. Upon resignation, termination or completion of the eontratt, all contractor equiprent used to store VA data will be sanitized to VA standards by the VA 180
or VA IT Operationg stedff.

Staternent on Litipation

Rules of Behavior do wot and should not be relied upon to create any other right ov benefit, substantive or procedural, enforceable by law, by a party to Hitigation with
the United States Government. "

&c}ggbwieégment nd Aeceptancs

lacknowledge receipt of the Rules of Behavior (ROB). Tonderstand and accept all terms and conditions of this document, and [will coraply with the terms and
contitions of this and any additional VA warning barmers, sysiem rules of behavior, policles, procedures, notices, or directives regarding aocess to or use of VA, dats,
inforrnation systems or resources, “This docurment fs not meant to supersede any local directives that provide higher levels of protection to VA’s information or assets.
ROB provides for the minimal tevel of protections that individual users mmust ernploy. Actess to VA information systems and resources will net be granted to
individuals that do not acknowledge and agres to conmply with ROB.

[Print or type your full name] Sipnatare

Date

Office Phone Position Title

{Company Name for Contractors)
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