VA INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE
VA INFORMATION CUSTODIAL LANGUAGE

a. Information made available to the contractor or subcontractor by VA for the
performance or administration of this contract or information developed by the
contractor/subcontractor in performance or administration of the contract shall be used
only for those purposes and shall not be used in any other way without the prior written
agreement of the VA. This clause expressly limits the contractor/subcontractor's rights
to use data as described in Rights in Data - General, FAR 52.227-14(d) (1).

b. VA information should not be co-mingled, if possible, with any other data on the
contractors/subcontractor’'s information systems or media storage systems in order to
ensure VA requirements related to data protection and media sanitization can be met. If
co-mingling must be allowed to meet the requirements of the business need, the
contractor must ensure that VA’s information is returned to the VA or destroyed in
accordance with VA'’s sanitization requirements. VA reserves the right to conduct on
site inspections of contractor and subcontractor IT resources to ensure data security
controls, separation of data and job duties, and destruction/media sanitization
procedures are in compliance with VA directive requirements.

c. Prior to termination or completion of this contract, contractor/subcontractor must
not destroy information received from VA, or gathered/created by the contractor in the
course of performing this contract without prior written approval by the VA. Any data
destruction done on behalf of VA by a contractor/subcontractor must be done in
accordance with National Archives and Records Administration (NARA) requirements
as outlined in VA Directive 6300, Records and Information Management and its
Handbook 6300.1 Records Management Procedures, applicable VA Records Control
Schedules, and VA Handbook 6500.1, Electronic Media Sanitization. Self-certification
by the contractor that the data destruction requirements above have been met must be
sent to the VA Contracting Officer within 30 days of termination of the contract.

d. The contractor/subcontractor must receive, gather, store, back up, maintain, use,
disclose and dispose of VA information only in compliance with the terms of the contract
and applicable Federal and VA information confidentiality and security laws, regulations
and policies. If Federal or VA information confidentiality and security laws, regulations
and policies become applicable to the VA information or information systems after
execution of the contract, or if NIST issues or updates applicable FIPS or Special
Publications (SP) after execution of this contract, the parties agree to negotiate in good
faith to implement the information confidentiality and security laws, regulations and
policies in this contract.

e. The contractor/subcontractor shall not make copies of VA information except as
authorized and necessary to perform the terms of the agreement or to preserve



electronic information stored on contractor/subcontractor electronic storage media for
restoration in case any electronic equipment or data used by the
contractor/subcontractor needs to be restored to an operating state. If copies are made
for restoration purposes, after the restoration is complete, the copies must be
appropriately destroyed.

f. If VA determines that the contractor has violated any of the information
confidentiality, privacy, and security provisions of the contract, it shall be sufficient
grounds for VA to withhold payment to the contractor or third party or terminate the
contract for default or terminate for cause under Federal Acquisition Regulation (FAR)
part 12.

g. If a VHA contract is terminated for cause, the associated BAA must also be
terminated and appropriate actions taken in accordance with VHA Handbook 1600.01,
Business Associate Agreements. Absent an agreement to use or disclose protected
health information, there is no business associate relationship.

h. The contractor/subcontractor must store, transport, or transmit VA sensitive
information in an encrypted form, using VA-approved encryption tools that are, at a
minimum, FIPS 140-2 validated.

i. The contractor/subcontractor’s firewall and Web services security controls, if
applicable, shall meet or exceed VA’s minimum requirements. VA Configuration
Guidelines are available upon request.

j. Except for uses and disclosures of VA information authorized by this contract for
performance of the contract, the contractor/subcontractor may use and disclose VA
information only in two other situations: (i) in response to a qualifying order of a court of
competent jurisdiction, or (i) with VA’s prior written approval. The
contractor/subcontractor must refer all requests for, demands for production of, or
inquiries about, VA information and information systems to the VA contracting officer for
response.

k. Notwithstanding the provision above, the contractor/subcontractor shall not
release VA records protected by Title 38 U.S.C. 5705, confidentiality of medical quality
assurance records and/or Title 38 U.S.C. 7332, confidentiality of certain health records
pertaining to drug addiction, sickle cell anemia, alcoholism or alcohol abuse, or infection
with human immunodeficiency virus. If the contractor/subcontractor is in receipt of a
court order or other requests for the above mentioned information, that
contractor/subcontractor shall immediately refer such court orders or other requests to
the VA contracting officer for response.



I. For service that involves the storage, generating, transmitting, or exchanging of
VA sensitive information but does not require C&A or an MOU-ISA for system
interconnection, the contractor/subcontractor must complete a Contractor Security
Control Assessment (CSCA) on a yearly basis and provide it to the COTR.
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