Installing and Using WInSCP Client

— Installing WIinSCP Client  Pg 1
— Using WinSCP Client Pg 6

Installing WInSCP client
The first thing to do is obtain the WinSCP Client software from the software maker’s web site:

http://winscp.net/eng/download.php

From the list choose the most up-to-date release available. At the time of writing this is WinSCP
4.0.6. Click on the 1nstallation Package to download the software.

Next click on the downloaded file to begin installation.

e The welcome screen will appear:

i5'Setup - WinSCP (=)

Welcome to the WIinSCP Setup
Wizard

Thiz will ingtal WinSCF 4.0.6 on vour compuker.

[t iz recommended that you close all other applications befare
cohtinuing.

Click. Mest to continue, or Cancel bo exit Setup.

mgxb |[ Cancel

Click on the next button.


http://winscp.net/eng/download.php

e The Licence Agreement appears confirming that the software is Free and Open Source.
Click on the next button.

15! Setup - WinSCP

Licensze Agreement
Pleaze read the following important infarmation before continuing.

| GMU GEMERAL PUBLIC LICEMSE -
Yerzion 2, June 1991 i

Copyright [C] 1983, 1531 Free Saoftware Foundation, Inc.
59 Temple Flace, Suite 330, Boston, Ma 02111-1307 USA

Everyone iz permitted to copy and distribute verbatim copies of thiz license
docurnent, but changing it iz not allowed,

Freamble

The licenzes for most zoftware are designed to take away vour freedom o share

and change it. By contrast, the GHU General Public Licenze 1z intended to

guarantes pour freedom to share and change free software--to make sure the

zoftware iz free for all its users. This General Public License applies to most of the

Free Software Foundation's software and to any other program whose authors |
cammit to uzing it. (Some ather Free Software Foundation software is covered by | w)

[ < Back ” Mest = l[ Cancel ]

e The setup type screen now opens. Click on the next button to continue if you are
happy to accept the default options. Alternatively you may customize the installation.

15 Setup - WinSCP MmE <)

Setup type
whhat type of setup do you want?

(%) ypical inztallation [recommendedf

- inztalls to default destination
- inztalls all components
- enables most typical features

() Custom installation

- allowsz Full zelection of destination, components and features

< Back ” Mt > l[ Cancel




e Nextselectthe 1nitial User Settings Screen opens. Choose the Norton Commander
Interface if it is not already selected. Click on the next button to continue.

15 Setup - WinsCP mE <)

Initial user settings
Pleaze, select pour preferred user interface options.

IJzer interface style

{(®)ik arton Commander interface

- by panelz [left for lozal directony, night for remote directon]

- kevboard zhortcuts like in Morton Commander [and other similar programs az T otal
Commander, Midnight Commander... ]

- drag # drop todfrom both panels

(") Explorerlike interface

- only remote directon
- keyboard shartcutz like inWindows Ex=plorer
- drag # drop

< Back ” Mt > l[ Cancel




e Finally the Ready to Install screen shows which components you have chosen to
install and where this will be put on your machine. If you want to adjust anything click on

the Back button to make changes. If you are happy with your choices press the Next
button.

15 Setup - WinSCP

Ready to Install
Setup iz now ready to begin inztalling WwinSCP on your compuker.

Click Install to continue with the installation, or click Back if you want to reviews or
change any settings.

Destination location; |
C:APragram Filez\\WinSCP

Setup bype:
Typical inztallation

Selected components:
YWinSCP application
Dirag & drop shell extension [alloves direct downloads, may require restart]
Pageant [SSH authentication agent]
PuTT'gen [key generator]

Start benu folder: v

[ < Back ]| Install |[ Cancel ]

e The program will now be installed.
15 Setup - WinSCP

Installing
Pleaze wait while Setup installz "WinSCP on vaur computer.

R egistering to handle sftpdd and zop:ds addreszes




Once installation is complete you will see the competion screen.

15 Setup - WinSCP (=)

Completing the WINnSCP Setup
Wizard

Setup haz finished inztaling W inSCP on pour computer. The
application may be launched by selecting the inztalled icons.

Click Finizh o exit Setup.

If you do not want to start the program on exiting setup, uncheck the aunch winscp tick
box.

Click on the rinish button to exit setup.
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Initial Setup

Once the installation of the program is complete you can open the program and begin to use it.
To open the program either click on the program icon on your desktop or find the program in
your file programs list ({start] > [A11l Programs] > [WinSCP] > [wWinscP]). The interface is
similar to older FTP or File Transfer Protocol Clients.

-
WinSCP Login
Seszion Seszion
Stored sessions Host name Puart rumber
Erveiranment 37 &
Directanes =
35H Uzer name Pazzwiord
Preferences

Frireate key file

L
Frotocal
Eile pratocol SFTP il [+] &llows SCP fallback
[ ] Advanced options
’ Abaut. . ] ’ Languages ] ’ Save.. ] ’ Cloze ]

To avoid problems where cached (saved) information gets out of date, you should configure the
cache settings (you should only have to do this once).

e Inthe left-hand panel of the winscp Login Screen, click on pirectories
e Check the advanced options tick box.

e Untick cache visited remote directories

e Click save



WinSCP Login

e

Sezsion
Stored zezsions
Logging
Erwironment
Directories
SFTP
SCP/Shell
Connection
Prosy
Tunnel
S5H
k.ey exchange
Authentication
Bugs
Freferences

Advanced optiohz

Directories

[ Remember last uzed directany

Hemote directany:
Local direchary:

Local directory iz not uzed with explorer-ike interface.

Diirectory reading options

[]Cache visited remaote directaories
Cache directony changes
Fezalve symbalic inks

Permanent cache

’ Abau... ] ’ Languages]

Save.. ] ’ Cloze

To avoid Permission Errors in WinSCP also select Preferences from the options on the left hand

side

WinSCP Login

Sezsion
Stored sezsions
Logaing
Ervvironment
Directories
SFTP
SCP/Shell
Connection
Priosy
Tunnel
55H
K.en emchange
Authentication
Bugs

Freferences

Advanced ophions

|nterface

(%) Commander - bwo panels [left for local directory, nght for
rermnate directony]

- keyboard shartcuts like in Marton

Commander [and other similar programs az

Total Commander, Midnight Commander... ]

- drag & drop to/from both panels

- only remate directany

- kevboard shortcutz like in Windows
E xplorer

- drag & drop

Preferences...

) Explorer

Other general options:

’ About... ] ’Languages

| Save. | | Close




Click the Preferences tab and on the next window select Transfer and make sure your settings
are: Transfer Mode = Automatic, transfer following files in text mode = *.*html; *.htm; *.txt;
*.php; *.php3; *.cgi, etc; Filename modification = No change and Replace special characters;
Upload options = Clear Archive attribute; Common options = Calculate total size, speed =
Unlimited; Other = exclude mask, then select save.

Preferences
Ervriranment Tranzfer mode Filename modification
Wiindow
Pangls ) Text [plain text, html, scripts, .. (&) No change
Commander ) Binam [archives, doc, .| ) Upper case
E wplorer
Editors (%) Automatic © Lower case
Trar:hzer Transfer following files in best mode: O Lower case 8.3
resets 5 T T L Lw o w
Dirag & Drop Shitenl; * bt " ket " php; ©php3; "ogic T | Replace "*7'...
Background |pload options Comman optionz
Endurance o )
Security (] Set permissions: [ Preserve timestamp
Integration | |

Calculate total size

Applications _ .
atul:rla?e Clear "Archive' attribute Download options
pdates
[ Prezerve read-only
Other
EERL J

mazk hintz

[ ok ] [ cacel | [ Hep |




Accessing your web space

To access your users' Web space (filestore) you first need to make a secure connection to your
Home Folder by follow the procedure outlined below:

e Open the program
e You will see the Login Screen appear.
o Fill in your connection details as follows:
1. Host Name: Your Account Hostname
2. Username: Your Account Username €.9.0UCS1234
3. Password: Your Account password
e Click on the Login button. You will now see a connecting to Remote Host box which
will show various details as the program connects to your GNU/Linux account.
e Once the connection has been successful the program interface will change to the Norton
Commander interface layout:

"= Admin - fitemcma®downloads. va.gov - WinSCP

Local Mark Files Commands Sesson Options Remots Help
D 2Ee W EH i Defaul: - @ - b =) itgmcma@donnloads.va.gov -t | E- B
< C: Local Disk M= 1 G3 2% (2] |Es = - A at (8 s
C:4 Imin

- @
Size | Type Changed Attr
Parenc drectory  L/B[2010 ... Mame Ext Size | Changed Rights Owner
:Td::‘dw Z:;zs?gg :r: .. 2[4/2010 %:04:01 AM renrwxrx ook
Fie Foldor 2fa010 .. (= 2[3(2010 10:55:01 AM reeRrRrX vacoburine
Fle Felder Lz v Binstall BULLE... 138,704  11/23j2004 1:17:22 PM
i Folder o13/2008 .. b [Z] Mergedz.lic txt 13,129 5/4/2009 4:36:24 PM
= Fle Falder 12ieza0,.. h E_]KVM SEWP.doc 212,992 6[30/2009 8:46:45 AM
Gy Dot o — 1 Titevtechodt  z5317 a9 s
g 15?52;3 : 176 2[3(2010 10:55:01 AM
= 2agz0tn . b =) 124 2[3(2010 10:55:01 AM
= ez, h 515 2/3{2010 10:55:01 AM
Sstart Menu \Zozo0. . r = heflo & 2/3(2010 3:36:01 PM
= 1zf10/200...  h
[ Tracing 6/4{2009 ...
= 12/10/200,.,  sh
=] applicationSettings. sl 1,296 Sf4fz009 .. a
1] jac.log 0 Tex 3j5/2009 ... &
=] KeyboardMacros.xml 535 3S{2009 ... a
10,223,616 zf4fz010 ... sh
[E] 1,024  Text Document zp9/2010 ... ah
278 Corfigration 5.  2/4/2010 ... sh
[Eruttv.RnD 600 RND File Zf4f2010 ... a
[Z] sainet.log 9,285  Text Document 472009 .. &
theon. fist 0 HSTFile Z{10/2009 ... a
[ srewm.ini 1,058 Configuration ...  1f8/2010 ... &
0B of 9,897 KiB in 0 of 26 0B of 382 Ki in 0 of 10
# F2Rename 23 FS Copy i3 F& Move [=f F7 Create Directory 3< F8Delete [ F9 Properties L F10 Quit
=] SFTP-3 0:00:04

e The left-hand panel shows your local files (on your own computer), the right-hand panel
shows the contents of your home folder on the GNU/Linux server. The .bash history,
.bash_logout, etc. files are normal and should not be removed.

e To quit the program press <r10> or press the F10 ouit button near the bottom of the
screen; ALk F10Qui

e An alert box will appear asking you to confirm termination of your connection and to
close the program. Click ox to exit the program.



