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SECTION B - CONTINUATION OF SF 1449 BLOCKS 

  

B.1  CONTRACT ADMINISTRATION DATA 

 (continuation from Standard Form 1449, block 18A.) 

  1.  Contract Administration:  All contract administration matters will be handled by the following individuals: 

    a. CONTRACTOR:  

 
    b. GOVERNMENT:  Contracting Officer 00260  
 Department of Veterans Affairs 
 Network Contracting Office 20 
  
 960 Broadway Ave, Suite 460 
 Boise ID 83706 
  2.  CONTRACTOR REMITTANCE ADDRESS:  All payments by the Government to the contractor will be made in 

accordance with: 

 
    [X] 52.232-34, Payment by Electronic Funds Transfer - 
 Other than Central Contractor Registration, or 
    [] 52.232-36, Payment by Third Party 

 

  3.  INVOICES:  Invoices shall be submitted in arrears: 

     a.  Quarterly [] 

     b.  Semi-Annually [] 

     c.  Other [Upon Receipt and Acceptance] 

  4.  GOVERNMENT INVOICE ADDRESS:  All invoices from the contractor shall be mailed to the following address: 

Invoicing shall be in accordance with the requirements of The Department of Veterans Affairs (VA) Financial Services 
Center (VAFSC).  The latest information shall be used for invoicing and payments and may change during the Period of 
Performance of this acquisition.  Invoice requirements are currently as follows:  Invoice Number, Invoice Date, Purchase 
Order Number, Unit Price, Quantity and Unit of Measure, Total Invoice Price, Ship-To Location Name and/or code, 
Receipt of Goods/ Services, Invoice Payment Terms.   
 
Current Invoicing information is located at http://www.fsc.va.gov/einvoice.asp.  It states: 
 
3.1.  FSC Mandatory Electronic Invoice Submission:  The Department of Veterans Affairs published a final rule in the 
Federal Register on November 27, 2012 to require contractors to submit payment requests in electronic form in order to 
enhance customer service, departmental productivity, and adoption of innovative information technology, including the 
appropriate use of commercial best practices. The rule is effective December 27, 2012. 
 
3.2.  Vendor Electronic Invoice Submission Methods:  Facsimile, e-mail, and scanned documents are not acceptable forms 
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of submission for payment requests. Electronic form means an automated system transmitting information electronically 
according to the accepted electronic data transmission methods below: 
 
3.3.  VA’s Electronic Invoice Presentment and Payment System – The FSC uses a third-party contractor, OB10, to 
transition vendors from paper to electronic invoice submission. Please see OB10 contact information below to begin 
submitting electronic invoices, free of charge. 

 
3.4.  A system that conforms to the X12 electronic data interchange (EDI) formats established by the Accredited 
Standards Center (ASC) chartered by the American National Standards Institute (ANSI). 
The X12 EDI Web site (http://www.x12.org).  
 
3.5.  Vendor e-Invoice Set-Up Information:  Please contact OB10 at the phone number or email address listed below to 
begin submitting your electronic invoices to the VA Financial Services Center for payment processing, free of charge. If 
you have question about the e-invoicing program or OB10, please contact the FSC at the phone number or email address 
listed below:   
 

a. OB10 e-Invoice Setup Information: 1-877-489-6135;  
b. OB10 e-Invoice email: VA.Registration@ob10.com;  
c. FSC e-Invoice Contact Information: 1-877-353-9791; and  
d. FSC e-invoice email: vafsccshd@va.gov . 

 
 
 
 
 
 

B.2 Price/Cost Schedule 

Item Information 

ITEM 

NUMBER 

DESCRIPTION OF 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

1 Lab 5 of Captain's Log 
MindPower Builder, 
Licensed for 5 years, 
Unlimited clients at five 
computer stations.  
MFR: BrainTrain 
Brand Name or Equal Will 
be Accepted for this RFQ 

1.00 EA __________________ __________________ 

    GRAND TOTAL __________________ 

 

B.3 Delivery Schedule 

 

ITEM NUMBER QUANTITY 

DELIVERY 

DATE 

All   1.00 30 Days ARO 
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SECTION C - CONTRACT CLAUSES 

 

C.1  52.252-2  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998) 

  This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full 

text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be 

accessed electronically at this/these address(es): 

 
  http://www.acquisition.gov/far/index.html 
  http://www.va.gov/oal/library/vaar/ 
   

(End of Clause) 

 

C.2  52.212-5  CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT 

STATUTES OR EXECUTIVE ORDERS--COMMERCIAL ITEMS (JAN 2013) 

  (a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are 

incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of 

commercial items: 

    (1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)). 

        Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104 (g)). 

    (2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 

    (3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 108-77, 108-78) 

  (b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as 

being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to 

acquisitions of commercial items: 

    []   (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct 1995) (41 

U.S.C. 253g and 10 U.S.C. 2402). 

    []   (2) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010)(Pub. L. 110-252, Title VI, Chapter 1 

(41 U.S.C. 251 note)). 

    []   (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN 2010) 

(Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.) 

    []   (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (AUG 2012) (Pub. L. 109-

282) (31 U.S.C. 6101 note). 

    []   (5) 52.204-11, American Recovery and Reinvestment Act-Reporting Requirements (JUL 2010) (Pub. L. 111-5). 
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    []   (6) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or 

Proposed for Debarment. (Dec 2010) (31 U.S.C. 6101 note). 

    []   (7) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (FEB 2012) (41 U.S.C. 

2313). 

    []   (8) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (MAY 2012) (section 738 of 

Division C of Pub. L. 112-74, section 740 of Division C of Pub. L. 111-117, section 743 of Division D of Pub. L. 111-8, 

and section 745 of Division D of Pub. L. 110-161). 

    []  (9) 52.219-3, Notice of HUBZone Set-Aside or Sole Source Award (NOV 2011) (15 U.S.C. 657a). 

    [X]  (10) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (JAN 2011) (if the 

offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a). 

    []   (11) [Reserved] 

    []   (12)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644). 

    []  (ii) Alternate I (NOV 2011). 

    []  (iii) Alternate II (NOV 2011). 

    []   (13)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 

    []  (ii) Alternate I (Oct 1995) of 52.219-7. 

    []  (iii) Alternate II (Mar 2004) of 52.219-7. 

    []   (14) 52.219-8, Utilization of Small Business Concerns (JAN 2011) (15 U.S.C. 637(d)(2) and (3)). 

    []   (15)(i) 52.219-9, Small Business Subcontracting Plan (JAN 2011) (15 U.S.C. 637(d)(4)). 

    []  (ii) Alternate I (Oct 2001) of 52.219-9. 

    []  (iii) Alternate II (Oct 2001) of 52.219-9. 

    []  (iv) Alternate III (JUL 2010) of 52.219-9. 

    []   (16) 52.219-13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)). 

    []   (17) 52.219-14, Limitations on Subcontracting (NOV 2011) (15 U.S.C. 637(a)(14)). 

    []   (18) 52.219-16, Liquidated Damages--Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)). 

    []  (19)(i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns (OCT 2008) 

(10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its offer.) 

    []  (ii) Alternate I (June 2003) of 52.219-23. 

    []  (20) 52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged Status and Reporting (DEC 

2010) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323). 



         VA260-13-Q-1278 

Page 7 of 23 

    []  (21) 52.219-26, Small Disadvantaged Business Participation Program--Incentive Subcontracting (Oct 2000) (Pub. L. 

103-355, section 7102, and 10 U.S.C. 2323). 

    []   (22) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15 U.S.C. 

657f). 

    [X]   (23) 52.219-28, Post Award Small Business Program Rerepresentation (APR 2012) (15 U.S.C 632(a)(2)). 

    []   (24) 52.219–29, Notice of Set-Aside for Economically Disadvantaged Women-Owned Small Business (EDWOSB) 

Concerns (APR 2012) (15 U.S.C. 637(m)).     

    []   (25) 52.219–30, Notice of Set-Aside for Women-Owned Small Business (WOSB) Concerns Eligible Under the 

WOSB Program (APR 2012) (15 U.S.C. 637(m)).     

    [X]   (26) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 

    [X]  (27) 52.222-19, Child Labor--Cooperation with Authorities and Remedies (MAR 2012) (E.O. 13126). 

    [X]  (28) 52.222-21, Prohibition of Segregated Facilities (Feb 1999). 

    [X]   (29) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246). 

    [X]   (30) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212). 

    [X]   (31) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 U.S.C. 793). 

    [X]   (32) 52.222-37, Employment Reports on Veterans (SEP 2010) (38 U.S.C. 4212). 

    []   (33) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 

13496). 

    []   (34) 52.222-54, Employment Eligibility Verification (JUL 2012). (Executive Order 12989). (Not applicable to the 

acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in 

22.1803.) 

    []   (35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May 2008) (42 

U.S.C.6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.) 

    []  (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of 

commercially available off-the-shelf items.) 

    []   (36) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 8259b). 

    [X]   (37)(i) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer Products (DEC 

2007) (E.O. 13423). 

    [] (ii) Alternate I (DEC 2007) of 52.223-16. 

    [X]   (38) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011) 

    []   (39) 52.225-1, Buy American Act--Supplies (FEB 2009) (41 U.S.C. 10a-10d). 
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    []   (40)(i) 52.225-3, Buy American Act--Free Trade Agreements--Israeli Trade Act (NOV 2012) (41 U.S.C. chapter 83, 

19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 

108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43). 

    []   (ii) Alternate I (MAR 2012) of 52.225-3. 

    []   (iii) Alternate II (MAR 2012) of 52.225-3. 

    []   (iv) Alternate III (NOV 2012) of 52.225-3. 

    []   (41) 52.225-5, Trade Agreements (NOV 2012) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 

    [X]  (42) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and statutes 

administered by the Office of Foreign Assets Control of the Department of the Treasury). 

    []   (43) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150). 

    []   (44) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 5150). 

    []   (45) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 255(f), 10 U.S.C. 

2307(f)). 

    []   (46) 52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.S.C. 255(f), 10 U.S.C. 2307(f)). 

    []   (47) 52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration (Oct 2003) (31 U.S.C. 

3332). 

    [X]  (48) 52.232-34, Payment by Electronic Funds Transfer--Other than Central Contractor Registration (May 1999) 

(31 U.S.C. 3332). 

    []  (49) 52.232-36, Payment by Third Party (FEB 2010) (31 U.S.C. 3332). 

    []   (50) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 

    []   (51)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 

1241(b) and 10 U.S.C. 2631). 

    []   (ii) Alternate I (Apr 2003) of 52.247-64. 

  (c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the 

Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or 

Executive orders applicable to acquisitions of commercial items: 

    []   (1) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.). 

    []   (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29 U.S.C. 206 and 41 U.S.C. 351, et 

seq.). 

  
    []   (3) 52.222-43, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Multiple Year and Option 

Contracts) (Sep 2009) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.). 
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    []   (4) 52.222-44, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Sep 2009) (29 U.S.C. 206 

and 41 U.S.C. 351, et seq.). 

    []   (5) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration, 

or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.). 

    []   (6) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services--

Requirements (FEB 2009) (41 U.S.C. 351, et seq.). 

    []   (7) 52.222-17, Nondisplacement of Qualified Workers (JAN 2013) (E.O.13495). 

    []   (8) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247) 

    []   (9) 52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1)). 

  (d)  Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) 

if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and does not 

contain the clause at 52.215-2, Audit and Records--Negotiation. 

    (1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall 

have access to and right to examine any of the Contractor's directly pertinent records involving transactions related to this 

contract. 

    (2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence 

for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter period 

specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this contract is 

completely or partially terminated, the records relating to the work terminated shall be made available for 3 years after 

any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation or the 

settlement of claims arising under or relating to this contract shall be made available until such appeals, litigation, or 

claims are finally resolved. 

    (3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, 

regardless of type and regardless of form. This does not require the Contractor to create or maintain any record that the 

Contractor does not maintain in the ordinary course of business or pursuant to a provision of law. 

  (e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is 

not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a subcontract for commercial 

items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause-- 

      (i) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010) (Pub. L. 110-252, Title VI, Chapter 1 (41 

U.S.C. 251 note)). 

      (ii) 52.219-8, Utilization of Small Business Concerns (DEC 2010) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts 

that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds 

$650,000 ($1.5 million for construction of any public facility), the subcontractor must include 52.219-8 in lower tier 

subcontracts that offer subcontracting opportunities. 

      (iii) 52.222-17, Nondisplacement of Qualified Workers (JAN 2013) (E.O. 13495). Flow down required in accordance 

with paragraph (l) of FAR clause 52.222-17. 

      (iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246). 
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      (v) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212). 

      (vi) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 U.S.C. 793). 

      (vii) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496). 

Flow down required in accordance with paragraph (f) of FAR clause 52.222-40. 

      (viii) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.). 

      (ix) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)). 

           Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)). 

      (x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration, or 

Repair of Certain Equipment--Requirements "(Nov 2007)" (41 U.S.C. 351, et seq.). 

      (xi) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services-

Requirements (FEB 2009)(41 U.S.C. 351, et seq.). 

      (xii) 52.222-54, Employee Eligibility Verification (JUL 2012) 

      (xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247). Flow 

down required in accordance with paragraph (e) of FAR clause 52.226-6. 

      (xiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 1241(b) 

and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64. 

    (2) While not required, the contractor may include in its subcontracts for commercial items a minimal number of 

additional clauses necessary to satisfy its contractual obligations. 

(End of Clause) 

C.3  VAAR 852.211-70  SERVICE DATA MANUALS (NOV 1984) 

  (a) The successful bidder will supply operation/maintenance (service data) manuals with each piece of equipment in the 

quantity specified in the solicitation and resulting purchase order. As a minimum, the manual(s) shall be bound and 

equivalent to the manual(s) provided the manufacturer's designated field service representative as well as comply with all 

the requirements in paragraphs (b) through (i) of this clause. Sections, headings and section sequence identified in (b) 

through (i) of this clause are typical and may vary between manufacturers. Variances in the sections, headings and section 

sequence, however, do not relieve the manufacturer of his/her responsibility in supplying the technical data called for 

therein. 

  (b) Title Page and Front Matter. The title page shall include the equipment nomenclature, model number, effective date 

of the manual and the manufacturer's name and address. If the manual applies to a particular version of the equipment 

only, the title page shall also list that equipment's serial number. Front matter shall consist of the Table of Contents, List 

of Tables, List of Illustrations and a frontispiece (photograph or line drawing) depicting the equipment. 

  (c) Section I, General Description. This section shall provide a generalized description of the equipment or devices and 

shall describe its purpose or intended use. Included in this section will be a table listing all pertinent equipment 

specifications, power requirements, environmental limitations and physical dimensions. 
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  (d) Section II, Installation. Section II shall provide pertinent installation information. It shall list all input and output 

connectors using applicable reference designators and functional names as they appear on the equipment. Included in this 

listing will be a brief description of the function of each connector along with the connector type. Instructions shall be 

provided as to the recommended method of repacking the equipment for shipment (packing material, labeling, etc.). 

  (e) Section III, Operation. Section III will fully describe the operation of the equipment and shall include a listing of each 

control with a brief description of its function and step-by-step procedures for each operating mode. Procedures will use 

the control(s) nomenclature as it appears on the equipment and will be keyed to one or more illustrations of the 

equipment. Operating procedures will include any preoperational checks, calibration adjustments and operation tests. 

Notes, cautions and warnings shall be set off from the text body so they may easily be recognizable and will draw the 

attention of the reader. Illustrations should be used wherever possible depicting equipment connections for test, 

calibration, patient monitoring and measurements. For large, complex and/or highly versatile equipment capable of many 

operating modes and in other instances where the Operation Section is quite large, operational information may be bound 

separately in the form of an Operators Manual. The providing of a separate Operators manual does not relieve the supplier 

of his responsibility for providing the minimum acceptable maintenance data specified herein. When applicable, flow 

charts and narrative descriptions of software shall be provided. If programming is either built-in and/or user modifiable, a 

complete software listing shall be supplied. Equipment items with software packages shall also include diagnostic routines 

and sample outputs. Submission information shall be given in the Maintenance Section to identify equipment 

malfunctions that are software related. 

  (f) Section IV, Principles of Operation. This section shall describe in narrative form the principles of operation of the 

equipment. Circuitry shall be discussed in sufficient detail to be understood by technicians and engineers who possess a 

working knowledge of electronics and a general familiarity with the overall application of the devices. The circuit 

descriptions should start at the overall equipment level and proceed to more detailed circuit descriptions. The overall 

description shall be keyed to a functional block diagram of the equipment. Circuit descriptions shall be keyed to schematic 

diagrams discussed in paragraph (i) below. It is recommended that for complex or special circuits, simplified schematics 

should be included in this section. 

  (g) Section V, Maintenance. The maintenance section shall contain a list of recommended test equipment, special tools, 

preventive maintenance instructions and corrective information. The list of test equipment shall be that recommended by 

the manufacturer and shall be designated by manufacturer and model number. Special tools are those items not 

commercially available or those that are designed specifically for the equipment being supplied. Sufficient data will be 

provided to enable their purchase by the Department of Veterans Affairs. Preventive maintenance instructions shall 

consist of those recommended by the manufacturer to preclude unnecessary failures. Procedures and the recommended 

frequency of performance shall be included for visual inspection, cleaning, lubricating, mechanical adjustments and 

circuit calibration. Corrective maintenance shall consist of the data necessary to troubleshoot and rectify a problem and 

shall include procedures for realigning and testing the equipment. Troubleshooting shall include either a list of test points 

with the applicable voltage levels or waveforms that would be present under a certain prescribed set of conditions, a 

troubleshooting chart listing the symptom, probable cause and remedy, or a narrative containing sufficient data to enable a 

test technician or electronics engineer to determine and locate the probable cause of malfunction. Data shall also be 

provided describing the preferred method of repairing or replacing discrete components mounted on printed circuit boards 

or located in areas where special steps must be followed to disassemble the equipment. Procedures shall be included to 

realign and test the equipment at the completion of repairs and to restore it to its original operating condition. These 

procedures shall be supported by the necessary waveforms and voltage levels, and data for selecting matched components. 

Diagrams, either photographic or line, shall show the location of printed circuit board mounted components. 
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  (h) Section VI, Replacement Parts List. The replacement parts list shall list, in alphanumeric order, all 

electrical/electronic, mechanical and pneumatic components, their description, value and tolerance, true manufacturer and 

manufacturers' part number. 

  (i) Section VII, Drawings. Wiring and schematic diagrams shall be included. The drawings will depict the circuitry using 

standard symbols and shall include the reference designations and component values or type designators. Drawings shall 

be clear and legible and shall not be engineering or productions sketches. 

(End of Clause) 

C.4  VAAR 852.211-73  BRAND NAME OR EQUAL (JAN 2008) 

  (Note: as used in this clause, the term "brand name" includes identification of products by make and model.) 

  (a) If items called for by this invitation for bids have been identified in the schedule by a "brand name or equal" 

description, such identification is intended to be descriptive, but not restrictive, and is to indicate the quality and 

characteristics of products that will be satisfactory. Bids offering "equal" products (including products of the brand name 

manufacturer other than the one described by brand name) will be considered for award if such products are clearly 

identified in the bids and are determined by the Government to meet fully the salient characteristics requirements listed in 

the invitation. 

  (b) Unless the bidder clearly indicates in the bid that the bidder is offering an "equal" product, the bid shall be considered 

as offering a brand name product referenced in the invitation for bids. 

  (c)(1) If the bidder proposes to furnish an "equal" product, the brand name, if any, of the product to be furnished shall be 

inserted in the space provided in the invitation for bids, or such product shall be otherwise clearly identified in the bid. 

The evaluation of bids and the determination as to equality of the product offered shall be the responsibility of the 

Government and will be based on information furnished by the bidder or identified in his/her bid as well as other 

information reasonably available to the purchasing activity. CAUTION TO BIDDERS. The purchasing activity is not 

responsible for locating or securing any information that is not identified in the bid and reasonably available to the 

purchasing activity. Accordingly, to insure that sufficient information is available, the bidder must furnish as a part of 

his/her bid all descriptive material (such as cuts, illustrations, drawings or other information) necessary for the purchasing 

activity to: 

      (i) Determine whether the product offered meets the salient characteristics requirement of the Invitation for Bids, and 

      (ii) Establish exactly what the bidder proposes to furnish and what the Government would be binding itself to 

purchase by making an award. The information furnished may include specific references to information previously 

furnished or to information otherwise available to the purchasing activity. 

    (2) If the bidder proposes to modify a product so as to make it conform to the requirements of the Invitation for Bids, 

he/she shall: 

      (i) Include in his/her bid a clear description of such proposed modifications, and 

      (ii) Clearly mark any descriptive material to show the proposed modifications. 

    (3) Modifications proposed after bid opening to make a product conform to a brand name product referenced in the 

Invitation for Bids will not be considered. 

(End of Clause) 
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C.5  VAAR  852.246-70  GUARANTEE (JAN 2008) 

    The contractor guarantees the equipment against defective material, workmanship and performance for a period of Five 

(5) years, said guarantee to run from date of acceptance of the equipment by the Government. The contractor agrees to 

furnish, without cost to the Government, replacement of all parts and material that are found to be defective during the 

guarantee period. Replacement of material and parts will be furnished to the Government at the point of installation, if 

installation is within the continental United States, or f.o.b. the continental U.S. port to be designated by the contracting 

officer if installation is outside of the continental United States. Cost of installation of replacement material and parts shall 

be borne by the contractor. 

(End of Clause) 

C.6  IT CONTRACT SECURITY 

    VA INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY 

  1.  GENERAL 

  Contractors, contractor personnel, subcontractors, and subcontractor personnel shall be subject to the same Federal laws, 

regulations, standards, and VA Directives and Handbooks as VA and VA personnel regarding information and 

information system security. 

  2.  ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS 

  a.  A contractor/subcontractor shall request logical (technical) or physical access to VA information and VA information 

systems for their employees, subcontractors, and affiliates only to the extent necessary to perform the services specified in 

the contract, agreement, or task order. 

  b.  All contractors, subcontractors, and third-party servicers and associates working with VA information are subject to 

the same investigative requirements as those of VA appointees or employees who have access to the same types of 

information.  The level and process of background security investigations for contractors must be in accordance with VA 

Directive and Handbook 0710, Personnel Suitability and Security Program.  The Office for Operations, Security, and 

Preparedness is responsible for these policies and procedures. 

  c.  Contract personnel who require access to national security programs must have a valid security clearance.  National 

Industrial Security Program (NISP) was established by Executive Order 12829 to ensure that cleared U.S. defense 

industry contract personnel safeguard the classified information in their possession while performing work on contracts, 

programs, bids, or research and development efforts.  The Department of Veterans Affairs does not have a Memorandum 

of Agreement with Defense Security Service (DSS).  Verification of a Security Clearance must be processed through the 

Special Security Officer located in the Planning and National Security Service within the Office of Operations, Security, 

and Preparedness. 

  d.  Custom software development and outsourced operations must be located in the U.S. to the maximum extent 

practical.  If such services are proposed to be performed abroad and are not disallowed by other VA policy or mandates, 

the contractor/subcontractor must state where all non-U.S. services are provided and detail a security plan, deemed to be 

acceptable by VA, specifically to address mitigation of the resulting problems of communication, control, data protection, 

and so forth.  Location within the U.S. may be an evaluation factor. 

  e.  The contractor or subcontractor must notify the Contracting Officer immediately when an employee working on a VA 

system or with access to VA information is reassigned or leaves the contractor or subcontractor's employ. The Contracting 

Officer must also be notified immediately by the contractor or subcontractor prior to an unfriendly termination. 
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  3.  VA INFORMATION CUSTODIAL LANGUAGE 

  a.  Information made available to the contractor or subcontractor by VA for the performance or administration of this 

contract or information developed by the contractor/subcontractor in performance or administration of the contract shall 

be used only for those purposes and shall not be used in any other way without the prior written agreement of the VA.  

This clause expressly limits the contractor/subcontractor's rights to use data as described in Rights in Data - General, FAR 

52.227-14(d) (1). 

  b.  VA information should not be co-mingled, if possible, with any other data on the contractors/subcontractor's 

information systems or media storage systems in order to ensure VA requirements related to data protection and media 

sanitization can be met.  If co-mingling must be allowed to meet the requirements of the business need, the contractor 

must ensure that VA's information is returned to the VA or destroyed in accordance with VA's sanitization requirements.  

VA reserves the right to conduct on site inspections of contractor and subcontractor IT resources to ensure data security 

controls, separation of data and job duties, and destruction/media sanitization procedures are in compliance with VA 

directive requirements. 

  c.  Prior to termination or completion of this contract, contractor/ subcontractor must not destroy information received 

from VA, or gathered/ created by the contractor in the course of performing this contract without prior written approval by 

the VA.  Any data destruction done on behalf of VA by a contractor/subcontractor must be done in accordance with 

National Archives and Records Administration (NARA) requirements as outlined in VA Directive 6300, Records and 

Information Management and its Handbook 6300.1 Records Management Procedures, applicable VA Records Control 

Schedules, and VA Handbook 6500.1, Electronic Media Sanitization.  Self-certification by the contractor that the data 

destruction requirements above have been met must be sent to the VA Contracting Officer within 30 days of termination 

of the contract. 

  d.  The contractor/subcontractor must receive, gather, store, back up, maintain, use, disclose and dispose of VA 

information only in compliance with the terms of the contract and applicable Federal and VA information confidentiality 

and security laws, regulations and policies.  If Federal or VA information confidentiality and security laws, regulations 

and policies become applicable to the VA information or information systems after execution of the contract, or if NIST 

issues or updates applicable FIPS or Special Publications (SP) after execution of this contract, the parties agree to 

negotiate in good faith to implement the information confidentiality and security laws, regulations and policies in this 

contract. 

  e.  The contractor/subcontractor shall not make copies of VA information except as authorized and necessary to perform 

the terms of the agreement or to preserve electronic information stored on contractor/subcontractor electronic storage 

media for restoration in case any electronic equipment or data used by the contractor/subcontractor needs to be restored to 

an operating state.  If copies are made for restoration purposes, after the restoration is complete, the copies must be 

appropriately destroyed. 

  f.  If VA determines that the contractor has violated any of the information confidentiality, privacy, and security 

provisions of the contract, it shall be sufficient grounds for VA to withhold payment to the contractor or third party or 

terminate the contract for default or terminate for cause under Federal Acquisition Regulation (FAR) part 12. 

  g.  If a VHA contract is terminated for cause, the associated BAA must also be terminated and appropriate actions taken 

in accordance with VHA Handbook 1600.01, Business Associate Agreements.  Absent an agreement to use or disclose 

protected health information, there is no business associate relationship. 

  h.  The contractor/subcontractor must store, transport, or transmit VA sensitive information in an encrypted form, using 

VA-approved encryption tools that are, at a minimum, FIPS 140-2 validated. 
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  i.  The contractor/subcontractor's firewall and Web services security controls, if applicable, shall meet or exceed VA's 

minimum requirements.  VA Configuration Guidelines are available upon request. 

  j.  Except for uses and disclosures of VA information authorized by this contract for performance of the contract, the 

contractor/subcontractor may use and disclose VA information only in two other situations: (i) in response to a qualifying 

order of a court of competent jurisdiction, or (ii) with VA's prior written approval.  The contractor/subcontractor must 

refer all requests for, demands for production of, or inquiries about, VA information and information systems to the VA 

contracting officer for response. 

  k.  Notwithstanding the provision above, the contractor/subcontractor shall not release VA records protected by Title 38 

U.S.C. 5705, confidentiality of medical quality assurance records and/or Title 38 U.S.C. 7332, confidentiality of certain 

health records pertaining to drug addiction, sickle cell anemia, alcoholism or alcohol abuse, or infection with human 

immunodeficiency virus.  If the contractor/subcontractor is in receipt of a court order or other requests for the above 

mentioned information, that contractor/subcontractor shall immediately refer such court orders or other requests to the VA 

contracting officer for response. 

  l.  For service that involves the storage, generating, transmitting, or exchanging of VA sensitive information but does not 

require C&A or an MOU-ISA for system interconnection, the contractor/subcontractor must complete a Contractor 

Security Control Assessment (CSCA) on a yearly basis and provide it to the COR. 

  4.  INFORMATION SYSTEM DESIGN AND DEVELOPMENT 

  a.  Information systems that are designed or developed for or on behalf of VA at non-VA facilities shall comply with all 

VA directives developed in accordance with FISMA, HIPAA, NIST, and related VA security and privacy control 

requirements for Federal information systems.  This includes standards for the protection of electronic PHI, outlined in 45 

C.F.R. Part 164, Subpart C, information and system security categorization level designations in accordance with FIPS 

199 and FIPS 200 with implementation of all baseline security controls commensurate with the FIPS 199 system security 

categorization (reference Appendix D of VA Handbook 6500, VA Information Security Program).  During the 

development cycle a Privacy Impact Assessment (PIA) must be completed, provided to the COR, and approved by the VA 

Privacy Service in accordance with Directive 6507, VA Privacy Impact Assessment. 

  b.  The contractor/subcontractor shall certify to the COR that applications are fully functional and operate correctly as 

intended on systems using the VA Federal Desktop Core Configuration (FDCC), and the common security configuration 

guidelines provided by NIST or the VA.  This includes Internet Explorer 7 configured to operate on Windows XP and 

Vista (in Protected Mode on Vista) and future versions, as required. 

  c.  The standard installation, operation, maintenance, updating, and patching of software shall not alter the configuration 

settings from the VA approved and FDCC configuration.  Information technology staff must also use the Windows 

Installer Service for installation to the default "program files" directory and silently install and uninstall. 

  d.  Applications designed for normal end users shall run in the standard user context without elevated system 

administration privileges. 

  e.  The security controls must be designed, developed, approved by VA, and implemented in accordance with the 

provisions of VA security system development life cycle as outlined in NIST Special Publication 800-37, Guide for 

Applying the Risk Management Framework to Federal Information Systems, VA Handbook 6500, Information Security 

Program and VA Handbook 6500.5, Incorporating Security and Privacy in System Development Lifecycle. 

  f.  The contractor/subcontractor is required to design, develop, or operate a System of Records Notice (SOR) on 

individuals to accomplish an agency function subject to the Privacy Act of 1974, (as amended), Public Law 93-579, 
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December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations.  Violation of the Privacy Act may involve the 

imposition of criminal and civil penalties. 

  g.  The contractor/subcontractor agrees to: 

    (1)   Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under the Act in the 

design, development, or operation of any system of records on individuals to accomplish an agency function when the 

contract specifically identifies: 

      (a)  The Systems of Records (SOR); and 

      (b)  The design, development, or operation work that the contractor/ subcontractor is to perform; 

        (1)   Include the Privacy Act notification contained in this contract in every solicitation and resulting subcontract and 

in every subcontract awarded without a solicitation, when the work statement in the proposed subcontract requires the 

redesign, development, or operation of a SOR on individuals that is subject to the Privacy Act; and 

        (2)   Include this Privacy Act clause, including this subparagraph (3), in all subcontracts awarded under this contract 

which requires the design, development, or operation of such a SOR. 

  h.  In the event of violations of the Act, a civil action may be brought against the agency involved when the violation 

concerns the design, development, or operation of a SOR on individuals to accomplish an agency function, and criminal 

penalties may be imposed upon the officers or employees of the agency when the violation concerns the operation of a 

SOR on individuals to accomplish an agency function.  For purposes of the Act, when the contract is for the operation of a 

SOR on individuals to accomplish an agency function, the contractor/subcontractor is considered to be an employee of the 

agency. 

    (1)   "Operation of a System of Records" means performance of any of the activities associated with maintaining the 

SOR, including the collection, use, maintenance, and dissemination of records. 

    (2)   "Record" means any item, collection, or grouping of information about an individual that is maintained by an 

agency, including, but not limited to, education, financial transactions, medical history, and criminal or employment 

history and contains the person's name, or identifying number, symbol, or any other identifying particular assigned to the 

individual, such as a fingerprint or voiceprint, or a photograph. 

    (3)   "System of Records" means a group of any records under the control of any agency from which information is 

retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to 

the individual. 

  i.  The vendor shall ensure the security of all procured or developed systems and technologies, including their 

subcomponents (hereinafter referred to as "Systems"), throughout the life of this contract and any extension, warranty, or 

maintenance periods.  This includes, but is not limited to workarounds, patches, hotfixes, upgrades, and any physical 

components (hereafter referred to as Security Fixes) which may be necessary to fix all security vulnerabilities published or 

known to the vendor anywhere in the Systems, including Operating Systems and firmware.  The vendor shall ensure that 

Security Fixes shall not negatively impact the Systems. 

  j.  The vendor shall notify VA within 24 hours of the discovery or disclosure of successful exploits of the vulnerability 

which can compromise the security of the Systems (including the confidentiality or integrity of its data and operations, or 

the availability of the system).  Such issues shall be remediated as quickly as is practical, but in no event longer than  

days. 
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  k.  When the Security Fixes involve installing third party patches (such as Microsoft OS patches or Adobe Acrobat), the 

vendor will provide written notice to the VA that the patch has been validated as not affecting the Systems within 10 

working days.  When the vendor is responsible for operations or maintenance of the Systems, they shall apply the Security 

Fixes within  days. 

  l.  All other vulnerabilities shall be remediated as specified in this paragraph in a timely manner based on risk, but within 

60 days of discovery or disclosure.  Exceptions to this paragraph (e.g. for the convenience of VA) shall only be granted 

with approval of the contracting officer and the VA Assistant Secretary for Office of Information and Technology. 

  5.  INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE 

  a.  For information systems that are hosted, operated, maintained, or used on behalf of VA at non-VA facilities, 

contractors/subcontractors are fully responsible and accountable for ensuring compliance with all HIPAA, Privacy Act, 

FISMA, NIST, FIPS, and VA security and privacy directives and handbooks.  This includes conducting compliant risk 

assessments, routine vulnerablity scanning, system patching and change management procedures, and the completion of 

an acceptable contingency plan for each system.  The contractor's security control procedures must be equivalent, to those 

procedures used to secure VA systems.  A Privacy Impact Assessment (PIA) must also be provided to the COR and 

approved by VA Privacy Service prior to operational approval.  All external Internet connections to VA's network 

involving VA information must be reviewed and approved by VA prior to implementation. 

  b.  Adequate security controls for collecting, processing, transmitting, and storing of Personally Identifiable Information 

(PII), as determined by the VA Privacy Service, must be in place, tested, and approved by VA prior to hosting, operation, 

maintenance, or use of the information system, or systems by or on behalf of VA.  These security controls are to be 

assessed and stated within the PIA and if these controls are determined not to be in place, or inadequate, a Plan of Action 

and Milestones (POA&M) must be submitted and approved prior to the collection of PII. 

  c.  Outsourcing (contractor facility, contractor equipment or contractor staff) of systems or network operations, 

telecommunications services, or other managed services requires certification and accreditation (authorization) (C&A) of 

the contractor's systems in accordance with VA Handbook 6500.3, Certification and Accreditation and/or the VA OCS 

Certification Program Office.  Government- owned (government facility or government equipment) contractor-operated 

systems, third party or business partner networks require memorandums of understanding and interconnection agreements 

(MOU-ISA) which detail what data types are shared, who has access, and the appropriate level of security controls for all 

systems connected to VA networks. 

  d.  The contractor/subcontractor's system must adhere to all FISMA, FIPS, and NIST standards related to the annual 

FISMA security controls assessment and review and update the PIA.  Any deficiencies noted during this assessment must 

be provided to the VA contracting officer and the ISO for entry into VA's POA&M management process.  The 

contractor/subcontractor must use VA's POA&M process to document planned remedial actions to address any 

deficiencies in information security policies, procedures, and practices, and the completion of those activities.  Security 

deficiencies must be corrected within the timeframes approved by the government.  Contractor/subcontractor procedures 

are subject to periodic, unannounced assessments by VA officials, including the VA Office of Inspector General.  The 

physical security aspects associated with contractor/ subcontractor activities must also be subject to such assessments.  If 

major changes to the system occur that may affect the privacy or security of the data or the system, the C&A of the system 

may need to be reviewed, retested and re- authorized per VA Handbook 6500.3.  This may require reviewing and updating 

all of the documentation (PIA, System Security Plan, Contingency Plan).  The Certification Program Office can provide 

guidance on whether a new C&A would be necessary. 

  e.  The contractor/subcontractor must conduct an annual self assessment on all systems and outsourced services as 

required.  Both hard copy and electronic copies of the assessment must be provided to the COR.  The government reserves 
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the right to conduct such an assessment using government personnel or another contractor/subcontractor.  The 

contractor/subcontractor must take appropriate and timely action (this can be specified in the contract) to correct or 

mitigate any weaknesses discovered during such testing, generally at no additional cost. 

  f.  VA prohibits the installation and use of personally-owned or contractor/ subcontractor-owned equipment or software 

on VA's network.  If non-VA owned equipment must be used to fulfill the requirements of a contract, it must be stated in 

the service agreement, SOW or contract.  All of the security controls required for government furnished equipment (GFE) 

must be utilized in approved other equipment (OE) and must be funded by the owner of the equipment.  All remote 

systems must be equipped with, and use, a VA-approved antivirus (AV) software and a personal (host-based or enclave 

based) firewall that is configured with a VA-approved configuration.  Software must be kept current, including all critical 

updates and patches.  Owners of approved OE are responsible for providing and maintaining the anti-viral software and 

the firewall on the non-VA owned OE. 

  g.  All electronic storage media used on non-VA leased or non-VA owned IT equipment that is used to store, process, or 

access VA information must be handled in adherence with VA Handbook 6500.1, Electronic Media Sanitization upon:  (i) 

completion or termination of the contract or (ii) disposal or return of the IT equipment by the contractor/subcontractor or 

any person acting on behalf of the contractor/subcontractor, whichever is earlier. Media (hard drives, optical disks, CDs, 

back-up tapes, etc.) used by the contractors/ subcontractors that contain VA information must be returned to the VA for 

sanitization or destruction or the contractor/subcontractor must self-certify that the media has been disposed of per 6500.1 

requirements.  This must be completed within 30 days of termination of the contract. 

  h.  Bio-Medical devices and other equipment or systems containing media (hard drives, optical disks, etc.) with VA 

sensitive information must not be returned to the vendor at the end of lease, for trade-in, or other purposes.  The options 

are: 

    (1)   Vendor must accept the system without the drive; 

    (2)   VA's initial medical device purchase includes a spare drive which must be installed in place of the original drive at 

time of turn-in; or 

    (3)   VA must reimburse the company for media at a reasonable open market replacement cost at time of purchase. 

    (4)   Due to the highly specialized and sometimes proprietary hardware and software associated with medical 

equipment/systems, if it is not possible for the VA to retain the hard drive, then; 

      (a)   The equipment vendor must have an existing BAA if the device being traded in has sensitive information stored 

on it and hard drive(s) from the system are being returned physically intact; and 

      (b)   Any fixed hard drive on the device must be non-destructively sanitized to the greatest extent possible without 

negatively impacting system operation.  Selective clearing down to patient data folder level is recommended using VA 

approved and validated overwriting technologies/methods/tools. Applicable media sanitization specifications need to be 

pre-approved and described in the purchase order or contract. 

      (c)   A statement needs to be signed by the Director (System Owner) that states that the drive could not be removed 

and that (a) and (b) controls above are in place and completed.  The ISO needs to maintain the documentation. 

  6.  SECURITY INCIDENT INVESTIGATION 

  a.  The term "security incident" means an event that has, or could have, resulted in unauthorized access to, loss or 

damage to VA assets, or sensitive information, or an action that breaches VA security procedures.  The contractor/ 
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subcontractor shall immediately notify the COR and simultaneously, the designated ISO and Privacy Officer for the 

contract of any known or suspected security/privacy incidents, or any unauthorized disclosure of sensitive information, 

including that contained in system(s) to which the contractor/ subcontractor has access. 

  b.  To the extent known by the contractor/subcontractor, the contractor/ subcontractor's notice to VA shall identify the 

information involved, the circumstances surrounding the incident (including to whom, how, when, and where the VA 

information or assets were placed at risk or compromised), and any other information that the contractor/subcontractor 

considers relevant. 

  c.  With respect to unsecured protected health information, the business associate is deemed to have discovered a data 

breach when the business associate knew or should have known of a breach of such information.  Upon discovery, the 

business associate must notify the covered entity of the breach.  Notifications need to be made in accordance with the 

executed business associate agreement. 

  d.  In instances of theft or break-in or other criminal activity, the contractor/subcontractor must concurrently report the 

incident to the appropriate law enforcement entity (or entities) of jurisdiction, including the VA OIG and Security and 

Law Enforcement.  The contractor, its employees, and its subcontractors and their employees shall cooperate with VA and 

any law enforcement authority responsible for the investigation and prosecution of any possible criminal law violation(s) 

associated with any incident.  The contractor/subcontractor shall cooperate with VA in any civil litigation to recover VA 

information, obtain monetary or other compensation from a third party for damages arising from any incident, or obtain 

injunctive relief against any third party arising from, or related to, the incident. 

  7.  LIQUIDATED DAMAGES FOR DATA BREACH 

  a.  Consistent with the requirements of 38 U.S.C. 5725, a contract may require access to sensitive personal information.  

If so, the contractor is liable to VA for liquidated damages in the event of a data breach or privacy incident involving any 

SPI the contractor/subcontractor processes or maintains under this contract. 

  b.  The contractor/subcontractor shall provide notice to VA of a "security incident" as set forth in the Security Incident 

Investigation section above. Upon such notification, VA must secure from a non-Department entity or the VA Office of 

Inspector General an independent risk analysis of the data breach to determine the level of risk associated with the data 

breach for the potential misuse of any sensitive personal information involved in the data breach.  The term 'data breach' 

means the loss, theft, or other unauthorized access, or any access other than that incidental to the scope of employment, to 

data containing sensitive personal information, in electronic or printed form, that results in the potential compromise of 

the confidentiality or integrity of the data. Contractor shall fully cooperate with the entity performing the risk analysis. 

Failure to cooperate may be deemed a material breach and grounds for contract termination. 

  c.  Each risk analysis shall address all relevant information concerning the data breach, including the following: 

    (1)   Nature of the event (loss, theft, unauthorized access); 

    (2)   Description of the event, including: 

      (a)  date of occurrence; 

      (b)  data elements involved, including any PII, such as full name, social security number, date of birth, home address, 

account number, disability code; 

    (3)  Number of individuals affected or potentially affected; 

    (4)  Names of individuals or groups affected or potentially affected; 
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    (5)  Ease of logical data access to the lost, stolen or improperly accessed data in light of the degree of protection for the 

data, e.g., unencrypted, plain text; 

    (6)  Amount of time the data has been out of VA control; 

    (7)  The likelihood that the sensitive personal information will or has been compromised (made accessible to and usable 

by unauthorized persons); 

    (8)  Known misuses of data containing sensitive personal information, if any; 

    (9)  Assessment of the potential harm to the affected individuals; 

    (10)  Data breach analysis as outlined in 6500.2 Handbook, Management of Security and Privacy Incidents, as 

appropriate; and 

    (11)  Whether credit protection services may assist record subjects in avoiding or mitigating the results of identity theft 

based on the sensitive personal information that may have been compromised. 

  d.  Based on the determinations of the independent risk analysis, the contractor shall be responsible for paying to the VA 

liquidated damages in the amount of  per affected individual to cover the cost of providing credit protection services to 

affected individuals consisting of the following: 

   (1)  Notification; 

   (2)  One year of credit monitoring services consisting of automatic daily monitoring of at least 3 relevant credit bureau 

reports; 

   (3)  Data breach analysis; 

   (4)  Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit freezes, to assist affected 

individuals to bring matters to resolution; 

   (5)  One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and 

   (6)  Necessary legal expenses the subjects may incur to repair falsified or damaged credit records, histories, or financial 

affairs. 

  8.  SECURITY CONTROLS COMPLIANCE TESTING 

  On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate any or all of the 

security controls and privacy practices implemented by the contractor under the clauses contained within the contract. 

With 10 working-day's notice, at the request of the government, the contractor must fully cooperate and assist in a 

government-sponsored security controls assessment at each location wherein VA information is processed or stored, or 

information systems are developed, operated, maintained, or used on behalf of VA, including those initiated by the Office 

of Inspector General.  The government may conduct a security control assessment on shorter notice (to include 

unannounced assessments) as determined by VA in the event of a security incident or at any other time. 

  9.  TRAINING 

  a.  All contractor employees and subcontractor employees requiring access to VA information and VA information 

systems shall complete the following before being granted access to VA information and its systems: 
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    (1)   Sign and acknowledge (either manually or electronically) understanding of and responsibilities for compliance 

with the  Contractor Rules of Behavior, Appendix E relating to access to VA information and information systems; 

    (2)   Successfully complete the VA Cyber Security Awareness and Rules of Behavior training and annually complete 

required security training; 

    (3)   Successfully complete the appropriate VA privacy training and annually complete required privacy training; and 

    (4)   Successfully complete any additional cyber security or privacy training, as required for VA personnel with 

equivalent information system access [to be defined by the VA program official and provided to the contracting officer for 

inclusion in the solicitation document - e.g., any role-based information security training required in accordance with 

NIST Special Publication 800-16, Information Technology Security Training Requirements.] 

  b.  The contractor shall provide to the contracting officer and/or the COR a copy of the training certificates and 

certification of signing the Contractor Rules of Behavior for each applicable employee within 1 week of the initiation of 

the contract and annually thereafter, as required. 

  c.  Failure to complete the mandatory annual training and sign the Rules of Behavior annually, within the timeframe 

required, is grounds for suspension or termination of all physical or electronic access privileges and removal from work 

on the contract until such time as the training and documents are complete. 

(End of Clause)
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SECTION E - SOLICITATION PROVISIONS 

 

E.1  52.211-6   BRAND NAME OR EQUAL (AUG 1999) 

  (a) If an item in this solicitation is identified as "brand name or equal," the purchase description reflects the 

characteristics and level of quality that will satisfy the Government's needs. The salient physical, functional, or 

performance characteristics that "equal" products must meet are specified in the solicitation. 

  (b) To be considered for award, offers of "equal" products, including "equal" products of the brand name manufacturer, 

must-- 

    (1) Meet the salient physical, functional, or performance characteristic specified in this solicitation; 

    (2) Clearly identify the item by-- 

      (i) Brand name, if any; and 

      (ii) Make or model number; 

    (3) Include descriptive literature such as illustrations, drawings, or a clear reference to previously furnished descriptive 

data or information available to the Contracting Officer; and 

    (4) Clearly describe any modifications the offeror plans to make in a product to make it conform to the solicitation 

requirements. Mark any descriptive material to clearly show the modifications. 

  (c) The Contracting Officer will evaluate "equal" products on the basis of information furnished by the offeror or 

identified in the offer and reasonably available to the Contracting Officer. The Contracting Officer is not responsible for 

locating or obtaining any information not identified in the offer. 

  (d) Unless the offeror clearly indicates in its offer that the product being offered is an "equal" product, the offeror shall 

provide the brand name product referenced in the solicitation. 

(End of Provision) 

E.2  52.212-2  EVALUATION--COMMERCIAL ITEMS (JAN 1999) 

  (a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer 

conforming to the solicitation will be most advantageous to the Government, price and other factors considered. The 

following factors shall be used to evaluate offers: 

 
   Price 
   Past Performance 
   Experience with the Department of Veterans Affairs with Cognitive Software 
    
    
  Experience and past performance, when combined, are more important than price. 
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  (b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to the total 

price for the basic requirement. The Government may determine that an offer is unacceptable if the option prices are 

significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the option(s). 

  (c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful offeror within the 

time for acceptance specified in the offer, shall result in a binding contract without further action by either party. Before 

the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether or not there are 

negotiations after its receipt, unless a written notice of withdrawal is received before award. 

(End of Provision) 

FAR 

Number 
Title Date 

52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS--
COMMERCIAL ITEMS 

DEC 2012 

E.3  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE  (FEB 

1998) 

  This solicitation incorporates one or more solicitation provisions by reference, with the same force and effect as if they 

were given in full text. Upon request, the Contracting Officer will make their full text available. The offeror is cautioned 

that the listed provisions may include blocks that must be completed by the offeror and submitted with its quotation or 

offer. In lieu of submitting the full text of those provisions, the offeror may identify the provision by paragraph identifier 

and provide the appropriate information with its quotation or offer. Also, the full text of a solicitation provision may be 

accessed electronically at this/these address(es): 

 
  http://www.acquisition.gov/far/index.html 
  http://www.va.gov/oal/library/vaar/ 
   

(End of Provision) 

 

E.4  VAAR 852.203-70 COMMERCIAL ADVERTISING (JAN 2008) 

  The bidder or offeror agrees that if a contract is awarded to him/her, as a result of this solicitation, he/she will not 

advertise the award of the contract in his/her commercial advertising in such a manner as to state or imply that the 

Department of Veterans Affairs endorses a product, project or commercial line of endeavor. 

(End of Clause) 


